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Young, MAC Chairman Joseph Wu said cross-Strait 
discussions on tourism were progressing well. Wu 
explained that the two sides had held successful 
preliminary negotiations three weeks ago and again on 
December 3. In the last round, he said, the two sides 
resolved two important technical issues: PRC tourists 
would have to enter and leave Taiwan in tour groups and 
procedures for repatriating tourists who attempt to 
overstay. 


3. (C) On the timing of a tourism agreement, Wu told the 
Director that MAC had hoped to conclude negotiations in 
October, but the PRC dragged its feet. He expressed hope 
that the two sides will be able to meet in formal 
negotiations to conclude the agreement shortly after the 
December 9 elections. In contrast to earlier reports 

(ref A), Wu indicated that the two sides would not wait 

for an agreement on charter flights before concluding an 
agreement on tourism. The Director reiterated U.S. 
support for this type of opening and underscored the 
benefit to Taiwan of exposing more people in the Mainland 
to the reality of life in Taiwan. 


4. (C) Wu was also quick to point out that the tourism 
negotiations were conducted based upon a modification of 
the 2005 Macau Model used to negotiate charter flights. 
Under the Macau Model, negotiations are nominally led by 
industry associations with government officials imbedded 
in the two delegations. In the present case, however, Wu 
said the tourism discussions were conducted by specially- 
formed organizations, which Taiwan considers to be 
official in nature even if the PRC views them as private. 
He emphasized that the organization representing Taiwan 
(the Taiwan Strait Tourism Association) is headed by the 
Director General of the Tourism Bureau of the Ministry of 
Transportation and Communications. 


Charter Flights Later 


5. (C) Wu was less optimistic about progress on cargo and 
weekend passenger charter flights. He told the Director 
that the two sides had been in regular contact since June, 
but there had been no decision on when to convene more 
formal consultations necessary to conclude a charter 

flight agreement. As a positive sign, Wu noted that the 
PRC had expressed to MAC three weeks ago its willingness 
to discuss routing charter flights through Japanese 
airspace. This would dramatically shorten the flight 

time for charter flights from Taiwan to Shanghai and 
Beijing, which up until now have had to fly through Hong 
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Kong airspace. The PRC had previously rejected this 
Taiwan proposal to prevent any appearance the routes 
would be international ones. Wu hopes that the PRC will 
discuss this flight transit issue during negotiations to 
conclude an agreement on cargo and weekend passenger 
charters. He commented that the negotiations would have 
to be finished by July or August when campaigning for 
Taiwan\'s Legislative Yuan and Presidential elections 
would make further progress impossible. 


Semiconductor Opening Too 


6. (C) The Director asked Wu about the applications by 
ProMOS and Powerchip, two of Taiwan\'s leading 
semiconductor manufacturing firms, to build factories in 
the PRC. The applications were submitted in December 
2004, but MOEA has yet to make a decision. Wu indicated 
that Taiwan was likely to approve the applications in 

late December. He said Minister of Economic Affairs 
Steve Chen had informed him that Chen\'s ministry would 
schedule a final review on the applications for December 
18. Explaining that MAC and MOEA discussions with the 
deep-Green Taiwan Solidarity Union (TSU) about the 
applications had gone fairly well, Wu predicted the TSU 
would not attempt to block the applications again and 
that they would be approved after the final MOEA review. 


7. (C) Wu also told the Director that MOEA was working on 
further relaxation of technology restrictions for 
semiconductor manufacturing investment in the Mainland. 
Taiwan currently permits investment in factories capable 

of producing chips with feature size no finer than 0.25 
microns. Semiconductor firms have urged the government 
to permit manufacturing of 0.18-micron chips. Wu noted 
that there had been a consensus at Taiwan\'s Sustainable 
Economic Development Conference in late-July that 
Taiwan\'s restrictions on information technology 
investment should follow international standards set by 

the Wassenaar Arrangement. The Director commented that 
high-tech industry representatives had repeatedly raised 
this kind of issue with him during his November 29 trip 

to the Hsinchu Science Park (ref B), emphasizing the 
importance of government maintaining good relations with 
business. 


Changes in 40 Percent Ceiling Under Consideration 
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8. (C) The Director mentioned the recent announcement by 
Carlyle Group, a U.S. investment firm, that it would 
purchase Advanced Semiconductor Engineering (ASE), a 
Taiwan semiconductor packaging and testing firm. The 
Director noted there has been substantial press 
speculation that the Carlyle-ASE deal is being driven by 

a desire for ASE to circumvent Taiwan\'s 40 percent 

ceiling on investment in China. (Note: Taiwan restricts 

the amount of capital its firms can invest in the PRC as 

a percentage of total capital. The restriction is 

usually called the 40 percent ceiling, but it is actually 

a sliding scale that limits larger firms to as little as 

20 percent of total capital. End note.) Wu stressed 

that the Carlyle-ASE deal had nothing to do with the 40 
percent ceiling, explaining that ASE had invested only 10 
percent of its capital in the PRC. Wu accused some media 
outlets of falsely blaming the Carlyle-ASE deal on the 40 
percent ceiling in order to make the government look bad 
while relaxation of the ceiling was being discussed in 

the Legislative Yuan. (Note: KMT legislator Lai Shyh- 

bao on December 4 proposed a bill to ease the investment 
cap. DPP and TSU legislators joined forces to defeat the 
measure and on November 29, TSU Legislative Whip David 
Huang suggested the cap should be tightened up rather 
than eased. End Note.) 


9. (C) Wu commented that the TSU had \"battered\" the 
administration on the 40 percent ceiling during SEDC 
discussions. With rumors afloat that the TSU was 
considering supporting a no-confidence motion on 
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President Chen, Wu explained, the administration had been 
unable to move forward on reviewing the 40 percent rule. 
However, he emphasized that the government is fully aware 
that this is a serious policy issue. Wu explained that 

MAC was examining the possibility of applying different 
ceilings to different industries. He said this was 

necessary because MAC\'s research indicates that 70 
percent of the firms that have reached the 40 percent 
ceiling have financial problems. According to Wu, MAC 

will determine which industries have the most potential 

to earn a profit in the Mainland and raise the ceilings 
accordingly. This will shield the government from 

criticism that it approved investment for financially 

troubled firms. (Comment: We see logic in instituting 
different ceilings to limit investment in industries that 
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the Taiwan authorities deem strategic. However, the idea 
that the authorities are better equipped than investors 

to determine where there are good business opportunities, 
does not seem to us to be a sound basis for policy. Wu\'s 
noting the status of negotiations with the TSU over 
investment applications in China is the most direct 
acknowledgement by a Chen Administration official that 

the TSU determines cross-Strait economic policy in Taiwan. 
End comment.) 


But No Progress on Financial Sector 


10. (C) On further opening of banking and other financial 
services, however, Wu acknowledged to the Director that 
there had not been much progress. He pointed out that on 
November 15 Beijing had released an announcement 
requiring that financial supervisory mechanisms be in 

place before investment would be allowed by foreign banks. 
MAC had previously insisted that such bilateral 
mechanisms were necessary before Taiwan banks could 
invest in the Mainland. Wu pointed out that MAC believes 
negotiations are necessary to create these mechanisms. 
Therefore, he said, MAC and Financial Supervisory 
Commission officials had asked PRC counterparts about the 
possibility of such negotiations during a recent 

conference in Sichuan. The PRC officials, however, had 
replied that the PRC would negotiate only with parties 

that have accepted the \"one China\" principle, clearly 
signaling that it is not ready to negotiate on this issue 

yet. 


MAC-TAO Exchanges 


11. (C) On the other hand, Wu was pleased to report that 
MAC Legal Affairs Department Director Yang Jia-jiun had 
traveled to the PRC last week to discuss criminal 
investigation cooperation. While in the Mainland, he met 
with his counterpart at the Taiwan Affairs Office, which 

Wu described as a major breakthrough. (Comment: To our 
knowledge, this is the highest level MAC visit to the 
Mainland. End comment.) Wu also said that TAO will send 
a low-level group to Taiwan in January but did not 

provide details. 


Su Resignation Likely if DPP Loses Kaohsiung 


12. (C) When the Director asked about the future of the 
Su cabinet in the event of a DPP loss in the mayoral 


Column 3 

election in Kaohsiung, Wu commented that a tradition had 
developed of both the Premier and the DPP Chairman 
resigning after a major electoral loss. He said Su would 
probably resign as early as March in any event in order 

to launch his campaign for the presidency, since the DPP 
would determine its candidate in June or July. Wu 
believes that if the DPP loses Kaohsiung it will give Su 

a useful opportunity to resign and appear \"principled.\" 
The entire cabinet would submit its resignation if the 
Premier resigns, Wu said, and it would be up to the next 
Premier to decide if Wu could continue as MAC Chairman. 


Comment 
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13. (C) While Joseph Wu is generally on the optimistic 
side of the spectrum in discussing cross-Strait progress, 
we believe there really is some quiet forward movement at 
work here. It strikes us that Beijing\'s facilitation of 

this progress can be read as paving the way to more 
dramatic advances with whomever emerges as Taiwan\'s next 
president. The simple fact is that the PRC dug itself 

into a hole by refusing to deal with the Chen 

administration from the get-go and is now anxious to move 
forward on something that is patently beneficial to both 
sides of the Strait. 

YOUNG 
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Classified By: Political External Unit Chief Edgard Kagan. Reasons 1.4 
(b/d). 


Summary 


1. (C) President Hu Jintao met with both Ethiopian Prime 
Minister Meles Zenawi and Eritrean President Isaias Afwerki 
during the Beijing Summit of the Forum for China-Africa 
Cooperation (FOCAC)(Ref A), according to MFA contacts, who 
added that the two African leaders did not meet each other 
while in Beijing. Hu and Meles discussed bilateral trade, 
with Meles pushing for greater Chinese investment in 
Ethiopia. Hu pledged to accelerate negotiations on an 
infrastructure loan to Ethiopia worth over USD 1 billion. Hu 
and Isaias discussed regional security, including Sudan and 
Somalia. Isaias expressed concerns about the Ethiopian 
military presence in Somalia, an MFA contact said. PRC 
Foreign Minister Li Zhaoxing may travel to Eritrea in 
January, our contact noted. End Summary. 


2. (C) Poloff discussed Ethiopia and Eritrea\'s participation 

at the FOCAC Beijing Summit separately with MFA African 
Department Deputy Division Director Zhang Bin, MFA African 
Department Official Wang Guofei, Ethiopian Political Minister 
Counsellor Eyassu Dalle (protect) and Ethiopian Commercial 
Officer Melaku Legasse (protect). 


Meles, Hu Discuss Trade and Loans 


3. (C) China and Ethiopia enjoy excellent bilateral 

relations, MFA African Department Deputy Division Director 
Zhang Bin said. PM Meles held separate, brief bilaterals 

with President Hu Jintao and Premier Wen Jiabao during his 
November 3-5 visit to Beijing in his capacity as co-Chair of 

the recent FOCAC Beijing Summit. The meetings took place on 
November 4 and each lasted approximately twenty minutes and 
covered the same substantive ground, Zhang said, noting that 
President Hu held approximately 40 bilateral meetings with 
African presidents during and immediately before and after 

the Beijing Summit. PM Meles was the only non-President to 
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receive a bilateral with President Hu, due primarily to his 
role as the Beijing Summit\'s co-Chair, Zhang added. 


4. (C) PM Meles and President Hu discussed bilateral trade, 
which grew to nearly USD 400 million through the first three 
quarters of 2006, a 20 percent year-on-year increase, 
according to Zhang. PM Meles expressed satisfaction with 
zero-tariff treatment for some Ethiopian products (under 
previous FOCAC arrangements) that have doubled Ethiopia\'s 
exports to China. In response to Meles\' push for more 
Chinese investment, Zhang said that President Hu told the PM 
that the PRC will accelerate the construction of a previously 
agreed agricultural polytechnic in Ethiopia and that Beijing 

will move faster on Addis Ababa\'s request for an 
infrastructure development loan worth over USD 1 billion. 
Commenting that the PRC Export-Import bank would likely issue 
the loan, Zhang expressed optimism that the loan agreement 
will be concluded in the near future. Due to the limited 

time, the two sides did not discuss regional security or 

other foreign policy matters, Zhang added. 


Isaias, Hu Discuss Regional Security 


5. (C) Zhang told us that Eritrean President Isaias had a 
twenty-minute bilateral meeting with President Hu on November 
6, the day after the conclusion of the Beijing Summit. 

According to Zhang, President Isaias briefly offered his 

views on Sudan, Somalia and Ethiopia. Isaias insisted the 
Ethiopian military is operating in Somalia and hurting the 
prospects for peace. Hu responded China follows developments 
in Somalia closely and has helped bring international 

attention to the crisis. China supports the efforts of the 
international community and the parties involved to find a 
peaceful solution, Hu added, Zhang said. Regarding the 
Eritrea-Ethiopia border dispute, Zhang said Hu told Isaias 

that China is friends with both countries and stands for 

peaceful resolution in accordance with the Algeria peace 
agreement. The boundary commission held consultations 
earlier this year and China hopes both sides will find a 

mutually satisfactory solution, Hu said, according to Zhang. 


BEIJING 00024348 002 OF 003 


6. (C) On Sudan, Isaias stressed Eritrea\'s \"important role\" 

in moving the North/South peace process forward and current 
efforts to work with the Government of National Unity (GNU) 

to help find a solution for Darfur, Zhang said. Isaias 

thanked Hu for China\'s development assistance to Eritrea and 
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talked broadly about globalization and the need for the 
international community to pay attention to Africa, according 

to Zhang. No bilateral agreements were signed between China 
and Eritrea during the Beijing Summit, Zhang added, noting 
that PRC Foreign Minister Li Zhaoxing may travel to Eritrea 

in January. FM Li traditionally begins his diplomatic travel 

each year with a trip to Africa, MFA officials have told us. 


No Meeting Between Meles and Isaias 


7. (C) PRC MFA Africa Department Officer Wang Guofei, 
responsible for Ethiopia/Eritrea, and Zhang Bin separately 

stated PM Meles and President Isaias did not meet while in 

Beijing. Wang noted that both leaders were \"happy to come to 
China.\" As FOCAC co-Chair, PM Meles was granted \"appropriate 
protocol\" (implicitly, elevated status), Wang added. Eyassu 

and Melaku also separately said that Meles and Isaias did not 
meet during the Beijing Summit. PM Meles arrived November 3 
and departed November 5 shortly after the Beijing Summit 
concluded, both noted. 


Ethiopia Not Satisfied 


8. (C) Ethiopia was not wholly satisfied with the substantive 
outcomes of the Beijing Summit, according to Ethiopian 
Embassy Political Minister Counselor Eyassu Dalle, who worked 
extensively on the event (which was technically co-hosted by 
Ethiopia). Providing us with a readout of the Beijing 

Summit, Eyassu said President Hu\'s eight-point plan to 
enhance Chinese aid and trade with Africa (Ref B) is short on 
specifics and quite small when considered against the needs 
of the 48 African countries with which Beijing has diplomatic 
relations. Specifically, the value of the PRC pledge to 

double PRC assistance to Africa over the next three years is 
questionable because Beijing has not provided African 
countries with baseline assistance figures for 2006 or shown 
how current assistance is distributed. Similarly, PRC 
promises to provide USD 3 billion in preferential loans and 
USD 2 billion of preferential buyer\'s credits to Africa over 

the next three years may not be so generous on closer 
scrutiny, Eyassu said. 


9. (C) According to Eyassu, Chinese preferential loans are 
granted through the PRC Ex-Im bank and \"carry high-interest 
rates,\" which may run afoul of African governments\' 
commitments to other international financial institutions. 

Buyer\'s credits similarly may largely benefit Chinese 

companies seeking to invest in Africa, rather than African 
companies. The PRC has not provided any details on President 
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Hu\'s offers but the arrangements will be worked out 
bilaterally, so that a given African country likely will not 
have the advantage of knowing the terms and conditions 
granted to other African countries. Eyassu noted that prior 
to the Beijing Summit, Ethiopia began courting Beijing for a 
loan facility in excess of USD 1 billion for infrastructure 
development, but the deal has yet to be concluded. 


10. (C) The Beijing Summit was useful in that it served as an 
opportunity to bring African development concerns and 
challenges to the world stage, Eyassu and Melaku separately 
said. PM Meles\' address at the Opening Ceremonies of the 
Beijing Summit was well-received by other African delegations 
because it reaffirmed African concerns that were not 
otherwise included in the Beijing Summit\'s operative 
documents or discussions, such as Africa\'s commitment to 
pursue good governance, Eyassu added. PM Meles also 
highlighted the need to balance China-Africa trade. While 
the PRC publicly repeats that it maintains a trade deficit 

with Africa, Eyassu said African countries are not fooled by 
the rhetoric and know that once oil is removed from the 
equation, China enjoys an enormous trade surplus. Oil 
revenues only benefit a few African countries, Eyassu added. 


No Consensus On Beijing Action Plan 


11. (C) Eyassu said the PRC has yet to release publicly the 
Beijing Action Plan, one of the two operative documents of 
the Beijing Summit, because the PRC could not reach consensus 
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with the African countries during the Senior Officials 

Meeting and the Ministerial. The document remains in draft 
and, from African countries\' perspectives, is still subject 

to negotiation. According to Eyassu, areas of African 
concern include the lack of specifics about implementation of 
Beijing\'s assistance proposals and lack of African 
representation on the FOCAC Follow-Up Committee. In the 
run-up to the Beijing Summit, many African countries pushed 
unsuccessfully to create a joint follow-up committee. The 
issue is still under negotiation as far as many African 
countries are concerned. An African consensus is building 
that African genuine African participation is needed in the 
FOCAC Follow-Up Committee, Eyassu underscored. 


African Word-Smithing 
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12. (C) Though there was agreement on the wording of the 
Beijing Declaration, the other operative document from the 
Beijing Summit, Eyassu expressed frustration that African 
delegations focused excessively on word-smithing the draft 
Beijing Declaration during the November 1-2 Senior Officials 
Meeting (Ref A), wasting time that could have been better 
used to press for greater specificity in the draft Beijing 

Action Plan. Eyassu said Egypt and South Africa pushed to 
refer to the African Union Act, along with the UN Charter, 
China\'s Five Principles of Peaceful Coexistence and \"other 
generally recognized norms governing international 
relations.\" Morocco and others opposed and after almost two 
days of debate the African Union Act was not included and the 
reference to the UN Charter was also deleted. Likewise, 
Egypt, Nigeria and South Africa argued to include a call for 
\"full participation\" of African countries in the UN Security 
Council and UN agencies. The PRC conceded the point, but 
Eyassu noted that \"full participation\" is still vague. 

African countries are convinced that any Security Council 
reform must lead to a permanent African seat or seats, 
although the Africans are deeply divided over which African 
country or countries should hold that seat or seats, Eyassu 
said. 


Few Ethiopian Business Deals 


13. (C) Eyassu and Melaku Legasse separately said Ethiopia 
did not send a large business delegation to participate in 

the High-Level Economic Dialogue and Matching Session (Ref C) 
because Ethiopia\'s companies are not yet prepared to compete 
in China\'s market. Ethiopian businesses signed fewer than 
five business agreements during the Beijing Summit, Eyassu 
said, adding that he only knew of a telecommunications 
agreement. Melaku said China and Ethiopia signed a joint 
venture agreement to build a cement factory in Eastern 
Ethiopia, worth several million dollars. Eyassu noted that 
Uganda has entered the retail coffee market in China, but 
Ethiopian companies are simply not prepared for a retail 

sales push. 


14. (C) Melaku and Eyassu separately said Ethiopia currently 
receives zero-tariff treatment on approximately 14 of the 190 
exports currently eligible for special preferential treatment 
(SPT). Sesame exports have greatly benefited from SPT. With 
the PRC now increasing eligibility to more than 440 tax 
categories, all to be negotiated bilaterally, Ethiopia wants 

to expand its access to the Chinese market. Ethiopia is keen 
to receive SPT for ground coffee, but the PRC has not 

released a list of which African exports will be covered by 

the 440 categories, Eyassu said, adding, \"we will expect some 
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tough negotiations ahead.\" Melaku said Ethiopia hopes the 

new SPT schedule will be announced in January, although Zhang 
Bin told us the schedule may be announced later in 2007. 


Bio Note 


15. (C) Eyassu Dalle said he is a former Member of Parliament 
and said he has been in Beijing since 2001 to help Ethiopian 
Ambassador Haile Kiros Gessesse Tedla coordinate Ethiopia\'s 
six-year stint as FOCAC Co-Chair. He said he and the 
Ethiopian Ambassador worked closely together and participated 
together in the Senior Officials and Ministerial meetings in 
advance of the Beijing Summit. Melaku said Eyassu and 
Gessesse previously knew each other from Parliament. 

Randt 
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REF: A. MANILA 4656 
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1. The situation on the ground in Mindanao has improved 
significantly over the past year or two, prompting us to revise our 
approach to the incentives to consolidate the peace process. Given 
the central role of USG assistance in the growth of zones of peace, 
we no longer believe it is in the U.S. interest to withhold 

assistance in the absence of a signed peace accord between the 
Philippine Government and the Moro Islamic Liberation Front (MILF). 
Instead, we should build on our remarkably successful approach to 
establishing peace on the ground, while offering political support 

to the peace negotiations. Our incentive to the MILF is a 
commitment to redirect a significant portion of our assistance 
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toward a livelihood and reintegration program for former combatants 
immediately after a peace accord is signed. Negotiators for all the 
parties believe this will help fast track a formal settlement. 

2. Our investment in peace has begun to create conditions favorable 
to peace and development, and unfavorable to terrorists. Actual 
peace on the ground has gained serious traction and constituents to 
the point that a return to full-scale fighting is increasingly 

unlikely. Meanwhile, millions of people in this poorest part of the 
Philippines have now benefited directly or indirectly from these 
programs, whether by gaining access to computers and the internet, 
receiving medical attention (often for the first times in their 

lives), using new ports and roads, and/or gaining livelihood skills 

that allowed them to give up lives of insurgency, to cite only a few 
examples. USAID projects are exceptionally well coordinated with 
the civil-military and humanitarian operations of Joint Special 
Operations Task Force-Philippines and other USG activities to form a 
cohesive network supporting peace and development. 

3. Our investments in the ongoing peace process in Mindanao are 
central to achieving USG peace, security, and counter-terrorism 
objectives in the Southeast Asia region. Notably, the visible 
presence and clear success of the flagship Growth with Equity in 
Mindanao (\"GEM\") initiative demonstrates to the Philippine 
Government , other donors, and even the private sector that it is 
possible to safely carry out real development and build sustainable 
peace in these areas, thus encouraging other actors to become more 
actively engaged in the region. 

4. As both Foreign Secretary Alberto Romulo and MILF Vice Chairman 
Ghazali Jaafar have separately told us recently, the momentum of our 
effective assistance programs has made a huge difference in pushing 
people in the right direction - away from violent conflict and 

terrorism and toward peace and development. They, and their 
constituents for peace on the ground, want and expect the USG to 
continue to invest in peace, with or without an accord. The growing 
zones of peace and the growing U.S. influence - based on our 
assistance - have a direct impact on the fight against international 
terrorists in Mindanao and prove that our strategy against terrorism 

in the Philippines is working. The MILF ejected high value 

terrorists from Mindanao last year, and is increasingly supportive 

of ridding Central Mindanao of all JI and ASG terrorists. The MILF 
now calls itself a partner in peace with the government, and 

publicly rejects terrorism. We should no longer threaten to 

withhold assistance in the absence of a formal peace accord, but 
instead build on our successful strategy to foster the conditions 

for peace. 
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Contacts at the Central Bank, Ministry of Foreign Affairs and 
National Security Service (NSS) told us that Armenia does not 
maintain its own lists of banned terrorist entities. Armen 
Papikyan, head of the Conventional Arms Control Division of 
the MFA\'s Department of Arms Control and National Security, 
said the MFA ensures that the Central Bank and NSS receive 
regularly updated copies of the banned terrorist entities 

list maintained by the United Nations. 

GODFREY 
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1. Summary: Over 1300 people are dead or missing due to the 
volcanic debris and mudslides caused by Typhoon Reming. In response 
to this tragedy, the Ambassador exercised her disaster assistance 
authority, enabling USAID to provide some $400,000 in assistance to 
relief organizations. Airlifted goods to assist 7,000 families will 

arrive December 7. We continue to assess needs and may well look to 
identify other areas in which the USG can assist the victims. End 
Summary. 


2. USAID has released $250,000 in emergency grants to the Red Cross 
and World Vision. USAID is also flying in relief supplies, 

including plastic sheeting for temporary shelter and hygiene kits, 

at a cost of some $150,000, bringing the total amount of assistance 

to date to $400,000. 


3. A joint JUSMAG/USAID team visited the affected area today 
(12/06) to assess needs. While we do not have the full report, 

their preliminary assessment suggested the main needs may be for 
clean water and emergency medical personnel. JUSMAG will review 
possibilities to assist with this need. 


4. The Ambassador, Philippine Red Cross President Senator Richard 
Gordon and U.S. military personnel will join USAID personnel in a 
ceremony publicizing the arrival of the plane carrying the U.S. 

relief commodities on December 7. 
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1. On December 5, 2006 an EAC meeting was held at Embassy 
Khartoum. Present were DCM, POL, MGT, RSO, PAO, CON, USAID, 
JLE and RAO. The subject was the threat of imminent attack 

on the capital city of North Darfur State, El Fasher by 

combined forces of SLA/M and NRF as a follow-up to recent 
skirmishes between janjaweed and the rebel forces in the town 
of El Fasher. Post Management and RSO, working with the JLE 
representative, had already ordered all official Americans 

and Embassy employees in El Fasher to seek safe haven in 
Nyala, South Darfur, and the EAC received confirmation of 

their successful departure from El Fasher during the meeting. 


2. The consensus of the EAC was to validate the Post,s 
actions in ordering the employees to a safe haven area and to 
request the issueance of a new warden message. 


3. The EAC also discussed how the possible attack on El 
Fasher might affect the upcoming visit of Special Envoy 
Natsios to Post, and the possibility of a ripple effect in 

the other Darfur state capitals and Khartoum. No additional 
action in Khartoum or the other main Darfur cities was called 
for at this time. Post will re-evaluate based on what 
happens in El Fasher in the next 24 to 48 hours. 

HUME 
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DEPT FOR EAP/IET, OES/IET, AND OES/ETC 

E.O. 12958: N/A 

TAGS: SENV, TPHY, TBIO, EINV, ETRD, ID 

SUBJECT: INDONESIA ESTH HIGHLIGHTS - SEPTEMBER-NOVEMBER 2006 


1. Summary: On November 22, following three years of 
bilateral negotiations, the Government of Indonesia (GOI) 
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welcomed home forty-eight orangutans from Thailand. 
Minister of Health Dr. Siti Fadilah Supari announced plans 

on November 13 to make Indonesian villages self sufficient 

in health care services and disaster relief. On November 

13, USDA Forest Service Chief Dale Bosworth and Ministry of 
Forestry (MOF) Secretary General Boen Purnama signed a 
Letter of Intent on cooperation in sustainable forest 
management. In separate incidents in November and August 
2006, wild elephants damaged Sumatra farms and palm oil 
plantations in an attempt to find food. Mount Merapi became 
active again on November 21, producing hot clouds, lava 

falls, and tremors. On October 18, the Ministry of 
Environment urged the Jakarta city administration to stop 
activities associated with the controversial \"Jakarta Bay 
Project.\" On September 11, Health Minister Supari issued a 
ministerial decree lowering consumer prices for more than 

450 drugs. On September 9, a trash slide at the Bantar 
Gebang dumpsite in the Jakarta suburb of Bekasi, killed 

three people and injured others. On September 19, the 
Ministry of Forestry announced that a research team 
discovered new species in Cendrawasih Bay and the Fak-Fak- 
Kaimana locality in Papua Province. On September 12-13, the 
U.S. Indian Ocean Tsunami Warning System (IOTWS) program 
jointly sponsored with several Indonesian organizations a 
two-day Coastal Community Resilience workshop in Jakarta. 
Indonesia hosted the Sixth Asia Forest Partnership (AFP) 
meeting on September 6-8 in Yogyakarta. End Summary. 


Lost Orangutans Returned Home 


2. On November 22, following three years of bilateral 
negotiations and extensive lobbying on the part of 
environmental organizations, the GOI received forty-eight 
orangutans (Pongo Pygmaeus) from Thailand. The orangutans 
were victims of illegal trafficking, and the Chiang Mai 

Night Safari had forced the endangered animals to perform in 
shows. Seven of the repatriated orangutans reportedly have 
contracted hepatitis. The Indonesian Air Force provided a 
military aircraft, modified to meet biosecurity and 

biosafety standards, for the orangutan\'s return flight. 

First Lady Kristiani Herawati Yudhoyono and several high- 
ranking officials, including Minister of Forestry M.S. 

Kaban, State Minister of Environment Rachmat Witoelar and 
Thailand\'s Ambassador to Indonesia Atchara Sariputra greeted 
the orangutans at Halim Perdana Kusumah airport in Jakarta. 
Once in Indonesia, the GOI flew the orangutans to Nyaru 
Menteng Orangutan Reintroduction Center in Central 
Kalimantan Province to undergo quarantine and rehabilitation 
before they are released into the wild. Indonesia\'s 1990 
Conservation Law forbids individuals to catch, own or sell 
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endangered animals, alive or dead. Violators can receive a 
maximum sentence of five years in jail and a fine of Rp. 100 
million (USD 11,000). However, wildlife experts say that 
limited enforcement of the law has allowed illegal trade in 
endangered species to continue. 


Ministry of Health Announces Village Health Program 


3. On November 13, in commemoration of the 42nd National 
Health Day, Minister of Health Dr. Siti Fadilah Supari 
announced plans to introduce a nationwide program to make 
villages self sufficient in providing health care services 

and disaster relief. President Susilo Bambang Yudhoyono 
will launch the \"Desa Siaga\" program in Lumajang Regency, 
East Java Province in December 2006. Under the program, 
each village will have at least one health center 

(Poskesdes) and one community development program 
(Gerbangmas). The program will encourage the villages to 
conduct simple surveillance of contagious diseases; provide 
basic medical and disaster relief services; promote health, 
nutrition and sanitation; and supply health alerts for 
emerging disease outbreaks. President Yudhoyono also will 
officially announce plans to create Regional Centers for 
Health Crisis and Natural Disaster Management in nine 
provinces in December, including North Sumatra, South 
Sumatra, DKI Jakarta, Central Java, East Java, South 
Kalimantan, Bali, North Sulawesi, and South Sulawesi. 


U.S. Forest Service and MOF Sign Letter of Intent 
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4. U.S. Forest Service (USFS) Chief Dale Bosworth visited 
Indonesia November 13-16 to view forest rehabilitation 
programs and USAID environmental programs and hold 
consultations with the Indonesian Ministry of Forestry 

(MOF). During his visit, Bosworth and MOF Secretary General 
Dr. Boen Purnama signed a Letter of Intent (LOI) on 
sustainable forest management. The LOI formalizes a desire 
by both parties to continue their long-standing cooperation 

on forest conservation, which includes previous agreements 

in 1992 and 1998. Under the LOI, the USFS and MOF agreed to 
cooperate in promoting protection, conservation and 
sustainable use of forest resources and to strengthen the 
capacity of sustainable forest management in Indonesia. 


Elephants Strike Back in Jambi and Riau 
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5. During the last week of November 2006, press reports 
indicated that a group of wild elephants destroyed hundreds 

of hectares of palm oil trees in Tebo regency, Jambi 

Province as they charged through neighboring farms and palm 
oil plantations in an attempt to find food. Forest and land 

fires had destroyed much of the elephants\' natural habitat. 

In August 2006, elephants also damaged local farms in four 
villages and 145 hectares of palm oil plantation in 

Pelelawan Regency, Riau Province. Pelawan Regency officials 
estimate that damages may run as high as Rp. 200 million 
(USD 22,000). Nuchalis Fadli, Coordinator of Human-Elephant 
Conflict Prevention of World Wild Life Riau, explained that 
since 2003 the cumulative encroachment by villagers, and 
fires, has seriously eroded the elephants\' habitat. 


Mount Merapi Still a Threat to Yogyakarta Area 


6. On November 21, Mount Merapi became active again, 
producing nine hot clouds, and dozens of lava falls and 
tremors. At the same time, cold lava flowed close to 

residential sections of the Jambu Subdistrict of Kapuhardjo 
Village, Sleman-Yoyakarta. Head of the Mount Merapi Section 
of the Volcano Research and Technology Development Agency 
(BPPTK) Subandriyo blamed high rainfall for triggering the 
renewed activity. He also noted that the eruption process 

is likely to continue and warned citizens to remain alert to 
possible new flows. The Meteorology and Geophysical Agency 
(BMG) predicted that rainfall in Yogyakarta and surrounding 
areas would increase further by the end of November 2006, 
potentially triggering additional volcanic activity. 


Trouble for Controversial Jakarta Bay Project 


7. On October 18, Hermien Rosita, the Deputy Assistant 
Minister for Environmental Assessment at the Ministry of 
Environment, urged the Jakarta city administration to stop 

the controversial Jakarta Bay Project and respect an ongoing 
Supreme Court examination of an environmental impact 
analysis prepared on the project. The Ministry and 
environmental activists argue that the reclamation project 

will cause flooding, pollution, the destruction of 

fisheries, mangrove areas and coral reefs, and the 
displacement of thousands of residents living in coastal 

areas. The project originates from Presidential Decree 
52/1995 and Jakarta Regional Regulation (PERDA) No. 6/1999 
in which the GOI recommends using an approximately 10.4 mile 
stretch of the north Jakarta coastline to build industrial 
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parks, office buildings and accommodations for up to 1.2 

million residents. Environmentalists argue that existing 

waste volume already overburdens municipal waste management 
systems. The city plans to use land sales and private 

sector sources to fund this project. 


GOI Decreases Generic Medicines Prices 


8. On September 11, Health Minister Siti Fadilah Supari 
issued Ministry of Health (MOH) Decree 720/2006 aimed at 
sharply lowering consumer prices of 458 drug items starting 
October 1. For example, the decree lowered the price of a 
cholesterol-lowering drug previously offered at USD 25 for 

30 tablets to USD 3 for the same quantity. Previously, MOH 
Decree 487/2006 mandated decreases in the price of an 
additional 85 common generic drugs. The MOH considers the 
price reductions to be an important step toward improving 
basic health services, especially in public health service 
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centers (puskesmas), by making drugs more affordable. Both 
the Ministry of Health and the Indonesia Pharmaceutical 
Association (GP Farmasi) agreed to the new drug prices. 
According to GP Farmasi head Anthony Sunaryo reducing drug 
prices according to the decree would be one of the 
organization\'s \"commitments to the people.\" However, Sunaryo 
expressed the hope that the Government would consider 
reducing the 10 percent value added tax applied to drug 

sales. 


Killer Trash Claims Three Victims 


9. On September 9, a trash slide at the Bantar Gebang 
dumpsite in the Jakarta suburb of Bekasi killed three people 
scavenging at the site and injured others. The sanitary 
landfill receives 6,000 tons of waste from Jakarta daily. A 
report from the Bekasi Office of Environmental Management in 
April 2006 showed that the Bantar Gebang dumpsite has nine 
zones, but only three were active and refuse in each zone 
was already piled 3-6 meters above the 12-meter standard. 
This overflow significantly heightens the possibility of 

future dump slides. The Head of DKI Jakarta Sanitation 
Office, Mr. Rama Budi, announced that the deaths were 
accidental and stated that the dumpsite management, PT 
Patriot Bangkit Bekasi, will assume responsibility for the 
tragedy. 


Column 3 
Joint Expedition Finds New Species in Papua 


10. On September 19, the Ministry of Forestry announced that 
a joint government, university, and NGO research team found 
hundreds of new species in Cendrawasih Bay and the Fak-Fak- 
Kaimana locality in Papua Province. Team leader Dr. Mark 
Erdmann noted that the team found at least 1,200 fish and 
600 live corals, around 50 percent of which are apparently 
heretofore unidentified species and therefore new to the 
scientific world. The expedition included personnel from 

the Directorate General for Forest Protection and Nature 
Conservation, Conservation International Indonesia, 
University of Negeri Papua (UNIPA), the Office of 
Cendrawasih National Park, the Office of Natural Resources 
Conservation of Papua II, and the Worldwide Fund for Nature. 


IOTWS Coastal Resilience Workshop 


11. On September 12-13, the U.S. Indian Ocean Tsunami 
Warning System (IOTWS) program launched the Indonesian 
component of a regional Coastal Community Resilience 
initiative at a workshop jointly sponsored by the Indonesian 
Society for Disaster Management and International Federation 
of Red Cross/Indonesian Red Cross. Forty-five community 
representatives and disaster management specialists 
representing 35 different organizations participated. The 
program aimed to integrate disaster preparedness and coastal 
resources management into a single field guide for training 
across the region. Several international and Indonesian 
NGOs, donor organizations, GOI and United Nations 
Educational, Scientific, and Cultural Organization (UNESCO) 
representatives indicated they plan to use the guide in 

their disaster preparedness training efforts in coastal 
communities across Indonesia. 


AFP Meeting in Yogyakarta 


12. Indonesia hosted the Sixth AFP meeting on September 6-8 
in Yogyakarta. Approximately 140 participants from the 
international donor community attended the meeting. Topics 
of discussion covered illegal logging, forest and land 

fires, reforestation, and land rehabilitation. The Forest 

Faculty from Gajah Mada University proposed new 
reforestation in Gunung Kidul (located southwest of 
Yogyakarta). The US Government committed a $20,000 grant 
for the program. Japan will host the seventh AFP meeting. 


PASCOE 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, PREL, PTER, NP 

SUBJECT: NEPAL: INDIAN AMBASSADOR WANTS TO GET THE PROCESS 
MOVING 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C/NF) In a December 6 meeting with the Ambassador, Indian 
Ambassador Shiv Shankar Mukherjee stressed that the 
logistical realities of the peace agreements between the 
Government of Nepal (GON) and the Maoists needed to move 
quickly in order to succeed. Mukherjee worried about 
continued Maoist violations of their commitments and the 
recent increase in Maoist recruitment. He told the 
Ambassador that the GON may stall on the completion of an 
Interim Constitution to give the UN more time to begin 
functioning effectively. Mukherjee stated that large numbers 
of international observers would be needed to make the 
registration and separation of Maoists from their weapons a 
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success, and indicated that India would have no problem with 
former British and Indian Gurkha soldiers performing that 
function. Additionally, Mukherjee said that he planned to 
explore whether the Government of India (GOI) would be 
willing to provide a large physical presence on the ground 
during the coming months, including perhaps active-duty 
Indian Gurkhas. Mukherjee indicated his support of 

tripartite discussions with Britain and the U.S. on plans to 
help build the capacity of the Nepal Police. 


International Community Needs To Move Quickly 


2. (C) In a meeting with the Ambassador on December 6, Indian 
Ambassador Shiv Shankar Mukherjee stressed that the 
logistical support for the peace agreements between the GON 
and the Maoists needed to move forward quickly in order to 
succeed. Mukherjee said that the GOI was already planning to 
provide the storage containers for Maoist weapons before the 
arms management agreement was even signed, and he expected 
them to be in Nepal by December 8. The Ambassador worried 
that there were not yet monitors on the ground to start the 
process of registration of combatants and storage of weapons 
in the camps. Mukherjee agreed, and further worried that it 
may be January before UN monitors are on the ground to begin 
the process. 


Lack Of Confidence In the UN 


3. (C) Mukherjee stated that he lacked some confidence in the 
UN negotiators, especially John Norris, the UNVs political 
representative to the peace negotiations. Mukherjee 

particularly objected to Norris\'s constant claims of, 

\"nothing can happen in terms of camp management until the 
Maoists approve of it,\" noting that even the Maoists were not 
propagating such an extreme position. Mukherjee wondered how 
the international community could get the World Food Program 
(WFP) into the Maoist cantonments quickly to feed people. 
Finance Minister Ram Sharan Mahat had asked the WFP to take 
the lead, but WFP Country Representative Richard Regan had 
said it would take more than a letter from the Finance 

Ministry, according to Mukherjee. The Ambassador replied 

that he would push lan Martin, the UN Secretary General\'s 
Personal Representative, to start nailing down the details of 
assistance to the camps by WFP and other UN agencies. 


Continued Maoist Atrocities Are a Concern 


4. (C) Indian Ambassador Mukherjee expressed concern about 
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Maoist actions both inside and outside Kathmandu. He said he 
was approached all the time by Indian industrialists 

complaining about Maoist excesses against them. Mukherjee 
believed the Maoist central leadership had not clarified a 

policy against these abuses, which would therefore likely 
continue. Mukherjee indicated that he had heard the same 
reports the Ambassador had been hearing about the reasons for 
continued Maoist recruitment: 1) to bulk up the numbers in 
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the camps and get close to the 35,000 combatants the Maoists 
claim to have, and 2) to keep the seasoned combatants out of 
the cantonments so they could continue to intimidate the 
public in the lead-up to the planned Constituent Assembly 
elections in June 2007. Both Ambassadors agreed that 
effective monitoring and registration in the camps would be a 
difficult task, but a necessary one. 


Interim Constitution May Be Stalled 


5. (C) Mukherjee told the Ambassador that, since it could be 
January before enough UN monitors arrived to effectively 
register combatants and monitor the cantonment process, the 
GON might stall on the signing of an Interim Constitution 

until then to give the UN time to get set up. The Ambassador 
said that would not be a bad idea. Mukherjee agreed, stating 
that the last thing India wanted was for gun-toting Maoists 

to be in the government. Mukherjee made it clear that such 
an outcome would be a huge blow to the peace process. 


Former Gurkhas Okay with India 


6. (C) The Ambassador asked Mukherjee about the GON's 
position on the possible use of former British and Indian 
Gurkha soldiers as UN monitors. Mukherjee said that the GOI 
was supportive of the idea, as long as it was implemented 
quickly. Using Gurkhas would make sense, he said, since they 
already speak the language and know the culture of Nepal. 
The Ambassador worried that Gurkhas may face some pressure or 
intimidation from the Maoists, since they were originally 

Nepali themselves. Mukherjee stressed the importance of 
other international monitors being present and the UN giving 
legitimacy to the Gurkha monitors to avoid this problem. 


A Push for Serving Gurkhas 
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7. (C/NF) Mukherjee said that he was considering asking New 
Delhi to abandon its aversion to a large presence on the 
ground in Nepal. Only India could rapidly provide the large 
numbers of experts of various types that would be needed to 
set the stage for free and fair elections. In addition to 

experts on the conduct of elections, there were also in India 
large numbers of people with experience in a variety of UN 
exercises. Moreover, the Indian Army had some 45 battalions 
of Gurkha troops, all of whom hailed from Nepal, spoke the 
language, were under Indian Army discipline, and were inured 
to the physical discomforts they would experience as part of 

a monitoring mission to Nepal. 


8. (C) Mukherjee worried, however, that given the historical 
relationship between India and Nepal, a large Indian presence 
in the run-up to the Constituent Assembly election would 
ensure that India received the blame if anything went wrong. 
The Ambassador replied that those who were anti-Indian in 
Nepal would blame New Delhi for anything that went wrong, 
even if there were not a single Indian brought in to help 

with the process. The coming 7-10 months would determine 
Nepal\'s future. If at all possible, India should grab the 
opportunity to make sure things turned out right. 


Tripartite Discussions on Nepal Police 


9. (C) Mukherjee remained concerned about the state of the 
Nepal Police and the lack of enforcement of law and order 
across the country. The Ambassador told Mukherjee that the 
U.S. was planning on providing technical support to the 

police, and so was the UK. Mukherjee expressed interest in 
the Ambassador\'s suggestion of discussions between the three 
countries on a unified plan of action for strengthening the 
capacity of the civil police to enforce law and order. 


Comment 
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10. (C/NF) Mukherjee appears increasingly nervous that the 
Maoists are not serious about separation from their weapons 
and coming into the political mainstream and recognizes that 
steps need to be taken soon to make a free and fair election 

in Nepal possible. In that context, he appears prepared to 
push his government to get more directly involved in the 

peace process in Nepal by providing large numbers of experts, 
perhaps including arms monitors. We agree with Mukherjee\'s 
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analysis: nobody else can provide the presence in Nepal that 
India can. It would be a huge foreign policy victory for 

India if it could play a major role in pulling off a 

sustainable peace in Nepal; and ifthe peace process fails, 
India will undoubtedly bear the brunt in dealing with the 
aftermath of that failure. 

MORIARTY 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, PREL, BK 
SUBJECT: MILORAD DODIK RECONFIRMED AS RS PREMIER 


SUMMARY 

1. (SBU) Milorad Dodik was confirmed for his third term as 
Republika Srpska (RS) Premier by the RS National Assembly 
November 30. Both in personnel and policy matters, Dodik,s 
new RS Government will differ little from his previous 
cabinet. Eleven of sixteen ministers have retained their 
posts, while the populist government program, rich with 
infrastructure investments, differs little from the agenda he 
introduced when he took office in February 2006. In his 
address to the RSNA prior to the confirmation vote, Dodik 
confirmed openness for police reform and for improved 
functionality of state institutions, but insisted that the 

position and the institutions of the RS be respected. Dodik 
repeated a warning that if there were attempts to abolish the 
RS, he would call for a referendum on its status. END 
SUMMARY. 


DODIK RE-CONFIRMED BY AN OVERWHELMING VOTE 


2. (SBU) Following a one-hour speech in which Milorad Dodik 
presented both his proposed ministers and his plans for 
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governing, both Dodik and his slate were confirmed by RS 
National Assembly votes. The 60-vote majorities which both 
Dodik and his cabinet received constituted 18 votes more than 
the simple majorities necessary for confirmation, and 

included majorites among RSNA MPs from all of Bosnia and 
Herzegoina\'s three constituent peoples. Dodik,s 

governent, including his own Alliance of Independent Socal 
Democrats (SNSD, 41 RSNA seats), the Party ofDemocratic 
Progress (PDP, 8 RSNA seats), the Socialist Party (SP, 3 RSNA 
seats), and the Democratic People,s Union (DNS, 3 RSNA 
seats), as well as the Bosniak parties, the Party of 

Democratic Action (SDA, 3 RSNA seats) and Party for BiH 
(SBiH, 3 RSNA seats). Capsule biographies of Dodik and the 
members of his new cabinet will be reported septel. 


GOVERNMENT PRIORITIES LARGELY UNCHANGED 

3. (SBU) In a speech presenting his government\'s plans, Dodik 
continued to promote an agenda that is both populist and 
pro-business. Emphasizing that his government\'s efforts had 
led both to higher wages and pensions and to increased 
employment and stock market activity, he promised continued 
work to stabilize both the business and the social 

environment. On the business front, Dodik remained committed 
to expanding the private sector, through continued 

privatization and stimulating foreign investment. Dodik 

again promised increased investment in infrastructure, such 

as roads and hospitals, based at least in part on 

privatization revenues. (NOTE: Dodik has already delivered 
on one of his campaign promises. Earlier this week, the RSNA 
passed a draft RS Budget for 2007 that includes eight per 

cent pay increases for state workers. END NOTE.) 


4. (SBU) As with the economy, Dodik restated his goals for 

the fight against crime and corruption. Cooperation with 

ICTY was the first issue Dodik mentioned when addressing the 
responsibilities of the RS Police, saying it was &not just a 

legal obligation8 for all organs in the RS. As for the 

fight against organized crime and corruption, Dodik argued 
that the Office of the RS Special Prosecutor and 

privatization review would both show results in the course of 
this four-year term. 


OPEN TO REFORM, BUT GUARDING RS PREROGATIVES 
5. (SBU) During his speech, Dodik spoke of ongoing 
state-level reform projects, combining words of support with 
words of caution. Dodik said that he supported police 

reform, but insisted that reform be achieved through 
agreement and not imposed. He asserted that there was room 
for the RS Police within the three EC police reform 
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principles. Dodik also expressed support for constitutional 
reform, both for the March package of reforms, as well as for 
participation in a second round of talks on lower levels of 
government. He noted that while his priority in such talks 
would be preservation ofthe RS as a federal unit within 
Bosnia, decisions about organization within the Federation of 
Bosnia and Herzegovina should be left to its leaders. 
Departing from his prepared text, Dodik restated a warning 
that if there was an attempt to abolish the RS, he was 
prepared to ask the RS people to express their will on its 
status in a referendum. 


GOVERNMENT ORGANIZATION, REPRESENTATION ABROAD 


6. (SBU) While most of Dodik,s plans are continuations of 
old priorities, there were at least two new wrinkles. Citing 
the importance of energy projects for the future of the RS, 
Dodik proposed that the energy portfolio be separated from 
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the economy portfolio to become the competency of a new RS 
Ministry of Energy. Sources n the RS Government said that 
this decision woul be accompanied by a reshuffle of other 
portfolios, so that the total number of ministries in the RS 
Government would not increase from the current sixteen. 
Dodik also said that improving the image of the RS abroad was 
a priority of his next term. To this end he pledged to open 

RS representative offices in both Washington and Brussels. 
These offices, according to Dodik, would not serve a protocol 
function but rather be engaged in issues like trade and 
tourism. The RS currently has representative offices in 
several capitals, including Moscow, Berlin, Belgrade and 
Athens. 


COMMENT 

7. (SBU) It is not a surprise that Dodik,s team and 
government program are little changed from those that led to 
his victory at the polls October 1. The very size and scope 
of this victory, however, will lead to changes in the tone 

and tempo of the Dodik government. Given his margin of 
support among RS voters, Dodik is all the more likely to 
continue to insist, for instance, on police reform by 
consensus. Moreover, with the commanding majority his 
coalition now controls in the RSNA, his RS legislative agenda 
is likely to face few, if any, significant hurdles. END 
COMMENT. 

CEFKIN 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, PREL, BK 
SUBJECT: NEW DODIK GOVERNMENT: MOST MINISTERS REMAIN 


1. (SBU) The RS National Assembly (RSNA) elected Milorad 
Dodik for a second consecutive term as Republika Srpska (RS) 
Premier November 30, by a vote of 60 to 18 with 2 
abstentions. Dodik and his government slate received the 
support of his own Alliance of Independent Social Democrats 
(SNSD), Mladen Ivanic,s Party of Democratic Progress (PDP), 
the Democratic People\'s Alliance (DNS), the Socialist Party 
(SP) the Bosniak Party of Democratic Action (SDA) and Party 
for BiH (SBiH). Dodik,s new cabinet includes 11 holdovers 
from his previous RS Government, including in key ministries 
like Finance and Interior. Moreover, because of the size of 
his victory in general elections held October 1, Dodik,s 

SNSD holds two more ministries than it did in the past. As 

in Dodik,s previous term, the new RS Government includes a 
core group of key ministers who are Dodik insiders as well as 
several others with ministerial experience in past RS 
Governments. Unlike Dodik,s previous mandates as RS 
Premier, this RS Government will have the support of a 
super-majority in the RSNA and should have little difficulty 
finding support for its RS legislative priorities. 


2. (U) The main points of Dodik,s governing agenda have been 
reported septel. Capsule biographies of Dodik and his 
ministers appear below. 


BIOGRAPHICAL INFORMATION ON THE NEW RS GOVERNMENT 
3. (SBU) RS Premier: Milorad Dodik, SNSD -- Dodik is the son 

of a farmer from the Krajina municipality of Laktasi. A 

graduate of Belgrade\'s Faculty of Political Sciences, he 

began his political career as Mayor of Laktasi from 
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1986-1990, and was at that time the youngest mayor in former 
Yugoslavia. In 1990 he was elected to the Parliament of the 
Republic of Bosnia and Herzegovina, and during the war years 
served as amember ofthe RSNA. Founder of the Alliance of 
Independent Social Democrats (SNSD), Dodik was RS Premier 
from 1998-2001 as leader of the Sloga Coalition, and held the 
position again from February to November 2006. His October 
election victory confirmed opinion polls suggesting that 

Dodik is by far the most popular politician in the RS. This 

is in no small measure thanks to his direct, populist manner 

of speaking. Not particularly detail-oriented, Dodik can 

quickly seize on concepts he likes and doggedly stick to 

them. A basketball fan, Dodik owns the 2005-06 RS Cup 
Champion squad Igokea, which is based in Aleksandrovac, 
Laktasi Municipality, where Dodik lives. Dodik, 46, is 

married with two children, and is grandfather of one. He 

does not speak English. 


4. (SBU) RS Minister of Interior: Stanislav Cadjo, SNSD -- A 
close and trusted friend of Dodik, Cadjo, 44, grew up in 
Dodik\'s home village of Aleksandrovac. He graduated from 
Banja Luka University Law School and has held a series of 
jobs, mostly in business, some in politics. Cadjo worked in 
the Laktasi Municipal Administration from 1986-1991, largely 
during Dodik,s mayoral mandate. He served in the VRS from 
March 1993 to June 1996, and shortly thereafter started 
working as Director of Tehnogas Trn (a Laktasi firm 
privatized by the Italian company SOA). Cadjo has served as 
campaign manager for SNSD and as a member of the party,s 
Executive Board and as RS Minister of Interior in Dodik,s 
most recent term. Perhaps protecting his own bureaucratic 
turf, Cadjo has proven rather strident on the issue of police 
reform. While Dodik, and not Cadjo, will make the ultimate 
decisions for the RS on police reform, it would be a mistake 
to underestimate the role Cadjo could play as a spoiler. 
Cadjo, an ethnic Serb, is married and the father of two 
children. He does not speak English. 


5. (SBU) RS Minister of Finance: Aleksandar Dzombic, SNSD -- 
Dzombic, 38 and an ethnic Serb from Banja Luka, graduated 
from Banja Luka University in 1995. After a year as an IT 
expert in the Banja Luka Municipality, Dzombic began his 
career in the RS banking sector. From 1996-2002 Dzombic 
worked at Banja Luka,s Kristal Banka, first as Credit 

Officer managing credit portfolios for IC loans to the SME 
sector and later as Manager of the bank\'s Financial Assets 
and IT Department. Since 2003 Dzombic has been Executive 
Director of Nova Banka, Bijeljina. In his first nine months 

as RS MinFin, Dzombic has doggedly defended RS priorities on 
the Indirect Taxation Association Governing Board. He also 
worked closely with USAID experts to adopt individual income 
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tax and corporate profit tax reforms. Dzombic is married, 
with one child. 


6. (SBU) RS Minister of Economy and Energy: Dr. Rajko 
Ubiparip, SNSD -- Ubiparip, the new RS Minister of Economy 
and Energy, is 43 and an ethnic Serb. He was born September 
24, 1963 in Jasenovi Potoci, Mrkonjic Grad. After completing 
high school in Mrkonjic Grad and a bachelor\'s degree in 
economics from Banja Luka University, he began to work for 
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the Modrica Oil Refinery. He subsequently earned an M.A. in 
economics from Banja Luka University (1998) and a Ph.D. from 
the University of Kragujevac, Serbia (2004). Most of his 
scientific publications have been on the issues of marketing 

and quality management systems. He succeeded Milan Jelic as 
General Director of the Modrica Oil Refinery when Jelic 

became RS Minister of Economy and Energy earlier in 2006. 


7. (SBU) RS Minister of Education and Culture: Anton 
Kasipovic, SNSD -- Kasipovic, an ethnic Croat, will remain in 
the post of RS Minister of Education and Culture, and will 
serve once again as Deputy RS Premier. He spent most of his 
professional career in journalism. Together with Zeljko 
Kopanja and Nikola Guzijan, Kasipovic helped to found Banja 
Luka,s &Nezavisne Novine.8 Kasipovic served as Marketing 
Director of &Glas Srpske8 and as Editor in Chief and 
Marketing Director of its predecessor &Glas.8 Immediately 
prior to joining Dodik,s RS Government earlier this year, 
Kasipovic served as Marketing Director for BH TV and as 
Director of BH TV,s Banja Luka Studio. While not 

technically a member of SNSD, Kasipovic is definitely a Dodik 
insider. He is considered to be an excellent manager with a 
strong sense for business. His priorities for this term are 
thought to include a rationalization of higher education in 

the RS. 


8. (SBU) RS Minister of Health and Social Protection: Dr. 
Ranko Skrbic, SNSD -- Skrbic, an ethnic Serb, returns to the 
government as Minister of Health and Social Protection. 
Skrbic is extremely close to Dodik, both personally and 
professionally. He is Dodik,s kum (a term that signifies an 
extremely close relationship denoting that he was either 
Dodik,s best man or godfather to his children, or both). 

Like Cadjo, Skrbic hails from Dodik,s home village of 
Aleksandrovac, Laktasi Municipality. Skrbic is a 
pharmacologist and was active in the Banja Luka Municipal 
Board of SNSD. Like Dodik, Skrbic is an avid basketball fan, 
and played the game semi-professionally. He is married and 
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speaks English. 


9. (SBU) RS Minister of Public Administration and Local 
Self-Government: Zoran Lipovac, SNSD -- Born in Banja Luka 
in 1954, Lipovac, an ethnic Croat, received his secondary 
education in Zagreb and a bachelor,s degree from the Banja 
Luka University Law Faculty in 1978. His previous experience 
includes work as a legal expert with the United Nations 
(1998-2004) as well as service as a Basic Court Judge 
(1986-1995) and Deputy Chief District Prosecutor (2004 to the 
present). Lipovac lived for two years in the United States 

and speaks English. He is married and the father of two. 


10. (SBU) RS Minister of Justice: Dzerard Selman, 
Non-partisan -- Selman, an ethnic Bosniak, was born in 1958 
in Kotor Varos, and is a graduate of the Banja Luka 
University\'s Faculty of Law. Prior to his first stint as RS 
Minister of Justice under Premier Pero Bukejlovic (2005-2006) 
he worked in the Judge Adjutant General\'s Office of the 
JNA,s First Army District, Belgrade, and as secretary and 
general director in the firm Jelsingrad-Kotor Varos. He is 
married and has two children. 


11. (SBU) RS Minister of Refugees and Displaced Persons: 
Omer Brankovic, SDA -- Brankovic, 59 and an ethnic Bosniak, 

is a veterinarian by training, originally from Visegrad. He 

has been active in politics for about ten years, serving as 

Deputy Mayor of Visegrad, RSNA MP, and as RS Deputy Premier 
and Minister of Economic Coordination. Following his service 

as Minister of Refugees and Displaced Persons in Dodik,s 

most recent RS Government, he was re-nominated and 
reconfirmed for an additional term in this post. While he 

served as Dodik,s Deputy Premier in his most recent mandate, 

it is likely that he will be replaced in this position by 

Minister Jasna Brkic. Sources say that Brankovic,s 

re-nomination is based on an agreement between SDA and SNSD 
that SNSD be represented in the Federation BiH Government at 
the head of one ministry. Should this fail to materialize, 
Brankovic could be sacked. Brankovic is married with two 

sons. 


12. (U) RS Minister of Agriculture: Dr. Radivoje Bratic, 

SNSD -- Bratic, 54 and an ethnic Serb, was born in Nevesinje. 
He is a civil engineer by training with a specialization in 

water resource issues. Prior to the war, Bratic worked at 
Sarajevo,s water utility and taught at Sarajevo 

University,s Civil Engineering Faculty. Since the war, he 

has held positions in the RS Water Directorate and the RS 
Water Institute, the High Technical School in Uzice (Serbia) 
and at Banja Luka University,s Faculty of Architecture and 
Civil Engineering. He is married and the father of two 
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daughters and currently lives in Trebinje. 
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13. (U) RS Minister of Urban Planning and Ecology: Fatima 
Fetibegovic, Non-partisan -- Fetibegovic, 57 and an ethnic 
Bosniak, returns for a second term as Minister of Urban 
Planning. She was born in Bihac, educated at Belgrade 
University,s Faculty of Architecture and currently lives in 
Prijedor. She has thirty years experience as both a lead 
designer and head of a construction team at Prijedor,s 
&Industro Projekat,8 and has also worked on city planning 
and regulatory issues in Prijedor. She is married and the 
mother of two. 


14. (SBU) RS Minister of Trade and Tourism: Predrag 
Gluhakovic, Socialist Party -- Gluhakovic, 52 and an ethnic 
Croat, returns as RS Minister of Trade and Tourism. He was 
born in Bijela, near Brcko, and completed technical and 
university education in Serbia. He has worked in several 
businesses, including &Unis Mibo,8 &Soko Pirometal8 and 
&ODP Zitopromet.8 Immediately prior to his first term as 
minister, he worked as a manager for the Brcko utility 
&Elektrodistribucija.8 During his first term as minister, 

he was treated for serious back pain. 


15. (SBU) RS Minister of Economic Relations and Coordination: 
Jasna Brkic, non-partisan -- Brkic, 47 and an ethnic 

Bosniak, returns for a second term as RS Minister of Economic 
Relations and Coordination. Brkic moved from the periphery 
to a position of trust during Dodik,s most recent term as RS 
Premier. This is evidenced by her likely nomination as 

Deputy RS Premier, succeeding Omer Brankovic. Brkic has 
experience both in the academy, teaching at Banja Luka 
University,s Economics Faculty, and as a journalist at Banja 
Luka Radio. She has also served in Banja Luka,s Municipal 
Assembly. She is married and the mother of one. 


16. (SBU) RS Minister of Youth, Families and Sport: Dr. 

Proko Dragosavljevic, SNSD -- Dragosavljevic, 58 and an 
ethnic Serb, was born in Srbac. He received a B.A. from the 
Physical Education Faculty of the University of Sarajevo, did 
graduate work at Novi Sad University, and completed his Ph.D. 
at the University of Eastern Sarajevo. He has previously 
worked as both a high school teacher and principal. His 
previous political experience includes service as mayor of 
Srbac and as Deputy RS Minister of Education in Dodik,s 
1998-2000 RS Government. The minister responsible for youth 
issues, Dragosavljevic is the oldest member of Milorad 
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Dodik,s cabinet. 


17. (SBU) RS Minister of Transport and Communications: 
Nedeljko Cubrilovic, DNS -- Cubrilovic, 53 and an ethnic 
Serb, is a mechanical engineer returning for a second term as 
RS Minister of Transport and Communications. Following his 
first term, Cubrilovic led the DNS party list for the RSNA 

from the electoral district that includes Banja Luka. His 
presence on the list helped DNS achieve its best electoral 
result ever, 4 RSNA mandates. In addition to experience as 
an engineer, Cubrilovic once led the RS Directorate for Roads 
and was Chairman of the Banja Luka Executive Board. He is 
married and the father of two. 


18. (SBU) RS Minister of Labor and Veterans Affairs: Bosko 

Tomic, PDP -- Tomic, 57 and an ethnic Serb, also returns for 

a second term. He was born in Trnovo and graduated from the 

Faculty of Political Science in Sarajevo. omic spent most 

of his professional career in th \"FAMOS\" motor factory in 

Sarajevo; he was also ctive in trade union affairs. Tomic 

served in te Army of Republika Srpska (VRS) from 1992-1995.Immediately prior to his first term in the | 
served as Deputy Director of the RS Employment Agency. He is 

married and the father of two. 


19. (SBU) RS Minister of Science and Technology: Dr. Bakir 
Ajanovic, Non-partisan -- Ajanovic, 53, a Bosniak born in 
Banja Luka, is returning for his second term as minister. 
Ajanovic holds both Bosnian and U.S. citizenship and is a 
surgeon who has worked in the medical field both in Banja 
Luka and in Garland, Texas. Originally proposed by the Party 
for BiH (SBiH), Ajanovic recently announced that he left the 
party and was consequently reappointed as minister by Milorad 
Dodik. 
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E.O. 12958: DECL: 12/06/2031 

TAGS: PGOV, TW 

SUBJECT: KMT HONORARY CHAIRMAN LIEN CHAN ON DECEMBER 9 
MAYORAL ELECTIONS AND DEFENSE BUDGET 


Classified By: AIT Director Stephen M. Young, Reason 1.4 (b/d) 


1. (C) Summary: KMT Honorary Chairman Lien Chan told the 
Director on December 6 that the December 9 Taipei and 
Kaohsiung mayoral elections will be a contest between the KMT 
and the DPP as well as one between the candidates. Lien 
expects Pan-Blue voters in Taipei to ignore James Soong and 
unite behind KMT candidate Hau Lung-bin, who is widely 
expected to defeat the DPP\'s Frank Hsieh. Although most 
polls give KMT candidate Huang Chun-ying a double digit lead 
in Kaohsiung, the race there remains too close to call, Lien 
suggested. The former KMT Chairman predicted that a KMT win 
in both races would renew pressure on President Chen to 
resign and precipitate a reshuffling of the Cabinet that 

could result in LY President Wang Jin-pyng becoming premier. 
Lien also claimed the double victory could speed passage of 
the 2007 defense budget in the KMT-controlled legislature. 

End Summary. 


2. (C) Ina meeting with the Director on December 6, 
Kuomintang (KMT) Honorary Chairman Lien Chan described the 
December 9 Taipei and Kaohsiung mayoral elections as a 
contest between the candidates as well as a vote of 

confidence on the KMT and the Democratic Progressive Party 
(DPP). Lien suggested that pan-Blue voters in Taipei are 
uniting behind KMT candidate Hau Lung-bin, who is widely 
expected to defeat DPP candidate Frank Hsieh. Pan-Blue 
People First Party (PFP) Chairman James Soong, Lien\'s running 
mate in 2004, continues in the mayoral race despite repeated 
KMT efforts to offer \"opportunities\" for KMT-PFP cooperation 
during next year\'s legislative elections. Although some 

within the KMT advocate ignoring an increasingly marginalized 
Soong, Lien explained that the KMT still requires PFP support 
to form a majority in the Legislative Yuan. He added that 
without good KMT-PFP relations, the PFP could become a 
\"noisy\" irritant during next year\'s legislative elections by 
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running too many PFP candidates and splitting the pan-Blue 
vote. 


3. (C) Lien suggested that although KMT candidate Huang 
Chun-ying enjoys a double digit lead in most polls, the race 

in Kaohsiung remains too close to call. Lien emphasized that 

last minute vote-buying by the DPP and a sizable number of 
\"hidden\" DPP supporters could allow DPP candidate Chen Chu to 
squeeze out a victory. Both sides are working hard to 

energize their base supporters while reaching out to swing 

voters. Lien assessed that the DPP will face difficulty 

convincing light Green voters dissatisfied with President 

Chen to go to the polls on election day. 


4. (C) AKMT win in both Taipei and Kaohsiung would renew 
pressure on President Chen to resign and precipitate a 
reshuffling of the Cabinet, Lien suggested. Chen could offer 

LY President Wang Jin-pyng (KMT) the premiership in order to 
maintain government stability and deflect criticism of his 
administration. A Wang premiership under a DPP 
administration would be an \"acceptable\" development, with the 
condition that the KMT fills several cabinet-level positions, 

Lien said. Wang, who challenged Ma Ying-jeou for the KMT 
chairmanship in 2005, is an affable politician and enjoys 

good relations with former President Lee Teng-hui, James 
Soong and the PFP, and independent legislators. Lien said he 
could serve as an intermediary between Wang and Ma to reduce 
friction between the two KMT leaders and ensure that Wang as 
premier would fully enjoy Ma\'s support. 


5. (C) Turning to defense issues, Lien Chan suggested that a 
KMT victory in both Taipei and Kaohsiung could make passage 
of the 2007 defense budget submitted to the legislature 

easier. A KMT loss in Kaohsiung, however, would not make 
passage in the KMT-controlled legislature \"entirely 

hopeless.\" In response to the Director underscoring the need 
to keep politics from interfering with Taiwan\'s defense 

needs, Lien pointed to the KMT\'s past history of supporting 
Taiwan\'s defense and said he personally believes the 
legislature must approve the defense budget as soon as 
possible to \"catch up\" with China. Lien, nevertheless, 
blamed the DPP for making arms procurement a political issue 
in the 2004 election. At the Director\'s request, Lien 
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pledged he would continue to urge KMT Chairman Ma and Wang to 
pass a robust defense budget. 


Comment 
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6. (C) Like many other politically savvy local observers, 

Lien sees the Kaohsiung election as a nailbiter, despite 
Huang Chun-ying\'s apparent wide lead in the polls. Lien 
clearly sees Wang Jin-pyng serving as premier under President 
Chen Shui-bian as a viable way to improve the contentious 
political atmosphere. However, it is not clear whether Ma 
would support a development that could substantially raise 
the profile of Wang, Ma\'s primary competitor for influence 
within the KMT. We have little doubt that both Lien and Wang 
would take great pleasure in Ma\'s discomfort, hoping that 
they can slow the steamroller momentum of their party rival 
for the KMT presidential nomination next summer. 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, PHUM, KDEM, PREL, TH 

SUBJECT: CHASING \"UNDERCURRENTS\" IN NORTHEASTERN THAILAND 
REF: A. CHIANG MAI 00211 (UNDERCURRENTS CONFIDENCE BOTH 


WEAK IN NORTH) 
B. BANGKOK 07150 (EXPLAINING THE DECISION TO LIFT 
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MARTIAL LAW) 
C. BANGKOK 07132 (THAI CABINET APPROVES PARTIAL 
LIFTING OF MARTIAL LAW) 
D. BANGKOK 006085 (COUP REACTION IN THAKSIN-COUNTRY) 


Classified By: POLITICAL COUNSELOR SUSAN M. SUTTON. REASON 1.4 (B,D) 


1. (C) Summary. Despite the interim government\'s decision 
to extend martial law in some provinces (refs A-C), our 
contacts in three Northeaster provinces--the heart of Thaksin 
country--are nearly unanimous in their denial that any 
political \"undercurrents\" are active in that region. During 
a visit by Poloff in late November, over a dozen politicians, 
local officials, NGO representatives and academics painted a 
nearly uniform picture of a crushingly poor rural population 
focused on day-to-day survival rather than the political 
navel-gazing in Bangkok. Thaksin\'s former subordinates, 
moreover, are either overseas, or already focused on 
party-switching ahead of the next election. More 
surprising, our contacts cited widespread uncertainty over 
the interim government\'s effectiveness and attention to 
issues that matter to local voters. As one aged farmer and 
NGO leader told us, \"there are no undercurrents (stirred up 
by outsiders), but if the government doesn\'t pay attention 
(to agricultural issues), in another two to three months you 
could have an uprising.\" End Summary. 


THAKSIN\S HEART OF DARKNESS 


2. (C) Poloff and Polfsn traveled to the rural northeastern 

(aka Isaan) provinces of Si Sa Ket, Surin and Buriram 
November 29 to December 1. These three provinces bordering 
Cambodia are among the very poorest in Thailand, with at 
least seventy percent of the population living in poverty. 

Most people depend on agriculture--almost always rice 
cultivation--to earn a living. The people of these provinces 

also overwhelmingly voted for Thaksin\'s Thai Rak Thai (TRT) 
party in all three of its election victories since 2001, 

giving rise to the interim government\'s fear that this region 
remains a potential hotbed of political opposition. One of 
Thaksin\'s more notorious lieutenants, Newin Chidchob, is from 
Buriram, and has heavy influence in neighboring Surin, adding 
to these security concerns. 


3. (SBU) In their decision to extend martial law in these 
provinces last week, interim government officials continued 
to cite reports of political \"undercurrents\"--alleged efforts 
by Thaksin supporters to organize rural opposition to the 
junta--as justification. Local media have reported the 
discovery of flyers attacking the interim government--and 
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coup leaders--in this region as further evidence of an 
anti-government mindset. 


LIKE CRICKETS (THOSE UNEATEN) CHIRPING 


4. (C) During the often lengthy driving journey within and 
between these provinces, Poloff witnessed no army or police 
checkpoints, and rarely even saw any police conducting 
\"normal\" activities. In contrast to a separate visit by 

Poloffs to relatively developed Khon Kaen in October (ref D), 
no security officials monitored our meetings or travels. 


5. (C) Our local contacts--including central government 
officials, academics, local lawyers, politicians and NGO 
leaders--were nearly uniform in their denial of any 
\"undercurrents\" in any of the three provinces. All described 
the situation in their provinces as \"quiet.\" Only one 
Commerce Ministry official in Surin believed that 
\"undercurrents\" existed in his area, but cited no proof, just 
rumors. Most were surprised that martial law had been 
extended in the area. Almost all cited the same reasons for 
the lack of political opposition to the government: local 
people are focused on putting food on the table, not 
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politics. According to Amnart Somsri, Chairman of the Law 
Society of Thailand, Si Sa Ket branch, martial law has no 
impact on the local people, only on the politicians. \"No one 
is interested in going to Bangkok and stirring up trouble.\" 
Lots of people don\'t even understand what is going on 
politically. The politicians in Bangkok \"are just playing 

their games.\" 


6. (C) According to Prayong Siriprasertsilp, Chief of the 
Provincial Administration Office in Surin, many people 
appreciated the Thaksin government\'s agricultural programs, 
but very few people feel strongly about the coup. Arunsak 
Ocharos, Secretary General of the Si Sa Ket People\'s 
Organization Council and a longtime schoolteacher in the 
area, pointed to rural people\'s lack of both political 

education and access to mass media. The farmers \"close their 
ears and eyes\" when politics comes up, even on television. 
Dr. Chaiya Chotikawanit, Vice Rector of Rajabhat Buriram 
University, agreed with the low level of political 

sophistication among local people. According to Dr. Chaiya, 
Buriram remains very quiet, and former Thaksin ally (and 
local political boss) Newin Chidchob remains in India. Dr. 
Chaiya believes that the interim government kept martial law 
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in place because they are scared that pro-Thaksin figures 
could instigate the people into protesting, but this is not 
happening. Such rural organization requires money and 
leadership, both of which are non-existent. Ministry of 
Interior officials in both Si Sa Ket and Surin denied having 
been consulted by Bangkok officials on the martial law 
decision. As one put it, \"that\'s the Army\'s responsibility.\" 


7.(C) Some of our contacts pointed to the respected standing 

of Interim PM Surayud and the King\'s official acquiescence to 
the coup as key factors in the rural public\'s acceptance. 
Poolsombat Namlar, Director of the Isaan Community NGO, said 
that rural people are sad that Thaksin is gone, but believe 

that the government has more moral authority now, based on 
former Army Commander and Privy Councilor Surayud\'s \"status\" 
in Thai society. Dr. Chaiya simply said, \"the people stand 

with and depend on the King. That\'s all that matters.\" Ina 
separate meeting, Sarai Kiewthaisong an academic who is the 
Chairwoman of the Village Fund and Loan Networks of Ron Tong 
District, Amphoe Satuk, Buriram, repeated this almost 

verbatim, saying, \"people are sad about the coup 

but...everyone here still stands with the King.\" 


8. (C) The only group that offered strong opinions on the 

coup were, as expected, the three former TRT Members of 
Parliament (MPs) we separately spoke with. All 
three--Wiwatchai Hotaraweisaya (Si Sa Ket), Manit Sangphum 
(Surin) and Sophon Phetsawang (Buriram)--decried the Army\'s 
ouster of an elected government and pointed to the interim 
government\'s failure to prove their allegations of widespread 
graft in the Thaksin government. Wiwatchai believes that the 
coup will \"backfire\" and result in further delays to a new 
election, as the public becomes more openly opposed to the 
junta. \"Before, the privy councilors served as the referees 

in Thai politics and kept the game relatively fair, but now, 

they have put on uniforms and are playing on the field. Who 
will ensure the game is fair now?\" Sophon, a former deputy 
house speaker who has represented his district in parliament 
seven times (for several different political parties), 

compared the current government to the military juntas of the 
1970s, and predicted even odds that the junta will launch a 
coup against itself (as has happened before) to delay the 

next election. 


9. (C) All three former MPs denied the existence of any 
undercurrents in their provinces, and explained that they 
were keeping a low profile so as not to arouse the scrutiny 
of the security forces. Wiwatchai explained that, 
immediately after the coup, he had been directed by TRT 
leaders in Bangkok to keep quiet and refrain from political 
activities. He added that this was the last communication he 
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received from his party leadership, several months ago. Both 
Manit and Sophon, however, have resigned from TRT and are 
actively maneuvering for spots in a different (or new) 

political party for the next election (septel will elaborate 
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on these efforts.) 


LOCALS QUESTION INTERIM GOWS INTENTIONS 


10. (C) Critics of the Thaksin government often pointed to 

the raft of populist programs--the 30 baht health care 
scheme, the Village Fund, etc--as naked attempts to buy rural 
votes. Indeed, we expected to hear a much stronger current 
of disappointment among locals that these policies may be in 
jeopardy (septel will report further on the status of these 
programs). Instead, our contacts focused on questioning the 
effectiveness of the new, interim government. Whether merely 
perception or reality, several contacts pointed at the slow 
central government response to recent flooding and a lack of 
attention to agricultural issues as evidence of the interim 
governmentVs failure to meet the expectations (heightened 
under Thaksin) of rural voters. (Note: in referring to the 
interim government, our contacts almost invariably used the 
initials for the Council on National Security (CNS) rather 

than refer to the civilian government, an interesting symbol 

of a wide-spread perception that the military is still really 

in charge. End Note.) 


11. (C) Sorasath Kietsuranond, a member of the Si Sa Ket 
Chamber of Commerce, was blunt in expressing little 
confidence in the central government. \"We don\'t know what 
they intend to do. Even after several months it is still not 
clear what their policies are; people liked Thaksin\'s 
policies.\" According to Sorasath, politics are not as 
important as economics. \"If the government can\'t get this 
right, they can\'t get anything right.\" 


12. (C) When asked if the government was getting its \"message 
out,\" Dr. Chaiya replied in the negative. According to him, 

the interim government has little political influence at the 

local level and is doing a poor job of communicating with the 
rural people. NGO leader Poolsombat echoed this comments, 
saying that the government is still trying to explain their 

actions and policies, which are not clear at all. 


13. (C) Academic and Village Fund Chairwoman Sarai let loose 
with one of the more passionate diatribes against the current 
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government. Sarai, who grew up in a relatively impoverished 
village in Buriram, where her father Somsri Thonglor is a 
widely respected farmer and anti-poverty leader, said, \"life 
here for most people is very difficult, but this new 
government is even more difficult!\" According to Sarai, the 
people are very confused. They do not understand the coup, 
the new government and the King\'s Wsufficiency economy" 
theory. The people don\'t know anything about national level 
politics--they don\'t read newspapers. Most damning of all, 
the government has not contacted local level leaders--who are 
the bedrock of Isaan politics. In Sarai\'s view, the 
government doesn\'t appear to have a clear agricultural plan 
or strategy. Without rural representation in Bangkok, the 
government is losing legitimacy day by day. 


14. (C) Sarai\'s wrinkled and soft-spoken father Somsri echoed 
these concerns. While professing no special support for the 
Thaksin government, Somsri--who represents nearly 14,000 
farmers in rural Buriram--expressed disappointment with the 
Surayud administration\'s lackluster efforts to reach out to 

the rural people. During Surayud\'s much publicized visit to 
Buriram after the coup, the interim PM failed to meet with 

local, elected political leaders from the district and 

village level. Even worse, the PM didn\'t even venture beyond 
the Buriram airport on his visit. While not denying that 

certain Thaksin-era policies were very popular in Buriram, 
Somsri said that it was a perception of inattention, more 

than anything, that was eroding local faith in the interim 
government. According to Somsri, \"there are no undercurrents 
(stirred up by outsiders), but if the government doesn\'t pay 
attention (to agricultural issues), in another two to three 
months you could have an uprising.\" 


COMMENT 
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15. (C) The lack of active undercurrents in this part of 

Isaan was not surprising, but we expected a stronger sense of 
lingering support for Thaksin and his policies (Note: our 
contacts did agree that, if he ran again, the former PM would 
win in a landslide. End Note.) The breadth and depth of rural 
dissatisfaction with the current government was much stronger 
than we anticipated and based less on unhappiness with the 
coup rather than dissatisfaction with current performance. 
Somsri\'s warning of a possible \"uprising\" based on government 
inattention to agricultural and poverty issues is probably 
hyperbole--as another contact put it, the elite in Bangkok 
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have been ignoring the rural poor since the dawn of 
constitutional politics in the 1930s. However, for allthe 
interim government\'s talk of working for the good of the 
people, the divide between the political reality in Bangkok 
and the real life of average Thai voters in the countryside 
remains as wide as ever. 
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1. \"14 Years In Power\" 


Liberal, largest national circulation daily Folha de S. Paulo 
editorialized (12/5): \"Chvez speaks about deepening his 
\'revolution.\' Thus the way would be paved for another authoritarian 
escalation in Venezuela.... The joining of oppositionist forces, now 
within the rules of the game, is the best news resulting from the 
Venezuelan elections for those who respect democratic liberties and 
[democratic] change of power.... There is nothing new about Chvez\'s 
model. It resulted from an old-fashioned policy, when the 

historically weak institutional framework collapsed along with the 
traditional parties. Differently from Evo Morales in Bolivia, Hugo 
Chvez does not represent any emerging social movement. He is the 
product of a military rupture and emerged in politics in a 

frustrated coup attempt in 1992. Benefited by the highest oil price 
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level in 25 years... he distributes money to the poor and transforms 
them into an electoral mass that supports his government. Behind the 
Vsocialist' smoke that delights certain leftist sectors, the 

Caracas\' caudillo reinforces the economic model that is the basis of 
the Venezuelan instability. If oil prices suddenly fall, the house 

of cards that supports Chvez will run the risk of collapsing 

without leaving any track.\" 


2. \"Chvez\'s Project" 


The lead editorial in center-right O Estado de S. Paulo (12/5) 
commented: \"President Hugo ChvezVs \'Bolivarian project\' has been 
defined for years and he has not moved a single inch from the 
original plan he created when he ran for president in 1989 after 
leading two frustrated military coup attempts.... No one knows what 
\'socialism of the 21st century\' or \'bolivarianism\' means, but 
everyone knows what the colonel\'s goals are. By using the 
vulnerabilities of democracy, Hugo Chvez has obtained almost 
absolute control of the government\'s structure and institutions... 
With Chvez in power, the number of Venezuelans who are below the 
poverty line increased approximately 40 percent. The poor, however, 
enthusiastically support Chvez. This is true because the colonel 
speaks the masses\' language, and because he created assistant 
programs that distribute money.... Chvez carries out the same open 
populism of President Carlos Andrs Perez, whom he tried to 
overthrow.\" 


3. \"[US] Political Change Is Wider\" 


Political commentator Newton Carlos wrote in liberal, largest 

national circulation daily Folha de S. Paulo (12/5): \"Thomas 
Shannon\'s gesture of looking for a dialogue with Hugo Chvez is not 
a surprise. Since he became the Assistant Secretary of State for 
Latin America, Shannon has tried to put in practice a reiterated 
willingness of abandoning confrontation with governments elected in 
the so called leftist wave in our continent. Bush\'s Latin American 
policy had been previously directed by officials linked to those who 
set fire Central America in the 80\'s and their followers, such as 
Roger Noriega and John Negroponte. In an interview with \'El Pais,\' 
Shannon declared that the major challenge in the south of Rio Grande 
is poverty, a focus that has nothing to do with Noriega or 
Negroponte.... Shannon is walking on slippery ground, but he is 
already obtaining results.... Some say that Bush noticed something 
wrong in the relations with Latin America when he visited Argentina 
for a presidential summit and personally found out his unpopularity. 
Perhaps Shannon\'s new ideas will gain importance. Like the idea of 
deepening the dialogue with Chvez.\" 

Wolfe 
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1. (SBU) The United States Mission in the Dominican Republic 
warmly welcomes your planned December 8-10 visit to Santo 
Domingo. Space permitting, Ambassador Hans Hertell will 
greet you in Washington, DC on the day of your departure, and 
travel with you via milair to Santo Domingo. We have arranged 
meetings for you with President Fernandez and other 
high-level government officials, human rights activists 

working on behalf of persons of Haitian descent, the owners 

of a large sugar company, labor unions and farmers\' 
organizations who oppose DR-CAFTA, and business groups and 
academics who support Dominican accession to the trade 
agreement. We believe your schedule will be intense but 
rewarding. 


2. (SBU) President Leonel Fernandez, inaugurated in August 
2004 for a second (non-consecutive) four-year term, heads the 
Dominican Liberation Party (PLD). In May the PLD won 
majorities in both chambers of Congress during congressional 
and municipal elections. The principal opposition party is 

the Dominican Revolutionary Party (PRD), a populist group 
strong in rural areas and in poor urban neighborhoods; under 
President Hipolito Mejia, the PRD held the government from 
2000 to 2004. Though Fernandez he has not yet announced his 
intent to stand for reelection in 2008, it is widely believed 

that he will do so. A principal challenger to any reelection 
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attempt will be the President\'s ex-Chief of Staff, Danilo 
Medina, who split from Fernandez and is currently wrestling 
for control ofthe PLD. 


External Relations 


3. (SBU) President Fernandez sees himself as close friend of 
the United States, but has nevertheless managed to maintain 
cordial relations with both Venezuela and Cuba, the former 
based in part on a beneficial trade package focused on cheap 
Venezuelan oil, the latter perhaps based on the historical 

tilt of the PLD toward the \"left.\" 


Internal Issues 


4. (SBU) President Fernandez has been reluctant to spend his 
\"political capital\" on tackling issues of importance to most 
Dominicans. His two signature projects have been the 
construction of a dubious, multi-million dollar metro (with 
projected outlays outstripping the nation\'s combined 
education and health budgets) and an initiative to reform the 
country\'s constitution. Neither issue has generated 
significant public support. Fernandez has thus far declined 
to meaningfully address either corruption or the rampant 
theft that plague the country\'s grossly mismanaged 
electricity system and, despite publicly supporting Dominican 
accession to U.S.-Central American Free Trade Agreement 
(CAFTA-DR), has done little to secure its implementation. 
His popularity plunged 15 points to 40 percent in a recent 
poll, with \"negative\" ratings increasing 11 points to 29 
percent. Despite recent troubles, Fernandez remains a 
relatively popular and successful leader in comparison to 
others in the hemisphere. 


5. (SBU) Widespread perceptions of corruption plague 
Dominican politics and business, a legacy of 70 years of 
authoritarian rule. Virtually all government jobs are 

assigned under the political spoils system, turning over with 
changes of administration. Many government jobs are awarded 
with the understanding that the recipient will not be 

required to work, a practice referred to a \"bottle\" or 

\"botella.\" Journalists continue to uncover examples of 
corruption in the operation of the country\'s judiciary, 

though the situation appears to be improving, thanks in part 

to effective and significant USAID assistance programs. 
QFTA-DR contains important provisions requiring stricter 
controls on government procurement and use of public tenders; 
it requires the criminalization of bribery affecting trade 
decisions. 
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6. (SBU) The Dominican Republic had one of the fastest 
growing economies in the world in the 1990s, expanding at an 


average rate of 7.7 percent per year from 1996 to 2000. 
Tourism is still the leading foreign exchange earner; 
telecommunications and free-trade-zone manufacturing are also 
important industries. Agriculture remains an important part 
ofthe economy. The Dominican Republic owed much of its 
success to the adoption of sound macroeconomic policies in 
the early 1990s and greater opening to foreign investment. 
Growth turned negative in 2003 (-0.4 percent), due to the 
effects of a major bank fraud and reduced demand from the 
United States owing to an economic slowdown. The economy 
appears to have turned the corner; GDP grew 9.3 percent in 
2005 and the Central Bank predicts at least a9 percent GDP 
growth rate for 2006. Per capita income is about USD 3200 
(2005). 


7. (SBU) Following two failed IMF programs under the previous 
government, the Fernandez administration successfully reached 
a Stand-By Arrangement with the IMF worth approximately USD 
665 million in early 2005. The government has met or exceeded 
the macro targets under the program but has been slow to 
implement a series of required structural reforms. This 

failure has caused a delay in the IMF review process. Midway 
through 2006 the IMF detected that the government was running 
in deficit and it is now expected to end the year with a 

fiscal deficit in excess of one percent of GDP. The 

Dominicans are working to pass a fiscal reform package 
required by the IMF which is designed to compensate for the 
deficit in 2007. 


8. (SBU) The United States is the country\'s most important 
trading partner, providing 87 percent of export revenues. 

Other markets include Canada, Western Europe, and Japan. The 
Dominican Republic exports free-trade-zone manufactured 
products (garments, footwear, etc.), nickel, sugar, coffee, 

cacao, and tobacco, and it imports foodstuffs, petroleum, 
industrial raw materials, and equipment. 


9. (SBU) On August 5, 2004, the Dominican Republic signed a 
Free Trade Agreement with the United States and five Central 
American countries to integrate it with the U.S.-Central 
American Free Trade Agreement (CAFTA-DR). The Dominican 
Republic ratified the agreement in September 2005 and the 
government has met several times in 2006 with USTR to 
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determine legislative and regulatory reforms necessary for 

the Dominican Republic to fulfill its obligations under the 
agreement. The process has been slow partly due to lack of 
coordination and capacity within the Dominican government and 
partly because of opposition from various sectors, most 

notably agriculture and counterfeit pharmaceuticals. Full 
implementation of remaining obligations and entry into force 

is expected in early 2007. 


10. (SBU) Remittances from Dominicans abroad in 2005 were 
estimated at over USD 3 billion, with well over half that 
amount originating from the United States. When remittances 
are calculated as a share of GDP, the country is ranked 12th 
highest in the world, with remittances equal to about 13.2 
percent of GDP in 2004. 


11. (SBU) Verizon announced in April plans to sell its three 
Caribbean and Latin American divisions in separate deals 
totaling USD 3.7 billion. Verizon Dominicana was to be sold 
to Mexican telecom America Movil for USD 2.3 billion, but the 
Dominican government held up authorization of the deal when 
it determined that Verizon owed USD 523 million in capital 
gains taxes related to the sale. Following months of 
negotiations between Verizon and the Dominican government in 
which the Embassy played a facilitating role, the two parties 
agreed to a settlement on December 1. Under the plan, 
Verizon, in exchange for payment of USD 170 million, was 
released from any further tax obligation to the Dominican 
government. 


12. (SBU) An overarching objective in US foreign assistance 

to the Dominican Republic is to enable the country to meet 

the requirements for a threshold program with the Millennium 
Challenge Corporation (MCC). In November 2006, the MCC Board 
did not approve a threshold program for the Dominican 

Republic due to poor results on MCC qualifying indicators, 
particularly on reducing corruption. However, the Dominican 
Republic remains a strong candidate for a threshold program 


in the future. President Fernandez has established a special 
presidential office to help promote advancement on MCC 
indicators, but needs to expand efforts to engage key 
Dominican leaders, particularly in the Dominican Congress. 
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13. (SBU) Deep tensions and a troubled history shape 
Dominican relations with Haiti and Dominican treatment of 
persons of Haitian descent. Haiti colonized the Dominican 
Republic between 1822 and 1844; many Dominicans resentfully 
discuss the Haitian occupation as if it were only yesterday. 
From independence, Dominican nationalists began constructing 
a separate Dominican identity, one defined in large part in 
solidarity against the perceived Haitian threat. Expressions 

of anti-Haitian sentiment (read: racism) are common at all 
levels of society and incidents of violence against Haitians 

in the Dominican Republic occasionally occur. Anti-Haitian 
sentiment helps fuel broader racial discrimination against 
darker skinned persons, including Americans. 


14. (SBU) Poor Dominican border control and the lack of 
economic opportunity in Haiti have fueled continuing Haitian 
migration. Current estimates of the \"Haitian\" population in 
the Dominican Republic range from 600,000 to 1.5 million. 
The wide degree of variation owes to the lack of reliable 
studies, but also to disagreement over the definition of a 
\"Haitian.\" Most Dominicans consider the Dominican-born 
second- and third-generation descendents of Haitian migrants, 
including those who do not speak Creole and have never set 
foot in Haiti, to be Haitian rather than Dominican. 


15. (SBU) In response to public pressure, the Dominican 
government has taken steps to marginalize and isolate the 
population of persons of Haitian descent in the Dominican 
Republic. In 2004 the Dominican government modified the 
country\'s immigration law to exclude the children of 
non-resident foreigners from eligibility for Dominican 
citizenship. Because the government has not yet implemented 
a system to register the births of non-citizens, officials 

are unable to issue birth certificates to the children of 
non-resident mothers. Although this change has affected all 
nationalities, it targeted Haitians. 


16. (SBU) Without documentation, Haitian migrants and their 
descendents face severe difficulties integrating economically 
or socially into Dominican society. They are ineligible for 
medical benefits, public schooling after the fifth grade, or 

jobs in the formal sector. When these undocumented persons 
come of age, they in turn are unable to register the births 

of their own children, thus perpetuating a vicious cycle of 
poverty. Of growing concern is the fact that an increasing 
proportion of this community is effectively stateless - 


Column 3 

ineligible for either Dominican or Haitian citizenship. They 
congregate at the margins of Dominican society, in isolated 
communities (\"bateyes\") on disused former sugar plantations, 
in conditions of extreme poverty. 


17. (SBU) The issue is a very sensitive one for Dominicans. 
Outside attempts to address the treatment of the Haitian 
minority within the Dominican Republic are declared to be 
\"foreign interventions\" or a \"violation of sovereignty\" and 
are met by suspicion and open hostility at all levels of 
society. Ultra-nationalists, including some government 
officials, suggest that the ultimate goal of the 

international community is the reunification of Hispaniola, 
with Port-au-Prince as the capital. 


18. (SBU) However, Dominican officials do not hesitate to 
profess to the international community the urgent need for 
donor assistance to improve civil order and economic 
opportunity in Haiti. Their message, oft-repeated, is that 
the Dominican Republic is bearing an unfair share of the 
burden, including for medical care and social services 
provided to Haitians. 


19. (SBU) Sugar has traditionally been a mainstay of the 
Dominican economy, but its relative importance has declined 
in recent years. Today private producers like the Vicini 
Corporation and Central Romana (owned by the Fanjul family) 


account for the overwhelming majority of sugar produced in 
the country. 


20. (SBU) The Dominican Republic is the largest holder of the 
U.S. tariff rate quota (TRQ) for sugar and continues to 

receive the highest single-country allocation (252,935 metric 

tons for the current allocation). With the implementation of 
DR-CAFTA, once the country meets the agreement\'s net-exporter 
requirement, an additional 10,000 metric tons, with two 

percent yearly growth, would be added to the quota - modest 
gains that in the short term are unlikely to significantly 

benefit the industry. 


21. (SBU) We have arranged for you a visit to the Cristobal 
Colon sugar plantation, which is owned by the Vicini Group. 
The company is the second-largest private producer of sugar 
inthe Dominican Republic, and is responsible for around 13 
percent of the sugar produced in the country. The Vicini 
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family has owned and operated the Cristobal Colon sugar 
plantation since 1890. 


22. (SBU) Like other producers in the Dominican sugar 
industry, the Vicini Group has traditionally relied heavily 

on undocumented Haitian migrants and their descendents to cut 
and harvest the sugar cane it grows. Most workers are housed 
in \"bateyes\" (company towns or barracks), which typically 

lack such basic services as electricity and running water. 

Critics allege that sugar producers exploit undocumented 
workers by paying them inadequate wages and housing them in 
substandard living conditions. Undocumented workers have 
little choice but to accept these circumstances; their 

ability to find well-paying jobs is severely limited by their 
undocumented status, and outside the relative security of the 
bateyes workers are at risk of harassment and deportation 

from Dominican police officials. 


23. (SBU) In recent years the Vicini Corporation has improved 
working conditions associated with its Cristobal Colon 
plantation and sugar refinery. These changes come amidst 
company efforts to automate operations, which if successful 
could reduce the consortium\'s seasonal workforce from 1,800 
to 300 within five years. Improvements include company action 
to stop using child labor, to allow employees the freedom to 
leave their jobs, and to replace substandard living barracks 
with more humane residences. 


24. (SBU) However, issues remain. The lack of living wages, 
especially during off (i.e. non-harvesting) season, remains a 
problem, especially for children. Workers report that social 
security is not paid to the elderly as promised. Activists 
continue to demand job contracts, electricity, and medical 
services for batey residents. After a brief lull, there are 
some indications that the company has resumed importing 
trafficked, undocumented workers from Haiti. We have 
arranged for you to speak with a human rights organization 
about the problems affecting workers at the Vicini 
Corporation and other sugar producers. This visit will take 
place at a batey on public property immediately prior to your 
tour of Vicini property. 


25. (SBU) The Dominican Republic imports all of its petroleum 
products. During 2006, as in the preceding year, the 
Dominican Republic is expected to spend nearly 8 percent of 
its GDP on petroleum imports. Given these trends, the 
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government and others have begun considering alternative 
sources of energy. Movement to build ethanol refineries 
specifically has been slow but recently shows signs of 
progress. 


26. (SBU) The production of ethanol has its detractors. 

Urban development is already threatening to outpace the 
country\'s water supply. Environmental NGOs worry that if the 
government increases sugarcane production for ethanol 
purposes, the damage to the country\'s aquifers could be 
irreversible, thereby forcing the country to build 

desalinization plants. 


27. (SBU) The Dominican community in the United States has 


been estimated at over a million strong. This community is 
growing both in size and in influence: last year, our 

immigrant visa section in Santo Domingo, serving a country of 
only nine million people, was the third largest immigrant 

visa operation in the world, after Ciudad Juarez, Mexico and 
Guangzhou, China. Our consular section issued enough 
immigrant visas in 2005 to send two Boeing 757 airliners full 
of new residents to the United States every week for the 
entire year. 


28. (SBU) Increasing flows of travelers and trade between our 
countries create opportunities for criminals to exploit. 
Trafficking in persons, human smuggling of illegal migrants, 
and narcotrafficking remain significant issues; the number of 
criminals who flee the United States seeking to escape refuge 
from justice in the Dominican Republic continues to grow. 
The Embassy has worked with Dominican institutions to 
strengthen efforts aimed at law enforcement, extradition and 
prosecution and has, to date, received excellent cooperation. 


29. (SBU) The State Department is working closely with 
Dominican officials to reform Dominican consular operations. 
For many years, we have had problems with Dominican 
consulates in the USA failing to fully adhere to U.S. laws 

and regulations on consular procedures and accreditation. 
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The Dominican Government has repeatedly named U.S. citizens 
or Legal Permanent Residents to run consulates, many of whom 
have failed to take steps to gain proper accreditation by 
renouncing their citizenship or LPR status. U.S. policy 

remains that no person can be accredited as a consul general 
while retaining U.S. citizenship. 


30. (SBU) Dominican consulates lack oversight from the 
Dominican Foreign Ministry. In August of this year, the 
Dominican Foreign Ministry issued a press release denouncing 
price increases in the New York Consulate General, which 
according to media reports charges more for passports and 
other services than all other Dominican consulates and 

offices; Dominican passports at the New York consulate 
reportedly cost more than any other passport of any country 

in the Western Hemisphere. Media stories have focused on the 
problems of Dominican consulates and how these problems 
affect the lives of Dominicans in the USA. 


31. (SBU) The Dominican Republic is centrally located in the 
Caribbean, approximately 1080 miles from Galveston, 800 miles 
from Miami, and 80 miles from Puerto Rico. The close 
proximity of the Dominican Republic to Puerto Rico and the 
continental United States and the high volume of freight 
traffic make the Dominican Republic a potential security risk 
for the United States. It has been a target of human 
smuggling organizations specializing in the smuggling of 
Special Interest Aliens to the United States and could 
potentially become a target of organizations specializing in 
the smuggling of arms or weapons of mass destruction via 
container to the United States. 


32. (SBU) Announced in January 2002, the Container Security 
Initiative (CSI) is an initiative that was developed by U.S. 
Customs, now U.S. Customs and Border Protection (CBP) to 
protect the global trading system and the trade lanes between 
CSI ports and the United States. CSI was first implemented 
in the ports shipping the greatest volume of containers to 

the United States. In April of 2005, U.S. Customs and Border 
Protection (CBP) officers conducted a port assessment of the 
Port of Caucedo and forwarded a detailed report of their 
findings through CBP channels. 


33. (SBU) On June 2, 2006, the Acting Commissioner for US 
Customs and Border Protection made the decision to 
incorporate the Santo Domingo port of Caucedo into the 
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Container Security Initiative. Customs and Border Protection 
detailed one Immigration and Customs Enforcement Special 
Agent and two Customs and Border Protection Officers to the 
ICE Attach Santo Doming for a period of one year in order to 
support the CSI initiative at the Port of Caucedo. The 
detailed officials were intended to support CSI until 


permanent positions became approved and filled. 


34. (SBU) You will be given the opportunity to visit the Port 
of Caucedo, speak with port management officials and DHS 
agents, and tour the port\'s operations. This visit is 
scheduled to take place on Sunday, December 10. 

BULLEN 
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STATE FOR EUR/SCE-JERATH 
STATE PLEASE PASS TO TREASURY FOR TREASURY/IET/CTAYLOR 


E.O. 12958: N/A 

TAGS: AMGT, OTRA 

SUBJECT: COUNTRY CLEARANCE GRANTED TO TREASURY ADVISOR MR. PETER 
NICHOLL 


REF: SECSTATE 271538 


1. US Office Pristina welcomes and grants country clearance to 
Treasury Advisor Mr. Peter Nicholl December 10 - December 13, 2006. 
The purpose of the visit is to conduct an assessment mission on 
possible technical assistance in the areas of: central bank policy 

and bank supervision. Control Officer for this visit will be 

Economic Officer, Shante Moore, who can be reached at: office 

381 -38-549-516 ext. 3141; GSM 377-44-501-745; fax 381-38-549-890. 


2. Post will coordinate arrangements for airport pick up. Post will 

also make arrangements for transportation for official meetings 
during the visit. Accommodations have been confirmed in USOP TDY 
quarters. 
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3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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STATE FOR EUR/UBI 


E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR CDC OFFICIAL HEATHER 
JOSEPH - JANUARY 23-24, 2006 AND FEBRUARY 9-10, 2007 


REF: CDC 04609 


1. Country clearance is granted for Center for Disease 
Control, Health and Human Services Public Health Advisor, 
Heather Joseph, Behavioral Scientist, COGH, CCC, HHS to 
travel to the Netherlands from January 23-24, 2006 and 
February 9-10, 2007 to lay over in the Netherlands on her way 
to and from Kigali, Rwanda to provide training to the staff 

of CDC Rwanda and external partners about the CDC human 
research protections process. Also to provide technical 
assistance on developing local policies and procedures for 
research protections. 


2. Embassy understands that no further assistance is 
required. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
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Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
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of street crimes. 
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OVERVIEW OF THE NETHERLANDS 


11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 


Column 3 

Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
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http://www.state.gov/r/pa/ei/ogn/3204.htm. 
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ALSO FOR NCTC, TSC 
USEU FOR MRICHARD 


E.O. 12958: DECL: 12/06/2016 

TAGS: PTER, KHLS, CVIS, GM 

SUBJECT: DELEGATION PROPOSES HSPD-6 INFO SHARING WITH 
GERMANY 


REF: A. BERLIN 2058 
B. BERLIN 2785 


Classified By: Minister-Counselor for Economic Affairs Robert F. Cekuta 
for Reasons 1.4 (b) and (d) 


1.(C) Summary. An interagency U.S. delegation presented 
German officials with a proposal to share terrorist screening 
data as called for in HSPD-6. The meeting between the U.S. 
delegation and the German side, headed by the Interior 
Ministry, November 8 in Berlin followed previous bilateral 
discussions (ref A) and Interior Minister Schaeuble\'s 
September visit to Washington (ref B). During that visit, 

the German minister proposed a U.S.-German Working Group on 
sharing counterterrorism data. German officials see the 
HSPD-6 proposals as among the options they could consider in 
the context of the Working Group. (Note: the Working Group 
is to hold its first meeting December 12 in Berlin. End 

Note.) The German officials were in \"listening mode\" as they 
had promised, but indicated willngness to positively 

consider HSPD-6, presumablywith a hit / no hit inquiry 

system, as part of a U.S.-German \"Pruem\"-style agreement. 
End Summary. 


2. (SBU) The Federal Ministry of the Interior hosted the 
delegation\'s principal meeting November 8 in Berlin, which 
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representatives of the Justice and Foreign Ministries as well 
as the Federal Office for Criminal Investigation (BKA) also 
attended. A representative from the independent Office of 
the Federal Commissioner for Data Privacy and Freedom of 
Information was present as well, potentially signaling the 
importance of those issues for the German side. Terrorist 
Screening Center Acting Director Rick Kopel gave a 
presentation that described the benefits to Germany of 
terrorist information data sharing and also stressed U.S. 
sensitivity to tailoring an information sharing program to 
meet German legal and regulatory concerns. State S/CT 
Advisor Fred Vogel gave a presentation on the PISCES border 
screening program in place in Iraq, Afghanistan, and 
Pakistan, not as an example of what the U.S. envisions for 
Germany, but to illustrate the value and breadth of data U.S. 
terrorist databases receive. The U.S. presenters also 
discussed the introduction of biometric, not just biographic, 
data into the Terrorist Screening Database (TSDB). 


3. (C) Questions from the nearly twenty German officials 
present were diverse: Would the U.S. use any data Germany 
provided for renditions? Why had so many travelers 
complained about U.S. port of entry systems? With what other 
countries did the U.S. have HSPD-6 agreements? Head of the 
German delegation Interior Ministry Office Director for 

Police Information Systems, the BKA Law, and Data Privacy in 
Security Affairs Andreas Schultz explained Minister Schaeuble 
had tasked him to establish the U.S.-German Working Group. 
Germany would need a new law to enable some of the programs 
the U.S. envisions; EU mechanisms enable German authorities 
to share with EU partners but do not envision sharing the 

data with non-EU countries, according to Schultz. Germany 
cannot \"just give you everything we have,\" Schultz said, but 
Germany is prepared to discuss a program to enable initiating 
inquiries and providing information pursuant to a request, 

e.g., in a hit / no hit system. Germany could also share 

data in the event of a threat or if a crime was going to be 
committed. He explained that EU Data Privacy regulations 
prevent the broad sharing of lists even within the EU, which 

is why Germany created the Pruem agreements. Pruem is a new 
road, envisioning a hit / no hit system for DNA and 

fingerprint data. If there is a hit, only then, with both 

sides processing information about a subject and having 
identified a reason to share the data, would the two sides 
exchange information via existing channels. Germany is aware 
of the threat it faces, Schultz continued, and does not want 
only to dwell on impediments and the possible difficulties 

facing a U.S.-German agreement. The two sides are embarking 
on a \"promising path," but Germany will need a legal basis 

for whatever the two sides agree. 
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4. (C) Office Director for Counterterrorism Cooperation 
Matthias Sonn explained German laws have evolved after 9/11. 
Broader U.S.-German data sharing is needed, Sonn noted, but 
there is a certain level of distrust in the German media 

toward the U.S. As a result, it will be easier for the 

German side if no existing German laws are changed; the more 
the U.S.-German agreement looked like Pruem, the better, he 
said. If the U.S.-German agreement looked like Pruem, it 
would \"insulated from the headlines,\" according to Sonn. He 
urged the U.S. over the next weeks -- before the December 
launch of the U.S.-German Working Group -- to establish its 
counterterrorism data sharing priorities. 


5. (U) This message was cleared by the U.S. delegation 
subsequent to their return to Washington. 
KOENIG 
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E.O. 12958: N/A 

TAGS: PGOV, PTER, PINR, ASEC, KISL, CASC, IN 


SUBJECT: MUSLIM POLITICS OF KERALA: EMERGING HARDLINERS A CAUSE OF 
CONCERN 
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REF: A) Chennai 1857 B) Chennai 476 (both notal) 


1. (SBU) SUMMARY: Kerala\'s widely reported sympathy for the 
convicted Saddam Hussein is a pointer to the direction of Islamic 
politics in this south Indian state where 24% of the population is 
Sunni Muslim. Driven by anti-lraq war sentiments and leftist 

politics, Kerala\'s Muslim population strongly opposes U.S. policies 
in the Muslim world. Although the mainstream religious and 

political groups discourage violence, a few newer organizations have 
attracted security agencies\' attention due to their militant 

tendencies and suspect fund sources. Since U.S. Mission programs in 
North Kerala might attract protest demonstrations, we recommend 
close coordination with state police before organizing public 

events. END SUMMARY 


WHERE SADDDAM HUSSEIN IS A HERO 


2. (SBU) Perhaps no other Indian state has more Saddam Hussein fans 
than Kerala. Local Malayalam language press, particularly the Muslim 
newspapers, reacted strongly to the recent Saddam verdict. Most 
parts of Kerala, including a beach and a junction named after 

Saddam, witnessed angry demonstrations. Even the moderate and 
soft-spoken President of the Indian Union Muslim League, Panakkad 
Shihab Ali Thangal, did not mince words while condemning the 
\"inhumane verdict that blatantly violated international justice 

systems.\" The Economic Times newspaper noted in an article titled 
\"For Kerala Parties, Saddam is Their Own:\" "If Saddam Hussein were 
to evade the noose and decide to start afresh in politics, Kerala 

looks to be a good option for him. Going by the public reaction 

here, he seems to be as much a hero in Tirur or Thiruvananthapuram 
as he is in Tikrit.\" 


MUSLIM DEMOGRAPHICS: HIGH UNEMPLOYMENT AND MIGRATION 


3. (SBU) The only religious community experiencing growth in Kerala, 
Muslims now form 24.7% of the state population. The large majority 

of Muslims of North Kerala are known as \"Mappilas\" (also, 
\"Moplahs\"), who include the descendants of Arabs who had trade and 
marital links with the Malabar Coast as far back as the 8th Century. 
Kerala\'s Muslim population is concentrated in the northern 

districts, particularly Malappuram, Palakkad, Kozhikode, Kannur, 
Wynad and Kasergode. Mostly subsistence farmers, the Muslims lag 
behind the state averages in socio-economic indicators such as 
general and women\'s literacy, higher education and employment. 
According to census figures, unemployment among Kerala\'s Muslims is 
much higher than among Hindus and Christians. In recent decades, 
however, the large scale migration of workers to the Gulf countries 

has lifted a significant number of Muslim families above the poverty 
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level. Foreign remittances make a substantial contribution to 
Kerala\'s economy. 


HISTORY OF CONFLICT WITH HINDUS AND COLONIAL RULERS 


4. (SBU) Although many believe communal relations have always been 
peaceful in Kerala, that is not the case. During the 19th and early 
20th centuries, the Mappila tenants of Malabar staged armed attacks 
against the oppressive Hindu landlords and their British supporters, 
killing thousands. According to Kerala historians, the Mappila 
outbreaks were largely due to agrarian discontent and poverty as 
well as to religious fanaticism. In 1855, the British District 

Magistrate of Malabar at Calicut (Kozhikode) was killed by rioting 
Mapillas. Surprisingly, \"foreign issues\" have also caused communal 
uprising in Malabar: the \"Moplah Rebellion\" of 1921 was a violent 
uprising of Malabar Muslims against British police who tried to 
suppress the \"Khilafat Movement,\" a strike against the British 

rulers of India demanding restoration of the Turkish Caliphate. 

British forces violently suppressed the rebellion, which lasted for 
several months. 


MUSLIM POLITICAL PARTIES: COMMUNAL OVERLAP 


5. (SBU) The advent of multi-party coalition politics has now 
ensured Muslim involvement in Kerala\'s political life, providing a 
framework for different communities to work together. The Muslim 
vote is a major swing factor in present day Kerala politics. Kerala 

is one of the few Indian states with viable, exclusive Muslim 

political parties. The Indian Union Muslim League (IUML), the 
leading Muslim party, has been allied with the Congress for over two 
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decades and is part of the current UPA government at the Center. In 
recent years, corruption, nepotism and the sex scandals of some of 
its leaders has led to some erosion of IUML support, particularly 
among its youth cadre. Islamic hardliners and the Leftist parties 
constantly barrage the IUML for its links with the Congress party, 
which is perceived to be ineffective in supporting the Muslims of 
India in the face of the \"Hindutva\" (communal Hindu) onslaught. 


6. (SBU) The Iraq situation has given the lUMLYs opponents one more 
handy weapon. The Communists and the Islamists separately attack 
Congress and the Muslim League for their passivity, even complicity, 
with regard to the U.S. actions. Most recently, the IUML General 
Secretary and Union Minister of State for External Affairs E. 


SIPDIS 
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Ahmed\'s \"awkward silence\" against the Saddam verdict was the subject 
of ridicule in an editorial in the popular Muslim daily, Madhyamam. 


THE MORE MILITANT PDP 


7. (SBU) Of the two smaller Kerala Muslim political parties, the 

Indian National League and the Peoples Democratic Party (PDP), both 
of which supported the Leftist coalition in the 2006 Assembly 
elections, the PDP is more controversial for its alleged militancy. 
Abdul Nasser Madani (also spelled Madhani), the founder-leader of 
the PDP, has been in a Tamil Nadu prison for eight years awaiting 
completion of his trial for alleged complicity in the 1998 serial 
bombings in Coimbatore by the banned \"Al-Umma.\" Those bombings, 
which included an attempt to assassinate BUP leader L.K. Advani, 
killed 58 persons and injured 250. Despite prosecution charges of 
criminal conspiracy and logistical support for the terrorist act, 

Madani enjoys much sympathy from Kerala Muslims. Since the 
bombings, Kerala police have kept close watch over PDP activities. 
Nonetheless, in September 2005, PDP workers allegedly high-jacked 
and burned a Tamil Nadu bus near Cochin, Kerala, protesting the 
continued incarceration of Madani. 


MUSLIM RELIGIOUS GROUPS: THE POLITICAL OVERLAP 


8. (SBU) The predominantly Sunni population of Kerala is divided 
along denominational lines. Leadership rivalry seems to be the 
prime cause of division between the two leading groups of Sunnis 
(the \"EK Group\" and the \"AP Group\"), although many see the AP group 
as \"ultra conservatives.\" While the \"EK group\" is generally 
supportive of the IUML party, the leader of the \"AP Group,\" 
Kanthapuram A.P. Aboobacker, has traditionally supported the 
Leftists. A third, smaller Sunni group, the Mujahids, part of a 
reform movement that started in Kerala in the 1920s, stands fora 
purer form of Islam free from syncretistic elements such as worship 
at the graves of saints. The Mujahids themselves split into two 
groups in 2002: one group seeks to emphasize the group\'s purist 
(\"Salafi\") ideology, the other wants to be more inclusive in outlook 
and to engage in social work. 


9. (SBU) A fourth Sunni group, the Jamaate-Islami Hind Kerala (JIH), 
is a relatively small but influential sect of Muslims attracting the 
educated and politically conscious. Standing for a hardline Islamic 
faith-based world order, JIH routinely issues directives to its 
members on which parties and candidates to support in elections. 
Solidarity, the youth wing of the JIH, is very active in the 

anti-Coca Cola agitations of Kerala. Although infamous for its 
militant rhetoric, the JIH, per se, has no history of organizing 

terrorist acts. 
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ALLEGED TERROR LINKS OF SIMI 


10. (SBU) The Students Islamic Movement of India (SIMI), banned for 
its alleged involvement in several terrorist acts, is in fact a 

breakaway group of the national JIH. Kerala police suspect that 

SIMI is still operating clandestinely on a small scale in Kerala, 

under the cover of other Muslim organizations. Wanted by the Indian 
police for several terrorist acts, C.A.M. Basheer, is a former 

President of the SIMI and a Keralite. A trained aeronautical 

engineer, he has been on the run since 1993. He was believed to 
have been operating from the Gulf countries, but now his whereabouts 
are unknown. Indian Police suspect him to be a key link between the 
Lashkar-e-Toiba and SIMI. 


SECRETIVE NDF CONSISTENLY OPPOSES THE U.S. 


SIPDIS 
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11. (SBU) One of the fastest growing, most controversial and 
secretive Muslim organizations in Kerala is the National Development 


SIPDIS 

Front (NDF). The NDF was formed in Malappuram, Kerala, in 1993, 
ostensibly to fight against human rights violations through peaceful 
means. However, many consider the NDF to be a cover for Islamic 
extremism. IUML leader and former Public Works Minister M.K. Muneer 
(protect) told post that the NDF may not have developed connections 
with major terror networks such as the Al-Qaida, but it is run by 
former SIMI activists and is capable of organizing smaller-scale 
bombings. According to Muneer, the NDF has been infiltrating the 
IUML party despite a party decision in 1999 to resist such moves. 
Muneer blamed \"discredited IUML leaders\" such as Treasurer and 
former Minister P.K. Kunjalikkutty for shielding the NDF for the 
leaders\' own selfish interests. Baburaj (protect), a prominent 

local journalist based in Malappuram, pointed out the NDF is 
involved in most of the communal attacks that occur in North Kerala. 


12. (SBU) The judicial commission that investigated the 2003 
massacre of eight Hindus in Marad, Kozhikode exposed the NDF and 
IUML workers\' active involvement in the planning and execution of 
the crime. More recently, six members of an \"NDF hit team\" were 
sentenced to life imprisonment for hacking to death a Communist 
worker who allegedly molested a Muslim girl at Nadapuram near 
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Kozhikode in 2001. 


13. (SBU) The NDF has consistently opposed U.S. Mission activities 
in Kozhikode: In August 2006 against an outreach exhibit program of 
the American Library (ref A); in September 2004 against a visit of 
Consulate officials, falsely accusing them of planning to \"hijack a 
cultural center;\" in December 2003 against a Consulate Public 
Affairs Seminar on \"Islam and Women.\" 


POLICE CHIEF SKEPTICAL OF NDF BONAFIDES 


14. (SBU) Kozhikode Police Commissioner Balram Upadhyay (protect) 

told Post that the NDF \"seems to be spending a lot of money,\" saying 

he has no idea of its sources. With millions of Keralites working 

in the Middle East and elsewhere, and billions flowing in through 

official channels and \"hawala\" (unofficial money channels), the 

Police Commissioner said it is difficult to monitor all external 

links of Kerala. When asked about former Police Commissioner Neena 

Rawat\'s reported deposition before a judicial commission in 2005 

that NDF had sourced funds form Iran and Pakistan, Upadhyay said: \"| 

cannot deny that the NDF has foreign connections and money sources.\" 
Journalist Baburaj pointed out that the NDF had enough money to 

quickly launch four editions of its newspaper \"Thejas\" at a time 

when even established newspaper houses are struggling financially. 


MODERATING FACTORS STILL AT WORK, BUT LOSING APPEAL 


15. (SBU) According to Hussein Madavoor (protect), a prominent 
Muslim leader of the Mujahid faction, moderating factors are still 

at work in Kerala. None of the prominent religious groups encourage 
radicalization. Even the AP Sunni Group which, according to 
Madavoor had resorted to some religious killings in the past, has 
stepped back having seen the negative reactions from Kerala society. 
He believes that the NDF is not capable of organizing large terror 
strikes, although he conceded that \"a few people are enough to cause 
trouble.\" 


16. (SBU) Journalist Baburaj believes communal relations in Kerala 
have become more precarious because there are no credible Muslim 
leaders to restrain passions. Muslim religious/political leaders 

such as Panakkad Shihab Thangal, once unquestioned, are gradually 
losing their appeal because of the increasing unpopularity of the 
IUML. \"In this situation, if a divisive issue comes to the fore, it 

could just get out of control,\" Baburaj said. 


SECURITY IMPLICATIONS FOR USG PROGRAMS 


Column 3 


17. (SBU) All interlocutors pointed out that widespread opposition 

to U.S. policies prevail in North Kerala. The various newspapers of 
the area, the Madhyamam newspaper of the Jamaate Islami, Thejas of 
NDF, Siraj of the AP Sunni faction, Varthamanam of the Mujahids, 
Chandrika of the Indian Union Muslim League, have contributed much 
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to creating this environment. Hussein Madavoor pointed out that 
because of the perceived religious overtones many local Muslims 
attach to global anti-terror campaign, no Muslim leaders who 
publicly support U.S. government programs could survive in their 
positions. Given these circumstances, U.S. programs in North 
Kerala, even if non-political, will most likely attract protest 
demonstrations. 


18. (SBU) \"One cannot rule out demonstrations in a democracy,\" said 
Police Commissioner Upadhyay (protect) adding that \"chances of 
trouble also cannot be totally ruled out.\" According to him, 

however, with reasonable precautions, U.S. visitors should have no 
problem in North Kerala. He requested to be informed in advance of 
any U.S. programs in order to ensure better security coordination. 


BETTER MONITORING AND SECURITY COORDINATION NEEDED 


19. (SBU) COMMENT: Frederick Forsyth\'s description of Kerala as a 
\"receptive territory for Islamist extremism\" in his latest 

bestseller \"Afghan,\" recently focused public attention on the 

hardline groups that have emerged in the state. In Kerala, 

Forsyth\'s view was widely criticized as alarmist and exaggerated. 
Kerala society traditionally has strongly disapproved violent 

ideologies while favoring their associated democratic expressions. 

For example, the Naxalite violence prevalent in some other parts of 
India has no public support in Kerala, whereas the democratic 
expressions of the \"communism\" of the CPI(M) and the CPI enjoy wide 
support. Violence is unlikely to find support from Kerala\'s 

traditional Islamic community, either. However, given the large 

scale unemployment and the \"siege mentality\" that some sections of 
the Islamic media seek to spread, we endorse the recommendation that 
the activities of suspect organizations among Keralite youth and the 

use of \"hawala\" money transactions need to be better monitored. We 
also recommend that U.S. Mission programs in North Kerala seek 
adequate security from the helpful local police. END COMMENT 
HOPPER 
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E.O. 12958: DECL: 12/06/2026 

TAGS: PREL, MOPS, MARR, IZ, IR, TU 

SUBJECT: EUCOM D/COM GENERAL WARD\'S INTRODUCTORY CALLS IN 
ANKARA 


Classified By: Ambassador Ross Wilson for Reasons 1.4 (b,d). 


1. (C) EUCOM Deputy Commander General William Ward restated 
EUCOM\'s commitment to work closely with Turkey on security 
issues during November 7 introductory calls on CHOD Yasar 
Buyukanit, DCHOD Ergin Saygun, and MFA Deputy Undersecretary 
for Security Affairs Rafet Akgunay. Buyukanit described his 
unprecedented visit to Greece and expressed his satisfaction 

with U.S. - Turkey bilateral military relations. On 

Afghanistan, he emphasized the importance of not alienating 

the population, while expressing frustration at the slow pace 

of reconstruction there. DCHOD Saygun said he was 

particularly concerned about the impact of growing friction 

between Russia and Georgia on regional stability and energy 
security. On Iran, Saygun expressed concern for worsening 
Iranian behavior in the region but alluded to Iran-Turkey 
cooperation in border operations against PKK terrorists. MFA 
D/US Akgunay stressed Turkey\'s concerns about the possible 
break-up of Iraq as well as instability in the Caucasus. He 

said Turkey would continue to be cooperative on Black Sea 
security. Ward asked for Akgunay\'s assistance with the U.S. 
request for additional CFE flank entitlements from Turkey to 


Column 3 
facilitate U.S. training activities in Romania and Bulgaria. 
End Summary 


2. (C) Buyukanit described his recent visit to his 

counterpart in Athens as unprecedented and productive, noting 
that militaries on both sides of the Aegean understand each 
other despite political disputes. In the same manner, U.S. - 
Turkey bilateral military relations have weathered political 
storms. Turning to Afghanistan, Buyukanit expressed concern 
for resurgent Taliban activity in the south, associating this 

with the slow pace of economic reconstruction. He deflected 
SACEUR and U.S. appeals for additional Turkish forces. He 
described Turkey\'s support for the Afghan people since the 
days of Ataturk in the 1920s, stressing that Turkey is 

careful not to alienate the Afghan population. He suggested 
that other ISAF contributors need to keep in mind the key 

goal of winning the hearts of the people. Referring to his 

own experience fighting the PKK in northern Iraq, Buyukanit 
said Turkey has sought to avoid alienating innocent civilians 

in all of its anti-PKK 

operations. 


3. (C) Saygun raised concerns with growing tensions in the 
Caucasus, particularly between Russia and Georgia. He noted 
increasing Russian pressure on Georgia, especially on natural 
gas, and worried about the effects on stability and energy 
security in the region. Saygun characterized Iranian 

behavior in the region as worsening; Iran is also capable of 
using energy as a weapon. He noted, however, that the 
Iranian border is Turkey\'s quietest and, in contrast to the 
situation in Iraq, Turkey can discuss matters with Iran. He 
alluded to Turkish-Iranian cooperation along their respective 
borders with Iraq in combating PKK terrorists operating there. 


4. (C) Saygun opined that the U.S. had lost influence in the 
Middle East to Iran, pointing out that Iran has gained ground 
on the Arabian peninsula through its ties to Iraqi Shi\'a. 
Many Muslims now look approvingly at Iran as a symbol of 
resistance to the U.S. and Israel. Saygun claimed that the 
division between Sunnis and ShiVa is greater than that 
between Muslims and Christians. He expressed frustration 
with Turkey\'s relations with Iraq, complaining that there is 
no reliable Iraqi government authority for Turkey to talk to. 
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Meanwhile, he pointed out, Turkey has lost numerous truck 
drivers to terrorist attacks in Iraq. 


5. (C) Turning to U.S. - Turkey ties, Saygun commented that 

the U.S. has grown \"too big\" since the end of the Cold War. 
Allies cannot keep up. The U.S. can load troops on its 

transport aircraft and send them around the world, but must 
remember most other allies cannot do this as easily. 

Therefore, successful combined operations in the NATO context 
are difficult. In this context, Saygun concluded, the U.S. 

needs to cultivate regional allies on which it can count. 


6. (C) During his call on MFA D/US Akgunay, Gen Ward noted 
the strains in bilateral relations since the Iraq war but 

thanked Turkey for its assistance and cooperation on Iraq. 
Akgunay stressed the Turkish government\'s fears for the 
consequences of Iraq\'s breaking apart, focusing on Kirkuk as 
a microcosm of all of Iraq\'s ethnic and sectarian problems 
and the need to find a widely acceptable solution to Kirkuk\'s 
status. Akgunay stated that the GOT welcomes the 
collaboration between U.S. Special Envoy Ralston and Turkish 
envoy Baser and is showing restraint, hoping the initiative 

will have positive and concrete results. A good outcome to 
the Ralston mission would go far to change anti-U.S. public 
sentiment, he asserted. 


7. (C) Responding to EUCOM POLAD Ambassador Yates\' question 
about the situation in the Caucasus, Akgunay noted that 

Russia is on the defensive while the FSU states often 

exercise their freedoms in a provocative manner. Turkey is 
encouraging all sides not to push Russia into a corner. 
Akgunay stressed that Turkey supports NATO goals for the 
region. On Black Sea issues, Akgunay stressed that Turkey is 
not conspiring with Russia to keep NATO out of the Black Sea. 
NATO has been in the Black Sea since 1952, the year Turkey 
joined the Alliance. Akgunay noted that Operation Black Sea 
Harmony is providing a constant stream of information to NATO 
commands. Turkey understands Russia\'s historical drive for a 
warm water port but is trying to convince Russia \"this is not 

the 17th century.\" 


Column 3 
CFE Flank Entitlements 


8. (C) Raising the U.S. request for CFE flank entitlements, 
Ward expressed appreciation for Turkey\'s willingness to 
contribute 63 tank entitlements from Turkey\'s headroom. The 
U.S. needs more help, however, to make up a shortfall of some 
75 armored combat vehicle (ACV) entitlements. Akgunay 
replied that Turkey\'s offer 63 tank entitlements had been the 
maximum the Turkish military felt it could provide after 
thorough consideration. He undertook to reconsider the 
Turkish offer following the HLTF meeting in Brussels. 


9. (U) This cable was cleared by General Ward. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, AG 

SUBJECT: INTERNAL CHALLENGES TO BELKHADEM\'S FLN LEADERSHIP 
NOT CONSIDERED THREATENING 


Classified By: Charge d\'Affaires, a.i. Thomas F. Daughton 
for reasons 1.4 b, d. 


1. (C) A number of political party contacts tell us that 
rivals of Prime Minister Belkhadem are increasingly seeking 
to thwart his presidential ambitions by painting a picture of 
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a prime minister who is so consumed by in-fighting within his 
own party that he is unable to govern effectively. Party 
stalwarts and parliamentarians in the presidential coalition 
dismiss the view of Belkhadem\'s detractors that his 
leadership of the FLN is in peril. Several of these sources 
told us that opponents of Belkhadem\'s presidential 
aspirations are deliberately fanning the flames of dissension 
within the FLN. 


2. (C) The party of Algerian independence, the FLN brings 
together an array of moderate Islamists, socialists, and 
others under a single umbrella and has always been prone to 
internal battles. The communications director for the FLN 
observed that most of the \"battles\" these days arise from the 
fierce competition among candidates to have their names 
appear high on party lists in the lead up to the May 
parliamentary elections. For him it was ironic that the FLN, 
which \"dominates the political scene\" in Algeria, was being 
accused in the press of anti-democratic behavior when its 
process for establishing electoral lists in districts across 

the country was, he claimed, quite democratic. He also noted 
that the FLN was alone among political parties in 

establishing a goal for the number of female candidates (20%) 
in the May parliamentary elections. 


3. (C) FLN officials denied that any one element of the FLN 
was Creating havoc for the party leadership. However, one 
FLN MP who was dispatched in late November to mediate a 
dispute among unidentified local party officials told us that 
much of the infighting these days is being engineered by 
supporters of Ali Benflis, who was ousted as party leader in 
a Belkhadem-orchestrated coup in 2004. The MP told PolEc 
Chief that her mediation was one of a series of recent 

efforts to address the concerns of pro-Benflis malcontents 
with a personal grudge against Belkhadem. Moves against 
Belkhadem\'s leadership, usually in party offices in smaller 
districts across the country, continue to preoccupy the FLN, 
according to this MP. She contended, though, that any 
distraction in the ranks of the FLN from such disputes seldom 
required Belkhadem\'s personal attention. Despite the 
dissatisfaction of Benflis supporters and some senior FLN 
party leaders with Belkhadem\'s leadership, Belkhadem\'s 
leadership in her view was very much assured. 


4. (C) Belkhadem\'s detractors inside and outside the FLN 
agree the PM is not going to lose his FLN presidency anytime 
soon. Noureddine Ait Messaoudene, executive director of the 
moderate Islamist (and presidential coalition member) MSP 
party, told us the FLN party leaders are not about to dump 
Belkhadem without having in mind a suitable successor, and 
FLN contacts concur that those Belkhadem\'s opponents within 
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the party cannot agree on a candidate to replace him. It\'s 
one thing to agree that Belkhadem is not the ideal leader but 
quite another to find someone more suitable, observed Ait 
Messaoudene. More to the point, Belkhadem continues to enjoy 
the support of President Bouteflika, who supported his 2004 
takeover of the party leadership from Benflis. FLN sources 
tell us few in the party dissatisfied with Belkhadem\'s 
leadership for ideological reasons are likely to cast their 

lot with the Benflis \"anybody-but-Belkhadem\" camp because 
they know chances of ousting the sitting PM are slim. 
Besides, Bouteflika is very popular among the FLN faithful. 
As one FLN MP put it, what Bouteflika wants matters most. 
DAUGHTON 
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E.O. 12958: DECL: 12/05/2016 

TAGS: KDEM, PREL, PGOV, PTER, MOPS 

SUBJECT: HUNGARY\'S REACTION TO DEMARCHE ON PRESERVING THE 
DEMOCRATICALLY ELECTED GOVERNMENT OF LEBANON 


REF: SECSTATE 193090 
Classified By: POL/C Eric Gaudiosi. Reasons 1.4 (b) and (d). 


(C) POLOFF delivered reftel demarche points to MFA Middle 
East and Africa Territorial Department Deputy Head Peter 
Kveck and Middle East section head Sandor Keseru on Friday, 1 
December. Mr. Kveck acknowledged receipt of the points and 
said that the MFA would like to review the non-paper points 

\"for a few days\" before issuing a formal position. In 

informal discussion, Mr. Kveck and Mr. Keseru indicated that 
the GOH is particularly \"concerned over the situation\" in 
Lebanon because \"all of the Hungarian nationals\" that 
previously evacuated Lebanon \"have now returned.\" According 
to Kveck, the Ambassador and all diplomatic personnel have 
also returned to Beirut and are closely monitoring all events 
related to the Hamas sponsored rallies over the past weekend. 


Column 3 

Kveck condemned the assassination of Minister Gemael, but 
offered no concrete actions by the GOH to pressure the 
Government of Syria at this time. Following multiple 

attempts through December 5, no person from the Middle East 
and Africa Territorial Department has yet been available for 
further comment. 

FOLEY 
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E.O. 12958: DECL: 12/06/2016 
TAGS: PARM, PREL, PGOV, PHUM 
SUBJECT: HUNGARY ON CHINA ARMS EMBARGO 


REF: SECSTATE 194456 
Classified By: POL/C Eric Gaudiosi. Reasons: 1.4 (b) and (d). 


(C) Hungary \"supports the EU Arms Export Regime and does not 
want to see it linked to any country\" according to an embassy 
contact. MFA Security Policy and Non-Proliferation Department 
Deputy Vilmos Hamikus told poloff December 5 that Hungary 
\"has no spoken policy on the China arms embargo\" and will not 
respond to the issue at GAERC \"even if France raises it.\" 

The GOH does not expect this to happen, and Hamikus said that 
if France raises the point in the GAERC meeting, \"the French 
will be isolated.\" According to Hamikus, FM Goncz will not 

take the floor to discuss this issue, and the GOH would \"not 
support it.\" 

FOLEY 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, MARR, EAID, SU 
SUBJECT: Malakal Update: Fragile Calm Returning 


Ref: a) Khartoum 02772, b) Khartoum 02765 


1. (SBU) Summary: Malakal is returning to a fragile calm, with the 
possibility of violence still looming. The ceasefire is holding as 

of December 5, civilians are returning to the town, and humanitarian 
organizations are being encouraged to resume operations. The Sudan 
People\'s Liberation Army (SPLA) and Sudan Armed Forces (SAF) have 
deployed to pre-clash locations, and the GoSS and the GNU are 
engaged in post-incident discussions, with President Kiir visiting 
Malakal on December 4. However, the underlying causes of the 
conflict have not been addressed as unaligned, SAF-supported 
Southern Sudan Defense Force (SSDF) militias remain in Malakal. 
Both the SPLA and the SSDF are reportedly massing troops in the area 
and more violence in greater Upper Nile region is likely. 

Hardliners in the SPLM believe that attacks by the SSDF constitute 
violations of the CPA because the SSDF is still receiving SAF 

support. These hardliners also believe the attacks are an organized 
NCP attempt to destabilize their region and are demanding that Kiir 

do more to respond. End Summary. 


2. (SBU) The ceasefire in Malakal is holding following the November 
27 outbreak of violence between militias aligned with the SAF and 
SPLA (reftels), although there are continuing reports of sporadic 
gunfire. Shops are reopening, barge traffic is resuming, and people 
are moving freely around town. There are no reports of any targeted 
attacks against Northerners. The local government has called for 
calm on the radio and urged people to return, which many are doing. 
The joint patrols comprised of SPLA, SAF, national police, UN 
police, and UNMIL Observers are helping restore order. A buffer 
zone exists between the SAF and SPLA, with UNMIS presence in this 
zone and at the airport. 


3. (SBU) The situation remains tense, however, as the underlying 
causes of the violence have not been addressed. The presence of the 
SAF-supported, but nominally unaligned SSDF and the absence of a 
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political solution to the dispute over the Commissioner of Fanjak 
position continue to threaten the town. Local SSDF commander 
Gabriel Tang (aka Gabriel Gatwech Chan or Tanganya), who holds the 
rank of Major General in the SAF and has demanded to be appointed 
Commissioner of Fangak, was flown to Khartoum by the UN at the 
beginning of the crisis to help defuse the situation. However, the 
ongoing presence in the area of both Tang\'s deputy, Thomas Mabor, 
and the SPLM\'s designated Commissioner of Fangak, John Maluit, 
fueled the subsequent violence and continue to create tension. 


4. (SBU) The representative of UN OCHA in Malakal is appealing to 
international organizations to return to the town to help restore 
normality and to address the urgent humanitarian crises, including 
disposal of decaying corpses that are contaminating the Nile River, 
and access to safe drinking water. The estimated number of dead has 
exceeded 150 and the number injured close to 400. The ICRC has 
delivered a total of 27 bodies from SAF controlled areas to SPLA 
areas. Following the extensive looting, the OCHA is also concerned 
about growing numbers of vulnerable people in the town. 


5. (SBU) The GOSS and Government of National Unity (GNU) are both 
investigating the causes of the fighting. Khartoum reportedly sent 

the Minister in the Office of the President, Idris Mohammed Abdel 
Kader, to Juba to discuss the situation over the weekend of December 
2. Although the press said that GoSS Vice President Riek Machar was 
sent to Malakal, Machar explained he did not go because the GoSS 
wanted to first send military commanders to address the situation on 

the ground. ConGen contacts have asserted that some SPLM/A members 
opposed dispatching Machar, a powerful Nuer leader who founded the 
militias that became the SSDF. They say that Machar and former SSDF 
leader Lt. Gen. Paulino Matip, now SPLA Deputy Commander-in-Chief, 
may have been involved in the original attack and should be 

distanced from any resolution of the situation. 


6. (SBU) The Joint Integrated Unit (JIU) presence in Malakal has 
been descried as useless by a senior GoSS official, and it appears 

to be playing no active role in restoring security or public 

confidence. The SPLA has dispatched Deputy Director of Operations 
Piang, who was joined by the Deputy Commander of the JIUs in 
Southern Sudan, Major General Thomas Cirillo, to Malakal. (Note: 
Chief of Staff Oyai Deng Ajak is visiting South Africa. End note.) 
Hardliners in the SPLA, including Deng and others, reportedly were 
not dispatched to Malakal by Kiir, who is concerned about escalating 
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the military response. ConGen contacts report concerns among SPLA/M 
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members that Kiir is not taking a hard enough position to rid the 
South of the militia problem. 


7. (SBU) There is widespread belief among Southerners that the 
National Congress Party (NCP) is behind the Malakal violence. GoSS 
President Salva Kiir, SPLM Secretary General Pagan Amum and GoSS 
Vice President Machar have all publicly asserted that the NCP must 
take responsibility for any tribal militias that it trained, armed, 

and financed. They believe these groups continue to follow an NCP 
agenda to destabilize the South. The SAF has only admitted to 
providing non-lethal aid, such as food and clothing, to the groups 

it supported during the war, a move it says it necessary to maintain 
calm until a proper disarmament, demobilization, and reintegration 
(DDR) process can take place. 


HUME 
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ICE HQ FOR STRATEGIC INVESTIGATIONS 

STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: ORDNANCE FACTORY KHAMARIA, 
JABALPUR, MADHYA PRADESH, LICENSE NO. D364294 


REF: USDOC 05578 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 
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2. Export Control Officer (ECO) Michael Rufe and BIS FSN Prem 
Narayan conducted a Pre-license Check (PLC) at Ordnance Factory 
Khamaria (OFK), Jabalpur, Madhya Pradesh, on November 15, 2006. 


3. BIS requested a PLC at OFK, a GOl-owned unit under the Ordnance 
Factories Board, Ministry of Defence (MOD), located at Jabalpur 

482005, Madhya Pradesh, Tel: 0761-2338894, Fax: 0761-2337301, email: 
ordkham@sancharnet.in, Website: www.ofbindia.gov.in. OFK was listed 
as the Ultimate Consignee and Deepkamal Chemical Private Ltd. 
(Deepkamal), Chennai, India, as the Foreign Purchaser for 52 

kilograms of 95-97 percent Elemental Amorphous Boron powder 
controlled under ECCN 1C011. The license applicant was SB Boron 
Corp. (SB Boron), Bellwood, IL. 


4. The ECO met for approximately 2 hours with R.A. Agrawal 
(Agrawal), General Manager, V. Srinivasan (Srinivasan), Additional 
General Manager, V.K. Tiwari (Tiwari), Joint General Manager, and 
M.K. Mohapatra (Mohapatra), Planning Officer. OFK. Under Secretary 
(AMS) Prashant Agrawal (Prashant), Ministry of External Affairs 
(MEA), GOI, facilitated the meeting. Prashant was also present in 

the meeting. 


5. The OFK officials were not aware of the BIS regulations. This 

was the first USG or BIS official visit to OFK in Jabalpur, Madhya 
Pradesh. They stated that Deepkamal, the Foreign Purchaser, is the 
exclusive agent of SB Boron in India. SB Boron\'s website: 
www.sbboron.com, confirms that Deepkamal is their sole agent 
managing India, Pakistan, Sri Lanka and Bangladesh. OFK has been 
purchasing Boron powder from Deepkamal since 1994. For all Boron 
powder transactions, OFK officials submitted end-use statements to 
Deepkamal. However, Deepkamal has neither informed OFK about BIS 
export license requirements nor provided any license conditions to 
OFK. 


6. Reftel stated that OEA conducted a search of BIS records for OFK 
and this appears to be the first BIS application for this party. 

BIS New Delhi recommends OEE ascertain whether SB Boron has been 
supplying Boron powder to Deepkamal for OFK prior to this license 
application. MEA later informed the ECO that previous shipments to 
Deepkamal for OFK were under State export licenses. Agrawal stated 
that for earlier transactions they were not sure whether Deepkamal 
sourced the Boron powder from SB Boron or elsewhere. For the 
proposed transaction, OFK inserted a clause in the tender document 
that bidder must disclose the identity of the supplier of Boron 

powder along with import documents. 


7. OFK officials produced documentation pertaining to the proposed 
transaction for review including Deepkamal\'s quotation, OFK Purchase 
Order, OFK end-use statement, and details of previous Boron powder 
transactions purchased from Deepkamal including purchase order 
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numbers, quantities, and dates. The documentation for the proposed 
transaction appeared in order and copies were provided through MEA. 


8. Srinivasan gave a detailed slide presentation on various 
ammunitions OFK manufactures including the end-use of the Boron 
powder and transaction history of Boron powder that OFK has been 
sourcing from Deepkamal. The stated end-use was confirmed. OFK 
requires the Boron powder for manufacture of composition for various 
medium caliber ammunition. He stated that Boron powder is one of 
the ingredients used to fill the 84mm shells. There are four 

varieties in 84mm shells that are high explosive (HE), Illuminating, 
TPT and HEAT (high explosive anti-tank). These are all 
shoulder-fired rounds. The Boron powder along with other materials 
is used in the top portion of the 84mm shell in order to increase 
velocity and firepower. The Boron powder picks up the flash and 
rapidly activates the other explosive propellants. The HE 84mm 
shells are used against troops in open and in slit trenches. 
Illuminating is designed to meet the requirement for a very quick 
illumination of the target area. TPT is identical to HEAT but HEAT 

is costlier than TPT. HEAT is used against all types of armored 
fighting vehicles. The Boron powder is stored in a secure storage 
area, a designated officer is responsible for withdrawal and usage, 
and a disposition log is maintained. 


9. Established in 1942, OFK is one of the 39 
ammunition-manufacturing factories, functioning under the aegis of 
the Ordnance Factory Board (OFB), headquartered in Kolkata, 
Department of Defence Production, MOD. In addition to 39 factories, 
OFB has 58 laboratories. OFK is a state-of-the-art battlefield 


equipment manufacturer. It is also engaged in explosive filling and 
assembling of medium and high caliber ammunition including small 
arms ammunition. The product range includes ammunition components 
hardware fuze, shell, primer and cartridge case for medium and high 
caliber ammunitions. The prime customers of OFK are the three armed 
forces of India, Para-military forces under the Ministry of Home 

Affairs and other defence departments. OFK employs approximately 
2,364 personnel. 


10. Recommendation: Post recommends Ordnance Factory Khamaria as a 
reliable recipient of the controlled U.S. origin commodity. All 

indications are that the listed commodity will be used in accordance 

with U.S. export control regulations (MKRUFE) Mulford 
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TO RUCPDOC/USDOC WASHDC 

RUEAHLC/HQ ICE IAO WASHINGTON DC 

INFO RUEHC/SECSTATE WASHDC 1172", "UNCLAS NEW DELHI 008185 


SIPDIS 
SIPDIS 


USDOC FOR 532/OEA/M. NICKSON-DORSEY/JAY HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 

USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 

STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: BHABHA ATOMIC RESEARCH 
CENTER, MUMBAI, LICENSE NO. D364271 


REF: USDOC 05623 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. BIS requested a Pre-license Check (PLC) at Bhabha Atomic Research 
Centre (BARC), under the GOl\'s Department of Atomic Energy, website: 
www.barc.ernet.in. BARC was listed as the Ultimate Consignee and 
Horiba Jobin Yvon SAS, Z.l. as the Foreign Purchaser and 

Intermediate Consignee for one Model Fluoromax Spectrofluorometer 
controlled under ECCN 3A999. The license applicant was Horiba Jobin 
Yvon (Horiba), Edison, Ny. 


3. On October 13, 2006, ECO sent a formal request to Deputy 
Secretary (AMS) Viraj Singh (Singh), GOI Ministry of External 


SIPDIS 

Affairs (MEA) to set up a PLC at BARC for a Spectrofluorometer, 
ordered by BARC for scientific research in protein crystallography. 
In the third week of October Singh was transferred to another MEA 
Division and Under Secretary (AMS) Prashant Agrawal (Agrawal) 
replaced Singh. 


4. On November 13, 2006, ECO contacted Agrawal informing him that 
the BARC PLC request had passed the 4-week deadline per the End Use 
Visit Arrangement (EUVA). Agrawal stated that the BARC officials 
informed him that the equipment is not of U.S.-origin and inquired 

why a USG official was required to conduct an EUV for this 

transaction. On November 15, 2006, to address BARC officials 
concerns, ECO gave a copy Part 734.3 of the Export Administration 
Regulations (EAR) detailing what falls within U.S. jurisdiction. On 
November 20, 2006, ECO again sent an email reminding Agrawal that 
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the visit is 38 days past the EUVA deadline. Unless ECO has a 
confirmed date for the visit soon, the PLC recommendation would 
likely be deemed unfavorable. 


5. On November 22, 2006, Agrawal sent an email to ECO Quote: About 
BARC PLC, | had conveyed to you the impression of BARC authorities 
that the equipment was not being sourced from the U.S. You had 
shown me some clauses indicating in which all circumstances licenses 
are required. Would appreciate if you can share that with us, so 

that it can be taken up with BARC End Quote. On November 22, 2006, 
ECO again sent an email reminding Agrawal that the information 
sought was already given to him on November 15, 2006. 


6. On December 2, 2006 while conducting a PLC at a GOI PSU in 
Gujarat, ECO again brought up the BARC PLC issue with Agrawal and 
insisted that BIS requires a response in writing from both BARC and 
MEA. Agrawal stated that he has received a response from BARC and 
they are still maintaining the same stand the PLC is not required by 
USG officials. Agrawal stated that he is departing for the U.S. on 
official business on December 5, 2006 for two weeks and will forward 
the BARC response to BIS upon his return. 


7. Recommendation: Based on MEA email stating that BARC is not 
permitting an EUV for this transaction, the Pre-license Check 
remains unfavorable. (MKRUFE) Mulford 
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SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: TERMINAL BALLISTICS 
RESEARCH LABORATORY, CHANDIGARH, LICENSE NO. D366013 
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REF: USDOC 06013 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. BIS requested a Pre-license Check (PLC) at Terminal Ballistics 
Research Laboratory (TBRL), Defence Research Development 
Organization laboratory, Ministry of Defence (MOD): www.drdo.com. 
TBRL was listed as the Ultimate Consignee for two Cordin camera 
control systems for replacement in two existing high-speed cameras 
Beckman and Whittey Model 770 and 189 controlled under ECCN 6A003. 
The license applicant was Cordin Company Inc., Salt Lake City, UT. 


3. On November 3, 2006, ECO sent a formal request to Under Secretary 
(AMS) Prashant Agrawal (Agrawal), GOI Ministry of External Affairs 
(MEA) to set up a PLC at TBRL for two Cordin camera control systems 
replacing the old cameras\' systems that have been in place since 

1978 for use in applied research in material deformation under high 
strain rates. 


4. On November 20, 2006, ECO sent an email to Agrawal alerting him 
of the pending deadline for the TBRL PLC, the deadline for this PLC 
was December 1, 2006. On November 23, 2006, Agrawal sent an email 
to ECO stating Quote: Just to let you know that PLC at TBRL 
Chandigarh will not be required, as TBRL has decided not to pursue 
order for reasons not related to PLC. End Quote. 


5. ECO requested Agrawal to provide a copy of the TBRL response. On 
December 3, 2006, Agrawal departed for the U.S. for two weeks, he 
promised that he would send a copy of the TBRL response upon his 
return. 


6. Recommendation: Based on the MEA email stating that TBRL no 
longer wants to pursue this order nor will permit an end-use visit, 
the Pre-license Check remains unfavorable. (MKRUFE) Mulford 
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SIPDIS 
ADDIS ABABA ALSO FOR USAU 


E.O. 12958: N/A 

TAGS: PREL, PGOV, EAID, KDEM, MR 

SUBJECT: MAURITANIAN RUN-OFF: OBSERVERS SEE CONTINUED 
PROGRESS TOWARDS A RETURN TO DEMOCRACY 


REF: A. NOUAKCHOTT 1365 
B. NOUAKCHOTT 1378 
C. NOUAKCHOTT 1386 


Sensitive but unclassified - Protect accordingly 


-- International and national election observers believe the 
December 3 second round elections were well run and represent 
an improvement over the November 19 polls. 


-- Observers credit this to the experience gained during the 
November polls, the single ballots, and the additional 
training received by poll watchers and election officials 
during the interim. 


-- Despite improvements to an already very good process, 
additional efforts are needed to clarify and relax the 
standards under which a ballot is invalidated, enhance the 
role of the electoral commission, and provide additional 
voter education. 


-- These elections represent the most significant hurdle the 
ruling Military Council has faced in implementing its 
democratic transition plan, and it appears the Council has 
once again demonstrated its commitment to that plan. 


-- It is clear that election officials, from poll workers on 

up, placed the need for perfectly clear and honest elections 
as their top concern. This in turn limited to a small degree 
some Mauritanians\' ability to have their vote counted, a 

valid issue that needs to be addressed in future elections, 

but does not take away from the resounding success of these 
elections. 


Column 3 
End Summary and Comments. 


1. (U) Mauritania completed a second round of legislative 
elections December 3 to decide the remaining 52 National 
Assembly seats not won during the November 19 first round 
polls (ref B). Post sent out nine observation teams of U.S. 
and Mauritanian personnel to track the process and compare 
findings with the November 19 polls. Post will analyze the 
results of the elections septel. 


2. (U) Post\'s observation teams, as well as international 
observers from the EU, UN, African Union, the Francophonie 
organization, Arab League, and NDI, as well as the national 
observers\' organization, concur that these second round 
elections were an improvement over the November 19 polls, 
which all agreed had been well executed (ref A). Observers 
reported an improved flow of voters through the polling 
station, as well as enhanced voter awareness of the voting 
procedures. Poll workers were more efficient, both in 
processing voters, as well as in counting ballots after 

voting had ended. 


3. (U) Observers noted that poll workers were \"scrupulous\" in 
counting ballots, closely following the stringent guidelines 

for designating ballots as either valid or invalid. These 
guidelines call for poll workers to disregard voter intent 

and invalidate ballots on which voters made the slightest of 
mistakes. At the same time, observers did see some 
differences in interpretation of the guidelines. While this 
standard may need to be adjusted to reduce the rate of 
invalidated ballots, poll workers did their best to follow 

the standard diligently. 


4. (U) Observers credited the procedural improvements to the 
experience gained during the November 19 polls and additional 
training received by poll watchers and election officials 

during the interim. In a majority of polling stations 

observed, the polling staff had not changed, and voters were 
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able to return to the same polling stations they had visited 


on November 19. As such, poll workers and voters knew what 
to expect, and how best to fulfill their respective roles. 
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5. (U) As was the case on November 19, candidate 
representatives closely monitored the process. 
Representatives repeatedly credited the National Democratic 
Institute (NDI) with having offered extensive poll watcher 
training. 


6. (U) Additional improvements need to be made to clarify and 
relax the standards under which a ballot is invalidated, 

enhance the electoral reporting template, and condense the 
instructions for poll workers to make the process easier to 
follow. Additionally, observers agree that the role of the 
National Independent Electoral Commission (CENI) needs to be 
enhanced. Additional voter education also remains critical. 


7. (U) The UN will sponsor a meeting with all election 
observation teams on December 7 to discuss findings, after 
which it will undertake working level discussions with GIRM 
officials aimed at securing those changes. 

Twining 
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STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA, INR/IAA 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, PGOV, PREL, VE, Cl 
SUBJECT: MEDIA REACTION - VENEZUELA, PRESIDENTIAL ELECTION 


1. On September 5, conservative, independent \"La Tercera\" (circ. 
101,000) ran an editorial entitled \"Latin America and the Election 
in Venezuela.\" Quote: 


\"The Venezuelan election concludes a year of elections -- ten -- in 
Latin America, all of them in a context marked clearly by two axis, 
a dichotomy largely the product of Chavez\ foreign policy.... The 
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Venezuelan President has actively tried to project his \'Bolivarian 
revolution\' to the region...but judging from the results in several 
elections, this goal has not had the strength or scopes that Chavez 
or his opponents expected.... Chavez has had less success finding 
acceptance for his ideas. For example, in Peru, the former 
nationalist candidate that strongly identified with Chavez 

discovered the affiliation hurt his chances.... In Mexico, the 
candidate supported by Chavez also lost.... In Ecuador and 
Nicaragua, both leftists, the candidates initially were close to 
Chavez, but the Ecuadorian stepped back in the final stage of the 
campaign and improved his standing in the polls.... In sum, the 
region does not seem to be moving in the direction that Chavez hopes 
it would.... His victory is the expression of the will of a 

majority of Venezuelans. However, we would hope to find greater 
harmony with what appears to be the dominant sentiment in the 
region, and that is a rejection of confrontational speeches and 
old-time anti-Americanism. Both of these elements distract from the 
task of finding ways to come out of underdevelopment and to 
integrate Latin America in the phenomenon of globalization.\" 


2. On December 5, conservative, influential newspaper-of-record \"EI 
Mercurio\" (circ. 129,000) ran an editorial entitled \"Chavez 
Reelected.\" Quote: 


\"The repercussions of his (Chavez\’) reelection go beyond Venezuela\'s 
borders. His plans are to continue promoting his set of ideas in 

the continent and have shown no limits or respect for the 

sovereignty of other states.... The Venezuelan President has gained 
influence in South America, and the region has moved farther away 
from the Untied States, which by the way has been focusing its 
priorities in other continents for some time. But there also has 

been the emergence of an organized opposition to Chavez and greater 
concern in the international community with the course of democracy 

in Venezuela.\" 


KELLY 
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RUEHBUL/AMEMBASSY KABUL PRIORITY 6553 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 9809 
RUEHNT/AMEMBASSY TASHKENT PRIORITY 2233 
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E.O. 12958: DECL: 12/04/2016 

TAGS: PREL, PK 

SUBJECT: PAKISTAN\'S ELITE REACT DIFFERENTLY TO PRESIDENT 
MUSHARRAFYS PROPOSED KASHMIR SOLUTION 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 


1. (U) On December 4, Indian television network NDTV 
interviewed President Musharraf in Islamabad for an Indian 
audience. Although his remarks were reported widely in the 
international press the day after the interview, Pakistan\'s 
news media was slower in picking up the story. During the 
interview, Musharraf said that Pakistan would be willing to 
give up its claim on Kashmir if India agreed to allow for 
far-reaching self-governance for the region. NDTV reported 
his proposed solution as including four points: (1) no 
changes in the boundaries of Kashmir; (2) make borders and 
the line of control irrelevant; (3) staggered 

demilitarization; and (4) autonomy or self-governance with a 
joint supervision mechanism. 


2. (C) Reaction to Musharraf\'s interview among the 
intellectual and political elite in Islamabad covered a broad 
spectrum, from hopeful to skeptical to resentful. An 
academic told PolAsst that Musharraf\'s suggestions are not 
much different than in the past, but his overture should be 
viewed as a wish to strengthen Indian Prime Minister Manmohan 
Singh among the hawkish circles of the Indian establishment 
to make progress. More than one politician viewed 
Musharraf\'s statement as a trial balloon to see what the 
Indian side would do next: \"I personally do not give much 
importance to what Musharraf has said... | would not like to 
think that Musharraf will simply give up on the geographical 
territory of Kashmir,\" said one Embassy contact. Sardar 
Amjad Yousaf, Vice President of Musharraf\'s own ruling 
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Pakistan Muslim League took a darker view. Yousaf said that 
Musharraf\'s previous diplomatic overtures regarding Kashmir 
were a failed attempt to get the West\'s support for 
Pakistan\'s position, and that Musharraf continues to try to 
make progress now regardless of where the \"progress\" will 
lead Pakistan. \"I think his statements on the Kashmir issue 
portray him as a frustrated dictator,\" Yousaf said. 


3. (C) The Kashmiris themselves seemed to resent the 
bargaining going on over their heads. Haji Rafiq Dar, 
spokesman of the Jammu-Kashmir Liberation Front, was clear 
about his group\'s interests: \"Now what is most important is 
that neither side should ignore the aspirations of the 

Kashmiri people... We take Musharraf\'s words as the beginning 
of a political process and that is about it" Sardar Khalid 
Ibrahim, President of Jammu Kashmir People\'s Party and AJK 
Legislative Assembly member, put it more bluntly: \"The idea 
of joint supervision is absolutely absurd... we cannot and 

will not allow this.\" 


4. (C) Note: The Ministry of Foreign Affairs (MFA) has not 

issued an official statement contextualizing Musharraf\'s 

remarks. On December 6, MFA spokeswoman Tasnim Aslam told 
the DCM that Musharraf broke no new ground with his remarks. 

If any headline should be made from Musharraf\'s interview, 

Aslam said, it should be Musharraf\'s call for flexibility 

from both sides to come to a solution. End Note. 


5. (C) Comment: Musharraf\'s statements are broadly consistent 
with what he has said in the past. Nevertheless, his 

reaching out now reflects his continued commitment and his 
personal desire to reach some kind of solution on Kashmir. 
Thus far, his style of floating his ideas and thoughts in the 
media has not endeared him to domestic audience, his Indian 
interlocutors, or to Kashmiris. End Comment. 

CROCKER 
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DEPT FOR SCA/CEN (PERRY, NICOLAIDES) 
E.O. 12958: N/A 
TAGS: PGOV, PHUM, TX 


SUBJECT: DISTRICT ELECTIONS IN TURKMENISTAN -- GOVERNMENT CLAIMS 
96.95% TURNOUT, EMBASSY ESTIMATES MAYBE 20% 


REFS: A. ASHGABAT 1183 
B. ASHGABAT 1210 
C. ASHGABAT 1215 
D. ASHGABAT 1222 


Summary 


1. (SBU) District-level elections for members of local people\'s 
councils proceeded with much fanfare but low voter turnout on 
December 3. Official reports claimed turnout reached 96.95%, 
embassy officers found voter turnout, at least in Ahal Province and 

in the Magtymguly District of Balkan Province, to be low and 
centered primarily among those whose livelihoods depended on the 
government -- i.e., government employees, pensioners and students. 
Complete results have not been published, but it is safe to declare 
that absent broad-based public participation, Turkmenistan is a long 
way from claiming credible elections. End Summary. 


A Big Pre-election Build-up by the Government 


2. (U) As noted ref a, on December 3 elections were held for members 

of etrap (district) people\'s councils from slates of candidates that 

were - at least theoretically - selected for the first time through 

an open nomination system. The Government of Turkmenistan for weeks 
has been gearing up for this election (refs b and c), with almost 

daily announcements in newspapers and news shows that this event was 
coming and that all citizens had the responsibility to participate. 
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And yet, when December 3 rolled around, life was mostly Sunday as 
usual in Turkmenistan. 


Voters Scarce 


3. (U) On December 3, emboffs visited many of the polling sites and 
markets in Ahal Province (Charge visited voting stations in historic 
eponymous Magtymguly -- formerly Garagala -- District in Balkan 
Province, home of Turkmenistan\'s most famous poet) in order to get a 
sense of voter turnout and attitudes. Although official reports 

claimed 96.95% turnout, emboffs uniformly reported low voter 
participation; no officer reported seeing any more than 10 voters 
entering the polling places in a 30-minute period. In most cases, 

the flow of voters was substantially lower (several emboffs reported 
seeing voting places that were so deserted that it was only by 

seeing the refreshments table in the courtyards and signs over the 
doors that these were identifiable as voting stations). Those who 

voted in person overwhelmingly appeared to be those whose 

livelinoods depended on the government largesse: government 
employees (including teachers), pensioners and students. (Comment: 
Based on emboffs\' observations, actual turnout was no more than 20%; 
the rates were likely bolstered by allowing one family member to 

cast ballots for all adults in the household, and by taking 

traveling ballot boxes house-to-house, a common practice on December 
3 and in earlier elections. End Comment.) 


Non-Voters Uninformed and Uninterested 


4. (SBU) By contrast, most markets were bustling with the usual 
Sunday-morning activity. Most of the individuals whom emboffs 
randomly surveyed reported that, although they were aware of the 
elections, they did not plan to participate because \"| have my own 
things to take care of" and \"nobody told me how to vote.\" \"When 
asked, a number believed that the elections were important because 
\"they determine the future of the country,\" but almost nobody 
claimed to know who was running in their districts. Neither could 
anyone respond to questions regarding individual candidates\' 
campaign platforms. Although at least Ashgabat residents received 
invitations to vote from one or more candidates, little other 
campaigning occurred. A normally well-informed embassy employee, 
agreeing that the government had done a poor job in introducing 
candidates, said that he and his family members had not known who 
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96.95% TURNOUT, EMBASSY ESTIMATES MAYBE 20% 


their candidates were until an election committee worker visited 
them at their apartment during the afternoon of December 3 to get 
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the adults ballots. Given a slate including a police chief, a 

human resources Official in a state-run textile dying plant anda 
geophysicist, this employee\'s family had supported the individual 

that seemed to be least tied to the government: the scientist. On 

the other hand, a local source excitedly told Charge he and his 
neighbors had voted for a neighbor, but only after the candidate had 
promised them a new bus stop, a welcome indication of nascent demand 
for accountability. 


Same Story in Magtymguly 


5. (SBU) On election eve and election day, Charge visited 
Magtymguly Etrap, known for its exotic fruit, vegetable and nut 
cultivation, and home to Turkmenistan\'s national poet, his father 
and the Goklen and Nohur tribes. Current etrap governor Alaberdy 
Ovezov, displaying a native-son knowledge of his district\'s 
potential, noted local issues revolved around developing 

agriculture, transportation and potable water sources. Ovezov 
seemed to have all the time in the world for Charge, even though he 
also, theoretically, was running for office and had only held his 
position for three months. 


6. (SBU) Charge drove past two deserted polling stations outside of 
the town of Magtymguly on her way to meet Ovezov to visit two 
in-town stations at the cultural center and an elementary school. 

As with the Ahal Province polling stations, Charge saw one voter 
during her 30 minute stay at the cultural center, and a minivan of 
retirees -- perhaps five voters -- during her 30 minute stay at the 
elementary school. Ovezov did not seem perturbed by the low turnout 
and appeared baffled by the concept of campaigning. He admitted to 
Charge that his opponent, the local head of education who controlled 
the district\'s schools and teachers, was \"very powerful.\" (Comment: 
It will be interesting to see if Ovezov wins. His nonchalance 

could be attributed to recognition that he is not the \"chosen\" 
candidate. Clearly the transition from life-long bureaucrat to 

politician has not been natural for Ovezov. End Comment.) 


Election Results Not Available Yet 


7. (U) Election results were announced for Ashgabat on December 5, 
and all incumbent hakims in the five electoral districts were 

elected. (Comment: Post expects the formerly-appointed hakims to 

be elected as hakims from among the 40 newly-elected members of the 
district people\'s councils. End Comment.) Embassy does not expect 
the five welayat election results to be made public for at least 

several days. Only then will it be possible to see how election 
commissions and voters responded to President Niyazov\'s orders 
November 27 (after the nomination period was over) to ensure 
selection of four new etrap hakims (district heads), in 
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contradiction to the precepts laid out in Turkmenistan\'s election 
regulations (ref d). 


Comment 


8. (SBU) These elections do not begin to approach international 
standards and President Niyazov further tainted the process one week 
ago when he directed that the etrap governors he appointed be 
re-elected. That said, these elections constitute a tentative step 

in the right direction. The real test of the credibility of the 

elections process in Turkmenistan will be with the presidential 
elections in 2009, if Niyazov retires. End Comment. 
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NOFORN 
SIPDIS 


E.O. 12958: DECL: 12/05/2016 
TAGS: SENV, EAID, PREL, ECON, KPAL, IS 
SUBJECT: THIRTY-METER SEWAGE WATERFALL AND OTHER CONCERNS 


Classified By: Economic Counselor William Weinstein, reasons 1.4 (b) an 
d (d). 


Consulate General Jerusalem cleared this message. 


1.(C) Summary: Israeli infrastructure and environment 

officials told NEA Senior S&T Advisor Charles Lawson that 

they remain concerned about neglect of sewage and other waste 
on the West Bank. Increasing damage to the Mountain Aquifer 
shared by Israelis and Palestinians is epitomized by a 
thirty-meter sewage waterfall near the Dead Sea fed by ten 
million cubic meters of untreated sewage from East Jerusalem, 
Maaleh Adummim, Abu Dis and Bethlehem. Israeli officials and 
environmentalists are urging the U.S. to join other donors to 
carry out waste treatment projects in the West Bank and Gaza. 
The Israeli Water Commission and Civil Administration are 
facilitating local West Bank water projects and the Israeli 
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water company Mekorot has increased its supply of water to 
Palestinian areas by ten percent. The GOI Infrastructure 
Ministry is working to increase electricity supplies to Gaza. 
End summary. 


2. (C) NEA Senior S&T Advisor Charles Lawson visited Israel 
for a series of meetings November 5-8 with GOI officials and 
other parties to discuss a variety of issues related to 

water, environment and regional cooperation. The Acting 
Water Commission, the Director General of the Infrastructure 
Ministry, Civilian Administration officers and the Minister 

of Environment expressed strong concern about the 
deterioration of the Mountain Aquifer, which underlies the 
West Bank and parts of Israel and provides water to both 
Israelis and Palestinians. Water Commission officials said 
that the number of illegal wells on the West Bank is 
increasing; some of these are shallow wells and drilling is 
difficult to detect. The military attorney representing the 

Civil Administration stated that action would be taken soon 
against Palestinians who were drilling wells illegally. 

(Note: The issue of illegal wells is not a new one. It has 
been discussed in the Joint Water Committee for years. Prior 
to the second intifada, there were joint Palestinian-Israeli 
efforts to address the issue of illegal drilling. The 

Israeli concern now is that the number of illegal wells seems 
to be increasing, and the Palestinian Authority does not have 
the wherewithal to deal with the problem. End note). Water 
Commission officials reported finding increased contamination 
of existing water sources due to untreated sewage and other 
wastes. 


3. (C) A senior Israeli environmental attorney in private 

practice described a thirty-meter sewage water fall near the 
Dead Sea south of Qumran. Untreated sewage flows into Wadi 
Kidron from East Jerusalem, Abu Dis, Bethlehem, the Israeli 
settlement of Maaleh Adummim and surrounding areas at a rate 
of ten million cubic meters (MCM) per year. The majority of 

the sewage comes from Israeli-controlled areas; three to four 
MCM\'s comes from Palestinian jurisdictions. Options for 
handling the untreated sewage include: a joint treatment 

facility near Abu Dis; an Israeli facility in or near East 
Jerusalem or treatment not far from the Dead Sea; or 
treatment by the Palestinian Water Authority or local 

Palestinian jurisdictions with the treated wastewater made 
available for Palestinian agricultural use. All of these 

options present challenges for one or both sides, and donor 

or other funding is not currently in place. Consequently, no 
concrete plans currently exist for handling the uncontrolled 
sewage flow. GOI officials, while preferring the joint 
Israeli-Palestinian option, are not optimistic that it is 

feasible in the current political climate and are, thus, 
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seriously considering the Israel-only option. 


4. (C/NF) GOI officials repeatedly urged that the USG become 
re-involved in major water and sewage projects for the 
Palestinians. The Civil Administration infrastructure 

officer went so far as to say that Hamas was a reality and 

was not going to go away and the U.S. and Israel should work 
with a Hamas government on such projects (representing his 
personal view and not an official GOI position; please 

protect comment). The Environment Ministry and Water and 
Infrastructure officials noted that the Germans, other 
countries and the World Bank were moving forward on waste 
water treatment projects in both the West Bank and Gaza, with 
the Germans already having begun work in Salfit. 


5. (C) In the meantime, the Israeli Water Commission is 
working with the Palestinian Water Authority to effect 
small-scale water supply projects in the West Bank. So far 

in 2006, the Israeli water company, Mekorot, increased its 
supply of water to Palestinian communities on the West Bank 
by four MCM\'s, or ten percent, according to Water Commission 
Officials. Infrastructure Ministry officials confirmed press 
reports that Israel is completing a new high-voltage power 

line, using Palestinian clearance revenues, to increase 
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electricity supplies to Gaza. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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E.O. 12958: DECL: 12/06/2016 
TAGS: PGOV, PREL, KNNP, MNUC, PARM, BL, VE, IR 
SUBJECT: GOB ON IRAN-- MIXED SIGNALS 


REF: LA PAZ 2222 


Classified By: Ecopol Counselor Andrew Erickson for reasons 1.4 (b), (c 
) and (d). 


1. (SBU) Movement Towards Socialism (MAS) Deputy Javier 
Zabaleta announced in early November that Bolivia would 
support Iran\'s nuclear activities and oppose U.S. policy on 
Iran. Zabaleta criticized the United States\' \"double edged\" 
policy and said the matter should be resolved via peaceful 
means, within the framework of the International Atomic 
Energy Organization. 


2. (S/NF) Vice President Alvaro Garcia Linera, on the other 
hand, told PDAS Shapiro November 29 that the GOB recognizes 
that Iran, like Iraq and North Korea, is a \"special issue\" 

for the United States. He said Bolivia would be \"foolish to 
provoke\" the United States regarding Iran, and that the GOB\'s 
priority is merely to maximize international cooperation and 
assistance. President Morales has announced that Bolivia 

will open embassies in India, South Africa, and in an unnamed 
middle eastern country (likely Iran). 


3. (S/NF) Comment: There is much speculation that Venezuela 
continues to promote Bolivia\'s relationship with Iran. 
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Sensitive reporting indicates that Iran delayed attempts to 
expand activity in Bolivia until after Venezuelan President 
Chavez\' re-election. Now that Chavez has a clear mandate for 
another term, sensitive reporting indicates that Iran will 

use Venezuelan political cover to ramp up activities in 

Bolivia. End comment. 

URS 
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E.O. 12958: DECL: 12/03/2011 

TAGS: PREL, PTER, MARR, KPAL, EG, IS 

SUBJECT: MILITARY LIAISON DISCUSSES WEAKNESSES IN EGYPTIAN 
COUNTER-SMUGGLING EFFORTS 


REF: A. CAIRO IIR 6 899 0033 
B. CAIRO 6936 
C. CAIRO 7012 
D. CAIRO IIR 6 899 0034 
E. CAIRO 6771 


Classified By: DCM Stuart Jones for reasons 1.4(b) and (d). 


1. (C) Summary: Directorate of Military Intelligence (DMI) 
Liaison Chief MG Nagy (protect) gave poloff an 
uncharacteristically candid assessment of the shortcomings in 
Egypt\'s counter-smuggling efforts in the Sinai during a 
December 4 meeting. Suggesting that the GOE could do more to 
combat smuggling, MG Nagy described multiple factors impeding 
success including: poor coordination and conflicting views 

on counter-smuggling strategies among the Ministries of 

Defense and Interior, and the General Intelligence Service 
(EGIS), the failure to cultivate Bedouin allegiance, improved 
tactics among smugglers, and a lack of personnel and 
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resources needed to address the problem. Nagy also 
reiterated Egypt\'s serious concerns about Israeli threats to 
use smart bombs along the Philadelphi corridor to destroy 
tunnels. Nagy stressed that this would have a devastating 
impact on Egyptian-Israeli relations. Nagy also lamented 
Israel\'s inaction on Egypt\'s request to increase its border 
forces at Gaza. Although interdictions are up, Nagy\'s 
insights suggest that because of conflicting and competing 
agendas inside the government and ineffective strategies, the 
smuggling problem is unlikely to abate in the near term. End 
summary. 


2. (C) Military Liaison Chief MG Nagy told poloff on 
December 4 that poor coordination and conflicting views on 
counter-smuggling strategies among the Ministries of Interior 
and Defense, and EGIS, complicate Egypt\'s smuggling 
interdiction effort. While Egyptian coordination with 

Israeli counterparts is strong, Nagy said the Egyptian 
ministries, each of which has an independent intelligence 
unit, do not share information well with each other and 
occasionally even adjust information before passing it to the 
other ministries involved. Nagy suggested that the Ministry 
of Interior should bolster significantly its scrutiny of 

vehicles as they cross the Suez Canal. Searches in Rafah are 
\"too late,\" and the 750-man Border Guard Force (BGF) is 
stretched too thin to handle the problem on their own. Nagy 
said when DMI proposed putting a cement wall at Rafah, 
Defense Minister Tantawi refused, citing concerns about 
political optics. 


3. (C) Failure to cultivate Bedouin allegiance, and 

periodic crack-downs following Sinai bombings, also impeded 
counter-smuggling efforts, MG Nagy said. He explained that 
the Interior Ministry\'s Central Security Police (CSP) pay 
Bedouin for information on terrorism and smuggling. While 
these tips have led to tunnel and arms/explosives cache 
discoveries, the strategy has not significantly improved 
Bedouin-police relations. The lack of a military presence in 
Sinai\'s Zone C exacerbates Bedouin alienation from the GOE, 
Nagy asserted, because MoD cannot develop rapport with the 
Bedouin by giving them humanitarian assistance. MoD annually 
sends only three medical convoys each to the North and South 
Sinai Bedouin and gives an unspecified amount of food aid. 
He added that due to corruption, the Bedouin sheikhs do not 
distribute aid equitably, and thus the assistance does not 
generate good will among the Bedouin. 


Column 3 

4. (C) MG Nagy said variations in smuggling tactics present 
another challenge to smuggling interdiction. For example, 
Bedouin use of female smugglers is problematic because BGF 
cannot search them. Nagy said DMI complained to the Bedouin 
sheikhs about this, but suggested he was not confident the 
sheikhs would be able to control the problem. On a possible 
Sudan-Sinai smuggling link, MG Nagy said \"we are certain\" it 
exists, but could not provide specifics. He speculated that 
smugglers deliver weapons to Sinai shores via the Gulf of 
Aqaba and then overland into Gaza. 


5. (C) The direct involvement of Palestinian security in 
smuggling is another frustration, MG Nagy added. He said 
that when a Palestinian soldier died in a tunnel on November 
25 (ref A), the Palestinians asked Egypt for permission to 
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send in more soldiers before Egypt blew it up. Nagy said he 
denied their request and flooded the tunnel, noting it was 
clear that the Palestinian soldiers were involved in \"dirty 
business\" (NFI). 


6. (C) Egyptian concern for the humanitarian crisis in 

Palestine also impacts GOE counter-smuggling, Nagy suggested. 
He explained that EGIS Director Soliman said he would 

oversee the destruction of the tunnels in cooperation with 

Abu Mazen \"once there is stability in Gaza.\" (Note: GOE 
officials have repeatedly said that the lack of normalized 

border crossings between Egypt and Gaza prevents humanitarian 
goods from entering Gaza. End note.) 


7. (C) Israeli threats to use smart bombs to destroy 

tunnels on the Palestinian side of the Gaza border remain a 
concern, MG Nagy said. He confirmed that his IDF 
counterpart, General Deckel, said Israel had already made a 
decision to bomb, but had not resolved the issue of timing. 
MG Nagy said he told General Deckel that Egypt would treat 
the bombing as an act of war and asked to be notified before 
impending bombings. Nagy expressed doubts that Israel will 
give Egypt a warning. (Note: Nagy may be exaggerating 
Israel\'s position here, but Israel\'s repeated threat to use 
\"smart bombs\" is deeply disturbing to the Egyptians. End 
note.) 


8. (C) Nagy said he would ask Israel during the upcoming 
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Joint Military Committee meetings, scheduled for December 13, 
to consent to the presence of the 500 CSP in the Al 
Arish/Rafah areas. Nagy expressed doubts that Israel will 
agree. (Note: Nagy has said earlier that Israel tolerates 

the presence of the CSP to bolster BGF efforts, but is 

reluctant to accept their permanent presence. End note.) On 
the deployment of more BGF atthe Gaza border, MG Nagy said 
Egypt had not raised the issue with Israel since former 

Israeli DefMin Mofaz rebuffed Field Marshal Tantawi\'s request 
for two additional \"regiments\" (approximately 1,500 more 
troops total). 


9. (C) GOE officials have been increasingly forthcoming on 
the issue of Sinai smuggling in recent briefings to emboffs. 
Although interdictions are up, Nagy\'s comments suggest that 
because of conflicting and competing agendas inside the 
government and ineffective strategies, the smuggling problem 
is unlikely to abate in the near term. Post reiterates ref E 
suggestions on the merits of possible interagency support to 
Central Security police in the Sinai. 

RICCIARDONE 
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E.O. 12958: N/A 

TAGS: PGOV, PINR, KJUS, IS 


SUBJECT: THE PROPER ORDER OF GOVERNMENT: CORRUPTION AND THE ROLES 
OF THE ATTORNEY GENERAL AND THE STATE COMPTROLLER 


1. The proliferation of allegations and investigations into the 
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conduct of public sector officials recently prompted questions as to 
whether Israel\'s norms of public life have indeed reached an 
unprecedented nadir, or whether oversight in the person and 
functioning of the Attorney General and the State Comptroller is 
characterized by unprecedented zeal. Is ever-widening corruption 
driving the preoccupation with norms of public conduct or is Israel 
merely witness to a revamping of ethical norms and levels of 
transparency? Either way, the guardians of public interest and the 
rule of law are finding themselves in the eye of a storm which could 
terminate some high-profile careers along the way to higher ethical 
standards in Israel\'s public sector. 


2. Menachem Mazuz, the current Attorney General, walks a fine line 
between serving as legal counsel to the government and as guardian 
of the public interest. As the final arbiter of whether 

investigations warrant indictment of an individual or the closure of 
the file, the Attorney General has exclusive authority which may 

only be overruled by the Supreme Court. His legal opinions are 
binding on government agencies and he bears responsibility for the 
consistency of government legislation with the Basic Laws of the 
state. Complicating the role of the Attorney General is the fact 

that while his office is designated as a non-political entity, he is 
appointed by the government on the recommendation of a professional 
public permanent committee (chaired by a former Supreme Court 
Justice), for a non-renewable tenure of six years (or until the age 

of 70, the earlier date prevailing), with a possible extension of 

six months.\". (Note: Mazuz was the first Attorney General appointed 
under this process in 2004. Then-PM Sharon and Minister Olmert 
abstained from participation in the government appointment process 
due to ongoing investigations. Mazuz later indicted Sharon\'s son, 
Omri, but never issued a formal indictment against the former Prime 
Minister.) The guidelines for his office stipulate political 

neutrality while defending the state in legal proceedings, alongside 
the defense of civil liberties. 


3. If all these seeming \"conflicts of interest\" were not 

sufficient, Israel\'s Attorney General operates in an environment of 
ongoing political turbulence in which the fate of senior public 

figures at the hands of the judiciary may have significant political 
consequences for Israel and, on some occasions, even its neighbors. 
The most notable dilemma of this kind, faced by the present Attorney 
General, was the investigation of the role of then PM Ariel Sharon 

in the \"Kern loan affair\" and the funding of Sharon\'s Likud party 
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leadership election campaign. The case reached the scrutiny of the 
Attorney General during the sensitive prelude to implementation of 
Sharon\'s disengagement plan and has yet to be closed. Prominent 
among the many investigation files still on the Attorney General\'s 
desk are those of President Katzav in regard to sexual harassment 
and the issuing of pardons; PM Olmert in connection with real estate 
and privatization deals; and the ever-pending investigation of 
Minister for Strategic Threats Avigdor Lieberman on suspicion of 
illicit business deals during the Russian ruble crisis in 1998 and 
corruption linked to Likud party campaign funding in the same year. 


4. While the Attorney General\'s powers clearly exceed those of the 
State Comptroller, the process of audit precedes the order to 
investigate and the decision to indict. Israel recognized the 
importance of the audit function as far back as 1949 when it enacted 
the Basic Law: the State Comptroller and reinforced the office in 
1971, when the function of Ombudsman was added to the State 
Comptroller\'s duties. In this capacity, the State Comptroller is the 
recipient of complaints from any persons who deem themselves harmed 
by a public body which is subject to the Comptroller's audit. State 
audit in regard to regularity, legality, efficiency, economy and 

moral integrity of state bodies is the primary function of the 
Comptroller\'s office. Since 1973 the State Comptroller also audits 
the accounts of the political parties. The State Comptroller is 
elected by and accountable to the legislature. Audit findings are 
submitted to the Knesset. But findings which give rise to suspicion 
of criminal action must be referred to the Attorney General. 
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5. Distinct from the role of Attorney General, the State 
Comptroller\'s authority is defined in law [State Comptroller Law 
1958], thus leaving little to conjecture or interpretation. This 

fact serves the present Comptroller well amidst the controversy that 
has been stirred up by his unanticipated activism. For as long as 
there has been a State Comptroller\'s office, its reports have 
elicited, at best, some momentary indignation and more often a 
lengthy \"yawn\" from the pundits and media alike. Micha 
Lindenstrauss, who was elected by the Knesset in 2005, is working to 
change all that. Whereas previous State Comptrollers completed 
their reports, submitted their findings and left it to the Knesset 
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or the Attorney General to decide on further action, if any, 
Lindenstrauss has flagged certain issues for the attention of the 
Attorney General even prior to completion of his audit. In doing so 
Lindenstrauss bases himself on Article 43D of the State Comptroller 
Law which provides that suspicion of a criminal offence is grounds 
for the involvement of the Attorney General, who then has six months 
within which to advise the State Comptroller and the Knesset 
Committee on State Control of the manner in which he has dealt with 
the matter. This effectively introduces checks and balances in 
regard to the functioning of the Attorney General. Lindenstrauss has 
invoked his powers in this manner in no less a case than the 
investigation of the prime minister\'s involvement in the sale of 

Bank Leumi, and has found himself under severe criticism from a 
surprising quarter. 


6. Inthe wake of a flurry of disclosures in the media regarding 
investigations by the State Comptroller of high-level political 

figures including PM Olmert, five prominent professors published a 
vituperative attack on Micha Lindenstrauss. The broadside, accusing 
Lindenstrauss of threatening \"the proper governing order in Israel,\" 
was published in early November as an advertisement on the front 
page of the HaVaretz daily newspaper and simultaneously in the mass 
circulation Yediot Acharonot. The professors, including Arik Karmon, 
the president of the Israeli Institute for Democracy, Amnon 
Rubinstein, president of the Herzliya Interdisciplinary Center and 
Yaffa Zilbershatz, Dean of the Law Faculty at Bar Ilan University, 
accused Lindenstrauss of \"irregularities and misconduct\" and alleged 
that his office, specifically his advisor on corruption issues, 

former Israel police commander Yaakov Borovsky, was deliberately 
leaking information to the media on sensitive aspects of 
investigations in progress. 


7. One of the five professors, Shlomo Avineri of the Hebrew 
University\'s Department of Political Science, was widely interviewed 
by the electronic media and went as far as to allege that a form of 
witch-hunt was in progress. While concurring that the 
investigations were legitimate and necessary, Avineri insisted that 
the leaks to the media prior to completion of the comptroller\'s 
investigation were unacceptable. The public, Avineri claimed, 
viewed these leaks as actual findings without benefit of a hearing. 
Investigations, Avineri declared, must be carried out discreetly 
and, if the findings warranted it, they should be submitted to the 
public, the Knesset and the police. The State Comptroller\'s office, 
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he said, had until now been free of politicization, and had been 

held in high regard. It was the job of the investigators, Avineri 
affirmed, to fight corruption and not to fight heads of government. 

If they were fighting the heads of government that was a political 
matter and its place was within the political system. Asked if 

there was a possibility that political motives were involved in the 
conduct of the State Comptroller, however, Avineri said he would not 
dream of making such an allegation. 


8. Whatever the motive force driving the activism of the present 
State Comptroller, the consequences of his activism have the 
potential to galvanize oversight and control in ways that can only 
benefit compliance with reasonable ethical norms in public life. As 
far back as April this year, Lindenstrauss admitted that he had 
discovered that \"governmental corruption is broader and deeper than 
what | thought..." In an interview with Yediot Acharonot, 
Lindenstrauss identified what he deems a greater evil than 

corruption itself: WI found initial signs of something very 

dangerous: Acceptance of corruption.\" 
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9. Israel's standings in a comparative international index of 
perceptions of corruption show a progressive deterioration in 
Israel's rankings. A report by Transparency International, issued 

in early November, showed Israel ranked 34 out of 163 countries 
placed in descending order, compared with 28 in 2005 (26 in 2004; 21 
in 2003; 18 in 2002; 16 in 2001). Transparency International plans 
a study of corruption in Israel in 2007, but until such a study is 
undertaken, there is scant indication of whether corruption in 

Israel has increased internally. What is clear is that the activism 

of State Comptroller Micha Lindenstrauss is controversial not only 
among the subjects of his scrutiny but in academic and intellectual 
circles which pose disturbing questions as to who should watch over 
the watchdogs of \"proper government\". 


10. In recent days, the Knesset Committee on State Control invited 
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Lindenstrauss to answer his critics in a special session dealing 

with the allegations of leaks from his office. Lindenstrauss told 

the committee that he was undeterred by the accusations that he was 
persecuting the prime minister or exceeding his purview: \"There are 
no more sacred cows\" he declared. \"This is over. Everyone is 
equal... There are no more situations of sweeping matters under the 
carpet. That is over. Matters will be open, transparent; people will 
know what is going on.\" 
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DEPARTMENT FOR SCA/INS 

E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 

SUBJECT: SRI LANKAN FOREIGN MINISTER SAYS CABINET TO 
REIMPOSE PREVENTION OF TERRORISM ACT IN LIEU OF BANNING LTTE 
REF: A) COLOMBO 2015 B) COLOMBO 2014 

Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 
1. (C) SUMMARY: In a December 5 meeting with Foreign 

Minister Mangala Samaraweera, Ambassador strongly urged the 

Sri Lankan government (GSL) to refrain from proscribing the 


LTTE (\"Tamil Tigers,\" saying it would effectively put an end 
to the peace process. The Minister responded that the 
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government probably would not take such action; the President 
had decided against it. However, it was more than likely the 
Cabinet would take a decision to reimpose parts of the 
Prevention of Terrorism Act (PTA). The government was aware 
that this might constitute a \"unilateral amendment\" of the 
Ceasefire Agreement, however, and the Attorney General\'s 
office would try to avoid such a conflict. The Norwegian 
mission to the Tamil Tiger de facto capital Kilinochchi would 
probably take place later in the week, Samaraweera said. The 
Ambassador also brought up the rapid deterioration in the 
human rights situation in the country, and urged that the GSL 
take action to pre-empt future pressure for international 

action by improving its record on human rights. End summary. 


LTTE BAN NOT LIKELY 


2. (C) Ambassador, speaking on behalf of the Tokyo 
Conference Co-Chairs, strongly urged Samaraweera to weigh in 
with the Cabinet not to ban the LTTE (ref a), as this 
effectively would mean the end of the peace process. It 
would be far better, he said, to pursue the SLFP-UNP effort 
under the MoU between the two parties, which the Co-Chairs 
believed represents a genuine opportunity for peace. The 
Foreign Minister responded that the Cabinet probably would 
not ban the LTTE ) the President had decided this was 
probably not the wisest course -- but the government would 
likely reimpose parts of the Prevention of Terrorism Act 
(PTA). The GSL was still debating the effect on the CFA, 
Samaraweera said. One of the clauses of the CFA specified 
that no searches or arrests would be undertaken under the 
PTA, which had consequently been dormant since 2002. 


3. (C) Samaraweera asked how the international community 
would probably react to this. Ambassador said such a move 
would rekindle fears that the Sri Lankan government was 
jettisoning civil liberties and basic human rights in order 

to fight the Tamil Tiger insurgency. He urged the GSL not to 
take any actions that would lead to a further deterioration 

in the human rights situation. Samaraweera responded that 
one thought was to reimpose the PTA only until the next round 
of peace talks to give the LTTE an incentive to come back to 
the negotiating table. 


HUMANITARIAN ACCESS 


4. (C) Ambassador also strongly urged on behalf of the 
Co-Chairs that the Cabinet not ban the travel of expatriate 
staff into areas of the north and east controlled by the 
LTTE. He pointed out that the GSL had gotten credit for 
allowing 18 international NGOs to continue their work, and 
that decision should stand. The FM agreed, saying that he 
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did not think the Cabinet would take action to limit INGO 
work in the north and east. 


HUMAN RIGHTS 


5. (C) Ambassador told the Foreign Minister frankly, 
\"speaking as a friend,\" that the human rights situation in 

the country was deteriorating rapidly. GSL institutions had 

so far failed to act as a check. With the Commission of 
Inquiry on Human Rights soon to start its work, continued 
fallout from the report by the UN Special Adviser on Children 
and Armed Conflict Allan Rock, and other disclosures, the 
government could expect to come under increasingly heavy 
public criticism from the international community. Rather 

than \"shooting the messenger,\" the path the government had 
apparently chosen to deal with Rock, the GSL should seize the 
opportunity to pre-empt further criticism by reviving its 
constitutional bodies. Specifically, the GSL should 
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reconstitute the Constitutional Council, thereby allowing it 

to replace the discredited chair of the Human Rights 
Commission, and revive other commissions. Otherwise, there 
would likely be an international consensus that GSL 
institutions could not check human rights abuses and 
consequent pressure to deploy international human rights 
monitors. 


NORWAY 


6. (C) Ambassador expressed regret over the appearance of 
several interviews with the leader of the breakaway Eastern 
faction of the LTTE, Karuna, in the government paper Daily 
News, in which he made several scurrilous claims against 
senior Norwegian peace facilitator Solheim (ref b). Such 
actions were beneath the Government, the Ambassador said. 
The Minister agreed, saying that he had been embarrassed for 
his country. 


7. (C) COMMENT: Septels will report Ambassador\'s meetings 
with opposition leader Ranil Wickremesinghe, Human Rights 
Minister Mahinda Samarasinghe, and the Cabinet decision not 

to ban the LTTE. Samaraweera appears to have won out against 
government hardliners by ensuring the government does not 
cross the line by unilaterally abrogating part of the CFA. 

However, the peace process is still hanging by a thread. It 

will be up to the Norwegian facilitators, if they receive 

permission to travel to Kilinochchi later this week, to keep 

the LTTE on board for talks that could resume early next year. 
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SUBJECT: IRAQ: ENGAGING THE ARAB LEAGUE ON IRAQ 


REF: STATE 193767 


Classified By: William R. Stewart, Minister Counselor for 
Economic and Political Affairs, for reasons 1.4 (b) and (d). 


(S) Poloff delivered reftel demarche on December 4 to Ashraf 
Swelam in the cabinet of the Foreign Minister. Swelam made 
no substantive comment. 
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SUBJECT: COUNTRY CLEARANCE GRANTED FOR CHRISTINE 
GOTTSCHALK, USAID/DCHA/OFDA/ECA REGIONAL COORDINATOR. 


REF: STATE 194416 


1. Embassy grants country clearance for the visit 
of, Christine Gottschalk, OFDA Regional Coordinator 
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from o/a December 9-12, 2006 to meet with the 
OFDA/ECARO Principal Regional Advisor, partners and 
other USG officials and meet with UN organizations 
regarding Northern Uganda, the Horn of Africa 

flooding and OFDA programming in the region. 


2. Country clearance is granted subject to the actual 
security situation at the time of proposed travel. Per 

reftel, visitor has a Secret Level Security clearance. 

The embassy switchboard number is 254-20-363-6000 and 
the after-hours number is 254-20-363-6170. Control 

officer is Jack Myer, Office telephone 254-20-8622000 

ext: 2706; and cell phone 254-722-510540. 


3. Hotel accommodation has been arranged at the 
Mayfair Hotel at a cost of 133.00 U.S. dollars 

inclusive oftaxes. The hotel telephone number is 
254-20-3740920, and the hotel facsimile number is 254- 
20-3748823. A driver from Express Travel, tne Embassy 
travel agent will meet you after you exit the baggage 
claim area. If you do not see the driver, inquire at 

the \"Europcar/Express Travel Group\" counter. Cost for 
transport is USD. 40.00 round trip 


4. ICASS TDY charges: Each visitor, regardless of 
length of stay, must bring/forward fiscal data to pay 

for direct costs of the visit. Each agency, 

organization or visiting delegation will be charged for 
the actual costs attributed to its visit. Direct 

charge costs include, but are not limited to: airport 
transportation, accommodations, American and LES staff 
overtime (for such services as airport expediting, 
control room staffing, cashier services, drivers), long 
distance telephone calls, cell phone rentals and cost 

of actual calls, travel and per diem costs for American 
or LES staff who accompany the TDY employee on field 
travel, rental of vehicles and equipment, gasoline and 
other vehicle maintenance costs, office supplies, cost 
of goods procured, departure tax and other airport 

fees. Post will not provide service if fiscal data is 

not provided for the direct charges. 


5. For TDYers remaining at post over 30 days, there is 
a charge for ICASS support services. This charge is 
for the following ICASS services: Basic Package, CLO 
and Health Services. The charge per month is 
approximately $353. Agencies will not be billed until 
the accumulated invoice cost for TDY support exceeds 
U.S. Dollars 2,500 for the fiscal year. If your 
sponsoring agency is not signed up for ICASS services 
at post, please be prepared to sign aMemorandum of 
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Understanding for ICASS support services upon arrival. 


6. The agency should provide post with a written 
communication, generated by the traveler?s 
headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provides the agency ICASS 
billing code to which the TDY support charges should be 
applied, and authorizes the traveler to sign the ICASS 
invoice generated by tne TDY module. Where travel is 
urgent, the TDYer should bring this documentation with 
him/her to ensure there are no interruptions in the 
provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 
of the TDY. If you have a sponsoring agency at post, 
please request that they fill out a TDY introductory 
memo on your behalf so that it is easier to receive the 
services you need from the embassy\'s ICASS service 
provider. The Medical Unit cannot provide services 
without the introductory memo with fiscal data. 


7. Policy for TDYs of 30 days or more: Effective 
January 1, 2005, American personnel traveling to post 
on TDY assignments of 30 days or more must have 
completed mandatory personal security training. The 
four-day course, \"Serving Abroad for Families & 
Employees (S.A.F.E.),\" is available at FSI, or agencies 
can apply to DS to provide their own equivalent 
security training. In the country clearance request 
cable, agencies must provide certification that 

training for covered employees will be completed prior 
to travel. For training schedules at FSI contact the 
Registrar?s Office at 703-302-7143; for the training 
syllabus contact Dr. Patricia Schofield at 703-302- 
7267. For other agency self-certification, contact 
DS/T William Armor at 703-205-2816. 


8. Security assessment: 


- There is currently a travel warning in effect for 

Kenya, which states that the U.S. Government continues 
to receive indications of terrorist threats in the 

region aimed at American and western interests, 
including civil aviation, and that the Kenyan 

government might not be able to prevent such attacks. 


- Nairobi is designated a critical threat post for 
transnational terrorism and crime by the Department of 
State. The RSO is required to brief all TDY visitors 
staying more than one week, as soon as possible after 
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their arrival at post. 


- There is a high rate of street crime in downtown 
Nairobi, and reports of group attacks and muggings are 
on the rise throughout the country. Pickpockets and 
thieves carry out \"snatch and run\" crimes on city 
streets and near crowds. Visitors have found it safer 
not to carry valuables, but rather to store them in 

hotel safety deposit boxes or safe rooms. Walking 
alone or at night downtown is not recommended as 
attacks have taken place on public streets and parks. 
The RSO recommends leaving all important documents 
(passports, plane tickets, etc.) in a hotel safe and 

not wearing any jewelry on the street. In addition, 
visitors should avoid hanging a camera around their 
necks, carrying a protruding wallet, and carrying or 
showing large amounts of money in public. 


- While traveling in vehicles, doors should be kept 
locked and windows rolled up. Carjackings are common 
in Nairobi and diplomatic vehicles and personnel are 

not immune to these attacks by armed thieves. Highway 
bandits are active on roads leading to the border 

areas. 


- The Government of Kenya (and the Mission firearms 
policy) prohibit the importing and carrying of firearms 
except for U.S. law enforcement officers engaged in 
protective security or investigative duties. 


9. Climate: Weather conditions in Nairobi are sunny 
and mild year-round with daily temperatures ranging 
between 50 and 80 degrees Fahrenheit. In April and 
May, it rains frequently and daytime temperatures are 
lower. From June through September, dry, but often 
cloudy, weather persists with cool nights. From October 
through November there is occasional rain, but most 
days are sunny and warm. 


10. Health: Due to the high altitude, Nairobi is not 

a malarial area and malaria prophylaxis is not needed; 
but the risk of malaria outside Nairobi is significant. 
Therefore, if you are planning to travel outside 
Nairobi, particularly to areas below 3,500 feet 
elevation, it is advisable to begin using oral malarial 
medication before arrival and for four weeks following 
departure. In addition, every effort should be made to 
use insect repellents, proper clothing, and barriers 
which discourage/prevent mosquito bites. Travelers 
should also carry immunization records with valid 
yellow fever immunization as well as being current with 
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other inoculations. The embassy medical unit advises 
that local tap water is not potable. Bottled water is 
safe to drink and can be purchased in local hotels, 
restaurants and grocery stores. Individuals with 

sickle cell trait should carefully consider the 

altitude of this post. Short-term (TDY) assignments 
carry an added risk because of the lack of time for 
acclimatization. Dehydration and stress from exercise 
or illness compound the basic risks of high altitude. 
For more information about sickle cell trait, contact 
your health unit or the medical clearances section of 
the Office of Medical Services. 


11. Internal travel: 


- Due to the dangerous driving conditions in Nairobi 
and in Kenya in general, post policy now prohibits 
TDYers from driving USG or rental vehicles. If riding 
with others or hiring a driver, note that it is 

inadvisable to travel at night outside well-traveled 
areas due to the lack of lighting, road signs, and 
warning signals on broken down vehicles. Many drivers 
exercise poor judgment and drive too fast. Traffic 
accidents are common. Public ground transportation in 
Kenya, particularly after dark, should be avoided for 
safety and security reasons. Travel via passenger 


train in Kenya is considered unsafe by the RSO, 
particularly during the rainy seasons. The trains and 
tracks lack routine maintenance and safety checks. 


- GSO has contracted with Jim Cab Services to provide 
additional transportation services for the mission. In 

the absence of special arrangements for use of official 
vehicles, TDYers and visitors will be expected to use 

this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses, TDYers will pay for their 
transportation directly to Jim Cab when the services 

are rendered. Landline numbers for Jim Cab are 254-20- 
712-2565, 254-20-712-1205 or 254-20-712-0344; cell 
phone numbers are 254-722-711001, 254-722-714246 or 
254-733-735499. 


12. Money matters: 


- For better exchange rates, it is recommended that 
money changing/accommodation exchange be undertaken 
through our contracted bank, the Commercial Bank of 
Africa (CBA). CBA has branches in the US Embassy 
building and the USAID building. CBA?s hours of 
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operation are Monday through Thursday, 9 AM to 12 noon 
and 1 PM to 3 PM; Friday, 9 AM to 12 noon. For TDYers, 
CBA will cash up to 500 U.S. dollars per day and will 
change cash, traveler?s checks or personal checks. If 
you are using personal checks, an exchange application 
form must be filled in and approved by the Financial 
Management Officer prior to visiting the bank. Your 
control officer will provide the form or you may pick 

up a copy in the Financial Management Center. Certain 
ATM machines in town will accept US ATM and credit 
cards. 


- Credit cards are accepted at major hotels and 
restaurants, with VISA and Mastercard being the cards 
of choice. 


- The current rate of exchange is approximately 70 
shillings to the U.S. dollar. 


13. General: 


- AEA Morale Store: TDY membership in the American 
Employees Association (AEA) is available for five U.S. 
dollars per week or one dollar per day. The AEA Morale 
Store offers a limited supply of liquor, soda, beer, 
snacks, Embassy souvenirs, and Kenyan crafts. All 
products are sold in U.S. dollars. Cash and travelers 
checks are accepted; no personal checks are accepted. 


- APO Use: TDY personnel wishing to use the APO are 
required to present a copy of their TDY/leave orders to 
the APO supervisor. Military members must also produce 
a valid ID card. 


- TDY travelers to Nairobi can be given the option to 
connect to their State Department OpenNet mailbox. 
Please ask your system administrator for the domain 
name and the IP address/name of your organization?s 
mail server and confirmation that remote access of your 
mailbox is possible. Please give our systems office 
advance notice of the need for remote connection by 
sending an e-mail with the above information to 
iscnairobi@state.gov. 


14. Entry requirements: A visa to enter Kenya is 
mandatory. This applies to U.S. citizens arriving for 
any purpose and regardless of type of passport. 
Travelers may obtain a visa in advance at a Kenyan 
embassy or consulate. Alternatively, a visa can be 
obtained at the airport (for a voucherable charge of 50 
U.S. dollars if traveling on a non-diplomatic passport, 
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or gratis if traveling with a diplomatic passport), but 
lines may be long and processing time slow. Evidence 
of yellow fever immunization is usually requested upon 
entry to Kenya. 


15. Departure: Each person departing Kenya 
(regardless of age or type of passport) must pay a 20 
U.S. dollar departure tax payable in Kenya shillings or 
U.S. dollars, unless it has been included in the price 
of your ticket. Further, there is 500 Kenya shilling 
(approximate) departure tax imposed on all domestic 
flights 
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CORRECTED COPY (SUBJECT LINE) 

SIPDIS 

STATE FOR SCA/CEN (PERRY, NIKOLAIDES), ISN/CPI (FELIPE), EAP 


E.O. 12958: DECL: 12/05/2016 

TAGS: IR, KN, KNNP, MNUC, PARM, PREL, TX 

SUBJECT: (S) ASHGABAT DELIVERS FLIGHT BY NORTH KOREAN 
AIRLINE AIR KORYO DEMARCHE 


REF: STATE 195633 


Classified By: Charge d\'Affaires Jennifer L. Brush for reasons 1.4 (b), 
(c) and (d). 


(S) Charge delivered reftel points to Minister of Foreign 

Affairs Rashit Meredov on December 6. Meredov said that the 
Government of Turkmenistan would deny overflight to any 
aircraft fitting the description and that he would respond to 

the Charge with any information regarding an overflight 
request. Post will report any additional information septel. 
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E.O. 12958: N/A 
TAGS: PREL, ETRD, UNESCO, MU 
SUBJECT: UNESCO CONVENTION ON CULTURAL EXPRESSIONS: OMAN 


REF: STATE 188253 


Post delivered reftel demarche points on November 22 to the 
Ministry of Foreign Affairs (International Organizations 
Department) and the Ministry of Commerce and Industry. To 
date, no substantive response has been received. Post will 
follow up with relevant government contacts to press for a 
reply as soon as possible. 
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Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 


1. (S) Summary: In a December 1 meeting with DoD U/S Edelman 
devoted primarily to Syria/Lebanon, French NSA-equivalent 
Maurice Gourdault-Montagne (MGM) assessed that Syria was the 
weakest link in the Hizballah-Syria-Iran axis and wondered 
whether Israel could apply more pressure on Syria, a question 
he said he would put to his Israeli counterpart later in the 

month. He assessed that the recent spate of high-level 
European visitors to Damascus had not been helpful, and said 
rumors about the Iraq Study Group\'s possible recommendations 
on engaging with Syria had further complicated matters. MGM 
noted that Pierre de Bousquet, head of the DST (French 

internal security service), had quietly visited Damascus to 

warn the Asad regime that it would be held accountable for 
chaos in Lebanon and for any attacks against UNIFIL. 

Bousquet also cautioned the Syrians that French policy 

vis-a-vis Lebanon would not change even after President 

Chirac leaves office in 2007. With respect to the current 

political crisis in Lebanon, MGM said France was putting 
\"maximum pressure\" on Parliament Speaker Nabih Berri, 
although it was unclear what Berri could do under the 
circumstances. 


2. (S) Summary cont\'d: MGM discussed continuing French 
efforts to end Israeli overflights of Lebanon. On Turkey-EU, 
MGM said it was not in France\'s interest to burn bridges with 
Turkey, and pointed out that President Chirac had taken a 
political risk by speaking out against legislation on the 
Armenian genocide. On Serbia, MGM said that Wwe need to do 
everything we can\" to prevent Serbian Radical Party leader 
(and indicted war criminal) Vojislav Seselj from being 

elected. Riga summit discussion septel. End summary. 


Participants 


3. (U) DoD U/S Eric Edelman, accompanied by DCM, DATT, DoD 
DAS Daniel Fata, and Poloff (notetaker), met December 1 at 

the Elysee with Maurice Gourdault-Montagne (MGM), French 
national security advisor-equivalent. MGM was accompanied by 
Dominique Boche, President Chirac\'s advisor for the Middle 
East; Admiral Edouard Guillaud, the president\'s military 

advisor; and strategic affairs advisor Laurent Bili. 


Dealing with a Recalcitrant Syria 


4. (S) After a quick discussion of the Riga Summit (see 
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septel), conversation immediately turned to the Middle East. 
U/S Edelman and MGM agreed that Syrian behavior on a broad 
range of issues -- support for Iraqi insurgents, interference 

in Lebanon, and sponsorship of Hamas, Hizballah and 
Palestinian Islamic Jihad -- had not improved. MGM assessed 
that Syria was the weakest link in the Hizballah-Syria-Iran 

axis and therefore the logical target for international 

pressure. However, he confessed to being somewhat puzzled by 
Israel\'s failure to take a more aggressive line with Syria. 

He said he would use a meeting later in December with PM 
Olmert\'s military advisor, Major General Gadi Shamni, to 
discuss strategy and to explore whether Israel could apply 
more pressure. 


5. (C) MGM assessed that the recent spate of high-level 
European visitors to Damascus had been unhelpful, and had 
only reinforced Bashar al-Asad\'s perception that the West 
needed him. Noting that Asad\'s European interlocutors had 
left Damascus empty-handed, MGM said he had warned British 
envoy Nigel Sheinwald that his visit would prove 
counterproductive, particularly if it became public. 

Although Sheinwald was \"upbeat\" following his discussions in 
Damascus, MGM observed that the Syrians (with Iranian 
complicity) had lost no time in \"pulling the rug out from 

under\" the Lebanese government by engineering the resignation 
of the Shiite Ministers and the assassination of Pierre 
Gemayel. MGM pointed out that rumors about the Iraq Study 
Group\'s (ISG) forthcoming recommendations, and in particular 
the expectation that the ISG would recommend some sort of 
U.S. dialogue with Syria, had further complicated matters. 


De Bosquet Visit to Damascus 


6. (C) MGM noted that, unfortunately, the French found 
themselves obliged to talk to the Syrian regime on matters 
relating to the interdiction and prosecution of French 

jihadists seeking to enter Iraq via Syria. To that end, the 
French had recently despatched Pierre de Bousquet, head of 
the DST (French internal security service) to Damascus, where 


PARIS 00007684 002 OF 003 


he held talks with Syrian military intelligence chief Assef 
Shawkat. MGM said Bousquet made the following points: 


-- Syria will be held responsible for any chaos in Lebanon; 
-- Syria will also be held accountable for any attacks 
against UNIFIL; 

-- Constructive Syrian behavior would elicit a positive 
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reaction; 

-- If the Syrians behaved, France would support a resumption 
of talks on the Golan Heights. 


7. (C) Finally, Bousquet warned the regime against 
miscalculating the future direction of French policy. While 

it was true that President Chirac was nearing the end of his 
mandate, France would still be France even after Chirac\'s 
departure -- and its Lebanon policy would be the same. (MGM 
noted parenthetically that he was pleased to see that 
France\'s Socialist Party was on board with that message. 
Socialist presidential candidate Segolene Royal, then in 
Lebanon, had made this clear.) Intriguingly, Shawkat invited 
Bousquet to make those same points directly to Asad, a 
request that the French interpreted either as evidence either 
that Asad did not listen to Shawkat, or that the latter 

needed Bousquet to personally reinforce the message. MGM 
said the Bousquet-Asad conversation had not yet taken place. 


Brammertz Investigation 


8. (C) Turning to the UNIIC investigation, MGM said Brammertz 
had done \"serious work\" and that the Syrians were desperate 
to avoid an international tribunal. He noted that France had 
\"tried its best\" to persuade the Russians to facilitate a 

speedy establishment of the tribunal. In addition, he said 

both France and Saudi Arabia (Prince Bandar met with 
President Chirac the week of November 19) were putting 
maximum pressure\" on Lebanese Parliament Speaker Nabih Berri 
to end the current political crisis. \"We need Berri to play 

a role,\" said MGM, who nonetheless questioned whether Berri 
could deliver. 


Israeli Overflights 


9. (C) With respect to Israeli overflights of Lebanon, MGM 
said the French were trying to dampen down the \"crisis\" that 
the overflights had engendered in Franco-lsraeli relations. 
He noted that France continued to develop a package of 
security measures aimed at reducing the need for such 
flights, and said that the French military and the IDF had 
held consultations in that regard. He thanked U/S Edelman 
for U.S. assistance in sensitizing the GOI to France\'s 
concerns. Noting that air defense rules of engagement did 
not leave much margin for error, he said it would be tragic 
if a UNIFIL soldier were open to fire simply because he was 
following the rules of engagement. 


10. (C) Nonetheless, he expressed frustration that the 


Column 3 

Israelis had not fully taken on board France\'s concerns. He 
pointed to the fact that, while there had been a slight 

reduction in the number of overflights, the flights 

continued. He stressed that of fourteen recent violations of 
Lebanese airspace, eleven took place over French UNIFIL 
positions. \"We have asked the Israelis not to misbehave, and 
we have warned them that our soldiers are not Fijians,\" said 
MGM. In addition to the dangers of an unwanted 
confrontation, such overflights undermined UNIFIL\'s 
credibility. MGM noted that he had given Israeli Ambassador 
Shek a blunt warning: If the overflights continued, the 

French peacekeepers might simply announce that the Israelis 
were impeding them from doing their job and go home -- which 
would not be in Israel\'s interest. 


Turkey/Serbia 


11. (C) Recalling U/S Edelman\'s prior service as U.S. 
Ambassador to Turkey, MGM noted that France had \"no interest 
in burning bridges\" with Ankara over the question of Turkey\'s 
admission to the EU. He added that President Chirac had 

taken a personal political risk in speaking out against the 
National Assembly\'s attempt to criminalize denial of the 
Armenian genocide. He questioned whether Turkish PM Erdogan 
would attempt to win the Turkish presidency in 2007. Turning 

to Serbia, MGM said \"we need to do everything we can\" to 
prevent Serbian Radical Party leader (and indicated war 
criminal) Vojislav Seselj from being elected president and 

that France would push for SAA to be extended to Serbia at 

the EU Summit. 
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12. (U) U/S Edelman has cleared this cable. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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SUBJECT: ETHIOPIA GIRDS FOR HIGH-RISK IN SOMALIA 


REF: A. ADDIS 3115 
B. DJIBOUTI 1428 
C. ADDIS 3175 


Classified By: Pol/Econ Counselor Kevin Sullivan. Reason: 1.4 (A),(B) 
and (D). 


1. (C) Summary: Indications suggest that Ethiopia is 
preparing to increase its military involvement in Somalia in 
the coming weeks. The GOE feels ever more compelled to 
intervene in southern Somalia to counter what it sees as the 
growing threat of an extremist Islamic regime in Mogadishu 
that is cooperating with Eritrea and other foreign elements 
to undermine Ethiopian stability and territorial integrity. 

PM Meles told Amb. Yamamoto on Nov. 29 that the GOE would 
return to its guerrilla roots to prosecute a brief, 
multi-pronged military campaign against the Council of 
Islamic Courts (CIC), rather than a sustained conventional 
offensive. The GOE has been steadily building up its 
military forces around its southern border with Somalia and 
has intensified its military cooperation with the government 
of Puntland. While Ethiopia and its allies in Somalia\'s 


Column 3 

Transitional Federal Government (TFG) and Puntland should be 
able to muster a significantly larger (perhaps 15-20,000) and 
better-trained fighting force than the CIC, the CIC appears 

to be marshalling a credible force of at least 5,000 fighters 
operating hundreds of \"technicals\" on their home ground. 
Recent arms shipments from Eritrea, Libya and Gulf state 
extremist organizations like Hizbollah have equipped the CIC 
to offer at least some resistance to Ethiopia\'s tanks, planes 
and helicopters. The CIC may also enjoy an advantage in 
terms of the motivation of its fighting force, which will 

likely be led by radical figures from \"al Shebaab.\" The 
Ethiopian National Defense Forces (ENDF), for its part, are 
still coping with recent purges and morale problems. PM 
Meles has gone to unusual lengths to unite Ethiopia\'s major 
political parties behind him as he prepares for battle, but 
tensions and distrust lingering from 2005 elections and 
crackdown on internal opposition ultimately undermined this 
effort. The bottom line is that the ENDF could enter into 
limited military engagements in Somalia in the coming weeks 
which may prove more difficult for Ethiopia than many now 
imagine. End Summary. 


2. (S) The signals became unmistakable in late November that 
the GOE is preparing for increased military involvement in 
Somalia. PM Meles\' speech to Parliament November 23 (ref A) 
laid out the GOE\'s justification for action to counter the 

\"clear and present danger" posed by the CIC. Meles\' 
contentions that 1) the CIC had already declared war (jihad) 

on Ethiopia; and 2) the CIC had already violated Ethiopian 
sovereignty by arming and transporting OLF and ONLF fighters 
across the border formed the heart of this justification. In 
private, Meles has referred consistently to the end of the 

rains in Somalia as the trigger for Ethiopian limited 

military operations against the CIC. Weather forecasts 
suggest that the rain may taper off beginning the week of 

Dec. 4, allowing ground-based operations to begin once the 
terrain dries. DATT believes that the ENDF, which is just 
emerging from a 10-days commanders conference, is prepared to 
launch operations roughly one week after rains have ended, if 
the order is given. All source intelligence has shown a 

steady build-up of Ethiopian military assets, including 

tanks, artillery, troop transport and other heavy equipment 

on both sides of Ethiopia\'s border with southern Somalia. 

Air assets including attack helicopters have not yet moved 
within range of their likely targets, but appear poised for 

action just outside the immediate theater, ready to move when 
the signal is given. Post\'s best estimate is that the ENDF 
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will be poised to launch their offensive approximately in the 

latter part of December. Scheduled CIC-TFG talks in Nairobi 
and Khartoum mid-month might prompt the GOE to delay if there 
is reason to believe that the CIC might change and engage 

more seriously in such talks. Deputy Foreign Minister 

Tekeda\'s Dec. 1 talks with CIC representatives in Djibouti 

(ref B) represent a last-ditch effort to change CIC behavior 
without resorting to war. 
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3. (S) ENDF assets currently positioned near southern Somalia 
suggest an attack prosecuted by roughly 10,000 ENDF troops, 
36 artillery pieces and 40-50 T-54/55 tanks. The ENDF will 
likely support the TFG militia numbering 8,000-10,000 as well 
as Puntland defense forces numbering 3-4,000. The twin 
objectives of the operation will be to drive CIC forces away 
from the seat of Somalia\'s TFG in Baidoa, as well as destroy 
those CIC forces that threaten Puntland. The ENDF is likely 
to utilize limited aerial bombing and attack helicopters 

against CIC forces, training camps and other key facilities. 
There are also indications that the ENDF commandos will 
conduct quick strikes against CIC targets. The lack of 
forward positioning of large logistical fuel and lubricant 
bladders and other supplies suggests that the ENDF does not 
expect the potential engagement to last longer than seven 
days and does not plan to attack Mogadishu. 


4. (C) PM Meles told Amb. Yamamoto Nov. 29 that Ethiopian 
measures against the CIC would not be limited to conventional 
warfare. He talked of the ruling EPRDF returning to 

\"guerilla mode\" against its Islamist opponents, (note: 

probably referring to planned commando raids. End note.) 
Meles told Sen. Feingold Nov. 30 (ref C) that the GOE 

intended to 1) reduce the CIC\'s military capacity; and 2) 

send a message to the Somali public and moderate CIC members 
that Ethiopia would not permit the consolidation of a 
fundamentalist regime in Somalia. In the GOE\'s view, a 
successful offensive will create incentives for more moderate 
leadership in the CIC and for more sincere and pragmatic 
negotiations between the CIC and the TFG. The PM stated that 
the ENDF did not plan on remaining in Somalia in large 
numbers longer than 5-7 days. 


Column 3 
WHO IS THE REAL UNDERDOG? 


5. (C) Most analysts believe that Ethiopia possesses clear 
military superiority over the CIC in terms of overall 
manpower, equipment, training and experience in battle. 
While this may be true in general, the battle that is shaping 
up in southern Somalia may pit a relatively modest ENDF 
contingent against a more motivated, highly mobile and 
relatively well equipped CIC force. Current estimates 
suggest that Ethiopian troops will not enjoy an overwhelming 
superiority in numbers in the theatre of battle. Long supply 
lines stretching through hostile territory in Ethiopia\'s 

Somali region will place additional strain on the GOE\'s 
ability to wage war. Moreover, the ENDF has recently begun 
undergone a series of purges theoretically designed to weed 
out poor performing officers from its ranks, but which in 

fact appeared to have an anti-Oromo and anti-Amhara character 
meant to reduce the danger of OLF infiltration. 


6. (C) PM Meles\' effort to obtain a consensus authorization 
from Parliament to employ \"all means necessary\" to counter 
the threat in Somalia was rebuffed Nov. 30 by the majority of 
opposition MPs. While the EPRDF passed the resolution by a 
comfortable margin, 99 MPs from the CUDP, UEDF and OFDM blocs 
(or roughly one-fourth of the House of People\'s 
Representatives\' 426 members) voted against the resolution. 
While initially pleased about being consulted, Opposition 
leaders later criticized the GOE\'s insistence on mentioning 
both Eritrea and internal insurgency groups the OLF and ONLF 
in its draft resolution. The opposition argued that the 

claims of internal groups should be addressed through 
negotiations, rather than lumping them together with external 
threats. UEDF leader Beyene Petros indicated privately to 
Pol/Econ Counselor that pressure from Oromo constituents of 
his ally, the Oromo National Congress (ONC) prevented him 
from accepting this point. The OLF, for its part, issued a 
statement Dec. 4 criticizing Parliament\'s approval of the 
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authorization measure and praising opposition leaders for 
opposing it. Ruling party press outlets, on the other hand, 
severely criticized the opposition\'s \"|ukewarm\" support for 
Ethiopian sovereignty. 
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7. (C) While a significant portion of the population in 

Ethiopia may oppose Ethiopian military intervention in 
Somalia, many Ethiopians are concerned about the threat of 
Islamic extremism and are likely to back -- or at least not 
actively oppose -- the strong measures the GOE is pursuing. 
There is also a risk, however, that some Ethiopian Muslims 
will sympathize with the CIC. Nonetheless, the GOE appears 
fully capable of containing opposition to its policy on 

Somalia and of maintaining order during the potential 

military operations. Internal stability remains the 

paramount concern of the ruling party, which worries that the 
CIC, in cooperation with Eritrea, will send terrorist agents 

to Ethiopia and support internal rebel groups like the OLF 
and ONLF. The EPRDF has not betrayed significant concerns 
about a CIC counter-offensive against Ethiopia\'s Somali 
Region. 

YAMAMOTO 
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E.O. 12958: DECL: 12/05/2016 

TAGS: PREL, PGOV, BO 

SUBJECT: LEFTIST PARTIES POISED TO BOYCOTT LOCAL ELECTIONS 
REF: A. MINSK 1241 


B. MINSK 1235 
C. MINSK 1109 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) Leftist opposition parties Belarusian Party of 
Communists (BPC) and Belarusian Social Democratic Party 
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(BSDP) \"Gramada\" intend to boycott the January 2007 local 
elections on the grounds that participating in a rigged 

process is pointless. A senior BPC member admitted to 
Pol/Econ Chief that her party backtracked on its earlier 
commitment to remain in the race but noted that party members 
from the regions pushed the party in this new direction. 

While the leftist parties recognize the lost opportunity to 

deepen contact with voters, party members apparently have 
determined that the personal risks involved outweigh the 
benefits. The impact of this step on the unity of the 

democratic coalition has yet to be determined but will 

include at a minimum a more confused electorate. End Summary. 


Opposition Communists To Withdraw from Local Elections 


2. (C) On December 2, the pro-democratic Belarusian Party of 
Communists (BPC) voted to boycott the January 14 municipal 
elections during a party convention. BPC Deputy Head Yelena 
Skregin stressed to Pol/Econ Chief on December 5 that 
withdrawal from the elections was not on the agenda of the 
party convention; rather, regional delegates raised the 
possibility of a boycott as a point of discussion. The 

debate was apparently \"heated and intense,\" but in the end, 
51 out of 52 delegates voted in favor boycotting the 

elections following the candidate registration period, which 
ends on December 14. 


3. (C) According to Skregin, delegates cited three main 
reasons for boycotting the elections. First, delegates\' 
well-placed GOB contacts at local and regional levels 
allegedly confirmed for them that the GOB has already 
determined the list of winners of the local elections (ref 

A). Second, the GOB did not select any of the BPC\'s nominees 
for the election commissions. Finally, President 
Lukashenko\'s November 23 blatant admission that his 
government manipulated the results of the March presidential 
elections was a clear signal to election officials to secure 
another \"thunderous victory\" for the regime in the upcoming 
local elections (ref B). 


4. (C) Pol/Econ Chief told Skregin that this decision came 

as a surprise to us because BPC Chair Sergey Kalyakin 
personally assured Ambassador two months ago that his party 
would participate in the local elections (ref C). Skregin 

noted that during the convention Kalyakin pointed out the 
fundamental disadvantage of boycotting the elections -- less 
contact with voters -- but she conceded that Kalyakin\'s 
position had changed. Kalyakin noted that a noble exit from 
the race after BPC candidates were registered would show that 
the party enjoyed popular support but is not willing to be a 
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pawn of the regime. Furthermore, Kalyakin reportedly made it 
clear to all party members that the party will not prohibit 
candidates remaining in the electoral race. 


Kozulin\'s Party Follows Suit 


5. (C) Anatoly Levkovich, Acting Chairman of imprisoned 
leader Aleksandr Kozulin\'s Belarusian Social Democratic Party 
(BSDP) \"Gramada,\" confirmed for us on December 5 that the 
party leadership recommended that BSDP candidates withdraw 
from the electoral race. Levkovich echoed BPC\'s reasons for 
boycotting the elections but noted that the party left the 

final decision on participation in the elections with each 

BSDP candidate. 


Further Contact With Voters? 


6. (C) Skregin admitted that withdrawal from the elections 
would prohibit the party from legally campaigning against the 
Lukashenko regime. However, she qualified that candidates 
are allowed to engage in an open campaign only for a month, 
from December 14 to January 14. Prior to December 14, many 
of the candidates participating in the boycott intend to 

knock on the doors of voters who signed their candidate 
registration sheets to explain their reasons for withdrawal 
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from the race and to encourage them not to take part in the 
sham. Following the elections, Skregin said her party will 
begin a door-to-door campaign to gather signatures for a 
legal repeal of the repressive contract employment system. 


Alliance of Leftist Parties 


7. (C) The BPC delegates also ratified Kalyakin\'s proposal 
to form an alliance of leftist parties, including BCP, BSDP, 
women\'s party Nadezhda, and the unregistered Labor Party. 
When asked what this decision means for the opposition 
coalition United Democratic Forces (UDF), Skregin stated that 
the leftist alliance still falls under the rubric of the 

coalition. However, Skregin noted that the leftist parties 
could no longer ignore their ideological differences with the 
right-wing parties and, consequently, decided to focus their 
attention on a \"leftist approach to democratic change. The 
leftist alliance plans to hold its first convention on 

December 17 in Ukraine. (Note: The alliance was going to 
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hold the convention in Minsk, but a local convention hall 
later withdrew their agreement. End note.) 


Comment 


8. (C) Skregin seemed unsure that she and her party made the 
correct decision to boycott the elections. BPC\'s and BSDPYs 
move clearly suggests that party rank and file are finding it 
increasingly difficult to participate in rigged municipal 
elections. Party leaders stress that their members had 
always approached the upcoming local elections with great 
trepidation because they feared their participation would 

only bring further repression on them and their families. 

Thus far, the leadership of the right and centrist opposition 
parties have not given any indication they plan to follow the 
leftist parties\' lead on withdrawing from the race. 


9. (C) Comment Continued: It is unfortunate that the UDF is 
not speaking with one voice on this fundamental issue. 
Leftist-rightist disputes within the UDF are nothing new -- 
both sides can be correctly blamed for letting tensions flare 
-- but we now face an unpleasant prospect of some in the UDF 
pursuing this political process actively (in the context of 
admittedly flawed elections) while others absent themselves. 
Whatever the leftists\' motives, the result will be that the 
Belarusian \"electorate\" -- which due to state control of the 
media already knows precious little about the opposition -- 
will see the opposition following conflicting political 
directions. 

Stewart 
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NEA/ELA 
NSC FOR MARCHESE 


E.O. 12958: DECL: 12/06/2016 
TAGS: PGOV, PREL, PTER, SY 
SUBJECT: GERMAN FM STEINMEIER\'S VISIT TO DAMASCUS 


Classified By: CDA Michael H. Corbin for reasons 1.5 b/d 


1. (C) Summary. German FM Steinmeier paid a very brief 
visit to Damascus to discuss, primarily, regional issues. 
Nothing was promised by either side and little progress was 
made on influencing either countries, stance on regional 
conflicts. Nonetheless, the local German Embassy assesses 
the visit to have been a success in that it gave their 

Foreign Minister a clearer understanding of how the SARG 
views the region. Syrian contacts in general discounted the 
importance of the visit while a key opposition figure 
expressed a distinct lack of enthusiasm for such signs of 
European re-engagement but thought any EU visitor\'s message 
on Lebanon would remain very tough. End summary. 


2. (U) On Monday, December 4, German Foreign Minister Frank 
Steinmeier visited Damascus for six hours. Steinmeier was 
met at the airport by his Syrian counterpart, FM Walid 
MuVallem. Steinmeier spent one and a half hours with 
President Asad, after meeting separately with MuVallem, Vice 
President Farouq Shara,a, and DFM Faisal Migdad. Syrian 
press gave favorable, though surprisingly muted coverage to 
the Steinmeier visit, presenting it as an acknowledgment of 
the key role Syria plays in regional issues. (Note: 

Steinmeier shared front page billing in some Syrian dailies 
with fellow visitor, Hamas PM Ismael Haniyeh, and in others, 
was bumped off the front page completely. End note.) 
Steinmeier and MuVallem read statements to the press, 
following their joint lunch, that largely focused on regional 
issues. The Syrian state-controlled press gave prominence to 
Steinmeier,s public commendation of Syria for reestablishing 
diplomatic ties with Iraq and to his comment that Syria was 
playing a constructive role in restarting the 

Israeli-Palestinian peace process. 


3. (C) The German Ambassador, Mr. Volkmar Wenzel, provided 
the Charge with a readout of the visit. He described the 

visit as a \"lost opportunity" primarily because of the SARG\'s 
recalcitrant views on Lebanon. Many of Wenzel\'s other points 
were echoed to us separately by Jurgen Steffen, Political 
Counselor at the German Embassy. Though FM Steinmeier had 
twice previously planned travel to Damascus, both trips were 
canceled at the last minute because of provocative statements 
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made by Asad. The genesis of this visit was to prepare 
Steinmeier for Germany\'s assumption of the EU presidency in 
January, according to Steffen. Ambassador Wenzel told 
Charge the timing for the visit was bad but unavoidable. 
Steinmeier decided that he needed to hear Syrian views and 
that any visit to Damascus would not be possible once Germany 
assumed the presidency of the EU, since all such visits would 
be decided on by consensus. Steffen commented that his MFA 
thought it important that Steinmeier hear from all regional 
players on their perspective towards regional conflicts. 

Steffen commented that since Steinmeier had never previously 
visited Damascus, a stop here was especially important. 
Steinmeier,s consultations, therefore, focused on Lebanon, 
Iraq, and the peace process, with bilateral issues, like 

human rights and democracy, relegated to brief side-bar 
conversations with Steinmeier\'s lower-ranking interlocutors. 


4. (C) According to Steffen, most of Steinmeier,s 

conversations concentrated on Lebanon. Without any success, 
Steinmeier pushed Asad hard for a public gesture of goodwill 
to reinforce the Syrians\' assertions that stability in 

Lebanon was a priority for them, Wenzel told Charge. Asad, 
MuVallem, and Shara,a, in separate meetings, emphasized that 
the SARG does not want to see the situation in Lebanon get 
out of hand or escalate further. But when pushed, Asad, 
reverting to a standard talking point, asserted that the SARG 
no longer played any role in Lebanon for good or bad, since 
withdrawing its troops in the spring of 2005. Asad commented 
that the problems in Lebanon now belonged to Europe and the 
United States to manage, and Syria would remain as a passive 
spectator. Shara,a and Asad both made the point to 
Steinmeier that Siniora,s government would likely fall 

because of its inability to give adequate representation to 

the Shi,a. 


5. (C) On the peace process, Steinmeier was assured that the 
SARG would use its influence, \"such as it is\", to encourage 
the Palestinians to continue a national dialogue and work 
towards a national unity government. MuVallem highlighted to 
Steinmeier his recent visit to Baghdad and the 
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re-establishment of diplomatic relations with lraq, as signs 
of the constructive role the SARG wants to play there. All 
of Steinmeier,s Syrian interlocutors, however, emphasized 
the limited ability the SARG has to influence the situation 
there. Asad and others asserted to Steinmeier that Syria 
would play a constructive role in Iraq irrespective of \"what 
others do\" because it is in Syria,s national interest that 
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instability does not spread and that Iraq remain one country. 


6. (C) OTHER REACTION: Syrian contacts in general 
discounted the importance of the Steinmeier visit, viewing it 

as another in a series of European visits, none of which was 
really significant. In the view of these contacts, the 

regime tended to take the Europeans for granted, and look 

past them to the critical interlocutor for Syria, the U.S. A 

key opposition figure, Riad Seif, told us he assessed the 
atmosphere of Steinmeier\'s visit as being relatively cold, 
primarily because the German FM apparently made Lebanon a 
real issue. Seif voiced a distinct lack of enthusiasm for 

these signs of European re-engagement with the Syrian regime, 
but expressed a mix of confidence and hope that any future 
visitors would continue to tell SARG officials -- as he was 
convinced Steinmeier and others had -- that Lebanon was a red 
line for Europe and Syrian efforts to destabilize it would 

disrupt any nascent European re-engagement with Syria. 


7. (C) Comment. Steinmeier reportedly came to Damascus with 
low expectations so he was not disappointed. Still, the 

visit appears less than satisfying for either side in terms 

of substance, although the Syrians are obviously happy to 
have a visitor of Steinmeier\'s stature regardless of any 

tough messages he may have delivered. As Steffen allowed, 
the Syrians obviously were expecting more from Steinmeier 
than just words. The German Embassy at least seems to have 
held out some now-dashed hopes that the SARG would offer 
Steinmeier a public gesture to encourage further 
rapprochement. Following so closely on the assassination of 
Pierre Gemeyal and concurrent with the March 8 actions to 
bring down the Siniora government, the timing of the 
Steinmeier visit can be read locally as reinforcing the SARG 
belief that it can aggressively pursue its destabilizing 

policies in Lebanon without damaging its relations with the 
European community. 

CORBIN 
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DEPT FOR PRM/ANE AND NEA/IPA 


E.O. 12958: N/A 

TAGS: PREF, PHUM, KWBG 

SUBJECT: AL-MAGHAZI REFUGEE CAMP: WOMEN BENEFIT FROM USG 
FUNDED SEWING FACTORY 


REF: A. JERUSALEM 02199 
B. STATE 106178 


1. SUMMARY: ConGen PD Specialist traveled to the 
al-Maghazi refugee camp in Gaza on November 28 to visit a 
sewing factory run by the Palestinian NGO, Palestine Save the 
Children Foundation (PSCF), and to monitor the project funded 
by a USG grant. He met with Ali Mansour, the Director of 
PSCF, and women who are participating in the factories\' 
training and employment programs, and he toured the 
facilities. In 2006, Post requested funding under the 
Ambassador\'s Fund for Refugees program to educate Palestinian 
women residing in the refugee camp on sewing skills and 
management training for small-scale enterprises. The 
al-Maghazi refugee camp has a population of approximately 
22,000 refugees, who suffer the effects of several years of 
violence and economic upheaval. END SUMMARY. 


Visit to the Factory 


2. ConGen PD specialist traveled to the Gaza al-Maghazi 
refugee camp on November 28 to visit a sewing factory run by 
the Palestine Save the Children Foundation that was funded by 
a USD 20,000 grant from PRM under the Ambassador\'s Fund. PD 
specialist toured the facilities and met with Ali Mansour, 

the director of PSCF, and with several of the women 
participating in the program. Mansour said that the women 

will receive training on sewing skills and management 

training for small-scale enterprises before they begin 

working in the factory. Several of the women expressed their 
satisfaction with the project, noting that they were happy 

they would be able to earn some additional money for their 
families, \"especially in this difficult situation.\" (NOTE: 

Digital pictures emailed electronically to PRM/ANE. END 
NOTE.) 


Project Background 


3. The PRCS sewing factory project is an informal education 
and income generating project for women residing in the 
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al-Maghazi refugee camp. PSCF believes that the project will 
increase the number of women wage-earners providing support 
for needy Palestinian families facing immediate financial 
problems. The al-Maghazi refugee camp is located in the Gaza 
Strip, a region with extremely high levels of unemployment 

and poverty. 


Monitoring 


4. Due to USG restrictions on travel to Gaza by American 
staff, ConGen oversight of the al-Maghazi camp project is 
conducted by a local employee of the PD section who resides 
in Gaza. 


WALLES 
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E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Damascus Media Reaction: Golan Prisoners, Palestinian 
Factions, Syria/Turkey, Lebanon, Iraq, Rumsfeld (12/6) 
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1. Summary: Syrian papers on Dec. 6 reported that on Dec. 5 the 
Syrian Foreign Ministry addressed formal messages to UN SecGen Kofi 
Annan, the Chairman of the Security Council, the High Commission for 
Human Rights, and the Human Rights Council, informing them about the 
poor health of Sitan Nmr Alweli, a Syrian captive in the occupied 

Syrian Golan. The messages pointed out the humiliating and 

difficult health conditions in which he is held, along with his 

comrades, in Israeli prisons, which led to the death of the prisoner 
Hayel Abu Zeid in June 2005 and are causing the deterioration of the 
health of Alweli. The messages callon UN commissions to intervene 
promptly to secure the release and save the lives of Alweli and his 
comrades, and stress that tne UN must oblige Israel to implement 
UNSC resolution No. 497 and all resolutions of the General Assembly 
and the Human Rights Council. 


Papers also reported a meeting of Palestinian PM Ismael Haneih in 
Damascus on Dec. 5 with Palestinian factions in Damascus, during 
which Haneih underlined his government\'s commitment to protect 
national rights and principles, especially the right of return, and 

its support of resistance to liberate occupied lands. In a press 
conference with the Chairman of the Politburo of HAMAS, Khaled 
Meshal, and the Assistant Secretary General of the Popular Front for 
the Liberation of Palestine, Talal Naji, Haneih renewed respect for 
the democratic option and the Palestinian national project, and 
rejected foreign intervention. 


On Syria/Turkish relations, papers reported that Turkish PM Recep 
Tayyip Erdogan will pay a state visit to Syria on Dec. 6 for talks 
on the latest regional developments. 


Papers also featured the Senate Foreign Relations Committee 
confirmation hearing of Defense Secretary-designate Robert Gates on 
Dec. 5, in which he said that a U.S. attack on Syria would unleash a 
wave of anti-Americanism in the Middle East and would have \"dramatic 
consequences for the US in the Middle East.\" 


End of summary. 
2. Selected Headlines: 


\"Turkish PM Recep Tayyip Erdogan is to visit Syria today\" 
(Government-owned Al-Thawra, 12/6) 


\"The Foreign Ministry addresses two memos to UN SecGen Kofi Annan 
and to the Human Rights Council to mediate for the release the 

Syrian prisoner Sitan Nmr Alweli and his comrades from Israeli jails 

in occupied Golan\" (Government-owned Al-Thawra, 12/6) 


\"Deputy Foreign Minister Dr. Faisal Miqdad: We support options of 
the Lebanese people\" (Government-owned Al-Thawra, 12/6) 
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\"Palestinian PM Hanieh, Chairman of the Politburo of HAMAS Khaled 
Meshal and Assistant Secretary General of the Popular Front for the 
Liberation of Palestine Talal Naji reiterate the importance of 

dialogue and commitment to Palestinian options\" (Government-owned 
Al-Thawra, 12/6) 


\"Gates calls for direct dialogue with Syria and Iran. Any military 
assault against Syria will be costly\" (Government-owned Tishreen, 
12/6) 


\"Baker notifies Bush of his Committee\'s recommendations. Gates, US 
Defense Secretary designate: Dialogue with Syria and Iran will be 
useful\" (Government-owned Al-Ba\'th, 12/6) 


\"The open sit-in enters its fifth day with strong momentum and 
remarkable popular participation. Beirut buries the slain 

protestor. The army warns the government that the Lebanese unrest 
could get out of control (Government-owned Al-BaVih, 12/6) 


\"The Arab Ministerial Committee on Iraq calls for immediate 
dismantling of militias and establishing armed forces on national 
basis\" (Government-owned Al-BaVih, 1/26) 


3. Editorial Block Quotes: 


Umar Jaftali, an editorialist in government-owned Tishreen, wrote 
(12/6): \"National unity is the first priority for Palestinians... 
Palestinian divisions would be a gratuitous award for the enemy of 
the Palestinians and the Arab nation.... 


\"There is an American-Israeli game to incite Palestinians against 
one and other and ignite domestic strife and infighting after the 
Zionist war machine failed to subjugate the Palestinians.... All 

this under the claim that the Palestinian government is responsible 
for the suffering of Palestinians... 


\"It is a dirty game, the price of which the Palestinian people are 
paying, in the form of a human disaster that worsens day after day. 
The question is: Why didn\'t the Palestinian question see any 
American step showing good American intentions before the HAMAS 
government was established...? 


\"The problem is not the government, but the colonialist mentality 
and the Zionist ambitions that deny the rights of others, contrary 
to international law and UN resolutions....\" 


Column 3 


Isam Dari, acommentator in government-owned Tishreen, wrote (12/6): 
\"How does the Lebanese government explain Israel\'s concern about 
the protests that the Lebanese opposition is staging...? Do the 
Lebanese ministers really think they represent the Lebanese people, 

or most of them, while huge anti-government demonstrations are 
continuing for the fifth day running...? 


\"What is happening in Lebanon is a peaceful popular revolution for a 
simple national objective, namely, a national unity government.... 


\"But those who are monopolizing power see this popular demand as a 
coup against them. They are not ashamed to hurt this popular 
Lebanese majority as they portray it as a crowd moving aimlessly to 
implement Syrian-Iranian orders! 


\"This is not surprising, for those who take instructions from 
ambassadors, consuls, and high commissioners are trying to shake off 
this shame by accusing others of it.... 


\"The Lebanese government is sticking to its position upon foreign 
instructions, so that the dominoes that the Bush administration and 
the neoconservatives have arranged in this region will not fall, as 
they fell in Iraq. But we believe that the American domino game has 
reached its final stages. The people ultimately prevail, no matter 
what price they pay and sacrifices they make." 


Adnan Mahmud, a columnist in government-owned Al-Thawra, wrote 
(12/6): \"The Lebanese people have gone to the streets to defend 
Lebanon\'s freedom, sovereignty, independence, Arabism, and national 
unity against the Zionist and American invaders and their local 
agents.... 


\"The people of Lebanon have gone out to chant in the squares of 
Beirut and frustrate the sick dreams of the \'creative instability\' 
and the new or greater Middle East, just as the valiant resistance 
did in the south through its historic confrontation of the brutal 
Zionist attack on the Lebanese people, land, and establishments. 
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The people of Lebanon have gone out to shout in their faces, without 
fear or appeasement, \'we will not sell Lebanon to the 
American-Zionist project no matter what the price,\' advising some 
politicians in the region to stop adding their suspicious fuel to 

the Zionist-American fire in Lebanon and the region as part of their 
compliance with the will of the White House, which was miserably 
defeated in the election, and which failed to the bone in its 

invasion of lraq and its war on Afghanistan....\" 


Ali Qasim, a commentator in government-owned Al-Thawra, wrote 
(12/6): \"US Defense Secretary Donald Rumsfeld\'s admission that US 
strategy in lraq was a failure appeared as an attempt to justify 

what cannot be justified, or an effort to tone down the impact of 

the current US crisis... 


\"The admission brings to mind what many people have said, namely, 
that Americans are sinking in the Iraqi quagmire.... This dictates 
key changes not only in form but also in content... 


\"Syria warned Americans of this end before the invasion and drew 
attention to it after the war, but the drums of war and the joy of 
swift victory did not allow anyone to hear or see the facts at that 
time... 


\"Rumsfeld\'s admission clearly reflects the permanent condition that 
affects American officials when they get ready to leave their posts. 
They return to their senses when it is too late....\" 


Corbin 
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Column 3 
SIPDIS 


SENSITIVE 
SIPDIS 


STATE PLEASE PASS TOSEC 
STATE PASS ALSO TO U/S BURNS AND A/S FRIED 


E.O. 12958:N/A 
TAGS: MARR, PREL, NATO, SR 
SUBJECT: More Reaction from Democrats and NGOs on PfP 


REF: A)Belgrade 1956; B)Belgrade 1943 


1. (SBU) NATO\'s invitation for Serbia\'s membership in PfP 
continues to dominate local media. President Tadic gave 
credit to his advisors for the invitation, a statement to 

which FONMIN took offense. The EU, meanwhile, has said 
publicly that NATO\'s relaxation on conditionality will not 
change its firm position that Serbia increase its 

cooperation with the ICTY before reopening the SAA talks. 
Human rights organizations are split over the NATO 
invitation, with some of the more crusading organizations 
supporting ICTY Prosecutor del Ponte\'s criticism of the 
decision. The small, pro-Western LDP has come out in favor 
of membership, but also warns of the responsibility that 
comes with PfP. The ball is now in Serbia\'s court, and we 
will continue to urge them to move quickly during this 
campaign season to initiate the PfP membership process. 
End Summary. 


LDP Welcomes PfP Invitation 


3. (SBU) The small, pro-Western LDP released a statement on 
November 30 welcoming Serbia\'s membership in PfP, calling 
it great news for the country. However, the LDP 

acknowledged the great responsibility now bestowed on 
Serbia and the standards it must now achieve, including 
fulfilling obligations to ICTY, dealing with the Kosovo 

status issue, and aligning with European standards with 

regard to the judiciary and security forces. The LDP said 

of this new opportunity, \"We must not gamble that away.\" 


NGO\'s Support PfP 


Column 3 


4. (SBU) After some initial rumblings of dismay, the NGO 
community largely welcomed NATOVs invitation to Serbia to 
join PfP. Six major humanitarian NG\'s in Serbia, the 
Center for Cultural Decontamintion, Belgrade Circle, the 
Committee of Lawyers for Human Rghts, the Youth 
Initiative, the Civic nitiative, and the Helsinki 

Committee for Human ights in Serbia, released a joint 
statemet in support of the decision. Two other groups -- 
Women in Black and the Humanitarian Law Center -- while 
sympathetic to the statement, opted to support ICTY Chief 
Prosecutor Carla del Ponte\'s public criticism of NATO for 
relaxing its conditionality policy. The six NGOs assessed 
that Serbia\'s inclusion into PfP is of crucial importance 

for the region\'s lasting stability and will help in the 

reform of the army and placing it under civilian control. 
These six NGOs also stated that they hope PfP will restore 
trust among nations in the Balkans and combating extreme 
nationalism still plaguing Serbia. The six NGOs asserted 
that collective regional security calls for resolving all 

open issues, including Kosovo and ICTY. 


5. (SBU) President Tadic continued his public comments in 
support of what the media has characterized as a last 
minute reversal in favor of engagement, praising his young 
advisors, Vuk Jeremic and Jovan Ratkovic, for bringing PfP 
to Serbia. The media is reporting widely A/S Fried\'s 
statements that Tadic\'s letter to President Bush--asking 

for Serbia\'s inclusion into PfP--was an important factor in 
favor of PfP membership for Serbia. FONMIN Draskovic and 
the Foreign Ministry issued a statement criticizing Tadic 

for giving credit to his two advisors and accusing the 
Presidency of thereby belittling the state and the 

institutions of Serbia and NATO-member countries. 
Draskovic, who has been spearheading the effort to get 
Serbia into PfP for the last couple of years, complained to 
the Ambassador that he thought the DS and Tadic were taking 
all the credit for PfP. All bickering aside, most 

democratic forces have welcomed PfP as a rallying cry for 
moving Serbia forward into Euro-Atlantic institutions as 

well as in their campaign strategies. There is still no 
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substantive response from the Radical (SRS) or Socialist 
(SPS) parties. The PM\'s DSS is still clinging to its tepid 
welcoming of PfP and its interpretation that it advances 


Column 3 
Serbia\'s claim on Kosovo and that it proves the error of 
conditionality as a policy. 


EU Remains Committed to Conditionality 


6. (SBU) The EU remains firm in its position to force 

Serbia to comply fully with ICTY, according to press 

statements and initial Embassy contacts with Belgrade-based 
EU officials. Belgrade media covered statements by German 
Chancellor Merkel and EU Enlargement Commissioner Olli Rehn 
that the EU will not abandon its condition of full 

cooperation with the Hague Tribunal before resuming talks 

on SAA with Serbia. Commending Serbia for the progress made 
so far in moving closer to the west, Rehn promised that the 

EU is prepared to resume talks the moment Serbia fully 
cooperates with the Hague, i.e. arrests and extradites 

indicted war criminal Ratko Mladic to the Hague. Our EU 
contacts affirmed this, saying that member states remained 
concerned about Serbia\'s lack of commitment to the Hague 
and will continue to make clear that full cooperation is 
necessary for negotiations to resume. 


Comment 


7. (SBU) After the fanfare of the PFP announcement, NATO 
and the Serbian government are wasting no time moving from 
an invitation to membership for Serbia. Serbian Ambassador 
to NATO Milinkovic announced that Serbia may sign the 
framework partnership agreement by the end of the year. 
Following the agreement, a presentation document will be 
delivered that will offer a program of cooperation between 
Serbia and NATO before an individual program of partnership 
between Serbia and NATO is developed. Milinkovic expects 
Serbia to complete this process by mid-2007. The Ministry 

of Defense has also issued invitations for the opening of a 
NATO Military Liaison Office on December 18. 


8. (SBU) There is little popular understanding in Serbia 
about the details of PfP membership, which is popularly 
considered as something positive but \"not NATO.\" For now, 
at least some of the democratic forces, despite bickering 
over who is responsible for the invitation will probably 

use PfP as a campaign message to the voters for the 
elections. Hopefully, they can present NATO\'s invitation 
as a way of reinforcing the distinction between the hateful 
backward looking message of the Radicals, and the largely 
pro-Euro-Atlantic themes that democratic parties are 
pushing in their parliamentary campaigns. 
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9. (SBU) We will continue to push the government to move 
forward quickly on membership and to use accession as a way 
to trumpet its commitment to Euro-Atlantic integration. 

The Serbian Ambassador to NATO expressed hope that Serbia 
could sign the Framework Document by the end of the year 
and submit a PD by mid-2007. We will need to see whether 
the GoS is indeed willing to move that quickly during this 
campaign season. In the meantime, the Ministry of Defense 
has also issued invitations for the opening of aNATO 

Military Liaison Office on December 18. 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR EB/TRA/OTP MEGAN WALKLET-TIGHE AND IO/T 
BRUSSELS FOR TRANSPORTATION OFFICER 


E.O. 12958: N/A 

TAGS: EAIR, ECON, SENV, AR 

SUBJECT: ARGENTINA\'S VIEWS ON THE POTENTIAL INCLUSION OF 
INTERNATIONAL AVIATION IN THE EUROPEAN EMISSIONS TRADING 
SCHEME 


REF: A. STATE 188369 
B. SCHANDLBAUER/WALKLET-TIGHE EMAIL 12/01 


1. (U) This cable is sensitive but unclassified, and not for 
Internet distribution. 


2. (SBU) Embassy officers made Ref A points to officials from 
Argentina\'s foreign ministry and transportation secretariat 
November 30. After first saying that Argentina would not 
take a position on the issue (Ref B), Mariana Rodriguez from 
the MFAVs office of the Special Representative for 
International Environmental Negotiations clarified the GOA\'s 
position December 4. 


Column 3 

3. (SBU) Rodriguez told the Embassy that the inclusion of 
aircraft emissions in the European emissions trading scheme 
does not appear appropriate to Argentina, as it would be the 
manifestation of a unilateral EU decision with 

extraterritorial consequences, particularly for countries far 
removed geographically from the European continent. 
Argentina does appreciate, however, what Rodriguez described 
as a \"greater political will\" in European countries to move 
forward in various fora to face the increase in aircraft 
emissions, an issue of concern to Argentina. That posture 
compares favorably in Argentina\'s view, Rodriguez continued, 
with the position of \"other countries that prefer to postpone 
this consideration and focus their efforts only on improving 
operations and technology.\" 

MATERA 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR WHA/BSC AND ISN/NESS DR. DAN FENSTERMACHER 
DOE FOR HE-1 AND HE-23 
NRC FOR OIP 


E.O. 12958: N/A 

TAGS: KNNP, ENRG, IAEA, OTRA, PREL, AR 

SUBJECT: ARGENTINA\'S ROLE IN UPGRADING LIBYAN NUCLEAR 
REACTOR 


REF: A. BUENOS AIRES 2580 
B. FENSTERMACHER/SCHANDLBAUER EMAIL 12/04 


1. (U) This telegram is sensitive but unclassified, and not 
for Internet distribution. 


2. (SBU) A December 3 article in a local daily reported that 
Argentine high technology firm INVAP (Ref A) had wona 
contract to upgrade a Libyan nuclear power plant. For 
clarification and details, the Embassy spoke with Argentine 
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Atomic Energy Commission Head of International Relations 
Dario Jinchuk and with INVAP\'s Nuclear Strategic Operations 
Manager Marcelo Salvatore, who provided the following 
information: 


-- The Libyan reactor in question is a research reactor that 
has been undergoing a conversion (under the Global Threat 
Reduction Initiative) from using highly enriched uranium for 
fuel to the use of low-enriched uranium. As the conversion 
proceeded, Libya requested additional improvements. 


-- Among those requested improvements was a refurbishment of 
the nuclear portion of the plant\'s instrumentation and 

control infrastructure. That is the contract that the IAEA 

has informed INVAP it will be granted. INVAP will not be 
performing any work on the reactor\'s core. INVAP\'s only 
competition had been a Russian firm, according to Salvatore. 


-- The work will be done under the auspices of the IAEA\'s 
Technical Cooperation Section, with Libya contributing a 
portion of the funding and the IAEA the rest. 


3. (SBU) Embassy POC is ESTH Counselor Alfred Schandlbauer 
(54 11 5777 4263). Addressees: please advise if any 

questions remain about this arrangement. 
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SIPDIS 


NOFORN 
SIPDIS 


STATE FOR NEA/ARP AND INR/I 


E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, PINR, KISL, KWMN, KU, ISLAMISTS 

SUBJECT: (C) C-NE6-01698: KUWAIT! ISLAMISTSV INITIATIVES ON 
WOMEN\'S ISSUES 


REF: A. STATE 173333 
B. KUWAIT 4075 
C. KUWAIT 3984 


Column 3 
Classified By: DCM Matt Tueller for reasons 1.4 (c) and (d) 


1. (C/NF) Summary and comment: The women\'s issues 
legislation recently drafted by Islamist parliamentarians 

aims to increase state benefits provided to Kuwaiti women, 
not change their social and political status. It is likely 

the result of women\'s suffrage and recent electoral reforms 
resulting in larger constituencies, which are forcing MPs to 
build a broader base of support, and does not represent any 
significant change in Islamists\' position on women\'s rights 
issues. Islamist MP Ahmed Bager said the proposal included 
some Islamist initiatives intended to protect women, such as 
prohibiting them from working in men\'s barbershops and other 
potentially morally degrading professions. A number of 
Islamist MPs have established committees/times to receive 
their female constituents\' requests. Islamists have proven 
pragmatic within limits on women\'s issues as demonstrated 
during the June 2006 parliamentary elections. The Secretary 
General of the Islamic Constitutional Movement (ICM) told 
Poloff that the ICM\'s stance on women\'s issues had moderated 
to some extent due to the increased influence of moderates 
within the organization. He expressed hope that by the next 
elections or the following ones the ICM could even nominate 
women to run for Parliament. 


2. (C/NF) Comment: In order to appeal to a larger 
electorate, Islamists are likely to continue to try to get 

out in front on issues like fighting corruption, promoting 
economic development, defending Bidoon (stateless Arabs) 
rights, and obtaining more state benefits for women. The 
ICM, the largest and most well-organized political 

association in Kuwait, is most successful at this and their 

six MPs tend to be some of the most vocal advocates for these 
issues. While the ICM\'s current leadership tends to be more 
moderate on women!\'s rights issues, the organization\'s 
conservative tribal base is more resistant to social changes. 
Other members of the Islamic Bloc are similarly influenced 
by their conservative, predominantly tribal constituencies on 
social issues. These social factors will likely continue to 
influence Islamist parliamentarians\' positions on women\'s 
issues, even those who themselves hold more moderate 
opinions. End summary and comment. 


Islamists Support More Benefits for Women 


3. (C/NF) The women\'s proposal recently drafted by Islamist 
parliamentarians (ref C) is primarily a political move 

intended to win the support of their new female constituents, 
and does not represent any significant change in their 


Column 3 

position on women!\'s rights issues. It is important to note 

that the proposal is concerned with increasing the benefits 
provided to Kuwaiti women, not their social and political 

status. While it was drafted by four Islamist MPs, the 

proposal is supported by the entire 17-member Islamic Bloc. 
Salafi MP Ahmed Bager, a former Minister of Justice and the 
Coordinator of the Islamic Bloc, told Poloff that while the 
proposal\'s chief aim was to increase women\'s social benefits, 
it also included some Islamist initiatives, such as 

prohibiting women from working in men\'s barbershops and other 
potentially morally degrading professions. He explained that 
this was intended to protect women. 


4. (SBU) Ina recent interview, Bager said the Islamic Bloc 
attaches great importance to women\'s issues and supports 
legislation banning \"the manipulation of women\"; easing 
retirement for mothers of handicapped children; providing 
employment for sons of Kuwaiti mothers; granting employment 
benefits to non-working housewives caring for their children; 
and giving housing and rental allowances to all Kuwaiti 
women. In late-October, independent Islamist MP Faisil 
Al-Muslim submitted two separate proposals to increase 
benefits provided to Kuwaiti women married to non-Kuwaiti 
men, specifically exempting their children from paying 
residence fees and providing them with free health care. 
(Note: Children born in Kuwait inherit the nationality of 

their father. End note.) 


Islamists Pragmatic on Women\'s Issues, Within Limits 


5. (SBU) Islamists have proven relatively pragmatic on 
women\'s issues, albeit within limits, and have been willing 

to alter their position when politically expedient. For 
example, during the June 2006 elections Islamist candidates, 
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some of whom voted against women\'s suffrage legislation in 
2005, actively courted female voters, establishing women\'s 
campaign committees staffed by their female relatives and 
friends and hosting women at their election tents. MP Jaman 
Al-Hirbish, a member of the Women\'s Affairs Committee in 
Parliament and the Islamic Constitutional Movement (ICM), the 
political arm of the Kuwaiti Muslim Brotherhood, announced 
recently that his female staff would answer questions and 
receive requests from female constituents at his diwaniya 
every Saturday evening. Another ICM MP, Dr. Nasser Al-Sane, 
also announced recently that he would \"form a women\'s 
consultative committee to inform (him) of the demands of 
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women in (his) constituency and take them to the Parliament.\" 
Other Islamist MPs have similarly established means of 
receiving requests for assistance from their female 
constituents. 


ICM Moderates Influencing Position on Women\'s Issues? 


6. (C/NF) Dr. Bader Al-Nashi, the Secretary General of the 

ICM, told Poloff December 5 that the ICM\'s more moderate wing 
was gaining influence vis-a-vis its more conservative 

elements, particularly after the ICM gained four seats in the 
2006 parliamentary elections. Evidence of this can be seen 

in the organization\'s more moderate approach on women\'s 
issues, he argued. He added that the ICM would soon 

establish an internal Women\'s Committee, something that would 
not have been possible several years ago due to opposition 

from conservatives within the organization. Al-Nashi also 
expressed hope that the ICM would one day, \"maybe in four or 
eight years,\" be able to nominate women to run for Parliament. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


LEBARON 


88346 

PP RUEHBC RUEHDE RUEHDIR RUEHKUK 

DE RUEHKU #4580 3401406 

ZNY SSSSS ZZH 

P 061406Z DEC 06 

FM AMEMBASSY KUWAIT 

TO RUEHC/SECSTATE WASHDC PRIORITY 7794 

INFO RUCNIRA/IRAN COLLECTIVE PRIORITY","S E C R E T KUWAIT 004580 
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NOFORN 
SIPDIS 


STATE FOR NEA/IR AND NEA/ARP 


E.O. 12958: DECL: 12/05/2016 

TAGS: PGOV, PINR, IR, KU, KUWAIT-IRAN RELATIONS 

SUBJECT: KUWAITI \"AHWAZ ACTIVIST" MEETS WITH EUROPEAN 
EMBASSIES, CLAIMS USG SUPPORT 


Column 3 
Classified By: DCM Matt Tueller for reason 1.4 (d) 


1. (S/NF) Over the past several months, a Kuwaiti in his 
mid-fifties named Faisal Al-Khazal has met with several 
European embassies in Kuwait to enlist their support for his 
alleged Ahwazi opposition group. (Note: Ahwaz is the 
Arabized name of the capital of Khuzestan, a predominantly 
Arab province in Western Iran near Iraq. End note.) 

Al-Khazal claims to be a descendant of Shaykh Khazal Khan, 
the last Arab ruler of Khuzestan, and runs a website devoted 
to Ahwaz issues: www.stateofarabistan.org. Several European 
Ambassadors who met with Khazal at his request told Poloffs 
that Khazal claimed to have close connections to the U.S. 
Embassy in Kuwait and to receive unspecified U.S. support. 
When asked if this were true, Poloffs responded that we were 
unfamiliar with Khazal and did not provide him support. 
(Comment: While at the Embassy for consular services in 
September, Khazal complained to Conoffs about \"persecution\" 
in Kuwait and asked for U.S. assistance in establishing 
Ahwaz-focused NGOs in the U.S. Conoffs advised him that they 
were not responsible for these issues and refused his 

request. No other State officials have met with him apart 

from this. End comment.) 


2. (S/NF) Khalil Delavi, an Iranian Ahwaz activist living in 
Kuwait for more than 30 years, told Poloff December 4 that 
Khazal was \"crazy\" and had \"no relation at all to the Khazal 
family.\" According to both Delavi and the Austrian 
Ambassador to Kuwait, Khazal claims to have met personally 
with Secretary Rice and U/S Burns. Delavi, a member of the 
Democratic Solidarity Party of Al-Ahwaz, said Khazal even 
forged Secretary Rice\'s signature on a letter he sent to the 
Unrepresented Nations and Peoples Organization 
(www.unpo.org), a copy of which Delavi said he would try to 
obtain. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


LEBARON 


88347 

PP RUEHDE RUEHDIR 

DE RUEHKU #4581 3401408 
ZNY SSSSS ZZH 

P 061408Z DEC 06 

FM AMEMBASSY KUWAIT 


Column 3 
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RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY","S E C R E T KUWAIT 004581 


SIPDIS 


NOFORN 
SIPDIS 


STATE FOR PM, S/CT, NEA/ARP, EB/ESC 
NSC FOR HINNEN 
DOE FOR IE 


E.O. 12958: DECL: 12/06/2016 

TAGS: ENRG, PTER, EPET, KU, OIL SECTOR 

SUBJECT: CRITICAL ENERGY INFRASTRUCTURE: ADDITIONAL DETAIL 
ON AREAS OF POSSIBLE USG-KUWAITI COOPERATION 


REF: KUWAIT 4562 
Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (S/NF) On December 6, Econoff spoke with Ali Al-Obaid, 
Deputy Chairman of Kuwait\'s Oil Sector Services Company 
(OSSCo) to seek further clarification of Kuwaiti needs for 

USG assistance on critical energy infrastructure security. 
OSSCo is the subsidiary of Kuwait Petroleum Corporation (KPC) 
responsible for security. This discussion followed a meeting 
with Al-Obaid on the same subject on 29 November (reftel). 
Al-Obaid expanded on his previous comments concerning 
possible USG assistance with long-term strategic planning, 
saying that what the GOK needed was assistance with planning, 
organization, and managerial processes rather than tactics, 
equipment and physical infrastructure. When asked for 

specific requirements, Al-Obaid answered that the GOK needs 
advice on matters such as: 


-- Optimizing the structure and staffing of the energy 
infrastructure security organization; 


-- Establishing performance benchmarks and metrics; 
-- Developing systems to identify and revise long-term 
objectives and enable planning and investment decisions to 


meet those objectives; 


-- Designing processes for continual updates of threat 
assessments and corresponding adjustments to security posture; 


-- Improving the initial training and qualification program 


Column 3 
for security personnel; 


-- Designing a system for periodic re-qualification, 
retraining, drills, and exercises; 


-- Creating an effective system for intelligence 
dissemination. 


2. (S/NF) Al-Obaid explained that what Kuwait does not need 
are more vulnerability assessments, tactical recommendations, 
and proposals for new hardware and technology. He also 
emphasized that OSSCo is not actively seeking USG assistance, 
but if assistance is being offered, he would prefer that it 

be in the areas outlined above. He added that OSSCo\'s lead 
consultant, the British firm Global Village, is working with 

KPC security managers to complete a study by the end of 
January 2007 which will address some of the points listed 
above. Al-Obaid said the best time for the USG to send 
advisors would be in March, after completion of the Global 
Village study and after Kuwaiti holidays in February. 

For more reporting from Embassy Kuwait, visit: 

http://www .state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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88348 

RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHPG #1483 3401412 

ZNR UUUUU ZZH 

R 061412Z DEC 06 

FM AMEMBASSY PRAGUE 

TO RUEHC/SECSTATE WASHDC 8321 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE", "UNCLAS PRAGUE 001483 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EUR/NCE EFICHTE, 


E.O. 12958: N/A 

TAGS: ENRG, SENV, PREL, PGOV, EZ 

SUBJECT: PRAGUE HAS LOW-KEY RESPONSE TO AUSTRIAN BORDER 
BLOCKADE OVER NUCLEAR PLANT 


Column 3 
REF: VIENNA 3482 


1. SUMMARY. (U) Austrian opponents of nuclear power blocked 
two border crossings with the Czech Republic on Sunday, 
December 3, to protest the November 3 administrative 
licensing of the Temelin Nuclear Power Plant. The 
anti-nuclear protest was one of the largest since the plant 
began trial operations at its first unit six years ago and 
resulted in considerable media coverage and an MFA protest to 
the Austrian Ambassador. However, the Czechs do not expect to 
make any changes at the plant nor to elevate the dispute. END 
SUMMARY 


2. (SBU) The latest controversy was triggered by something 
called a kolaudace, an official acknowledgment that a 
building was constructed in accordance with a design approved 
earlier. Although each of the units at Temelin has been 
producing power for several years, the kolaudace for Temelin 
was issued on November 3, 2006. The most recent bilateral 
meeting between Czech and Austrian officials took place on 
November 7. Milos Tichy from the Office for International 
Cooperation at the State Office for Nuclear Safety, the 
nuclear regulator, said it was one of the quickest meetings 
ever, with very few questions or controversies. According to 
Tichy, the Austrian officials didn\'t even raise the issue of 

the kolaudace. Tichy added that there was a two-day 
inspection tour of Temelin for the Austrians at the beginning 
of September. 


3. (SBU) Temelin is covered in the 2001 Melk Agreement 
between the Czechs and the Austrians. Put simply, Melk says 
the Czech side will fulfill a list of agreed security 
requirements, and in return, the Austrians will prevent 
political steps such as border blockades. Tichy points out 

the Melk Agreement does not contain any mention of the 
Kolaudace. Tichy explained his office feels that the 
kolaudace is an administrative step that does not reflect any 
change in the plant\'s safety status. He explained the safety 
permits were issued many years ago, before any fuel was 
loaded and any power produced. Tichy argues that nothing has 
happened on the Czech side to violate the terms of the Melk 
Agreement. 


4. (U) The blockades, for one hour at the Gmuend-Ceske 
Velenice crossing and for more than six hours at the 
Wullowitz/Dolni Dvoriste crossing, received significant 

coverage on Czech TV and in the national daily newspapers. On 
December 4, Deputy Foreign Minister Tomas Pojar summoned 
Austrian Ambassador Margot Klestil-Loeffler to discuss the 
issue and request that the Austrians respect the fundamental 
freedom of movement for people and goods. While unhappy with 
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the blockades, the Czechs, don\'t want to see this taken out 
of a bilateral context and say they will resist any effort to 
elevate the matter to the EU level. The Ministry of Foreign 
Affairs made no mention of the blockade, or the diplomatic 
meeting, on its website. 


5. (SBU) Czech officials tend to see the blockades as a 
domestic Austrian issue, though the anti-nuclear movement has 
supporters on both sides of the Czech-Austrian border. Tichy 

felt that this was the first time Austrians have publicly 
acknowledged funding the Czech anti-nuclear group, \"Jihoceske 
Matky\" or \"Mothers Against Temelin,\" led by the Deputy Chair 
of the Green Party, Dana Kuchtova. The Greens entered 
parliament for the first time in June, 2006, with a publicly 
declared position against nuclear power, though they have 

made no progress on the issue. 


6. (U) Temelin has two 1000MW pressurized water reactors, 
making it the largest power plant in the Czech Republic. 

Along with the nuclear plant at Dukovany, which has four 
440MW reactors, the two have 3760MW of capacity and produce 
more than 30% of the nation\'s electricity, some of which is 
exported to neighboring countries, including Austria. By 
contrast, the largest coal-fired plant, at Prunerov, has only 
1490MW of capacity. Shutting down Temelin, and not even the 
Greens are pressing for this, is not a realistic option in 

the eyes of most Czech politicians. 

GRABER 
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PP RUEHWEB 

DE RUEHYE #1683 3401412 

ZNR UUUUU ZZH 

P 061412Z DEC 06 

FM AMEMBASSY YEREVAN 

TO RUEKJCS/SECDEF WASHDC PRIORITY 
RUEHC/SECSTATE WASHDC PRIORITY 4516 
INFO RUEHGB/AMEMBASSY BAGHDAD 0016 
RHMFIUU/HQ USCENTCOM MACDILL AFB FL//J5// 
RHMFISS/CDR USEUCOM VAIHINGEN GE//J2/J5/HSE//","UNCLAS YEREVAN 001683 


SIPDIS 

SIPDIS 

E.O. 12958: N/A 

TAGS: PGOV, MOPS, PREL, AM, IZ 

SUBJECT: ARMENIAN PARLIAMENT REAUTHORIZES IRAQ DEPLOYMENT 
FOR ANOTHER YEAR 


REF: A. A) YEREVAN 1677 
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B. B) USDAO YEREVAN 201320Z NOV 06 
C. C) USDAO YEREVAN 011403Z DEC 06 


1. The National Assembly voted December 6 to reauthorize the 
Armenia\'s troop deployment to Iraq. The 85-19 vote followed 
two days of vigorous debate, and the personal appearance of 
Defense Minister Serzh Sargsian who debated with some 
skeptical deputies the wisdom of the deployment on the 
parliament floor. Sargsian portrayed Armenia\'s continued 
deployment as important to maintaining Armenia\'s credibility 
as a reliable partner of the United States and the 

international community. He also pointed out that Armenia\'s 
contribution is modest in comparison to the troop deployments 
of regional rivals Azerbaijan and Georgia, each of which have 
sent both larger contingents and combatant troops to Iraq. 
The junior governing coalition partner, the nationalist ARF 
Dashnaktsutyun party, joined the parties of the \"Justice\" 
opposition alliance in opposition to the deployment 

extension. The ARF concern is that Armenia\'s deployment 
potentially endangers ethnic-Armenian minority populations in 
nearby Arab states, in which the U.S.-led troop presence in 
Iraq is unpopular. 


2. Armenia\'s contingent of almost 50 soldiers 
(doctors/medics, deminers, and truck drivers) are attached to 
the Polish-commanded Multi-National Division-Central South 
(MND-CS). Armenia is on its fourth six-month troop rotation 
in Iraq. Armenia suffered its first Iraq casualty November 

11, when First Lieutenant Nalbandian lost part of a leg to an 
IED attack (Ref B). 


3. COMMENT: Sargsian\'s recent Iraq visit to the Armenian 
troops and with U.S. and Iraqi commanders (Ref C) enhanced 
both his personal commitment and domestic political 
credibility on the Iraq deployment issue. Sargsian\'s ruling 
Republican Party\'s overwhelming control of the National 
Assembly, combined with Sargsian\'s personal backing, led to 
the lopsided vote in favor of the deployment extension. The 
outcome belies a significant strain of skepticism among 
Armenian parliamentarians, and generally negative public 
opinion, about the wisdom of putting Armenian troops into 
harm\'s way in Iraq. 
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RR RUEHWEB 

DE RUEHBW #1974/01 3401415 

ZNR UUUUU ZZH 

R 061415Z DEC 06(CCY ADD ADDRESSEE AD05707E1 MSI3038-536) 


Column 3 

FM AMEMBASSY BELGRADE 

TO RUEHC/SECSTATE WASHDC 9853 
RUEHBS/USEU BRUSSELS 

INFO RUEHVB/AMEMBASSY ZAGREB 1382 
RUEHVJ/AMEMBASSY SARAJEVO 0283 


SIPDIS 
CORRECTEDCOPY--ADDRESSEE ADDED 


STATE FOR EUR/SCE RIEHL 
USEU BRUSSELS FOR MOZUR 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: ETRD, ECON, PREL, HR, SR 

SUBJECT: CEFTA - SERBIA SEEKS COMPROMISE ON CIGARETTES; 
U.S. BUSINESS INTERESTS INVOLVED 


REF: ZAGREB 1400 


SUMMARY 

1. (SBU) In order to break an impasse on the initialing of 

the Central European Free Trade Agreement (CEFTA), the 
Government of Serbia (GOS) has offered a concession to 
Croatia on cigarette duties. In a November 30 letter, 
Serbia\'s chief negotiator offered to lower the overall 

level of protection for imports, a move that would be 
consistent with WTO standards, according to local experts. 
Serbian officials believe that Croatia\'s position is overly 
inflexible given market realities, but hope that a 

resolution can be reached that would allow initialing of 

the CEFTA agreement by December 19. Philip Morris, which 
owns the largest cigarette factory in Serbia, is pressuring 

the Serbian Government to honor the commitments it made to 
support domestic manufacturers until the end of 2009. END 
SUMMARY. 


COMMITMENTS TO FOREIGN INVESTORS 

2. (SBU) The Government of Serbia announced on November 9 
that it would not initial CEFTA, but, clearly feeling the 

pressure, it has continued to seek a way out of the 

stalemate. Serbia\'s reluctance stems from Croatia\'s demand 
that Serbia reduce its excise tax on imported cigarettes to 

the level of excise on domestic cigarettes, without 

increasing cigarette import duties. However, the GOS faces 
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strong pressure from foreign cigarette producers because of 
prior commitments made to Philip Morris, British American 
Tobacco and Japan Tobacco International. Philip Morris 
purchased the largest cigarette factory in Serbia for 
hundreds of millions of dollars in 2003. 


5. (U) The current protection for the cigarette industry 

was a commitment to foreign investors who took on heavy 
obligations regarding investment, employment, and use of 
local tobacco in their privatization agreements. The 
excise tax favors domestic manufacturers over foreign in a 
1:10 ratio with a 30 percent ad valorem tax. In January 
2007, the ratio goes to 2:10 with a 40 percent ad valorem 
tax, before reaching a 5:5 ratio with a 50 percent ad 
valorem tax in 2010. However, Serbia came under heavy 
pressure from all quarters to abandon this system, which is 
clearly discriminatory. 


6. (SBU) On November 6, Serbia proposed an alternative that 
is consistent with World Trade Organization (WTO) and 
European Union standards. It would equalize excise taxes 
while increasing Serbia\'s relatively low import duties on 
cigarettes, with no net increase in protection. It also 
provided a phased structure that would put all CEFTA 
cigarette manufacturers on equal footing by 2010. The EU, 
in a November 21 letter from Commissioners Rehn and 
Mandelson, affirmed the WTO-consistent status of the Serb 
offer, while Stability Pact trade expert Mary OVMahony 
confirmed that the Serbian offer provides an equivalent 
level of protection. 


7. (SBU) Croatia, however, rejected Serbia\'s proposal on 
the principle that CEFTA negotiations could be concluded 
only on the basis of a standstill in protection levels -- 

that is that tariff levels in the previous bilateral 
agreements, in effect, constitute a ceiling for the new 
CEFTA agreement. Such a position poses a dilemma for 
Serbia: if it abandons the discriminatory excise, while 
keeping its tariff level low, it would have no other means 
to provide the promised protection to domestic producers. 


8. (SBU) Philip Morris, in particular, has been outspoken 
in demanding that the GOS not retreat from the overall 
protection guaranteed in privatization agreements. (Philip 
Morris has invested about USD 560 million in its Nis 
cigarette operation and is the market leader in Serbia.) 
However, Eugenio Sidoli, general director of Philip Morris, 
told econoff that the industry, which is sensitive to 
Serbia\'s desire to initial the CEFTA pact, had agreed to 
the lower protection level in Serbia\'s November 30 offer to 
Croatia, which would reduce the current level of protection 


Column 3 
from EURO 8.9 per 1,000 cigarettes to 8.4 in April, 2007. 


9. (SBU) Croatia\'s insistence on a standstill has further 
complicated prospects for a deal, O'Mahony pointed out, 
because such a stance also undercut a tentative agreement 
between Bosnia and Croatia on agricultural tariffs. 

Croatia had agreed on October 20 to higher tariffs for 


agricultural imports in Bosnia and Herzegovina (BIH), but 
the Croats reportedly did an about-face on November 7 and 
have asserted the standstill principle in further 

discussions both with Serbia and Bosnia. \"They were 
willing to change it for Bosnia, till Serbia requested the 
same treatment,\" O'Mahony said. 


10. (SBU) O\'Mahony said that Stability Pact officials are 
concerned that, even if the Serbs and Croats find some way 
to work around the cigarette impasse, Bosnia could still be 
left out in the cold over agricultural tariffs. Rehn and 
Mandelson, in their November 21 letter to Croatian Prime 
Minister Sanader, zeroed in on this issue: \"We were 
particularly disappointed to learn that, after having 

reached an agreement in principle with the Bosnian side at 
the last negotiating round; the Croatian negotiators were, 
in an apparent change of position, unable to confirm a 
possible deal on agricultural concessions.\" 


11. (SBU) Many in Serbia\'s tobacco industry perceive 
Croatia\'s position as unreasonable. Eugenio Sidoli, 
general director of Philip Morris, told econoffs that 
Croatia\'s monopoly producer controls 6 percent of Serbia\'s 
market, which is three times larger than Croatia\'s. 
However, Serbian producers have zero market share in 
Croatia because of a discriminatory tobacco classification 
system that categorizes all imported cigarettes, regardless 
of brand, in the category with the highest excise tax. He 
said that during accession negotiations, the EU had asked 
Croatia to change this system, but the transition period 
could last years. 


12. (SBU) OVMahony, who termed the latest Serb offer 
\"quite attractive,\" is at a loss to explain the Croatian 
stance. While the Sanader government certainly faces 
pressure from its government-owned tobacco producer, other 
Croatian producers should be in a position to exploit a 
more liberal trade regime, she explained. (Croatia 
exported USD 9.3 million in cigarettes to Serbia in 2005, 
roughly 6 percent of the total market, while total exports 
were only USD 17.3 million, far less than 1 percent of 
Serbia\'s total imports.) OVMahony said that, given the 
underlying economics, Croatia\'s position simply doesn\'t 


Column 3 
make sense. 


13. (SBU) COMMENT. Serbia will continue to seek ways out 
of this impasse; it clearly wants to sign the CEFTA deal in 
Bucharest on December 19. But cigarette producers here 
have told the GOS bluntly that they want compensation if 

the protection levels are substantially reduced before the 
promised phaseout at the end of 2009. There is a strong 
feeling in Belgrade that Zagreb is being unreasonable and 
that its position is, in essence, that what\'s ours is ours, 

while yours is negotiable. 
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PP RUEHDE RUEHDIR 

DE RUEHKU #4582 3401416 

ZNR UUUUU ZZH 

P 061416Z DEC 06 

FM AMEMBASSY KUWAIT 

TO RUEHC/SECSTATE WASHDC PRIORITY 7796 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE PRIORITY" "UNCLAS KUWAIT 004! 


SIPDIS 
SIPDIS 
DEPARTMENT FOR NEA/ARP, S/CT 


E.O. 12958: N/A 

TAGS: PTER, PREL, PGOV, PHUM, KU, TERRORISM 

SUBJECT: KUWAIT HIGH COURT REVERSES GUILTY VERDICT OF 
GUANTANAMO RETURNEE 


REF: A. KUWAIT 3055 
B. KUWAIT 4429 


1. On December 5, Kuwait\'s highest court, the Court of 
Cassation, overturned the guilty verdict of Nasser Najar 
Al-Mutairi, the first Kuwaiti returned from detention at 
Guantanamo Naval Base. The high court reversed the guilty 
verdict and the five year sentence handed down by the Court 
of Appeals on November 1, 2005. The Court of Appeals 
decision followed Al-Mutairi\'s trial court aquittal on June 

15, 2005 of charges of joining an illegal terrorist 
organization, joining the armed forces of a foreign country 
and carrying out hostile acts against another country. 
Al-Mutairi was released from state custody on November 7, 
2006 pending issuance of a final verdict by the high court. 
(Reftel B). 
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2. The decision by the Court of Cassation represents the last 
step in the judicial process and there are no further appeals 
possible. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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OO RUEHDA 

DE RUEHAK #6599/01 3401417 

ZNR UUUUU ZZH 

O 061417Z DEC 06 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0212 
RUEKJCS/CJCS WASHDC IMMEDIATE 
RUEKJCS/SECDEF WASHDC IMMEDIATE 
RUEKJCS/OSD WASHDC//PA 

RUEUITH/ODC ANKARA TU 

INFO RUEHTH/AMEMBASSY ATHENS 7630 
RUEHIT/AMCONSUL ISTANBUL 1750 
RUEHDA/AMCONSUL ADANA 1399 
RUEHBS/AMEMBASSY BRUSSELS 5603 
RUEHBS/USEU BRUSSELS 
RUEHNO/USMISSION USNATO 5323 
RUCNDT/USMISSION USUN NEW YORK 1984 
RUEUITH/DET 1 39LG ANKARA TU 
RHMFIUU/USDOCO 6ATAF IZMIR TU 
RHMFIUU/390S INCIRLIK AB TU 
RHMFIUU/AFOSI DET 523 IZMIR TU 
RHMFIUU/39ABG INCIRLIK AB TU 
RHMFIUU/AFOSI DET 522 INCIRLIK AB TU 
RUEUITH/AFLO ANKARA TU" "UNCLAS SECTION 01 OF 03 ANKARA 006599 


SIPDIS 
SIPDIS 


DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
WEDNESDAY, DECEMBER 6, 2006 


Column 3 
In Today\'s Papers 


Turks Defy EU Efforts for Suspending Talks 

All papers report France and Germany are seeking a specific 
timetable, an 18-month deadline, for Turkey to open its ports and 
airports to Greek Cypriot traffic, although leaders Chirac and 

Merkel have been forced to moderate their hard line positions. 
Prime Minister Erdogan phoned Merkel, telling her to avoid a 
historic mistake by making new demands on Turkey, adding that the 
European Union has more to lose than Ankara if relations worsen. 


A senior source from the Turkish government told Radikal that like 
the EU, Ankara is preparing to put the brakes on relations, planning 
to slow down progress on political issues if there is no easing of 

the partial suspension of negotiations at the upcoming EU summit on 
December 14-15. 


\"The negotiation process will be impacted but will continue,\" said 
visiting Swedish Foreign Minister Carl Bildt after a meeting with 
his Turkish counterpart Abdullah Gul yesterday. At a joint press 
briefing with Gul, Bildt said, \"Turkey\'s modernization is the most 
significant process that Europe has. We all know that it is not 
completed; there are still steps to be taken.\" Bildt noted, \"Turkey 
is not a neighbor of Denmark and Sweden. Turkey is situated in a 
volatile and strategically significant region.\" Gul said, \"We think 
that in the end everybody will consider Turkey\'s membership talks 
from a strategic perspective.\" 


Papers carry an open letter sent by eight members of the House of 
Lords to The Daily Telegraph, which said, \"The partial suspension of 
Turkey\'s accession to membership of the European Union is insulting 
to the Turkish people. Turkey, a secular state and significant 

member of NATO, is now being driven away from Europe and toward 
Islamic fundamentalism.\" Zaman says the MPs also asked the British 
government to launch direct flights to Turkish Cyprus, urging for an 
end to the international isolation of the north. 


Editorial Commentary on Turkey-EU 


Murat Yetkin commenting in the liberal-intellectual Radikal notes 
that Turkey has plans of its own for the direction of its EU entry 
process: \"The EU leaders\' latest decision on postponement of the 
negotiations encouraged the government to be prepared to put the 
brakes on the EU-Turkey relationship. Sources say that there is 
still debate in the government as to whether to announce these 
measures at the end of the summit on December 14-15, but they add 
that these measures will be noticed when they are implemented. 
Turkey\'s reaction to the possible postponement decision at the 
summit already worries the EU commission, and some leaders are 
already advising Turkey to continue the negotiations and to not 
react harshly, regardless of the decision coming out of the summit. 
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It is hard to guess whether it is going to be in Turkey\'s interest 
if the government decides to put the brakes on the EU-Turkey 
relations, but the issue is already n the government\'s agenda.\" 


Erdal Safak writing in the mass appeal Sabah suggests Turkey play 
the energy card: \"One of the priority items on Merkel\'s agenda when 
she takes over the term presidency of the EU is the energy issue. 
Because the EU has to develop a concrete partnership with the 
countries who produce energy and who transfer it. Azeri and 
Kazakhstan oil and natural gas can be transferred to Europe either 
through Russia or Turkey. After last winter\'s problems with Russia, 
the EU prefers Turkey to be the transit country. The energy issue 

is covered in the negotiations under chapter 15 and this chapter is 
not included among eight chapters to be postponed. So why doesn't 
Turkey use this chapter 15 in response to the EU decision to 
postpone eight chapters and say \'l am postponing the energy 
integration with the EUV? Maybe, this will resolve the issue." 


ANKARA 00006599 002 OF 003 


Opposition, Business Circles Negative on Erdogan as President 
Hurriyet, Sabah, Radikal, Cumhuriyet, Zaman and Yeni Safak: On 
Tuesday, the Turkish opposition parties urged Prime Minister Recep 
Tayyip Erdogan to call an early general election, saying this would 
help defuse strains over secularism and the troubled ties with the 
EU. VI urge Erdogan to display an honest and democratic attitude." 
said Deniz Baykal, leader of the main opposition CHP. Baykal said 
he would not object if the general elections are in April and if the 
AKP wins again, Erdogan could move on to get elected president by 
the parliament in May. Mehmet Agar, leader of the center-right DYP, 
also urged Erdogan to call an election in the spring. A leading 
Turkish industrialist, Mustafa Koc said Erdogan\'s presidency 
abandoning AKP would create \"serious consequences\" for his party, 
lining up behind earlier remarks by another top businessprson, 

Guler Sabanci, who had said Erdogan staying in active politics, i.e. 
not the presidency, would be better for Turkey. 


Baser, Ralston to Meet in Europe 

Sabah reports Turkish and American special envoys for countering the 
PKK, retired generals Edip Baser and Joseph Ralston, are to hold 

\"The PKK and Europe\" meeting in a European city this month. US and 
European terrorism experts will participate in the meeting. 


Pamuk Due in Sweden to Receive Nobel Prize 

Hurriyet, Milliyet, Sabah, Radikal and Cumhuriyet report Turkish 
novelist Orhan Pamuk will fly Wednesday with his daughter to 
Stockholm where he will be awarded the Nobel Prize for literature. 
Pamuk said before departing for Sweden that he would deliver a 
speech on Wednesday before receiving the prize Sunday. The Turkish 
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embassy in Stockholm is to host a luncheon and a reception in honor 

of Pamuk to which Turkish and Swedish media members, politicians and 
businessmen will be invited. Sabah reports a sign posted on 

Stockholm streets, bus stops and commuter vehicles welcomed Pamuk, 
saying, \"Dear Mr. Pamuk, as a small token of appreciation, we\'ve 
registered pamukforpresident.se for you.\" 


TV Highlights 
NTV (7 A.M.) 


Domestic News 


- On Wednesday, Prime Minister Erdogan will travel to Syria for a 
one-day visit to meet with the Syrian Head of State Assad and Prime 
Minister Otri. 


- Turkish religious affairs Diyanet head Professor Ali Bardakoglu 

said when asked whether he could respond to the goodwill gesture of 
Pope Benedict XVI by crossing himself in a church, that he could 
visit a church as a tourist, not as a worshiper. 


- Turkish security forces on Tuesday killed five PKK militants in 
clashes in the mainly Kurdish border province of Sirnak where two 
soldiers were also killed by a landmine blast. The security forces 
confiscated nearly four tons of food supplies, weapons and materials 
used in mine construction from a cave used as a winter base by the 
PKK. 


- Turkey has been fined by the European Court of Human Rights to pay 
Euro 183,748 in compensations in 17 different cases of torture, 
mistreatment and rights violations in the country. 


- Turkey\'s Constitutional Court is considering a request for the 
annulment of social security reforms. 


- State Minister Ali Babacan said inflation would be curbed to 
\"single digits\" by the end of the year. 


International News 
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- President Bush said during a meeting with Shiite leader Abdul Aziz 
al-Hakim that Washington was not satisfied with the pace of progress 
in Iraq. 


- Iraqi President Talabani and Kurdish leader Barzani agreed in a 
recent meeting that resolving the Kirkuk problem was their top 


Column 3 
priority. 


- Greek Foreign Minister Dora Bakoyannis said the shape of ties 
between Turkey and the EU had an impact on Turkey-Greek relations. 


- Greek Cypriot leader Papadopoulos maintained UNSYG Annan blamed 
both sides for the deadlock in Cyprus. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PARM, PREL, PTER, KDEM, KMPI, KNNP, KWMN, SMIG, ECON, 
MUNC, MU 

SUBJECT: SCENESETTER FOR VISIT OF NEA A/S WELCH TO MUSCAT 
(DECEMBER 11-13) 


REF: A. MUSCAT 1641 (NOTAL) 
B. MUSCAT 1630 
C. MUSCAT 1628 
D. MUSCAT 1599 
E. MUSCAT 1514 


Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


Summary 


1. (C) Embassy Muscat and | warmly welcome your visit to 
Oman. Oman remains a dependable friend and ally and 
cooperates with us on a wide range of subjects, although it 
prefers to maintain a low profile. Regional threat issues 

are a prominent concern for the Omani leadership; however, 


Column 3 

OmanVs perspective on the threat posed by Iran often is 
different than that of the USG and even its GCC partners. 
Omani officials and the Sultan in particular, will be eager 

to hear your views on Iran and other key regional issues 
including Iraq, Lebanon and the Israeli-Palestinian conflict. 
Oman continues to be one of the most stable countries in the 
region. Efforts to increase citizen participation in 

government continue, but at a slow pace. Fueled by high oil 
prices, Oman is enjoying solid economic growth and a healthy 
budget surplus. The U.S.-Oman Free Trade Agreement should 
give a boost to Oman\'s ambitious economic diversification 
efforts. Your visit will present an opportunity to help prod 

the Omanis to move forward with efforts to combat trafficking 

in persons, and to improve their cooperation on MEPI programs 
outside the economic sphere. End Summary. 


Regional Security Issues 


2. (C) While neither the political nor military leadership 

wants to describe Iran as a threat (they are quick to remind 

us that \"Iran is not an enemy”), Omani officials have 
indicated -- including during Gulf Security Dialogue meetings 
in October (ref E) -- that they are very concerned with 

Iran\'s nuclear ambitions. They realize, for example, that a 
nuclear-capable Iran would likely sour Saudi Arabia, Egypt 
and other countries to pursue their own programs. Yet Oman 
is determined to protect its good relations with Iran, and 
continues to advocate dialogue, rather than confrontation, to 
discourage Tehran\'s nuclear activities. Senior Omanis advise 
us that bringing UN Security Council pressure against Iran 
may strengthen hard-line attitudes while closing the door to 
IAEA inspections. Nevertheless, Oman may slowly be coming 
around to viewing sanctions as the only recourse to halt 

Iran\'s nuclear weapons ambitions. Minister bin Alawi has 
previously urged the Iranians to adopt a more cooperative 
approach. 


3. (C) The Omani leadership remains concerned with Iraq\'s 
future and will want to hear your views on the situation 

there. More importantly, they will likely press you on what 
new directions the U.S. may take in Iraq in the wake of the 
November election for the U.S. Congress and the release of 
the Iraq Study Group report. Though not a major financial 
donor (Oman pledged USD 3 million at the Madrid conference), 
Oman has supported our efforts to promote security and 
political stability in Iraq. Iraq\'s Foreign Minister met 

with his Omani counterpart in Muscat on November 14, 2005; 
the Omani government has completely forgiven Iraqi debt. 


4. (C) Omani officials are also troubled by events in 
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Lebanon and a perceived lack of movement in the 
Israeli-Palestinian peace process. The same holds true for 
Afghanistan/Pakistan, especially as Oman is seeing an 
increase in illegal smuggling of people (mostly migrant 
workers) and drugs coming from Afghanistan/Pakistan, often 
with Iranian involvement. Oman closed the Israeli Trade 
Mission in Muscat in 2000 during the Second Intifada, but 
supports the Roadmap process and still maintains good 
communications with Israeli officials. 


5. (C) Oman and Saudi Arabia are the only GCC states that 
have not yet signed NATO\'s Istanbul Cooperative Initiative 
(ICH). Omani officials in Brussels, however, maintain 

regular - though infrequent - contact with NATO International 
Staff members, and representatives from Oman will participate 
in a NATO-ICI conference in Kuwait City on December 10-11. 
Minister bin Alawi told the Ambassador December 6 that Oman 
remains interested in ICI events and activities and would 
participate &as appropriate,8 but is not yet prepared to 

join formally. 


Counter-Terrorism and Non-Proliferation 
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6. (S/NF) The Sultanate has publicly condemned several 
high-profile terrorist attacks in the region, while stressing 
religious tolerance at home. The Omani security and 
intelligence services are professional, well-funded and 
motivated. While there have been no reported incidents of 
international or domestic terrorism in Oman, there were 
arrests of an Ibadi extremist group in 2005, members of which 
included military, clerical, and private citizens. One of 

those arrested was previously convicted in the attempted 
murder of two British nationals in two separate incidents, 

one in 2003 and one in 2004. Also in 2005, two Omani 
citizens accused of participation in extremist activities 

were repatriated from abroad, one of whom was arrested while 
attempting to conduct a suicide operation against coalition 
forces. 


7. (S/NF) While Oman is continually challenged by the threat 
from extremists hiding among the significant and increasing 
number of economic migrants and narcotic smugglers that pass 
through Gulf countries, including Oman, there is little 

evidence that al-QaVida or other terrorist organizations 

transit Oman in significant numbers. Nevertheless, Oman with 
its relatively open and welcoming society and increasing 
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numbers of Western tourists, remains vulnerable to terrorist 
attacks. Confident in its security forces and procedures, 
however, Omani officials naively continue to argue, \"It can\'t 
happen here.\" 


8. (C) Oman is an active participant in two port/cargo 
security programs sponsored by the USG: the Container 
Security Initiative (administered by the Department of 
Homeland Security), which pre-screens containerized cargo 
being shipped to the U.S.; and the Department of Energy\'s 
MegaPorts Initiative, which is working to install equipment 
at Omani ports to identify nuclear material. The Omani 
government has assured us of its adherence to the principles 
of the Proliferation Security Initiative (PSI), and sent 
observers to the PSI exercise \"Anatolia Sun\" in May. It 
declined, however, to participate in \"Leading Edge\" in 
October, citing late notice and preparations for its upcoming 
GCC military exercises, and is reluctant to publicize its 
support for PSI. 


Economic Highlights 


9. (U) Oman\'s economy is based primarily on petroleum and 
natural gas, which are expected to account for 81% of the 
government\'s revenue in calendar year 2006. High oil prices 
in 2005 led to a record Omani budget surplus of USD 3.8 
billion and GDP growth of 21.7 percent, despite a steady 
decline in oil production since 2001. Similar performance is 
expected this year. Oman actively seeks private foreign 
investors, especially in the industrial, information 

technology, tourism and higher education fields. 


10. (C) The U.S.-Oman Free Trade Agreement was ratified by 
the U.S. Congress earlier this year and signed by the 
President on September 26 and by the Sultan days afterwards. 
The target date for implementation is January 1, 2007, 
although this will likely slip. The Sultan has a personal 

interest in the FTA and has instructed his ministers to 

actively work for its success. To reduce dependence on 
dwindling petroleum reserves, Oman has embarked on an 
ambitious industrialization and economic diversification 
program. Several billion dollars of U.S. investment have 
poured into Oman in the past few years, including from Dow 
Chemical (petrochemical complex), Bechtel (aluminum smelter) 
and Occidental Petroleum. 


Democratic Reform/MEPI 


11. (C) Oman recently commemorated the 25th anniversary of 
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the establishment of its Consultative Council. It has since 
evolved into a bicameral body comprised of the Majlis 
al-Doula (appointed by the Sultan) and the directly elected 
Majlis al-Shura. The Majlis al-Shura has slowly been given 
expanded powers since its creation in 1991, including the 
right to review and propose changes to (but not veto) 
legislation, question ministers, and examine government 
financial plans. The Sultan himself is very interested in 
promoting citizen participation in government and creating 
transparent institutions that operate under the rule of law 

(ref A). Government officials contend that Oman\'s course of 
gradual democratic opening has helped preserve the country\'s 
stability and internal security - in marked contrast to 

events in some neighboring states - and accordingly appear to 
have no plans to accelerate the pace of political reform 


MUSCAT 00001670 003 OF 003 


(refs B,C). 


12. (C) Oman cooperates with post on several MEPI-funded 
programs. The Omani government is particularly supportive of 
MEPI projects in the economic sphere, such as workshops and 
training seminars to help Oman prepare for implementation of 
the U.S.-Oman FTA. Recently, however, the Omani government 
has put the brakes on several proposed activities. For 
example, the Council of Ministers rejected a women\'s 
empowerment program that had been designed with the 
enthusiastic backing of the Minister for Social Development. 

A workshop for civil society organizations, and an 
out-of-country seminar for Omani judicial officials, had to 

be postponed at the last minute when the Foreign Ministry 
failed to respond in a timely fashion to written requests for 
approval. Foreign Ministry officials have indicated that 
submitting an &annual work plan8 of proposed MEPI 

activities for review by the Council of Ministers could 

prevent such problems in the future. Raising this subject 

with Minister bin Alawi could help emphasize the importance 

of MEPI to the USG and facilitate improved cooperation. 


Trafficking in Persons 


13. (C) Oman is currently on the Tier 2 Watch List with 

regards to trafficking in persons (TIP), the most significant 

current irritant in our bilateral relationship. The 

Ambassador and emboffs have discussed this issue on numerous 
occasions with senior Omani officials, and even prepared and 
distributed to relevant contacts a suggested action plan, to 

help Oman improve its anti-TIP regime. However, while the 
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government firmly condemns trafficking, it has taken only 
limited steps to strengthen its efforts to combat TIP and has 
so far not followed our action plan recommendations (ref D). 
This foot dragging is likely due in large part to the 
governmentVs failure to recognize the possible extent of 
trafficking involving Oman, as interlocutors often claim that 
migrant workers face fewer problems and enjoy better 
conditions in Oman than elsewhere in the Gulf. You can help 
reinforce posts engagement on this subject by stressing the 
USG commitment to fight TIP in the region and noting that 
inaction could unfortunately lead to Oman being placed in 
Tier 3. 


14. (C) Muscat is the home of the Middle East Desalination 
Research Center (MEDRC), established in 1996 through the 
Middle East Peace Process multilateral working group on water 
resources. As the only active MEPP Track II institution in 

the Gulf, the Omani government attaches great significance to 
MEDRC and is very appreciative of the Secretary\'s recent 
letter of support to help commemorate its 20th anniversary. 
Oman remains concerned, however, over funding for MEDRC. 
Minister bin Alawi recently informed the Ambassador that 
current member nations will have to dig deeper in their 
pockets to keep the institution afloat if new members are not 
found to provide an infusion of cash. The Omani government 
sent a delegation to Berlin in August to lobby for German 
participation; the UAE has reportedly expressed &some 
interest8 in joining MEDRC as well. Minister bin Alawi may 
ask you for help in encouraging other countries, as well as 
private donors/foundations, to support MEDRC. 

GRAPPO 
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TAGS: PREL, EAID, ECON, EPET, BO, NL 

SUBJECT: NETHERLANDS/BOLIVIA: GONL REMAINS POSITIVE ON 
MORALES 


REF: THE HAGUE 0031 
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Classified By: Political Counselor Andrew Schofer; reasons 1.4 (b, d). 


1. (C) Summary: Bolivian President Evo Morales, on his second 
visit to the Netherlands this year, continued to impress 

hopeful GONL officials with his goal of social justice and 

his ability to reach political solutions. The Dutch say 

Morales understands the need for good relations with the U.S 
but expresses frustration that the USG does not seem to 
understand his program of reform. End summary. 


2. (C) In a one day visit on November 27, Morales met with 
Foreign Minister Bot, Prime Minister Balkanende, Queen 
Beatrix, Minister of Economics Wijn, and Shell CEO Jeroen van 
der Veer. He also spoke at the Clingendael Institute and 
visited the Dutch Social Economic Council. Dutch MFA 
contacts described him as exhausted and said that this 
affected the quality of his discussions later in the day 
(presumably with Shell and the Queen). Overall, however, 

they reported favorably on the visit. 


On Private Sector Investment 


3. (C) Poloff spoke December 5 with MFA South America 
Division head Gertie Mulder and MFA Bolivia policy officer 
(and one-time Havana DCM) Joke Zuidwijk. According to 
Zuidwijk, Morales made a positive impression on Foreign 
Minister Bot. Morales stressed to Bot that he had avoided 
any nationalizations but rather had come to agreements with 
all parties. 


4. (C) Bolivian Minister of Sustainable Development Carlos 
Villegas visited the northern city of Groningen, home of the 
Gas Union, a key component of the Dutch public/private 
natural gas partnership. Mulder added that representatives 

of Shell were also present. She said that Villegas, too, 

made an excellent impression on his Dutch hosts and seemed 
convinced of the importance of private equity in the 
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exploration and exploitation of natural resources. 


Dutch Technical Assistance to Bolivian Gas Sector 


5. (C) Morales discussed with FM Bot the implementation of a 
Letter of Intent (LOI) signed in March, for Dutch technical 
assistance to the Bolivian natural gas sector. According to 
Mulder, the Dutch will provide modest amounts of training and 
technical advice. The Netherlands will coordinate closely 

with Norway and Canada, both of whom are providing similar 
aid. Mulder stressed that the Dutch assistance was 

relatively small but gave no figure. Comment: The Dutch have 
been struggling since March to get the Bolivians to respond 

to their offer. End comment. 


Morales on the U.S. and the World Order 


6. (C) According to Mulder, both Balkenende and Bot advised 
Morales to maintain good relations with the U.S. Morales, 

she said, seemed to understand and said that he would 
appreciate an \"open dialogue\" in La Paz. He complained, 
however, that the U.S. Ambassador to La Paz had not attended 
his inauguration, that a Bolivian senator and a vice 

president had been denied U.S. visas, and that the U.S. did 

not seem to understand his program of reform. He assured 
Bot, however, that he would never break off relations with 

the U.S. 


7. (U) Morales\' public address, picked up by Dutch media, was 
not particularly reassuring. To a packed house - people were 
turned away for lack of seats - he criticized continuing 
restrictions on international labor migration and decried a 

lack of basic rights for illegal immigrants in the U.S. He 
declared Bolivia would no longer accept assistance with 
conditions, such as that from the IMF and the World Bank, and 
that foreign energy companies would no longer dictate to the 
government. He defended his policies, saying that Bolivia 

had increased tax revenues and foreign reserves and had, for 
the first time in 30 years, registered a budget surplus. He 

also expressed hopes that Shell would invest in oil and gas 
exploration in his country. 


Comment: Dutch Still Trying to Believe 
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8. (C) Comment: The Dutch remain optimistic in their 
assessments of Morales, his goals and his prospects for 
success. Nowhere is this more evident than among the South 
America hands working at MFA. That said, the Dutch have 
quietly dropped their more ambitious technical assistance 
goals for Bolivia\'s natural gas sector, working now merely to 
implement an LOI for what Mulder described as \"not a hell of 
a lot of money.\" End comment. 

ARNALL 
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SUBJECT: SRI LANKA KEEPS PEACE PROCESS ALIVE; REINSTATES 
PARTS OF PREVENTION OF TERRORISM ACT 


REF: A) COLOMBO 2010 B) COLOMBO 2020 C) 
BOUCHER/RAJAPAKSA TELCON 12/05/06 (NOTAL) 


Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 
1. (C) SUMMARY: The Sri Lankan Cabinet reached a consensus 
not to react to the assassination attempt on Defense 


Secretary Gothabaya Rajapaksa (ref a) by proscribing the 
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LTTE. Instead, the President will issue an order reinstating 
provisions of the Prevention of Terrorism Act. However, 
Embassy has learned that tne government will abide by a 
provision of the Ceasefire Agreement setting aside sweeping 
powers of the security forces under the PTA to conduct 
warrantless searches and detain suspects. President 
Rajapaksa told Ambassador that A/S Boucher\'s intervention by 
phone on the evening of December 5 was helpful in convincing 
him not to ban the LTTE. The President said he will give the 
Norwegian facilitators a green light to continue their peace 
efforts. Special Envoy Hanssen-Bauer will convey a message 
to the Tigers that the government is committed to peace 
negotiations. Opposition leader Wickremesinghe told 
Ambassador he remained confident that his and the President\'s 
party would work out a devolution proposal by mid-to-late 
January that would form the basis of an offer to the LTTE. 

End summary. 


NO BAN... BUT PTA 


2. (SBU) The Sri Lankan Government (GSL) decided on December 
6 to reinstate certain provisions of the Prevention of 

Terrorism Act (PTA). As reported ref (b), this came in lieu 

of a widely expected move to ban the LTTE outright. The 
decision came after an early morning Cabinet meeting produced 
a ministerial consensus. The President will apparently issue 

an executive order putting selected parts of the PTA back in 
force. The decision requires no Parliamentary approval, 

since it merely reinstates provisions of an existing but 
suspended law. Parliamentary sources told us they expected 
that pro-LTTE Tamil National Alliance (TNA) deputies would 
nevertheless force a debate on the measure. 


3. (SBU) The Prime Minister, briefing Sri Lankan media, said 
that the new regulations to curb terrorist activities would 

come into effect immediately. He noted that the PTA, if 

fully implemented, would restore sweeping powers of the 
security forces to detain anyone without a warrant for six 
months, raid any home or other building and demolish 
structures considered a threat to national security. (Septel 
describes Human Rights Minister\'s assurances to Ambassador 
that human rights will be respected). 


4. (C) However, Deputy Solicitor General Yasantha Kodagoda 
(protect), who drafted the new order, told us the GSL would 
continue to abide by clause 2.12 of the Ceasefire Agreement, 
which states, \"The parties agree that search operations and 
arrests under the PTA shall not take place. Arrests shall be 
conducted under due process of law in accordance with the 
Criminal Procedure Code.\" A pro-LTTE website, apparently 
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unaware that the government would refrain from re-imposing 

the specific PTA provisions suspended by the CFA, called the 
move \"a major breach of the CFA\" that \"gives excessive powers 
of arrest and detention to the Sri Lankan armed forces.\" 


RAJAPAKSA CALL 


5. (C) President Mahinda Rajapaksa called Ambassador the 
evening of December 6 to brief on the cabinet\'s decision. 

Alluding to A/S Boucher\'s call to him the previous evening 

(ref c), Rajapaksa said the cabinet had decided not to ban 

the LTTE but to reintroduce the Prevention of Terrorism Act. 
\"Boucher encouraged me,\" he said. The Ambassador welcomed 
the decision not to ban the LTTE but also stressed the 

importance of observing human rights as the PTA is 
implemented. The President agreed. 


6. (C) Ambassador asked whether the GSL had given a green 
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light to Norwegian Special Envoy Hanssen-Bauer to travel to 
Kilinochchi to talk to the LTTE. President said he had, and 

his message to the LTTE was that he was still committed to 
peace. The Ambassador urged the President to work as quickly 
as possible with the UNP and other parties to finalize a 
credible power sharing proposal that could form the basis for 
talks with the LTTE. The President said he was committed to 
this process, but noted plaintively that there are so many 
groups to work with. Ambassador said it would be 

particularly important not to allow the Sinhalese nationalist 
JVP aveto. The JVP should be given the opportunity to voice 
their views, but the SLFP/UNP proposal should not be watered 
down to reflect those views. President agreed, saying \"I can 
handle the JVP,\" while adding that they are capable of 
mustering significant street protests on short notice and 
therefore have to be listened to. 


UNP ALSO COMMITTED TO A CREDIBLE PROPOSAL 


7. (C) Opposition leader Ranil Wickremesinghe told 
Ambassador that in his December 5 meeting with President 
Rajapaksa, he had argued against banning the LTTE and against 
reinstating the PTA. Wickremesinghe said that in his 

opinion, existing emergency legislation -- extended that day 

by Parliament for another month -- was adequate if applied 

more consequently. He had also told the President that any 
reimposition of the PTA should be temporary, in order to give 
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the LTTE another incentive to return to the negotiating 
table. Wickremesinghe remains optimistic that his United 
National party and the governing Sri Lanka Freedom Party 
should be able to attract a broad consensus -- easily a 
constitutional two-thirds majority of Parliament -- fora 
devolution proposal that could form the basis for a peace 
offer to the LTTE. He continued to think that such a 
proposal would be ready by mid-to-late January 2007. 


8. (C) COMMENT: Today\'s outcome for the peace process is as 
positive as we could have expected, given the political 
pressures on the President. It represents a significant win 

by moderates in the President\'s SLFP, such as Foreign 
Minister Samaraweera (ref b) with support from the opposition 
UNP. Wickremesinghe\'s reservations notwithstanding, we do 
not expect significant opposition to the measure, other than 
from the pro-LTTE Tamil party. We understand that President 
Rajapaksa plans to address the nation this evening. Special 
Envoy Hanssen-Bauer will then be able convey the message to 
the LTTE in the next few days that the government wants to 
continue negotiations. It will then fall to the Norwegians 

to try to keep the Tigers engaged in the peace process. 

BLAKE 
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TAGS: ECON, PGOV, PREL, BL 

SUBJECT: AMBASSADOR CHARLES SHAPIRO NOVEMBER 28-29 LA PAZ 
VISIT 


REF: LA PAZ 3229 


Classified By: ECOPOL Andrew Erickson for reasons 1.4 (d). 


1. (SBU) During November 28-29 travel to La Paz, Principal 
Deputy Assistant Secretary Charles Shapiro and WHA Senior 
Advisor Maria Tamburri met with USG and GOB officials on 
counter narcotics issues, spoke with local indigenous 

leaders, met with Bolivian Vice President Garcia Linera, and 
reviewed USAID\'s comprehensive assistance efforts around La 
Paz. The trip received extensive press coverage and provided 
an opportunity to publicly highlight the importance of our 
bilateral relationship. Reftels report on the specifics of 

PDAS Shapiro\'s meeting with Vice President Garcia Linera and 
with indigenous leaders. End summary. 


2. (SBU) Ambassadors Shapiro and Goldberg met with La Paz 
Prefect Jose Luis Paredes to discuss Paredes\'s views of the 
challenge of coca in his department. Paredes also presented 
a comprehensive plan to control the influx of precursors, to 
expand the La Paz Department\'s capacity to disseminate 
educational information about illicit coca, and the creation 

of a system to tighten controls on the sale of coca leaves to 
reduce the amount used in narco-trafficking. Paredes argued 
this program could also be used to reduce pesticides used to 
grow coca and promote organic coca for commercial markets. 
Given the GOB\'s support for coca rationalization, Paredes 
claimed the fight against cocaine production should change 
focus to control chemical precursors used to make cocaine. 
NAS Director William Francisco was present at the briefing, 
and offered to take the proposal under consideration. 
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3. (SBU) Vice Minister for Social Defense Felipe Caceres 
next met with Ambassadors Shapiro and Goldberg to review and 
defend the GOB\'s efforts to combat narco-trafficking without 
resorting to forcible interdiction. Shapiro shared his 
concerns with Caceres regarding the rising number of coca 
farmers and increased production of coca in the Yungas. In 
response, Caceres defended the GOB;s efforts, arguing that 
the reality of Bolivian coca cultivation was that the GOB has 
never, under any circumstances, gotten the quantity of legal 
coca below 20,000 hectares. Shapiro replied that failure to 
achieve a goal did not invalidate the goal. Given the 

reality that more coca production invariably meant more 
cocaine, it was essential for the GOB to keep up the fight 
against coca production that exceeds Bolivia\'s minor market 
for licit coca. 


4. (U) To witness the rapid pace with which cocaine is 
beginning to be produced in urban areas, Ambassadors Shapiro 
and Goldberg together with Vice Minister Caceres toured a 
maceration pit inside a house in an El Alto suburb and 

reviewed anti-narcotics efforts in La Paz. Guided by 

Bolivian anti-narcotics police (FELCN) officials, FELCN 

Colonel Miquel Vasquez told Ambassadors Shapiro and Goldberg 
that cocaine production in urban areas is a new dynamic in 
narco-trafficking in Bolivia. Vasquez explained the FELCN is 
beginning to see increased cocaine production activity in 

urban areas, especially in the poor city of El Alto, which 
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Vasquez attributed to the narco-trafficker,s desire to hide 
illicit activity among the hustle and bustle of urban areas 
as opposed to isolated areas within Bolivia\'s jungles. 


5. (U) Ambassadors Goldberg and Shapiro visited La 

Rinconada, a U.S.-supported counter-narcotics facility 

located on the main highway between La Paz and the Yungas. 
The Ambassadors toured the facility, used to detect, seize, 

and detain individuals attempting to traffic drugs from the 

Yungas to La Paz. The Ambassadors also reviewed the FELCN\'s 
organizational structure and its counter-narcotics strategy. 

On the way back to La Paz, they paused outside the \"licit\" 

coca market in Villa Fatima, where they saw workers loading 
pickups with bundles of dried coca leaves. 
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6. (U) Ambassador Goldberg hosted a dinner in honor of PDAS 
Shapiro and Senior Advisor Tamburri with noted political 
analysts and opinion makers. Guests represented both sides 
of the political spectrum. Conversation was lively and 

covered a broad range of views. Guests were of the general 
consensus that Morales would issue a decree that evening to 
deal with land reform. (NOTE: The Bolivian Senate actually 
convened while dinner was in progress and pass the new INRA 
law.) Two analysts generally noted for their pro-government 
opinions provided rather benign interpretations of current 
events, while other guests were more skeptical of government 
motivations. All agreed that President Morales possesses a 
very adept public relations team. 


7. (C) Ambassadors Shapiro, Goldberg, and Senior Advisor 
Tamburri met with Vice President Garcia Linera to lay down 
strong markers on the need to curtail coca production and the 
importance of respecting Bolivia\'s democratic traditions. 
Reftel covers that meeting in more depth. 


8. (U) To review the impact of ATPDEA, Ambassadors Goldberg 
and Shapiro visited Nueva Esperanza, a USAID-supported 
woman-owned embroidery export business in El Alto. The 
Ambassadors toured the facility and were briefed on the 
challenges the women faced before receiving USAID financial 
and technical assistance to take advantage of ATPDEA trade 
preferences to export their products to the United States. 
Explaining that their business is completely self-sufficient, 

the owners explained how USAID and ATPDEA preferences gave 
them the opportunity to own their business as well as provide 
permanent employment for the surrounding community. As a 
follow-up to Nueva Esperanza, the Ambassadors attended a 
presentation at a USAID-sponsored business development center 
to learn how technical assistance is provided to businesses 

like Nueva Esperanza and traditionally marginalized and 
impoverished groups. 


9. (U) Shapiro attended a USAID Mini-Exposition that 
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highlighted USAID activities under the Food Security, 
Democracy, and Integrated Alternative Development programs. 
Shapiro was briefed on how USAID assistance is helping to 
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expand democracy initiatives, generate income and employment, 
improve access to justice for the poor, and increase civic 
participation through election observation. Shapiro 

concluded the event with a roundtable discussion that 
highlighted the social development of Bolivia,s 

traditionally marginalized communities through USG assistance 
and what issues remain to be confronted. 


10. (C) Shapiro and Tamburri\'s two-day visit provided them 
with broad exposure to the wide range of activities 

undertaken by USAID in support of the poorest and the most 
marginal residents of the slums of La Paz. Perhaps more 
importantly, the visit highlighted the intense interest of 

these Bolivians in renewal of ATPDEA trade preferences, which 
are seen by many in El Alto as the key to their economic 

future. For more reporting on Ambassador Shapiro\'s exchanges 
with Vice President Garcia Linera on democracy, coca, trade, 
and aid, see reftel. End Comment 

URS 
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B. RABAT 1497 
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Classified by Political Counselor Craig Karp for Reasons 1.5 
(b) and (d). 


1. (C) A senior MFA official confirmed to us that Iraqi FM 

Zebari is due in Morocco for a 2-3 day visit on December 8. 

The Moroccans cautioned the USG against allowing Iraqi Sunnis 
to become marginalized from the political process and to be 
wary of any Iranian role in stabilizing the country. The GOM 

just concluded a two week training and capacity building 
program for a group of entry-level officers from the Iraqi 

MFA. This and other Moroccan efforts to strengthen the Iraqi 
government will continue. End summary. 


2. (C) During a December 5 meeting in Rabat, Mohammed 
Azeroual, Director-General for Multilateral Affairs at the 
Ministry of Foreign Affairs, who also has oversight of Arab 
and Islamic relations, told polcouns that Iraqi Foreign 

Minister Hoshyar Zebari will arrive in Morocco on December 8 
for a 2-3 day visit. He was unsure of the details of the 
schedule, which was being handled at the highest levels. 
Stressing the GOM\'s strong support for the Iraqi government, 
Azeroual underlined that Zebari would be warmly welcomed and 
hosted by FM Benaissa, but was uncertain about a possible 
audience with King Mohammed VI. 


3. (C) Offering his \"personal view,\" Azeroual, a 30-year 
veteran of Morocco\'s diplomatic service, urged the U.S. not 
to allow Iraq\'s Sunnis to become marginalized from the 
political process, Iraq\'s current upheaval notwithstanding. 
Such a marginalization would guarantee permanent instability 
in the country, he observed. Azeroual also cautioned against 
allowing Iran too much influence in the direction of the 
country. Noting his personal experience as Morocco\'s 
Ambassador in Tehran for five years in the 1990s, he stated 
VI know their psychology... They will be happy to play games 
in Iraq. 


4. (C) Azeroual and his deputy, Hassan Hami, briefed polcouns 
on the recent visit of 15 Iraqi diplomats, most new to the 

job, who were hosted by the Moroccan MFA for a two week 
training and capacity building program. This is the second 
batch of Iraqi MFA officials to be hosted and trained by the 
Moroccans. The GOM assumed the full cost of the venture, 
including air travel, accommodation, and board. The group 
was composed of roughly equal parts of Sunni, Shia, and 
Kurdish lraqis, all of whom shared a vision for a united and 
modernist state. Azeroual said the first batch had been 
essentially Shia and Kurds, so the Moroccans asked for a more 
balanced group this time around. 


5. (C) Hami noted that the trainees spent the bulk of their 
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time learning about the structure and operations of the 
Moroccan MFA, seeking best practices they could take with 
them back to Baghdad. Some of the IragisW most important 
moments were spent not atthe MFA, but walking the streets of 
Rabat on their downtime, Hami related. The tranquility and 
order they saw was a pointed contrast to what they have been 
experiencing in Baghdad, but reminded them of what Iraq could 
be like after the restoration of stability. As for the 

present, Hami observed, the young Iraqi diplomats were 
\"terrified\" of the direction their country was heading but 
\"absolutely determined\" to do their part to realize a better 
future. 


6. (C) Azeroual noted that tne GOM had been purposefully 
discreet, not wanting to expose the Iraqis to unwelcome 
publicity or politicize their visit. Azeroual expected more 

Iraqi diplomats would be trained in Rabat in the future, and 
predicted that the Iraqi Ministry of Youth and Sport will 

soon send a group to be trained and hosted by their Moroccan 
counterparts in the coming months. Without any specificity, 

he suggested that Morocco would continue to look at what else 
it could do discreetly. 


7. (C) Polcouns noted USG appreciation for any and all 
assistance Morocco could provide to the Iraqi government. He 
assured Azeroual that U.S. policy remained committed to unity 
and cooperation in Iraq. Drawing from ref A, he underscored 
our determination that the government include all major 
players, including the Sunni. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, PREL, KISL, IR, IZ, KU, ISLAMISTS, SHIVA 

SUBJECT: MUSLIM BROTHERHOOD LEADER WARNS OF IMPACT OF IRAQ 
VIOLENCE ON KUWAIT AND RISING IRANIAN INFLUENCE 


Classified By: DCM Matt Tueller for reason 1.4 (d) 


1. (C/NF) Summary: The Secretary General of the Islamic 
Constitutional Movement (ICM), Dr. Bader Al-Nashi, told 
Poloff December 6 that sectarian violence in Iraq was 
contributing to rising ShiVa-Sunni tensions in Kuwait. While 
he did not believe violence between the two communities was 
likely, Al-Nashi warned that any attack by extremists against 
the religious institutions of the other could dramatically 
escalate tensions. He said the ICM is trying to play a 
moderating role, encouraging Sunnis towards moderation and 
away from extremism, and opposed alleged Saudi plans to back 
Iraqi Sunnis against Iranian-backed Iraqi Shi'a. Al-Nashi 
also expressed concern about rising Iranian influence in the 
region and said the ICM opposed \"anything that increases 
Iranian influence, whether political or military,\" an 

indirect reference to Iran\'s nuclear program. End summary. 


2. (C/NF) In a December 6 meeting, Dr. Bader Al-Nashi, the 
Secretary General of the Islamic Constitutional Movement 


SIPDIS 

(ICM), the political arm of the Kuwaiti Muslim Brotherhood, 
warned that sectarian violence in Iraq was beginning to have 
negative ramifications in Kuwait, specifically contributing 

to rising ShiVa-Sunni tensions. Although sectarian tensions 
in Kuwait were currently confined to the political arena and 
the media, Al-Nashi claimed the situation was \"ripe\" for 
wider confrontations, particularly between the ShiVa and 
Salafi Islamists. (Note: ShiVa account for approximately 30 
percent of Kuwait\'s one million citizens. Al-Nashi\'s 
brother, Salem Al-Nashi, is the official spokesman for the 
Salafi Islamic Grouping (aka. the Traditional Salafis), a 
conservative Salafi political association headed by Khaled 
Sultan. End note.) 


3. (C/NF) Al-Nashi said extremists on both sides were \"very 
extreme,\" and warned that any attack by Sunni extremists 
against a ShiVa husseiniya (informal religious gathering 

place) or by ShiVa extremists against a Sunni mosque could 
dramatically escalate tensions between the two communities, 
which have historically maintained relatively good relations 

in Kuwait. Al-Nashi singled out ShiVa parliamentarians (MPs) 
Adnan Abdul Samad and Saleh Ashour as most problematic and 
accused them of playing the sectarian card in Parliament, 


Column 3 

citing clashes between Ashour and Salafi MP Ahmed Bager over 
the recently-passed Zakat Law, opposed by most ShiVa. He 
said some Shia\'s attempts to overstate their percentage of 

the Kuwaiti population, which he estimated to be \"between 
15-30 percent,\" were also contributing to tensions. Al-Nashi 
predicted Kuwaiti ShiVa, buoyed by regional ShiVa ascendency, 
would ultimately demand more political influence in the 

country. 


ICM Trying to Play Moderating Role 


4. (C/NF) Al-Nashi said the ICM was trying to play a 
moderating role by encouraging Sunnis both inside and outside 
of Kuwait towards moderation and away from extremism. \"We 
don\'t want a regional conflict between the ShiVa and Sunnis,\" 
he explained. Al-Nashi said the ICM opposed alleged Saudi 
plans to support Iraqi Sunnis against Iranian-backed Iraqi 
ShiVa, saying the organization believed Sunni Arabs should 
support both sects in lraq to prevent widening sectarian 
conflict. He claimed that ICM leaders had communicated this 
message of moderation directly to Sunni leaders in Iraq. 
Al-Nashi emphasized that the ICM was opposed to Iraqi Sunni 
extremists, like Shaykh Harith Al-Dhari and the Sunni 
Association of Muslim Scholars. 


Serious Concerns about Rising Iranian Influence 


5. (C/NF) Al-Nashi complained that Iran was organizing ShiVa 
around the region. \"We are very concerned about rising 
Iranian influence in the region and oppose anything that 
further increases Iran\'s influence, whether political or 

military (i.e. Iran\'s nuclear program),\" he said. Al-Nashi 
emphasized, however, that the ICM supported a peaceful 
resolution to the current tensions with Iran. He added that, 

as a small country surrounded by three more powerful nations, 
the Kuwaiti government must be very careful about how it 
handles this issue. Asked about the Egyptian Muslim 
Brotherhood\'s support of Hizballah during its recent conflict 
with Israel, Al-Nashi distanced the ICM somewhat from this 
position, explaining that \"they don\'t understand the ShiVa 

like we do in Kuwait.\" 
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For more reporting from Embassy Kuwait, visit: 
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http://www.state.sgov.gov/p/nea/kuwait/?cable s 
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Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 12/05/2016 

TAGS: PGOV, KPAO, PHUM, KDEM, TS 

SUBJECT: AFTER INITIAL REFUSAL, GOT AUTHORIZES NEW 
OPPOSITION NEWSPAPER 


REF: A. TUNIS 2826 
B. TUNIS 584 
Classified By: CDA a.i. David Ballard for Reasons 1.4 b and d 


1. (C) Only weeks after refusing legal opposition party 
Democratic Forum for Labor and Liberties (FDTL) leadership 
the necessary paperwork to begin the process of authorization 
to publish a newspaper (Ref A), the Ministry of Interior 

(MOI) has reversed its position and approved publication, 
party Secretary General Mustapha Ben Jaafar announced 
December 4. According to Ben Jaafar and other FDTL 
officials, the newspaper, \"Mouwatinoun\" (Citizens), will be 
published weekly, with a monthly supplement in French. The 
announcement followed weeks of pressure from domestic and 
international human rights organizations, as well as a 
communique supporting FDTL released by the French Socialist 
Party. (FDTL is a member of The Socialist International, a 
worldwide organization of socialist, social democratic, and 
labor parties.) 


2. (C) Although Ministry of Interior-linked newspaper 
al-Hadath reported December 5 that Ben Jaafar had only been 
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given the paperwork necessary to begin the four-month review 
process before full authorization, party officials reported 

that MOI representatives told them verbally that publication 
could begin immediately. Ben Jaafar reported that he plans 
to publish the first issue of \"Mouwatinoun\" in January 2007. 
FDTL leaders have raised financial concerns about the 
newspaper, noting that only newspapers of political parties 
represented in Parliament receive GOT subsidies and 
suggesting that the party would rely on donations from party 
members to publish the newspaper. 


3. (C) In the same article announcing FDTL\'s approval, 
al-Hadath reported that the GOT-authorized Green Party for 
Progress (Ref B) has \"submitted a dossier\" requesting 
authorization of a new newspaper, and that approval for other 
political newspapers (NFI) would follow. The unauthorized 
Tunisia Green Party has attempted for several years to obtain 
authorization for a newspaper to no avail. 


4. (C) Comment: The approval and publication of a new 
opposition newspaper would be a significant positive 
development in our primary Freedom Agenda goal of increased 
freedom of expression. Like opposition party PDPYs newspaper 
Al-Mowgif, Mouwatinoun is likely to be poorly funded, receive 
no GOT subsidies or advertising, and have a very small 
circulation. Nevertheless, in Tunisia\'s highly-controlled, 

sterile media environment, it will be a welcome exception and 
source of opposition news. End Comment. 

BALLARD 
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Madagascar Sends Delegation Of One 


1. Madagascar Minister of Foreign Affairs (MFA) Marcel 
Ranjeva has departed for Sudan, but is attending the 
conference alone according to the most senior official 

available at the MFA. DCM Sibley conveyed points provided in 
reftel to Secretary General Jean Pierre Rakotonirina. SecGen 
promised to pass the message on to Minister Ranjeva that the 
USG urged him to make a statement condemning Khartoum\'s 
continued campaign of violence in Darfur and call for the 
United Nations\' immediate deployment to the region. The DCM 
suggested to SecGen that Sudan needs to hear from its friends 
that their behavior is unacceptable, as well as from its 

critics. 


Comoros Not Likely To Attend 


2. Secretary General Inzouddine Hodhoaer of the Comoran 
Ministry of Exterior Relations informed PolOff that he 

believed the GOC was not sending a delegation to the 
conference in Sudan. The SecGen was open to talking points 
presented in reftel and promised to verify that a delegation 
was not attending, requesting that PolOff call back the next 
day. Post will report any change in this information septel. 
McGEE 
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SUBJECT: NDI PRESIDENTVS VISIT SPEAKS TO ARMENIAN 
GOVERNMENT CONCERNS ABOUT NDI ACTIVITIES 


REF: A. YEREVAN 1679 
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B. YEREVAN 1684 


YEREVAN 00001685 001.2 OF 003 


Classified By: A/DCM Steve Banks, reasons 1.4 (b,d) 


Summary 


1 (C) In a one-day visit to Armenia on November 29, NDI 
President Ken Wollack sought to bring greater transparency to 
NDI\'s goals and activities and to allay often-expressed fears 
that NDI seeks to foment revolution in Armenia. Wollack 
succeeded to a limited degree, but in a lengthy meeting with 
Kocharian\'s Chief of Staff, was shown the depth of GOAM 
distrust and sense of grievance with NDI. FM Oskanian struck 
a more collaborative tone, offering MFA help as a line of 
communication to the much more skeptical presidency, while 
affirming NDI\'s need to address GOAM concerns. Wollack 
promised full transparency with the GOAM, requested 
designated POCs for regular liaision with NDN\'s local office, 
and promised to return early and often, if need be, to 

continue the conversation with GOAM officials. END SUMMARY 


2. (C) The GOAMVs dissatisfaction and mistrust of NDI\'s 
activities in Armenia is not news (see refs). Kocharian 

renewed this complaint during EUR/ACE Assistance Coordinator 
Tom Adams\' November visit to Armenia, during which Adams 
pledged to ask NDI leadership to visit Yerevan and brief the 
GOAM fully on its programs, activities, and intentions. NDI 
President Ken Wollack visited Yerevan on November 29 in 
response to Adams\' request. Wollack met with Presidential 
Chief of Staff Armen Gevorgian and Foreign Minister Vartan 
Oskanian, seeking to clear the air between NDI and the GOAM 
and to clarify NDI\'s goals and activities for Armenian 

leaders. 


3. (C) Wollack met first with Gevorgian, who unloaded a 
thorough and passionate exposition of Armenia\'s perceived 
grievances against NDI, more stridently than we had yet heard 
from the GOAM. He accused NDI of trying to broker a unified 
opposition bloc, of actively campaigning with opposition 
parties against the November 2005 constitutional referendum, 
and of teaching techniques of boycott, civil disobedience, 

and \"how to annul elections.\" He asked, rhetorically, if NDI 
was working for regime change; saying he hoped at least that 
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NDI\'s regime change goal was intended to be accomplished by 
means of elections. Characterizing these allegations 

repeatedly as \"facts,\" Gevorgian said these activities are 
unacceptable to the Armenian government. He repeated several 
times that the GOAM has complained about this activity for 

two years, with no real change. NDIVs former director was 
removed, but \"the same work continues.\" He said that the GOAM 
had no desire for a confrontation with NDI, but NDI was ona 
path toward confrontation with its activities. Gevorgian 

said these (alleged) NDI misdeeds threatened Armenia\'s 
internal stablity, and the government would not allow that to 
happen--even if it should cost them the Millenium Challenge 
program. He twice said that the GOAM \"would use all lawful 
means\" to address NDI\'s alleged threat. He pointedly noted 
that Armenia was not like Shevardnadze\'s Georgia; not a weak 
state ready to be toppled. Armenia \"has a lawful 

government,\" strong enough to safeguard itself from 
lawlessness. 


4. (C) Gevorgian commented that Armenians--in government, 
opposition, and society at large--perceive NDI as an arm of 
the United States Government, whose quasi-official status 
allows it to speak more frankly and act more directly than 
would be possible to the U.S. Embassy. His words suggested 
that he himself sees NDI precisely that way. He noted, for 
example, that when the GOAM complains about NDI to American 
officials, they make no protest that NDI is a private NGO, 

over whom the USG has no influence, but rather reply that 
they will \"speak to NDI\" about the complaints. Gevorgian 
wondered aloud why the USG claims to have such a good 
relationship with Armenia and so many areas of good 
cooperation, yet still soonsors, as he sees it, NDI\'s 
subversive political activity against the GOAM. 


5. (C) As Kocharian has done before, Gevorgian was careful to 
concede that not all NDI programs were harmful or deemed 
unacceptable to the GOAM. Some NDI programs had the GOAM\'s 
full blessing, such as civil society development, public 

awareness building, and other activities funded by USAID 

Armenia. President Kocharian supported these open activities 
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of NDI in Armenia. 


6. (C) Wollack affirmed that NDI has no interest, in Armenia 
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or anywhere, in the outcome (who wins) of other countries\' 
elections, but only in a fair process. He pointed out that 

NDI is not an arm of the USG; though it receives substantial 
USG funding, it also receives significant funding from 
non-USG sources, including the British, Dutch, Swedish, and 
Irish governments, the World Bank, and the United Nations. 
He noted that he himself (in a personal, not official NDI 
capacity) was chairman of the U.S. Committee for the UN 
Development Program (UNDP). If NDI were a 
revolution-fomenting organization, these other institutions 
would keep their distance. He noted that in Armenia NDI has 
worked with both governmental and opposition political 
parties, and would be happy to do more than it has done with 
the ruling coalition parties if they were interested. 


7. (C) On brokering an opposition bloc, Wollack agreed that 
it would be an inappropriate activity for NDI, but concluded 
there is sometimes a fine line. In any country with more 

than 30 active political parties, it is natural to counsel 

(in the abstract) that this represents a fractured political 
system, and that it would be more effective if a number of 

the smaller parties could band together into coalitions 

around some shared views. Such a statement in the abstract 
would be appropriate NDI training. Suggesting that specific 
political parties should ally with each other would not be. 


8. (C) Gevorgian accepted Wollack\'s word about NDI\'s 
mandate, but gave no real ground. He went on to say that if 
Wollack\'s words were true, the local NDI office must be doing 
things without the knowledge or approval of NDI Washington. 
Gevorgian would not be budged from his \"facts.\" NDI or NDI 
representatives had without question done these things. 
Wollack suggested that much of this disagreement about past 
activity must arise out sincere misunderstandings, poor 
communication, and bad information. He hoped his visit could 
mark the turning of a page in NDI\'s relationship with the 
GOAM. He recommitted NDI to full transparency, offering to 
come back to Yerevan as often as necessary, and was ready to 
meet with President Kocharian at any time. He asked for 
President Kocharian to designate a point of contact within 

the government with whom NDI Armenia staff could be in 
regularly touch, on a week by week basis, to share 

information about what it is doing in Armenia. Gevorgian was 
receptive, but did not desig 

nate a representative. 


9.(C) Wollack also pitched Gevorgian on NDIVs registration 
and on the residency permit for NDI\'s local Canadian-national 
program director. The charge reminded Gevorgian of 
Kocharian\'s words that the local NDI director\'s residence 
status would be resolved immediately, although the president 
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said that proper registration for NDI as an organization 
would have to wait until after Armenia\'s elections. 
Gevorgian promised to look into the residence permit. 


10. (C) Wollack next met with Foreign Minister Oskanian, who 
was able, as so often is the case, neatly to bridge the gap 
between Western thinking and local perception, and said that 
while the great majority of concerns were a matter of 

mistaken perceptions, they were no less serious for that. He 
affirmed that NDI\'s activities had been of great concern to 
President Kocharian and many others in the Armenian 
government. He welcomed Wollack\'s visit as an excellent 
first step toward rebuilding trust. Oskanian said it would be 

a pity for misunderstandings or complications to get in the 

way of NDI\'s important work toward this goal. He said he 
himself mostly saw the positive side of NDI\'s programs, but 
that the President had informed him of serious concerns about 
NDI and instructed him to send a non-paper to the U.S. 
Government complaining about it. 


11. (C) Wollack\'s visit was a useful step in our effort to 
rebuild badly frayed lines of communication and trust between 
NDI and Armenian authorities. We believe that President 
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Kocharian and his staff sincerely believe that NDI has acted 
subversively in Armenia, while NDI is equally sincere in its 
professions of innocence. Kocharian\'s intelligence reports, 
we have little doubt, offer him a distorted, funhouse-mirror 
view of innocent NDI activities--warped by a filter of 
preconceived suspicions. It is also quite likely that some 
Armenian politicians freely use and abuse NDI\'s name for 
their own ends, both amongst each other and to curry favor 
with government officials. 
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Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 
1. (U) This is an Action Cable; see paras 11-14 below. 


2. (C/NF) SUMMARY: On the afternoon of December 6, A 

KYRGYZ NATIONAL was SHOT AND KILLED BY a U.S. AIR FORCE 
SECURITY AIRMAN WHILE MAKING a routine FUEL DELIVERY at Manas 
Coalition Airbase in Kyrgyzstan. According to the airman, 

the KYRGYZ NATIONAL REPORTEDLY attacked him with A KNIFE, AND 
he responded in self defense. The incident is under 

investigation by both Air Force and Kyrgyz authorities. The 

Ambassador has been called in to see President Bakiyev on 

December 7 about the incident; the President will also raise 

the issue of the unresolved collision at the airfield between 

a U.S. military plane and a Kyrgyz civilian airliner. 

Separately, PM Kulov relayed to the Ambassador that he had 

heard a radically different version of the incident that 
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indicates the Kyrgyz driver was innocently slain by the 

airman. There has been intense media interest in the 

incident, and we expect coverage on December 7 to be 
extremely negative toward the U.S. and the continued presence 
of the base. How we respond in the next 24 hours will be 
critical to our efforts to contain this incident; please see 

paras 11-14 for Embassy recommendations. End Summary. 


THE INCIDENT 


3. (C/NF) On December 6, Manas Base Commander informed 

Embassy that AT APPROXIMATELY 1500 HOURS that day A KYRGYZ 
NATIONAL WAS SHOT AND KILLED BY A U.S. AIRFORCE SECURITY 
AIRMAN. THE KYRGYZ NATIONAL WAS A FUEL TRUCK DRIVER AND WAS 
MAKING A SCHEDULED FUEL DELIVERY TO THE MANAS COALITION 
AIRBASE. THE KYRGYZ driver WAS WAITING IN A HOLDING TENT 

WHILE THE FUEL TRUCK WAS BEING INSPECTED, which is normal 
procedure. 


4. (C/NF) According to the Manas Base Commander Col. Reese, 

AS THE AIRMAN OPENED THE FLAP OF THE TENT TO INFORM THE 
KYRGYZ THAT THE VEHICLE WAS CLEAR, HE SAW THE KYRGYZ NATIONAL 
BRANDISHING A KNIFE OVER HIS HEAD AND MOVING TOWARDS HIM. AT 
THAT TIME, THE AIRMAN DREW HIS WEAPON AND FIRED TWO SHOTS at 
THE KYRGYZ NATIONAL. Base officials rendered Emergency First 

Aid to the Kyrgyz national and transported him to the Base 

ER. He was declared dead on arrival at the ER. 


5. (C/NF) THE AREA has been SECURED by THE OFFICE OF 

SPECIAL INVESTIGATIONS AND A MORE THOROUGH INVESTIGATION is 
UNDERWAY. Investigators have custody of both the weapon used 

by the Airman and the knife belonging to the Krygyz national. 
REPRESENTATIVES OF THE KYRGYZ MINISTRY OF INTERIOR, NATIONAL 
INTELLIGENCE SERVICE, PROSECUTOR GENERAL\'S OFFICe AND 
MINISTRY OF FOREIGN AFFAIRS inspected the site and spoke with 

Col. Reese. In addition, the deputy chief of the 

Presidential Administration and Acting National Security 

Advisor also visited the base and spoke to Col. Reese. THERE 

was ALSO A sizeable MEDIA PRESENCE AT THE AIRBASE, but the 
journalists had dispersed as of 1800 local time. 


KYRGYZ REACTION: EMOTION, FRUSTRATION, OUTRAGE 


6. (C) The Ambassador was called by the Minister of 
Transportation, who was extremely emotional and said this 
event has caused airport personnel to raise the issue of 
shutting down the base completely. The Ambassador relayed 
her understanding of the incident ) that it was an act of 
self-defense ) and cautioned him to refrain from jumping to 
conclusions as the facts were still being ascertained. She 
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noted it was important to keep the tragedy in context and not 
make it a political issue. 


7. (C) The Ambassador also spoke by phone to Prime Minister 
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Kulov, who listened carefully as she relayed the events. He 
responded that he had heard a very different version of what 
occurred. His understanding was that the Krygyz driver was 
sitting in a tent, cleaning a small, perhaps home-made knife. 
A U.S. Airman demanded that the Kyrgyz driver leave the 
tent, and a verbal altercation ensued. As the driver was 
leaving, the U.S. Airman apparently became frightened, and 
shot the driver. Kulov commented to the Ambassador that the 
types of weapons used by the base personnel were 
\"unacceptable.\" He said it would be virtually impossible 
under Kyrgyz law to claim that this was self-defense; the 
airman should have fired a warning shot in the air before 
shooting the driver. He asked under what law the airman\'s 
actions would be judged; the Ambassador responded that he 
fell under the U.S. Military Code of Justice. The PM also 
urged the Ambassador to take a \"human approach\" and reach out 
to the family of the driver, and offer them some financial 

help. He said this would not in any way imply an admission 
of guilt on the U.S. side, and the gesture could even be 
accompanied by a letter to this effect. 


FOREIGN POLICY ADVISOR: A HIGHLY POLITICIZED INCIDENT 


8. (C) The Ambassador spoke to Presidential Foreign Policy 
Advisor Ibragimov, who said that unfortunately, this incident 
was becoming highly politicized. He informed the Ambassador 
that President Bakiyev wanted to meet with her on December 7 
at 1100. He said the President wanted to discuss this latest 
incident, but he would likely raise the incident of the 

collision between a U.S. refueling tanker and a civilian 

Kyrgyz airliner, and express Kyrgyz ire that the US has not 
shared its investigative report with them. 


9. (C) Deputy Foreign Minister Sarbayev called in the 
Ambassador late on December 6 and requested urgent 
information on the incident and help for Kyrgyz authorities 

to have access to the Base and the scene of the incident. He 
also suggested that a Joint Working Group be established; the 
Ambassador relayed this request to Colonel Reese. Ambassador 
also spoke with Acting Procurator General Abdilyevich to 

express condolences and U.S. readiness to provide assistance 
with a Kyrgyz investigation. She also called the Minister of 
Interior and the Chairman of the SNB, who will call back. 
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10. (C) Embassy and Base public affairs section have 
coordinated press guidance, which has been emailed to 
SCA/PPD. Embassy PAO and FSN went to the Base to assist on 
site with the press and coordinate strategy for December 7. 


COMMENT 


11. (C) Clearly, this is not only a tragedy for the family 

of the Kyrgyz driver, it is a serious bilateral issue which 

is raising questions ) once again ) about the presence of 

the Base. PM Kulov has taken personal charge of the incident 
and has provided instructions that law enforcement agencies 
conduct an honest and fair investigation. That said, the 

public and parliamentary outrage that an American serviceman 
shot a Kyrgyz national will put the government under a great 
deal of pressure to show that it is defending its citizens. 
Ibragimov has already warned us that the incident has become 
political. We fear that even if it is proved beyond any 

doubt that the Kyrgyz national attacked our servicemen, the 
Kyrgyz public and authorities will question why no warning 

shot was fired ) as they are already doing. The differences 

in our practices are causing individuals to question whether 
the Base is endangering Kyrgyz citizens ) a question often 
asked after the September collision. 


12. (C) How we respond in the next 24 hours will be 
critical to our efforts to contain this incident and to how 
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we are perceived. There are two components that we need to 
focus on immediately: how we handle the bereaved family and 
how we address the substantive concerns regarding the 
shooting incident. We also need to address as well the 
resolution of the collision. 


13. (C) THE FAMILY: Ambassador is prepared to reach out to 
the Kyrgyz next-of-kin, offer condolences, and attend the 
funeral (which may be as early as December 7). We are 
seeking RLA\'s advice as to whether a small collection from 
private individuals on the Base and from the Embassy could be 
provided to the driver\'s family to help defray funeral 

expenses. If there is a DOD mechanism to provide 
compensation to the family, we should explore this option 
immediately, as we are already getting inquires about how 
support for the bereaved family members of the 42 year old 
driver. 
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14. (C) SUBSTANTIVE ISSUES: So far, the investigation 
seems to be proceeding apace and the Base is looking into the 
possibility of establishing a Joint U.S.-Kyrgyz Working 

Group. However, this tragedy, following so closely after the 
September collision raises serious questions on the part of 

the Kyrgyz as to whether it is worth having a U.S. Base here. 
The Kyrgyz are connecting the two incidents and resolving 

the collision has now become much more complicated. Ata 
minimum, Ambassador needs to be able to tell President 
Bakiyev during their December 7 meeting the date when the 
Accident Investigation Board results will be forthcoming and 
what has caused the delay. Post strongly recommends that an 
expert team be dispatched to inspect the damaged Tupolev, so 
that we can at least discuss amongst ourselves what the 
options are to provide assistance in repairing the plane. It 
would be helpful to be able to tell President Bakiyev on 
December 7 that we are doing this. Unfortunately, this 

tragic incident has raised the stakes regarding resolution of 
the collision ) and we need to take that into account as we 
consider how to respond to this incident. 

YOVANOVITCH 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PREL, PGOV, EAIR, IZ, IR, DEMARCHE 

SUBJECT: MFA U/S ON IRAN, BOEING, GCC SUMMIT, LEBANON, AND 
PALESTINIANS 


REF: STATE 195195 
Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (C) Summary: According to Kuwaiti MFA U/S Jarallah, the 
French were \"talking tough\" on Iran during the Amir\'s recent 
visit to Paris. He said French interlocutors anticipate 
near-term U.S. policy adjustments on Iraq. On Lebanon, the 
French FM called for pressure on Syria and support for the 
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Siniora government. Airbus made a pitch for a role in Kuwait 
Airways\' expansion plan. The Ambassador made clear U.S. 
expectations that Kuwaiti aircraft purchases are made on a 
strictly competitive basis. Jarallah said the GCC summit 

will likely produce a strong statement of support for the 
Siniora government, but only indirect criticism of Iranian 

and Syrian behavior. A UNSC resolution on Iran would give 
the GCC cover to take a harder public line. While 
Palestinian PM Haniyah has requested a visit to Kuwait, the 
GOK has again put off accepting such a visit, and does not 
plan to have him here anytime soon. End Summary. 


Amir\'s Visit: French \"Talk Tough\" on Iran, Pitch Airbus 


2. (C) Ina 12/6 meeting with the Ambassador, MFA U/S 
Khalid Jarallah (recently promoted to the personal rank of 
minister) said the Amir\'s recent visit to France was marked 
by \"very good\" discussions with Chirac, Foreign Minister 
Douste-Blazy, and others on a range of issues. On Iran, 
Jarallah said the French are \"talking tough,\" and maintaining 
they will not allow Iran to \"play games with the 

international community.\" The Kuwaitis made clear their 
apprehension over any lranian nuclear program, civil or 
military, given Kuwait\'s close proximity to the reactors. 

The French responded that proper international monitoring of 
an Iranian civilian program should at least give Kuwait some 
reassurance on safety questions. On Iraq, FM Douste-Blazy 
said France sees neighboring countries as part of the 
solution, and is anticipating adjustments in U.S. policy as a 
result of the Iraq Study Group report and other reviews 
underway. Douste-Blazy emphasized the need to pressure Syria 
on its role in Lebanon, and expressed strong support for the 
Siniora government. 


3. (C) U/S Jarallah noted that Kuwait now has USD 7 

billion in direct investment in France, and plans to increase 
that. Kuwait also encouraged France to step up its 
involvement in major projects in Kuwait. The Amir met during 
his visit with Airbus\' CEO, who pitched Airbus aircraft to 
accommodate Kuwait Airways\' expansion plan. According to 
Jarallah, the Amir told Airbus that Kuwait was listening to 
Boeing as well, and that the contract would be awarded on a 
competitive basis. The Ambassador made clear that we expect 
and ask for a strictly competitive process that looks at 
American-origin aircraft, not the origin of particular parts. 
Jarallah said this is precisely the Amir\'s intent. 


GCC Summit Preview: Pressing Iran 
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4. (C) On the GCC summit, Ambassador noted the importance 
of support for the Iraqi government, particularly from lraq\'s 
GCC neighbors, and the need to send a strong signal on Iran. 
Likewise, a strong statement on Lebanon, supporting the 
Siniora government and condemning Syria\'s destructive role is 
vital. Jarallah said the GCC statement will have a strong 
message of support for Siniora, but admitted frankly that the 
language on Iran and Syria will likely be at best indirectly 
critical. He said the roadblock right now for the GCC on 

Iran is UN cover. \"Once the Russians get on board, and the 
UNSC adopts the resolution, there will be a new policy in 

this region, and there will be real pressure on Iran.\" 

Jarallah said the Iranians are starting to feel the heat 

already, noting Ahmedinejad\'s recent comments on the 
resolution. Jarallah cautioned that any opening to Iran on 

Iraq should be carefully calibrated to avoid relieving 

pressure on Iranian misbehavior in Lebanon. Jarallah said he 
had little hope that Iran would be induced to change its 
course, but that Syria was in a different position. Given 

the right circumstances, he said, Syria would be willing to 
cooperate on both Iraq and Lebanon. 


Haniyeh Visit: Not Happening Soon 


5. (C) Ambassador raised reftel points on a possible visit 

by Palestinian PM Haniyeh to Kuwait. Jarallah said Haniyeh 
had made a request, but that the GOK had postponed the visit 
several times, and planned to keep postponing for the time 
being. He noted the Amir\'s travel, to Riyadh and then the 
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rest of the month in Morocco, would be a perfect excuse. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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DEPARTMENT FOR AF AND AF/E 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA FOR POLAD 


E.O. 12958: DECL: 12/06/2016 

TAGS: PREL, PINS, NMOPS, KPKO, SO, ET, KISL 

SUBJECT: SOMALI PRIME MINISTER GEDI HIGHLIGHTS FOREIGN 
EXTREMIST SUPPORT FOR ICU 


REF: ADDIS ABABA 3158 
Classified By: P/E COUNSELOR KEVIN SULLIVAN. REASON: 1.4 (B) AND (D). 


1. (C) SUMMARY. TFG PM Gedi reported that over 3,000 
foreign Islamic militants are assisting the CIC, including 
fighters from Afghanistan, Pakistan, Chechnya, and Libya. 
Eritrea and Saudi sources have provided weapons and funding 
respectively to the CIC, while Somali Hawiye are 

increasingly backing the TFG. Collective defense of 
Somalia\'s TFG is in accordance with its national security 
stabilization plan, endorsed by the IGAD council of 

ministers and the AU PSC, Gedi added. TFG officials said 
potential TCCs to an IGASOM peacekeeping force include 
Nigeria, South Africa, Uganda and even Turkey. Citing an 
executive order by the CIC to assassinate 16 TFG leaders, 

PM Gedi affirmed that the TFG would not negotiate with 
terrorists, and appealed for USG assistance to interdict 

illegal weapons shipments to Mogadishu, as well as to 

provide the TFG with additional bodyguards. END SUMMARY. 
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2. (C) In a December 6 meeting with Ambassador and deputy 
pol-econ counselor Eric Wong, Transitional Federal Government 
(TFG) 

of Somalia (TFG) Prime Minister Ali Muhammad Gedi said 
Somalia now faced \"a choice between life and death, peace 
and war.\" Highlighting the extremist threat posed by the 
Council of Islamic Courts (CIC), Gedi said more than 
three-fourths of the CIC\'s strength derived from foreign 
fighters, including over 3,000 Islamic militants from 
Afghanistan, Pakistan, Sudan, Egypt, Chechnya, Comoros, and 
Libya, as well as Ethiopian insurgents. CIC militia leader 

Adan Hashi Ayro had trained in Afghanistan. The CIC had 
sent delegations to Islamic countries (including the UAE 

and Kuwait) to declare that dissident Parliamentary speaker 
Sharif Hassan Sheikh Adan and 30 MPs were waging jihad 
against the TFG. Speaker Adan had \"defected\" for the last 
66 days, Gedi said. Military engagement of the CIC would 

not require a protracted guerilla war, Gedi said, as such a 
conflict would be primarily against foreign fighters, 

rather than Somali against Somali. 


3. (C) SomaliaWs PermRep to the African Union, Amb. 
Abdikarin Farah, noted that as Somalis were predominantly 
Sunni Muslims, it was foreigners who were escalating the 
war. Saudi sources had provided USD 3-4 million in funds 

to the CIC, Gedi said, delivered through flights from 

Nairobi, accompanied by Eritreans. Direct flights between 
Asmara and Mogadishu had also provided weapons and 
fighters; Iran was also playing a destabilizing role. 
Opponents were thus receiving illegal shipments of weapons, 
threatening the legitimate government. 


4. (C) PM Gedi asserted that the vast majority of Hawiye 
supported the TFG. General Mohamed Warsame Farah, Director 
General of Somali Intelligence and TFG National Security 
Advisor, noted that 70 per cent of some 4,000 troops 

trained in the previous week by the TFG were Hawiye. 

Citing accounts from groups of dozens of escapees who had 

fled from ICU imprisonment to Galcaio and Baidoa, Gen. 

Farah said the CIC attempted to recruit fighters from 

captives it first tortured and then humiliated. 


5. (C) The TFG had sought to avoid war as much as possible, 
Gedi said. Underscoring Somalis\' right to self-defense, 

Gedi noted that SomaliaWs national security stabilization 

plan, endorsed by the IGAD council of ministers as well as 

the AU Peace and Security Council (PSC), provided for IGAD, 
the AU, and others to assist the TFG\'s security forces, and 

for frontline states to train and equip the TFG in 

emergencies. Amb. Farah observed that Somalia had formally 
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adopted a bilateral cooperation treaty with Ethiopia in 
November 2005, and had similar agreements with Kenya and 
Djibouti. Yemen would likely assist the TFG, if the arms 
embargo were lifted, Gedi said. Potential troop 

contributing countries to IGASOM included Nigeria, South 
Africa, Uganda, and possibly Kenya. According to Gedi, 
Nigeria\'s President Obasanjo strongly supported lifting the 


arms embargo on Somalia and had said \"Tell Meles he is not 
alone,\" offering to deploy 1,800 Nigerian troops for 

IGASOM. If intervention were authorized by the UNSC, 
Turkey, as a member of the Organization of Islamic 
Conference (OIC), may also send troops, Amb. Farah said. 


6. (C) Ethiopian deputy FM Tekeda, who met CIC 
representatives in Djibouti on December 1 (reftel), had 
concluded the CIC was not ready for dialogue, Gedi said. 
Gedi observed that the December 2 CIC-IGAD Secretariat 
communique reported on consultations chaired by IGAD 
Executive Secretary Dr. Attalla Hamad Bashir, a Sudanese 
who supported the CIC; in contrast, IGAD at the ministerial 
level had previously endorsed the deployment of IGASOM. 
The CIC would attack if a UNSCR on IGASOM deployment was 
adopted, Gedi added, initially facing Ethiopian and Kenya 
forces, and then those from other partners. 


7. (C) PM Gedi said it was useless for the TFG to negotiate 
or seek compromise with CIC leaders, who sought the TFG\'s 
overthrow and the restoration of a \"greater Somalia\". 
\"Sitting with Aweys is like sitting with Bin Laden,\" Gedi 
said; Wwe are not talking about \'Islamic courts,\' we are 
talking about terrorists.\" Despite the TFG\'s agreement to 
participate in three rounds of talks with the CIC, the CIC 
had continually seized additional territory, and was buying 
time to attack. Ethiopia had taken the correct decision to 
back the TFG, recognizing that the national security of 
countries in the region was interlinked. While Ethiopia 

had trained 9-10,000 Somali TFG military forces, they were 
poorly equipped; lifting the UNSC arms embargo was a 
mechanism to arm trained forces to defend Somalia. 


8. (C) Amb. Farah provided Ambassador with a copy of an 
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Arabic-language executive order reportedly issued by CIC 
leader Sheikh Hassan Dahir Aweys in Mogadishu, that calls 
for the assassination of 16 TFG and Somaliland leaders 
(including President Yusuf, PM Gedi, and Amb. Farah) and 
for Al-Shabab \"martyrs\" to \"execute the operations using 
the most deadly suicide methods carried out by mujahidin 
fighters in Iraq, Afghanistan, Palestine and other 

countries of the world\" (septel). Kenya had trained 200 
VIP protection officers (now serving as police securing 
Baidoa), while Ethiopia had trained 50. With funding from 
UNDP, Kenya and Uganda had trained 1,000 police. 


9. (C) TFG relations with Puntland authorities, who were 

part of the TFG, were good, PM Gedi said. Three Somaliland 
ministers had called on PM Gedi in Addis. Gedi cautioned, 
however, that international recognition of Somaliland could 
impair the unity of Somalia. The TFG favored the 
reconstruction of Somaliland, but only after the defeat of 

their common terrorist enemy. 


10. (C) REQUESTS FOR USG ASSISTANCE: Noting that he had 
previously worked at the AU on a USAID-funded project, PM 

Gedi expressed appreciation for USG support and for 
humanitarian assistance provided through UNICEF and WFP. 

In contrast, he said, Italy was collaborating with CIC 

leader Sheikh Sharif Ahmed\'s Ayr sub-clan to thwart peace, 

just as it had leaked information to General Aideed\'s 

Habr-Gedir sub-clan to thwart UNOSOM in 1992. TFG 

principals made the following requests for material USG 
assistance: 


-- USG assistance was needed to blockade Mogadishu\'s port 
and airport, Amb. Farah said. Gedi noted that the TFG had 
previously provided former U.S. Ambassador to Kenya Bellamy 
with 

written authorization to intercept illicit shipping in the 

Indian Ocean, to distinguish between commercial goods and 
smuggled weapons. 


-- Observing that he had already survived two assassination 


attempts, Gedi appealed for USG assistance to train and 
equip 200-300 bodyguards for himself and President Yusuf. 
Gen. Farah said additional funds were needed to provide 
Ethiopian trainers in Baidoa with facilities. 

YAMAMOTO 
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FOR NEA/ARP, EB/ESC/TFS, S/CT, IO/UN, TREASURY FOR PATRICK 
HEFFERNAN, RACHEL LOEFFLER AND KRISTEN HECHT 


E.O. 12958: DECL: 12/05/2016 

TAGS: PREL, PTER, KTFN, EFIN, KU, IZ 

SUBJECT: UN COUNTERTERRORISM ASSESSMENT TEAM MEETS WITH G-8 
AMBASSADORS 


Classified By: Ambassador Richard LeBaron for reasons 1.4(b) and (d). 


1. (U) On December 4, a visiting United Nations 
Counterterrorism Executive Directorate delegation met with 
Ambassadors from the G-8 nations and from Spain, Switzerland 
and Australia to discuss Kuwait\'s implementation of UNSCR 
1373, the level of the terrorism threat in Kuwait and the 
counterterrorism capabilities and needs of the Government of 
Kuwait(GOk). 


Threat Level 


2. (C/NF) There was agreement among the participants that the 
threat level in Kuwait was lower than a number of other 
countries in the region, but still significant as evidenced 

by the confrontation between the police and the Peninsula 

Lions in January 2005 and the convictions in May 2005 of 
members of the \"Jihadis in Iraq\" group, who were convicted of 
recruitment of young Kuwaitis to commit acts of terror 

against Coalition forces in Iraq. (Note: U.S. and Russian 
Ambassadors, and UK Emboff made detailed presentations; the 
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rest of the diplomatic corps were along for the ride.) 


Compliance 


3. (C/NF) The consensus of the participants was that while 
Kuwait had taken a number of measures required by UNSCR 1373, 
it was still deficient in that it had not enacted the 

International Convention for the Suppression of the Financing 

of Terrorism, created an Egmont Group compliant Financial 
Intelligence Unit, or criminalized acts that facilitate 

terrorism such as membership in a terrorist organization, 
conspiracy and financing of terrorism. The UN delegation did 
note with approval that Kuwait\'s draft Anti-Terror Financing 

Law covered \"99% of the required actions\" under UNSCR 1373, 
but also noted that the real test will be implementation. 


Capabilities 


4. (U) UN delegation head Sergey Karev concurred with the 
diplomatic representatives that while much of the legal 
framework for an effective counterterror system was in place, 
the GOK fell short in three important areas; implementation 

on the working level, recognition of and willingness to take 
action regarding areas where Kuwait was not compliant with 
UNSCR 1373, and government-wide acceptance of the existence 
of a substantial terrorist threat in Kuwait. Karev described 
elements in the GOK as being in a \"state of denial\" about the 
threat and about the areas where they were noncompliant. The 
UN and the G-8 3 Ambassadors agreed that the primary 
obstacle to effective implementation was a widespread 

inability of GOK ministries and agencies to cooperate on 
information sharing. 


5. (U) Two areas of specific concern were also noted. The 
Italian, Japanese and UN delegation raised concern about the 
security of ports of entry. All three reported instances of 

fake passports being succesfully used to enter Kuwait at the 
airport. The Spanish Ambassador reported that recently a 
number of Spanish nationals of Syrian descent had entered 
Iraq via Kuwait and that most appeared headed to Basrah. He 
had no further information about their activities. 


6. (U) Mr. Karev noted that the CTED would deliver a report 
of their visit with its assessment and recommendations to the 
GOK and to the U.N. Security Council. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 
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Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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LEBARON 


88366 

RR RUEHGR 

DE RUEHPO #0774 3401459 

ZNR UUUUU ZZH 

R 061459Z DEC 06 

FM AMEMBASSY PARAMARIBO 

TO RUEHC/SECSTATE WASHDC 8967 

INFO RUCNCOM/EC CARICOM COLLECTIVE 

RUEHAO/AMCONSUL CURACAO 1094","UNCLAS PARAMARIBO 000774 


SIPDIS 
SIPDIS 
DEPT FOR WHA/CAR - LLUFTIG, WHA/PDA - EDETTER 


E.O. 12958: N/A 
TAGS: OEXC, OPRC, NS 


SUBJECT: U.S. SPONSORED MEDIA TRAINING GENERATES EXTENSIVE COVERAGE, 
EXPANDS EMBASSY MEDIA CONTACTS 


1. SUMMARY: The Embassy sponsored Broadcast Journalism Workshops in 
Suriname from October 12 - 21, 2006. The trainings, held in 

Suriname\'s two largest cities, generated extensive positive media 

coverage on TV and radio and in the newspapers. In addition, the 

media training laid the groundwork for a subsequent visit to 

Suriname\'s second largest city by EmbOffs, and in so doing deepened 

and expanded the range of Embassy contacts and access. END SUMMARY 


2. During his second visit to Suriname, Professor Stephen C. Coon, 
International Communications Consultant and Emeritus Associate 
Professor of the Greenlee School of Journalism, lowa State 
University, provided a total of 55 journalists in the capital, 
Paramaribo, and Nieuw Nickerie, Suriname\'s second largest city, 
basic skills training for radio and TV reporting. Journalists from 

20 media outlets attended. Coon emphasized in particular the 
importance of free press in a democratic society. 


3. Thirty-one local journalists participated in the training in 
Nieuw Nickerie. The three-day workshop included training on writing, 
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reporting, editing, interviewing, ethics, use of sound and pictures, 
and identifying relevant stories. In Paramaribo, twenty-four 
journalists participated in a four-day workshop officially opened by 
Ambassador Lisa Bobbie Schreiber Hughes. At the end of both 
workshops participants received certificates of appreciation from 
the U.S. Embassy in Paramaribo. 


4. Mr. Coon\'s presence in Suriname received extensive media 
coverage. A week before he arrived, his visit was announced in the 
daily newspaper Times of Suriname. The opening and closing of the 
Nickerie workshop appeared on all three local TV stations, and all 
three also broadcast separate interviews with Coon. The opening of 
the Paramaribo workshop was covered by two TV stations, ATV and RBN, 
all four daily newspapers, and Radio Apintie, and ATV broadcast an 
interview with Ambassador Schreiber Hughes. Photos from the closing 
ceremony of the workshop in the capital appeared in three 
newspapers. De Ware Tijd, the highest circulation paper in Suriname, 
carried a full page interview with Coon in its Saturday, October 21 
edition. 


5. The media training in Nickerie helped lay the groundwork for a 
follow-up visit by DCM and POL/PD Officer, who received broad media 
coverage. Local TV covered courtesy calls on officials and EmbOffs\' 
tour of a rice mill and processing plant, carrying an 8-minute 
interview on the evening news. Twenty-five journalists and 

reporters attended a media roundtable, where copies of an IIP 
publication, \"Journalist\'s Handbook,\" were distributed to the 
participants. Several interviews by the DCM and Pol/PD Officer 
provided opportunities to clarify U.S. policies on trade, 

investment, and support for stronger bilateral relations and 
cooperation, and were covered in national newspapers the following 
day. Journalists cited the high level of the delegation as a 

positive indication of the Embassy\'s interest in Nickerie. 


6. COMMENT: The level of professionalism among journalists in 
Suriname is low. Problems include frequent misquotes, inaccurate or 
contradictory reporting of facts, and poor sourcing of articles. 

Training is necessary to improve Embassy access as well as to 
improve standards. END COMMENT 


Genton 
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ZNR UUUUU ZZH 
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FM AMEMBASSY TALLINN 

TO SECSTATE WASHDC IMMEDIATE 9318 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EB/ESC/TFS 
S/CT FOR PATTY HILL 
IO/PSC FOR JOHN SANDAGE 


E.O. 12958: N/A 
TAGS: KVPR, EFIN, ETTC, PREL, PTER, KTFN 
SUBJECT: TERRORIST LISTS 


REF: SECSTATE 193615 


1. (SBU) Per reftel, on December 1 Poleconoff asked Sulev 
Kannike, MFA Counselor for Terrorism and Soft Security 
Issues, to provide information about any existing Estonian 
national lists of banned terrorist entities. Kannike replied 

that Estonia does not have, and does not plan to create, such 
a list as it relies on EU information. 

WOS 
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OO RUEHDBU 

DE RUEHEK #1723/01 3401503 

ZNY CCCCC ZZH 

O 061503Z DEC 06 

FM AMEMBASSY BISHKEK 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8659 

INFO RUEHAH/AMEMBASSY ASHGABAT IMMEDIATE 4249 
RUEHTA/AMEMBASSY ASTANA IMMEDIATE 1651 
RUEHDBU/AMEMBASSY DUSHANBE IMMEDIATE 1403 
RUEHBUL/AMEMBASSY KABUL IMMEDIATE 0285 
RUEHNT/AMEMBASSY TASHKENT IMMEDIATE 0866","C ONFIDENTIAL SECTION 01 OF 02 


SIPDIS 

SIPDIS 

DEPT FOR SCA/CEN 

E.O. 12958: DECL: 12/06/2016 

TAGS: ASEC, CASC, PGOV, PINR, PREL, KG 

SUBJECT: ACTION REQUEST RECOMMENDING RESUMPTION OF 
OPERATIONS AT USAID OFFICE IN OSH, KYRGYZSTAN 

REF: BISHKEK 1621 


Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 


Column 3 
1. (U) This cable contains an Action Request; see para 8 
below. 


2. (C) On November 16, 2006, the USAID office in Osh, Kyrgyz 
Republic temporarily suspended operations due to a perceived 
security threat. The perceived threat centered around the 
recovery of a stolen diplomatic vehicle that reappeared in 

Osh. The vehicle was stolen in Bishkek from the spouse of 
the USAID country director, but was found a few days later in 
the parking lot of the USAID office in Osh (Reftel). Due to 

an increased local police (MVD) presence in and around the 
USAID office in Osh, the USAID city director decided to 
suspend temporarily operations and close the Osh office. In 
addition, the USAID city director was scheduled to depart 

post for R&R travel and would not return until December 9. 
Coupled with the Thanksgiving holiday, and the hope that the 
investigation into the case would yield further information 
regarding the vehicle\'s ppearance in Osh, the decision was 
made to continue the suspension of operations in Osh through 
the holiday period. The USAID employees in Osh have 
indicated that they do not feel threatened and expressed a 
desire to return to work. 


3. (C) During the three weeks that USAID operations have been 
suspended in Osh, the increased MVD presence has ceased with 
the removal of the stolen diplomatic vehicle to an MVD 
compound. An FBI evidence collection team has recovered 
evidence, in cooperation with the MVD, from the vehicle. The 
MVD is working to locate the individual identified as having 
driven the stolen vehicle to Osh, but to date the search 
continues. Initial concerns that a commercial firm that has 
been located in the same building as the USAID office for the 
past two years may have been involved in a car smuggling ring 
have not been substantiated, but the bona fides of the firm 
remain uncertain. During the intervening three weeks since 
operations were suspended, no direct or indirect information 
has been received to suggest that the physical integrity of 

the office, or the personal safety of its employees is at 

risk. 


4. (C) In consultation with DS, CA, USAID, and other 
represented agencies, Post requests the Department\'s 
concurrence to resume operations and reopen the USAID office 
in Osh. Absent a specific threat to the office in Osh, the 
consensus of the EAC is that continued suspension of 
operations is no longer necessary. 


5. (C) The Emergency Action Committee met on December 6 
(septel) and recommends resuming operations at the USAID 
office in Osh, under the following conditions: 
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A. Ensure that all three (3) local police (MVD) on the USAID 
floor, at the front entrance, and in the booth of the parking 
lot are armed (currently, only the MVD guard in the parking 
lot is armed); 


B. Encourage and assist the MVD to continue to investigate 
the appearance of the vehicle in Osh and the circumstances 
surrounding the theft of the vehicle in Bishkek, including 
checking the bona fides of the commercial firm located in the 
USAID building; 


C. Explore ways to close or restrict parking in the adjacent 
parking lot; 


D. Seek DS funding to fund security upgrades, such as 
enabling record capabilities to existing CCTV; 


E. Request DS send a Threat Assessment team to Bishkek and 
Osh. In Osh, the team should examine the building and assess 
the threat in light of numerous events surrounding this, and 
previous security cases in Kyrgyzstan. 


6. (C) Post recommends Item A in para 5 as a pre-condition to 
resuming operations; RSO believes that we could secure MVD 
agreement to arm the two guards during the week of December 
11-15, at which time we propose proceeding with resumption of 
operations. This would also allow the USAID city director, 

who returns from R&R on December 9, to have a few days to 
assess the situation prior to resumption of operations. 


7. (C) Post recommends pursuing items B-E concurrently with 
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the resumption of operations. Post will contact MVD re 
investigating the appearance of the vehicle in Osh and the 
activities of the commercial firm located in the USAID 
building, and will contact the landlord regarding closing or 
restricting parking in the adjacent lot. Post will request 
additional DS funding, and the DS Threat Assessment Team 
visit, via septel. 


8. (C) Action Request: Post requests that th Department 
approve the resumption of operations of the USAID Osh office 
under the conditions outlined above. 


YOVANOVITCH 
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DE RUEHAM #8744 3401508 

ZNY CCCCC ZZH 

O 061508Z DEC 06 

FM AMEMBASSY AMMAN 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5972 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY","C ONFIDENTIALAMMAN 008744 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/16/2006 

TAGS: PREL, KPAL, JO 

SUBJECT: DEMARCHE ON HAMAS OFFICIALS - GOJ KEEPS THE DOOR 
SHUT 


REF: STATE 195195 
Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


1. (C) Ambassador delivered reftel demarche to Foreign 
Minister Khatib during a December 6 meeting. Khatib told the 
Ambassador that Jordan would not be receiving Palestinian 
Prime Minister Haniyyeh or any other Hamas figures. Khatib 
said that Government spokesman Nasser Joudeh\'s December 4 
statement -- that Haniyyeh was not banned from entering 
Jordan but that there were no arrangements for Haniyyeh\'s 
visit to Jordan during his current Arab tour -- was adequate, 

but felt that the GoJ needed to come up with a better 
explanation for domestic consumption. COMMENT: This view is 
not shared at the Palace or the General Intelligence 

Directorate, which are comfortable with Joudeh\'s line. END 
COMMENT. 


2. (C) Khatib told Ambassador that Saudi Foreign Minister 
Saud al-Feisal told him in confidence during the Arab League 
Ministerial in Cairo that Saud\'s recommendation to King 
Abdullah bin Abdelaziz was not to receive Haniyyeh; however, 
the Saudis were in an awkward spot as Haniyyeh wants to 
perform Umrah. 


An Unpopular Policy 


3. (C) The King is firm on his arm\'s-length approach to 
Hamas, but the GOJ pays a domestic political price for 
keeping Haniyyeh out. For example, on December 6 Foreign 
Minister Khatib was asked in parliament about the prospect of 
a Haniyyeh visit, and provided an answer that tracked with 
Joudeh\'s. We expect parliament and the local media to 
continue pressing Jordanian ministers on this issue. 


Column 3 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
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OO RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPW RUEHROV 
DE RUEHNE #8191/01 3401509 

ZNY CCCCC ZZH 

O 061509Z DEC 06 

FM AMEMBASSY NEW DELHI 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1182 
INFO RUCNISL/ISLAMIC COLLECTIVE 
RUEHBJ/AMEMBASSY BEIJING 4600 
RUEHLM/AMEMBASSY COLOMBO 8048 
RUEHKA/AMEMBASSY DHAKA 8113 
RUEHIL/AMEMBASSY ISLAMABAD 1198 
RUEHBUL/AMEMBASSY KABUL 3775 
RUEHKT/AMEMBASSY KATHMANDU 8766 
RUEHLO/AMEMBASSY LONDON 2185 
RUEHMO/AMEMBASSY MOSCOW 0730 
RUEHKO/AMEMBASSY TOKYO 4171 
RUEHGB/AMEMBASSY BAGHDAD 0023 
RUEHCI/AMCONSUL CALCUTTA 7602 
RUEHBI/AMCONSUL MUMBAI 6944 
RUEHCG/AMCONSUL CHENNAI 7741 
RUEHKP/AMCONSUL KARACHI 6170 
RUEHLH/AMCONSUL LAHORE 3322 
RUEHPW/AMCONSUL PESHAWAR 3930 
RHMFISS/HQ USCENTCOM MACDILL AFB FL 
RUEAIIA/CIA WASHDC 

RUEHGV/USMISSION GENEVA 5417 
RHEHNSC/NSC WASHDG 

RHHMUNA/HQ USPACOM HONOLULU HI 
RUEIDN/DNI WASHINGTON DC 
RHMFISS/HQ USSOCOM MACDILL AFB FL 
RHHMUNA/CDR USPACOM HONOLULU HI 
RUEKJCS/JOINT STAFF WASHDC 
RUCNDT/USMISSION USUN NEW YORK 3102""CONFIDENTIA L SECTION 01 OF 02 NEW [ 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/06/2016 

TAGS: PREL, PGOV, PTER, PINR, PBTS, MOPS, KDEM, KISL, PK, 
ASEC, IN, IZ 

SUBJECT: INDIA DOES NOT DISMISS MUSHARRAF PROPOSAL, BUT 
SEES LITTLE NEW 


Column 3 
NEW DELHI 00008191 001.2 OF 002 


Classified By: David C. Mulford for reasons 1.4 (b and d) 


1. (C) Summary: Foreign Minister Mukherjee told Ambassador 
December 6 that Pakistan President Musharraf\'s proposal on 
Kashmir contained no new ideas, but was instead an effort to 
repackage old proposals. He said the Gol would carefully 
assess Musharraf\'s message, adding that he saw \"no negative 
signals\" in the Pakistan President\'s December 5 interview on 
Indian television. The Ambassador welcomed further dialogue 
with India on regional issues, including Iraq. End Summary. 


Old Wine in New Bottle 


2. (C) During a meeting primarily devoted to the question of 
civil nuclear legislation pending in Congress (septel), the 
Ambassador asked for Foreign Minister Pranab Mukherjee\'s 
views on Pakistan President Pervez Musharaff\'s \"four-point 
solution\" to the Kashmir dispute, presented during an 
interview on NDTV. Noting that the Pakistani President had 
offered his points in anew package, Mukherjee focused on the 
background of each proposal element: 


-- Autonomy: Mukherjee stated that both Musharraf and Prime 
Minister Manmohan Singh had previously articulated their 
concepts of autonomy. 


-- Staggered demilitarization: Noting that, as Defense 
Minister, he had been responsible for the removal of 9000 
Indian troops from the Kashmir valley, Mukherjee restated the 
Gol position, that deployments depend on security 
circumstances on the ground. 


-- Free movement of people: Mukherjee said that Singh had 
told Musharraf in Havana that it would not be possible either 
to redraw the boundaries of Jammu and Kashmir or erase the 
Line of Control. 


-- Indo-Pak-Kashmiri joint supervision mechanism: Mukherjee 
described this as a familiar idea; whether or not it can be 
implemented depends on the form of the mechanism. 


3. (C) Mukherjee said that, in his view, the key question 
remained unanswered: how would Musharraf\'s proposal be 
implemented? While stating that he thought it would be more 
productive for India and Pakistan to discuss means of 
communication, joint projects, and confidence-building 
measures across the Line of Control, Mukherjee did not 
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dismiss Musharraf\'s proposal. He said that both diplomatic 
(joint mechanism) and back-channel talks are underway between 
Pakistan and India, and concluded that Musharraf\'s televised 
message sent \"no negative signals\" about Pakistan\'s 

intentions to resolve the long-standing problem of Kashmir. 


Ambassador invites discussion of regional challenges, 
including Iraq 


4. (C) Noting the imminent release of the Baker-Hamilton 

report, the Ambassador described for Mukherjee the lraq 

policy review process now underway in Washington. He said 
the President would receive recommendations from a number of 
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sources, which he would likely assess between now and 
January, when he will deliver his State of the Union address 
to the new Congress. A variety of ideas will be debated, 
including whether to implement a phased withdrawal of troops 
from Iraq and the possibility of involving Syria and Iran in 

a regional diplomatic initiative. How the Iraq war is 
prosecuted will have major implications for West and South 
Asia, he concluded, and the U.S. national debate will be 
influenced to some extent by an international debate over the 
future of Iraq. The Ambassador invited Mukherjee to share 
his thoughts at an appropriate time. 


India skeptical but interested in Musharraf\'s Kashmir gambit 


5. (C) Comment: Musharraf\'s proposal neglects to address 
Pakistan\'s control (or cession to the Chinese) of large areas 
that remain part of the former princely state of Kashmir, 
including the Northern Areas, Aksai Chin and \"Azad Kashmir.\" 
While India has stated in the past that it is amenable to 

soft borders and various forms of autonomy, and has expressed 
willingness to consider carefully-designed joint supervisory 
mechanisms, it is most likely to balk at the prospect of 
withdrawing troops because of the history of terrorist 

infiltration and armed attacks from across the Line of 

Control. For hardliner separatists in Kashmir, Musharraf\'s 
statement came as a big blow, and terrorists may provide 

their own response by engaging in high profile attacks in the 
near future. Meanwhile, Mukherjee plans to visit Pakistan in 
January, and does not want to close the door prematurely on 
Musharraf\'s proposed Kashmir solution. Press reports 

indicate that the Prime Minister\'s oft-delayed trip to 

Pakistan may take place in March 2007 before Musharraf comes 
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to Delhi for the SAARC summit in early April. Further, 

senior contacts familiar with the back-channel dialogue 
indicate that discussions have taken place along the lines of 
Musharraf's proposal. Post will report further on diplomatic 
and back-channel discussions during the lead up to those high 
level exchanges. End Comment. 

MULFORD 
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FM AMEMBASSY ABIDJAN 

TO SECSTATE WASHDC IMMEDIATE 2234 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/06/2016 
TAGS: PGOV, PINS, SOCI, SU, IV 
SUBJECT: SUDAN: URGING COTE DVIVOIREVS ABSENCE FROM AFCARPAC 


REF: STATE 194464 
Classified By: POL/ECON Jim Wojtasiewicz, reasons 1.4 (B) and (D). 


(C) Pol/Econ Counselor delivered reftel demarche to 
Ambassador Bernard Tanoh Boutchoue, Director of the Office of 
United Nations and Specialized Institutions Affairs in the 
Ministry of Foreign Affairs, on December 5. We strongly urged 
Cote dVivoire not to attend the upcoming summit of the 
African Caribbean Pacific Group in Khartoum, because of 
Sudan\'s continued intransigence against the deployment of a 
UN peacekeeping force in Darfur. Boutchoue said he 
personally agreed with the United States that it would be 
wrong to participate in an international meeting hosted by a 
government involved in instigating violence against its own 
people. He was unsure of the Cote dVlvoire government\'s 
plans, but he thought that at most they might be planning to 
send their ambassador from Tripoli. He promised to convey 
our points to others in the Ministry and seek to persuade 

them not to send anyone at all. 

Hooks 
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PP RUEHWEB 
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P 061514Z DEC 06 

FM AMEMBASSY ABIDJAN 

TO RUEHC/SECSTATE WASHDC PRIORITY 2235 

INFO RUCNDT/USMISSION USUN NEW YORK PRIORITY 0171","C ONFIDENTIAL ABIDJAN 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, UNSC, ASEC, IV 

SUBJECT: PROPOSAL FOR UN SECURITY COUNCIL PERMREPS TO VISIT 
COTE DVIVOIRE 


Classified By: Ambassador Aubrey Hooks, Reasons 1.4 (B) and (D). 


1. (C) | believe it would be most useful for the Permreps or 
acting Permreps of the P-5 to come to Abidjan, to deliver in 
person a message of support for UN Security Council 
Resolution 1721. Though he nominally welcomed UNSCR 1721, 
President Gbagbo has said from the outset that it contains 
attacks on the Ivoirian constitution that he will not 

implement. He has also consistently and repeatedly insisted 
on misinterpreting the resolution to leave the balance of 
power in his own hands, whereas it was the clear intention of 
the international community for the powers of the prime 
minister to be significantly enhanced. The International 
Working Group (IWG) sought in the communique from its 
December 1 meeting to clarify any remaining ambiguity on the 
powers of the prime minister, but Gbagbo immediately issued 
his own communique denouncing the IWG. 


2. (C) It would be highly useful for President Gbagbo to hear 
directly from the mouths of all five permanent Security 
Council members the message that the Security Council, ina 
unanimous decision, did indeed intend for the powers of the 
prime minister to be significantly enhanced, and that we are 
convinced this can be done without violating the 

constitution, by amending and supplementing current Ivoirian 
law. At the same time the Permreps could strongly urge all 
parties: Gbagbo, Prime Minister Banny, the political 
opposition and the rebels, to work together cooperatively in 
support of the peace process. Such a visit by the P-5 
Permreps was extremely effective in advancing the peace 
process in the Democratic Republic of Congo a few years ago, 
and | believe it would be similarly effective in Cote 

d\'Ivoire now. 

Hooks 
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FM AMEMBASSY ANTANANARIVO 
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INFO RUCNSAD/SOUTHERN AFRICAN DEVELOPMENT COMMUNITY 
RUEHFR/AMEMBASSY PARIS 0754 

RUEAIIA/CIA WASHDC 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR AF/E, AF/FO, INR/AA, AND DRL 
PARIS FOR DVELIA 


E.O. 12958: N/A 
TAGS: PGOV, PREL, KDEM, EAID, PHUM, PINR, MA 
SUBJECT: HALF OF RESULTS IN, RAVALOMANANA HAS 61 PERCENT 


ANTANANARI 00001364 001.2 OF 002 


REFTEL: ANTANANARIVO 1351 AND PREVIOUS 


1. (SBU) SUMMARY: President Ravalomanana has a comfortable lead of 
61 percent with just over half of the polling stations reporting, 

but results to date are skewed toward his highland plateau base. 

While prospects for a first round victory appear strong, it will be 

several days before we can say so with certainty and it may yet be 

weeks before the High Constitutional Court (HCC) releases the 

official results. Observers generally characterize the election as 

free and fair so far, while highlighting significant shortcomings 

and calling for reforms. END SUMMARY. 


2. (SBU) With 9,149 of 17,581 polling stations reporting, 

unofficial results compiled by the Ministry of Interior have 

President Ravalomanana in the lead with 1.87 million votes (61.22 
percent); Roland Ratsiraka in a distant second with 283,000 votes 
(9.28 percent). Jean Lahiniriko and Herizo Razafimhaleo are close 
to a tie for third with about 230,000 (7.5 percent) votes each. 

While half the (unofficial) results are in, Post notes 
Ravalomanana\'s popular base is in the high plateau in and near 
Antananarivo; polling stations with high Ravalomanana numbers are 
geographically closer and more likely to report early results. The 
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vast majority of polling stations not yet reporting are in distant 

coastal areas where Ratsiraka and Lahiniriko reportedly did well. 

Thus the President\'s 61 percent can be expected to come down as more 
voting stations report; but how much? 


3. (SBU) Opposition candidates, most of whom vocally challenged the 
process before the election, have been relatively silent in the 72 

hours since the polls closed. Post expects the top candidates to be 
more vocal once 70-80 percent of the votes are in -- and there is a 
better sense whether or not Ravalomanana appears to have received 
well above the 50 percent plus one necessary to avoid a run-off. 


Transparent Tabulation Process 


4. (SBU) Embassy officers daily visit the Ministry of Interior 
elections task force that is collating unofficial results; it is 

open to journalists, candidates, and observers. On December 6 the 
Minister himself was present and clearly very proud of the conduct 
of the election. With the help of South African helicopters to 

deliver results from remote areas, he predicted that final 

unofficial results would be complete by week\'s end. He speculated 
that the HCC might take another week to make the final tallies 
official. If his optimistic appraisal proves true, it will be by 

far the fastest Madagascar has ever announced its election results. 
The Ambassador and Embassy staff also regularly visit the HCC\'s 
official ballot tabulation operation, which is under heavy security, 
but open to accredited observers and the press. The 116 district 
offices compiling results from 17,500 polling stations are scattered 
around the country. Visiting two in downtown Antananarivo, the 
scene is a primitive contrast to the glossy operation at the 

Interior Ministry, with adding machines in place of computers, but 
the sense of duty and dedication of the workers present is palpable. 
While Post is reasonably comfortable with this process, it remains 
very much an open question if candidates will accept the results it 
produces in the coming weeks. 


Observers Approve Process So Far 


5. (SBU) So far, international and domestic observation teams share 
Post\'s view that voting on December 3 was free, fair and 

transparent. To the extent that irregularities were noted in 

electoral lists, voter card distribution, and other imperfections in 

the process, observers shared the view that these failings did not 
seem to disadvantage particular candidates. While commending 
Madagascar for calm and professionalism, most observer groups were 
unanimous in calling for electoral reforms, if possible before the 

2007 legislative elections (reftels). 


Specific Reactions 


Column 3 


6. (SBU) While assessing the overall conduct of the election in 
positive terms, in public and private meetings, several 
international observer teams have hit on specific critical themes: 


-- Europeans caveat their praise with emphasis on \"room for 
improvement,\" noting among other issues the disparity between 
candidates\' access to financial and media resources; 
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-- The African Union noted many polling stations had too many 
voters (as high as 2,000), and called for a single ballot; 


-- La Francophonie made several recommendations, related to 
increasing the number of polling stations, better voter verification 
and distribution of voter cards, and campaign finance reform; 


-- Southern African Development Community (SADC) Parliamentary 
Forum and Common Market for East and Southern Africa (COMESA) 
representatives said a genuinely independent electoral commission 
and a single ballot must be implemented after this election; as 

should better regulation of private media. SADC Parliamentary 
Delegation Chairman Duke Lefhoko said future elections should not be 
administered by the government; 


-- SADC Secretariat members pointed out that the Malagasy electoral 
process does not comply with SADC standards for an independent 
commission, voter lists, and polling station access during the 

count. 


COMMENT 


7. (SBU) It is tempting, but would still be premature, to conclude 
that Marc Ravalomanana is the first round winner, although the 
results are certainly tending in that direction. As for the 

critiques offered by our international observer colleagues, we tend 
to agree with most, while assigning highest priority to the need for 
an independent electoral commission, a single ballot, and a grace 
period longer than three days to complete the list and voter 
documentation. The consensus at present seems to be: wait for the 
final result, give Madagascar a solid passing grade, and then 
strongly urge political reforms before the 2007 legislative 
elections. Post also expects negative reactions from opposition 
candidates as the unofficial results begin to look like a first 

round victory for the President. 
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FM AMEMBASSY KHARTOUM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5508 

INFO RUCNFUR/DARFUR COLLECTIVE PRIORITY","C ONFIDENTIALKHARTOUM 002807 


SIPDIS 
SIPDIS 
DEPARTMENT FOR AF A/S FRAZER AND AF S/E NATSIOS 


E.O. 12958: DECL: 12/05/2016 
TAGS: PGOV, PREL, AU-1, SU 
SUBJECT: MINAWI CONSIDERS WITHDRAWAL FROM DPA 


Classified By: P/E Chief E. Whitaker, Reason: Sections 1.4 (b) and (d) 


1. (C) Senior Assistant to the President and leader of the 

Sudan Liberation Movement (SLM) Minni Minawi is considering 
how to respond to the recent Janjaweed attacks in El Fasher 
and whether to remain within the framework of the Darfur 

Peace Agreement (DPA). In a December 6 meeting with AID 
Mission Director and Poloff, Minawi and his leadership 
committee emphasized that rumors of an impending SLM or joint 
SLM/National Redemption Front (NRF) attack on El Fasher were 
false. When asked if the SLM was preparing to withdraw from 
the DPA, Minawi said he was considering that option but that 

he would give the other signatories, including the USG, 

\"ample notice. Minawi may further clarify his intentions 

during a meeting with ambassadors in Khartoum scheduled for 
December 7. 


2. (C) According to Minawi, the Janjaweed in El Fasher are 
operating with the full support of the Sudanese Armed Forces 
(SAF) officer corps and are indistinguishable from the 
Sudanese government\'s official \"border guards.\" A member of 
his leadership committee predicted that the expansion of the 
Janjaweed offensive from Mellit to El Fasher was part of a 
strategy that would continue to be repeated throughout Darfur 
and could spread to other major cities such as Nyala. The 
group also predicted an increase in Janjaweed forces in EI 
Fasher over the coming days. During the meeting, Minawi 
received a note indicating that Arab militias had surrounded 
El Fasher, though he said this might be Government 
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misinformation. 


3. (C) Despite repeated efforts to contact President Bashir 

and Vice President Ali Osman Taha, Minawi has not been able 
to speak with them since the security situation deteriorated 

in El Fasher. There are no indications that the SAF have 
attempted to prevent Janjaweed attacks in El Fasher. Minawi 
said that the enlisted SAF troops would move to control the 
Janjaweed if given orders by their superiors, though such an 
order was unlikely. One Minawi advisor, however, said that 
the SAF was weak relative to the Janjaweed and that the 
forces would need to be re-structured beforehand, which would 
take time. Minawi faulted the African Union (AU) for not yet 
providing him with the Sudanese government\'s plan for the 
disarmament of the Janjaweed. On December 5, however, the 
Sudanese government had given him a plan to disarm his own 
forces. 


4. (C) Minawi and his advisors speculated as to the 
Government\'s strategy for the Janjaweed and provided two 
explanations: 1) The Sudanese government was using the 
Janjaweed to secure territory in advance of the 2008 

elections and to prevent SLM areas from being used to support 
an international intervention in Darfur, and 2) Pan-Arab, 

Islamic ideologues within the Government and the Arab 

militias were using Darfur as a base to create an \"Arab 
crescent\" throughout the Sahel. Minawi disputed the Sudanese 
government\'s claim that any SAF-sponsored action in North 
Darfur was designed to combat NRF forces, noting that the NRF 
was not present in South Darfur and yet 45,000 people had 
been displaced in recent months due to Arab militia attacks. 


5. (C) Comment: Normally reticent to directly request 
assistance, Minawi and his advisors were explicit that vague 
international pledges and new UN resolutions were now futile. 
In order to ensure that Minawi remains within the DPA, the 
international community must give a clear show of support for 
the SLM/Minawi in the near future. Minawi was encouraged to 
use his expected meeting with SE Natsios in the next week to 
articulate his concerns. End comment. 

HUME 
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SIPDIS 


SIPDIS 
SENSITIVE 


DEPT FOR AF A/S FRAZER AND AF S/E NATSIOS 
NSC FOR PITTMAN AND SHORTLEY 


E.O. 12958: N/A 
TAGS: PGOV, MOPS, AU-1, UN, SU 
SUBJECT: DARFUR: JANJAWEED ATTACKS CONTINUE IN EL FASHER 


1. (SBU) Summary: Janjaweed attacks in El Fasher continued 
throughout December 5 and 6. Between 1900 and 2300 hours, sporadic 
gunfire was heard around El Fasher. This resulted in two 

fatalities--a 15-year-old student and a police officer--and two 

injuries, both students. All victims were Zaghawa living in the 

center of the city. End summary. 

2. (SBU) On the morning of December 6, Janjaweed forces were 
observed departing the town, looting and destroying shops as they 
went. The forces then deployed to the bridge on the main road 
between EI Fasher town center and the airport. An EU military 
observer reported 300-400 Janjaweed vehicles at the bridge, 100 of 
which were dug into reinforced positions. The forces were heavily 
armed with 12.7 machine guns and 60 and 82 mm mortars. By 1500 
hours, the Janjaweed had pulled back from the bridge and relocated 
southwest of the airport. 

3. (SBU) The death of the 15-year-old student sparked protests in 

the center of El Fasher on December 6. Due to the large number of 
armed men in the town center, the situation quickly deteriorated 

into rioting, and at approximately 1000 hours, shooting broke out 

and continued for 30-45 minutes. Two more students were critically 
injured. Shopkeepers and students then stoned several African Union 
Mission in Sudan (AMIS) vehicles, apparently in retaliation for its 
inaction. The two cafes outside of ZamZam internally displaced 
persons (IDP) camp were looted and burned by a mob also protesting 
AMIS\' lack of action. 

4. (SBU) During the December 6 Cease-fire Commission (CFC) meeting, 
participants discussed the incidents of recent days. The AMIS 

Deputy Force Commander Frank Kamanzi formed a sub committee to 
conduct an investigation. The Government representative to the CFC 
did not arrive, and when the subcommittee attempted to visit ZamZam, 
protesters turned them back. At about 1445 hours, sporadic small 
arms fire and grenade explosions were heard a half kilometer outside 
the town center. 

5. (SBU) Several sources reported over 1,000 mixed Janjaweed and 
Sudanese Armed Forces (SAF) moving south towards El Fasher from the 
Kutum area on the afternoon of December 6. Approximately 60 
Janjaweed/SAF trucks were seen reinforcing Kutum town December 1, 
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and it appears these are the same vehicles. 
HUME 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/06/2016 

TAGS: PREL, PGOV, PTER, KDEM, MOPS, LE, EN 

SUBJECT: ESTONIA CONCERNED OVER PRESERVING SINIORA 
GOVERNMENT 


REF: STATE 172274 
Classified By: DCM Jeff Goldstein for reasons 1.4 (b) & (d) 


(S) On December 5 Poloff delivered reftel points to Marin 
Mottus, MFA Director for Middle East Affairs, on the recent 
demonstrations in Lebanon orchestrated by Syria and 
Hizballah. As Estonia has no diplomatic presence in either 
Lebanon or Syria, Mottus was grateful for the information we 
provided. Estonia plans to call on the EU to take a more 
active role in Lebanon at the next General Affairs and 

External Relations Council (GAERC) meeting in December. As 
EU member states are providing the majority of the 
peacekeeping soldiers in Lebanon, Mottus said, \"the EU must 
step up and prevent Syria from reasserting itself in Lebanese 
politics.\" Mottus also stressed the importance of the United 
States and the EU working together to avoid sending mixed 
messages to Syria and Hizballah. 

WOS 
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E.O. 12958: DECL: 12/06/2016 
TAGS: PREL, PGOV, KDEM, IR, EN 
SUBJECT: ESTONIA: IRAN\'S FLAWED ELECTIONS DEMARCHE DELIVERED 


REF: STATE 192971 
Classified By: DCM Jeff Goldstein for reasons 1.4 (b) & (d) 


(C) On December 5 Poloff delivered reftel points to Linda 

Kolk, MFA Iran Desk Officer, on Iran\'s flawed elections. 

Kolk confirmed that the GOE and the EU shared USG concerns. 
Estonia does not have an Embassy or other diplomatic 
representation in Iran, and so will not report on election 
activities. The GOE does plan to support any eventual EU 
position and statement on the conduct of the elections. 

WOS 
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SIPDIS 

SIPDIS 

E.O. 12958: DECL: 12/06/2016 

TAGS: PREL, PGOV, IR, AE 

SUBJECT: MFA INQUIRIES ABOUT USG IRAN-WATCHING FUNCTIONS IN 
DUBAI 


Classified by Ambassador Michele Sison, reasons 1.4 (b) and 


(a). 


1. (C) Summary: Ambassador and Foreign Minister Abdullah 
bin Zayed (AbZ) have had several conversations regarding the 
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functions of the USG\'s Dubai Iran Regional Presence Office 
(IRPO), most recently on December 5. On December 6, at AbZ\'s 
request, Ambassador met with Acting MFA number two Tariq 
Al-Haidan, following Iran-inspired media attention 

questioning the \"anti-Iranian\" activities of the USG on UAE 

soil. Ambassador reminded Al-Haidan how open we had been 
throughout the process of establishing IRPO, cited the 
importance of publicly acknowledging IRPO\'s presence to 
further our engagement goals, and noted Washington\'s 
expectation that the UAEG would support U.S. diplomatic 
activities focused on Iran. Al-Haidan stuck to his talking 

points on IRPO, yet digressed into broader discussions of the 
troubled relationship the UAE had with Tehran. Ambassador 
acknowledged UAE sensitivities over negative media campaigns 
while reminding Al-Haidan of U.S. goals and openness. 

Visiting NEA/IR Deputy Director joined the meeting, 
emphasizing the transparency of U.S. lran-watching activities 

in Dubai. End summary. 


2. (C) At the request of Foreign Minister Sheikh Abdullah 

bin Zayed (AbZ) Al Nahyan, MFA Acting Under Secretary Tariq 
Al-Haidan invited Ambassador December 6 to discuss the Iran 
Regional Presence Office (IRPO) in Dubai and recent media 
attention focused on USG Iran-watching activities. Iran has 
been stirring up media stories characterizing IRPO activities 

as clandestine and detrimental to regional stability. 
Ambassador led the conversation by noting that she had 
discussed IRPO\'s role with AbZ many times since March 2006, 
openly spelling out the staffing and goals of the office to 

avoid any confusion when IRPO began work in August. She 
reminded Al-Haidan that IRPO is physically located inside the 
U.S. Consulate in Dubai and staffed by State Department 
diplomats (identifying the primary function of each of the 

five staff members). Ambassador was joined in the meeting by 
visiting NEA/IR Deputy Director Henry Wooster. 


3. (C) Al-Haidan asked why the U.S. was so public about its 
\"Iran\" presence in Dubai when the office could operate 
quietly out of the U.S. Consulate with no public notice. A 
former ambassador to Iran, he asked why Dubai played such a 
central role in our Iran-watching activities. Ambassador 
stressed the U.S. desire to reach out to the Iranian people, 
which required public acknowledgement of our efforts; an 
ongoing International Visitor Medical Diplomacy exchange 
involving Iranian doctors is one manifestation of the fruits 

of that outreach. Ambassador lamented the fact that Iran was 
making a fuss of a very straightforward presence. She noted 
that the Iranian Interests Section in Washington operated 

with 40-plus staff and engaged in visa, passport, and social 
services, plus public affairs, student counseling, and 

support for cultural events. Responding to Al-Haidan\'s query 
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about whey the U.S. had not established a similar presence in 
Tehran, Wooster explained the parameters of the Algiers 
Accord which prevented the U.S. from doing so. He added that 
Iran-watchers in London, Berlin, Baku, Istanbul, Kabul, 
Ashgabat, and Baghdad functioned similar to those at IRPO in 
Dubai. 


4. (C) Somewhat satisfied that few other cities compared 

with Dubai in terms of the Iranian presence, Al-Haidan then 
inquired about the nature of meetings with Iranian nationals, 
asking whether IRPO rented rooms for that purpose. 
Ambassador replied that meetings were conducted openly. 
Al-Haidan said the UAEG was uncomfortable with Iran\'s 
accusations that America was working against it in Dubai. 
Ambassador asked whether the Iranian government had, as its 
MFA spokesman had announced, in fact made a formal protest to 
the UAEG on the IRPO. Al-Haidan confirmed that Iran had not. 
Ambassador highlighted the fact that Iran was clearly 
disingenuous, using the media to stir up sentiment without 
engaging the UAE in a factual discussion about the small size 
and open, diplomatic nature of IRPO. There was no valid 
basis for Iran\'s complaint about the IRPO in Dubai. 


5. (C) Wooster acknowledged the potential for Iran to 
mis-characterize the U.S. presence, which we could best 
combat through transparency. Dubai contained the most 
significant Iranian Diaspora community, making it a natural 
locale for U.S. diplomatic and public diplomacy outreach to 
the Iranian people. (Al-Haidan put the Iranian population in 
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the UAE at between 250 and 300 thousand). Ambassador noted 
that we have no dispute with the Iranian people, but we take 
issue with the policy of their government -- the U.S. needed 

to reach out through IRPO Dubai and other locations to engage 
in people-to-people diplomacy and other outreach and exchange 
programs and expected the UAE to support those efforts. The 
mandate of the IRPO is to provide the USG with a broad 
political-economic analysis of the situation inside Iran and 

to foster public diplomacy and cultural ties. Al-Haidan 

stated again that the USG could pursue all of these functions 
without the word \"Iran\" on the office door. Ambassador 

replied that hiding our desire for outreach to the Iranian 

people would be counterproductive. Wooster noted also the 
many Iran-related activities that take place in Dubai, many 

with an American connection of one kind or another, but with 

no relation to IRPO or the USG. Iran had a tendency to blame 
the USG for everything it found irksome. 


Column 3 

6. (C) Al-Haidan was open about UAE concerns regarding Iran, 
yet noted also the extensive trade and commercial 
relationship that benefits the UAE (and creates a strategic 
dilemma for the UAEG). He cited what the Iranians called a 
\"misunderstanding\" over Iran\'s blatant occupation of three 
UAE islands, for example, and said that official Iranian 
visitors to the UAE often said things \"completely different\" 
from reality. He pointed to Iranian arrogance about its 
presence in Afghanistan, Iraq, and Lebanon; \"we will be 
everywhere,\" they seemed to assert. He said Iran boasted 
that potential future U.S. sanctions would only have a 

minimal impact. He suggested that any discussion with Iran 
would get hung up on the nuclear question; one cannot talk to 
Iran (about Iraq, for example) without reference to the 

nuclear file. Additionally, Iran is \"part of the problem\" in 

Iraq and therefore not a credible partner in any 

\"international conference\" on Iraq, said Al-Haidan. He said 
he saw no difference between Khomaini and Hakim -- although 
Allawi and Hakim were different (one being a \"national Iraqi\" 
and the other a \"national Shi\'a\"). He chided Hakim for 
calling on Iraq to pay war compensation to Iran; that is not 

an Iraqi national interest but an Iranian position, he 
emphasized. 


7. (C) Ambassador again acknowledged UAE sensitivities over 
Iran-inspired media reports while reminding Al-Haidan of the 
strong U.S. conviction about reaching out to the Iranian 

people. She hoped the UAEG would continue to share that 
conviction and support our common efforts towards a more 
stable region. In particular, she reiterated that the U.S. 
expectation of UAEG support for IRPO as its makeup and 
activity had been discussed over the past eight months or so. 
Our activities are in the open, she emphasized. 

SISON 
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TREASURY PASS TO MICHAEL JACOBSON AND JIM FREIS 


Column 3 


E.O. 12958: N/A 
TAGS: EFIN, PTER, ECON, EU, PO 
SUBJECT: PORTUGAL TO FOLLOW EU CONSENSUS ON TFTP 


REF: STATE 194473 


1. (SBU) Portugal intends to follow the recommendations of 
the European Commission regarding next steps for the 
Terrorist Finance Tracking Program (TFTP) - according to 
Mario Pinto Lobo, Director-General for European Affairs and 
International Cooperation at the Ministry of Finance and 
Carlos Coimbra from the Economic Studies Department of the 
Bank of Portugal. Pinto Lobo noted thatthe EC had sent a 
letter last week asking for the opinion from central banks 

and member states on this issue. Pinto Lobo commented that 
Portugal was still composing its response. Carlos Coimbra 
added separately that Portugal did not have a position yet 

but would probably follow the stance of the EU Central Bank. 
O\'Neal 
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SIPDIS 
SIPDIS 


FOR STAS ANDREW REYNOLDS 
FOR IHA/WHA KATHERINE BLISS 
BRASILIA FOR ENV HUB JIMMY STORY 


E.O. 12958: N/A 

TAGS: TBIO, PHUM, PREL, AR 

SUBJECT: HARVARD INITIATES STEM CELL RESEARCH PARTNERSHIP 
IN ARGENTINA 


REF: BUENOS AIRES 2580 


1. (U) This telegram is sensitive but unclassified, and not 
for Internet distribution. 


Summary 


Column 3 


2. (U) Harvard University and the GoA have begun an education 
and research and development initiative in Argentina that 

will initially focus on stem cell research. The program, 

called PABSELA, has won the vocal and financial support of 
the Minister of Education. The endeavor highlights the 
continuing opportunities for U.S. science and technology 
institutions to enhance the U.S.\'s long-term intellectual 

security through collaborative efforts with Argentine 

partners. End Summary. 


PABSELA Founded by Argentine Harvard Professors 


3. (U) The Program for the Advancement of Biomedical Science 
Education in Latin American (PABSELA) is a creation of the 
Harvard University Medical School\'s nonprofit international 
assistance organization Harvard Medical International (HMI). 
PABSELA was founded by two Harvard Medical School professors 
from Argentina, and its primary mission is to provide short 

(2-4 week) courses in biomedical topics that will be taught 

by Harvard Medical School professors to graduate students and 
researchers in Argentina. Harvard\'s vision is to formulate 
lasting bonds between Harvard and Latin American scientists, 
schools and research facilities, assuring Harvard\'s continued 
competitiveness in talent and research, while promoting 
advanced medical science in the developing world. 


GoA and the Private Sector Footing the Bill 


4. (U) PABSELA is funded by a nonprofit called the \"Crimson 
Foundation,\" created in Argentina specifically to assist 
PABSELA. The foundation\'s mission is to raise funds to pay 
for the travel of visiting professors, related administrative 
costs, and the purchase and donation of high-tech research 
equipment to participants. Harvard will continue to pay the 
salary and benefits of its professors who travel to Argentina 
to participate in the program. The foundation\'s local donors 
include Banco Rio, small and medium sized local 
pharmaceutical producers, Continental Airlines, and United 
Airlines. It has also received significant funding from the 
Ministry of Education. The Crimson Foundation\'s first year 
operating budget is in excess of USD 500,000. 


The Minister\'s Blessing 


5. (U) Argentine Minister of Education Filmus has strongly 
embraced the idea, granting the Crimson Foundation USD 
300,000 over the first three years of the program. The 
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Ministry of Education indirectly funds and manages the 
majority of graduate and post-graduate education and 
research, making it one of the most important R&D policy 
players in the country. 


An Early Focus on Stem Cells 


6. (U) Courses on a broad range of stem cell research topics 
are scheduled to begin in April 2007. Harvard has selected 
30 stem cell researchers from Argentina, Brazil, Chile, and 
Venezuela to attend hands-on training courses taught by 
Harvard at the quasi-governmental facility (similar to the 
NIH) Fundacion Instituto Leloir. The courses are free and 
the specific course matter is to be selected by the 
participants (not Harvard), based on their research 
interests. In some cases, PABSELA will also provide 
equipment to the participant\'s lab or facility. Harvard 
intends to select as students researchers willing to remain 
connected to Harvard in some capacity. 


Comment 


7. (SBU) PABSELA Co-Director and former Harvard biologist 
Estanislao Bachrach told EmbOff that Minister of Education 
Filmus had expressed his frustration with the 

inefficiency of the Argentine education system and welcomed 
PABSELA as a way to keep Argentine researchers in Argentina 


by working outside the existing bureaucracy. Bachrach also 
said he had received promises of significant future funding 
from major international pharmaceutical companies in 
Argentina, if Harvard is able to engender a local stem cell 
research community of \"critical mass.\" 


8. (SBU) Filmus\'s statements suggest a continued enthusiasm 
on the part of major Argentine S&T players to support 
innovative ways of developing and maintaining collaborative 
R&D environments. Filmus displayed a great deal of interest 
in Science and Technology Adviser to the Secretary of State 
Dr. George Atkinson\'s proposed Global Science Partnerships 
program (reftel). Filmus\'s support for PABSELA indicates 
that similar collaborative initiatives (public or private) 

that could serve to enhance long-term U.S. intellectual 
security will likely find fertile ground in Argentina. 

MATERA 
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SIPDIS 
STATE FOR AF/S KAMANA MATHUR 


E.O. 12958: N/A 

TAGS: PGOV, PINS, SOCI 

SUBJECT: SUDAN - URGING HOST GOVERNMENT\'S ABSENCE FROM 
AFCARPAC 


REF: SECSTATE 194464 


1. Post recieved retel talking points on the morning of 
December 5, 2006, however Malawi\'s attendees (the Minister of 
Trade, the Malawian Ambassador to the European Union, the 
Assistant Director of Trade and the First Secretary in 

Brussels) had already left for Knartoum. Post has delivered 
talking points to the Ministry of Foreign Affairs, asking 

them to attempt to forward them on to the Minister of Trade 

in Khartoum. Post will report any further information 

septel. 

EASTHAM 
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PP RUEHWEB 

DE RUEHDG #3659 3401529 

ZNR UUUUU ZZH 

P 061529Z DEC 06 

FM AMEMBASSY SANTO DOMINGO 

TO RUEHC/SECSTATE WASHDC PRIORITY 6838 
INFO RUEHME/AMEMBASSY MEXICO PRIORITY 1089 


SIPDIS 
SIPDIS 


DEPT FOR WHA P. DUDDY; WHA/CAR B. NICHOLS, D. SEARBY, K. 
WILLIAM, WHA/PPC, WHA/EPSC, EB/CIP/BA FOR N. FETCHKO 


E.O. 12958: N/A 
TAGS: ECPS, DR, EINV, ETRD 


Column 3 
SUBJECT: DOMINICANS AND VERIZON AGREE ON TERMS: CLEAR WAY 
FOR SALE TO AMERICA MOVIL 


REF: SANTO DOMINGO 1259 AND 2375 


1.(U) On December 1 the Dominican government and Verizon 
signed and agreement which brought to a close the sale of 
Verizon,s Dominican operation, Verizon Dominicana, eight 
months after it was first announced in April. The agreement 
involved a payment by Verizon of $170 million dollars to the 
Dominican government. 


2. (U) The sale to Mexican telecom America Movi for $2.3 
billion hit a snag in June when the Doinican tax authority 
informed Verizon that is mut pay $523 million in capital 

gains taxes. Verzon contended from the beginning that the 

sale ofthe Canadian holding company owning Verizon 
Domiicana and a series of complex transfers involving 
companies in Venezuela and Luxembourg were designd to avoid 
legally a tax obligation in the Domincan Republic. Verizon 
reported that it would paysome $700 million in capital gains 

in the UnitedStates. 


3. (SBU) The Embassy became involved inJuly when the 
Ambassador helped arrange a meeting between high-level 
Verizon executives and President Fernandez. The President 
decided to appoint the Minister of Finance as the point 
person in charge of seeking a political solution to the 
dispute. This encounter led to a series of meetings 

involving the Finance Minister and the President during which 
a political solution was sought. During negotiations and 
despite and agreement between Verizon and the Dominican 
President to keep talks private, the issue became public and 
heated when first the tax authority and then Verizon sought 
to express their respective positions in the local media. 


4. (U) The settlement signed last week was drafted by Verizon 
to indicate clearly that the company acknowledged no 
wrongdoing and that it had no tax obligation to the Dominican 
government relating to the sale. Verizon believes that the 

$170 million payment made under the settlement fully releases 
the company from any future financial obligation to the 
Dominican government. The language agreed on by the parties 
characterized the payment as a settlement payment, to put an 
end to various disputes. The terms of the agreement were 
such that neither party renounced its position. 


5. (SBU) Comment: We see the conclusion of the sale as a 
positive outcome to a complex and sensitive problem. 
Throughout the dispute, the Embassy repeatedly stressed to 
the Dominican government publicly and in private the need to 


Column 3 

resolve the issue in a transparent manner so that foreign 
companies interested in doing business in tne Dominican 
Republic will not be deterred by unpredictable tax treatment. 
This message was also signaled to the Dominicans by U.S. 
government officials including Secretary Rice during an 
October visit by President Fernandez to Washington. 
BULLEN 


88383 

OO RUEHROV 

DE RUEHAM #8745 3401530 

ZNY CCCCC ZZH 

O 061530Z DEC 06 

FM AMEMBASSY AMMAN 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5973 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY","C O NF IDENT1IALAMMAN 008745 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/06/2016 
TAGS: PREL, LE, JO 
SUBJECT: JORDANIAN FM OFFERS SUPPORT TO LEBANESE GOVERNMENT 


REF: BEIRUT 03757 
Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


1. (C) In a move calculated to show support for the Siniora 
government, Jordanian Foreign Minister Abdelilah al-Khatib 
visited Beirut on December 4. He met twice with Prime 
Minister Siniora, as well as with Speaker of Parliament Nabih 
Berri, former President Amin Gemayel (father of recently 
assassinated minister Pierre Gemayel), and Ministers Marwan 
Hamadeh, Ghazi al-Aridi, and Nayla Mouawad. FM Khatib 
delivered a letter to PM Siniora from King Abdullah conveying 
Jordan\'s concern for Lebanon\'s plight. Khatib pointedly did 
not call on President Lahoud. 


2. (C) During a December 6 meeting back in Amman, Khatib told 
Ambassador that he found PM Siniora calm and resolute, 
determined to stick to constitutional procedures rather than 

be moved by street demonstrations. Khatib said he appealed 

to Berri\'s ego, noting that the Arab world looked to him for 
leadership in resolving Lebanon\'s crisis. Berri maintained 

that he did not want the Siniora government to collapse, and 
asked Khatib to pass on that reassurance. 


3. (C) As is their nature, Khatib\'s interlocutors tried to 
draw Khatib into the specifics of the negotiations on a 


Column 3 

\"blocking minority\" in the cabinet, as well as deals on the 

Hariri tribunal, Paris Ill, the fate of Lahoud, and a new 

electoral districting law. While fascinated by the details, 

Khatib claimed to have held himself aloof. He also rebuffed 
one dangerous proposal from Berri to join an Arab mediation 
committee composed of Saudi Arabia, Egypt, Jordan, and Syria. 
Khatib saw this as a transparent effort to bring Syria in 
\"through the back door.\" 


4. (C) Amin Gemayel described his conversation with Hassan 
Nasrallah along the same lines provided to Ambassador Feltman 
(reftel), emphasizing Nasrallah\'s negative, even dismissive 
views of the Syrian leadership. Following his meeting with 
Siniora, Khatib offered strong, unqualified support for 

Siniora\'s government, telling media that Jordan \"pledges 
support to all Lebanese people and Lebanese constitutional 
institutions,\" and calls for \"activating all constitutional 

channels and institutions to find a way out of the problem.\" 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
HALE 
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RR RUEHWEB 

DE RUEHNJ #1400 3401530 

ZNR UUUUU ZZH 

R 061530Z DEC 06 

FM AMEMBASSY NDJAMENA 

TO RUEHC/SECSTATE WASHDC 4666 
INFO RUCPDOC/US DOC WASHDC 
RUEATRS/DEPT OF TREASURY WASHINGTON DC 
RUEHYD/AMEMBASSY YAOUNDE 1429 
RUEHDK/AMEMBASSY DAKAR 1244 
RUEHUJA/AMEMBASSY ABUJA 1333 
RUEHNM/AMEMBASSY NIAMEY 2876 
RUEHFR/AMEMBASSY PARIS 2050 
RUEHLO/AMEMBASSY LONDON 1611 
RUEHLC/AMEMBASSY LIBREVILLE 0953 
RUEHBS/USEU BRUSSELS 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR AF, EB, TREASURY FOR OTA, LONDON AND PARIS FOR 
AFRICA WATCHERS 


E.O. 12958: N/A 


Column 3 

TAGS: ECON, EFIN, ENRG, EPET, PGOV, CD 

SUBJECT: CHAD: GOVERNMENT, WORLD BANK AND IMF AGREE ON 2007 
BUDGET 


REF: NDJAMENA 1307 


1. (SBU) SUMMARY: The World Bank and the IMF and the 
Government of Chad have been able to agree on what the Bank 
believes is a sustainable budget for 2007. A Bank mission 

will return in mid-December to continue work on a 

stabilization mechanism for unspent oil revenues and 

finalize a poverty reduction strategy paper. END SUMMARY. 


2. (SBU) On November 21, during a briefing with 
representatives of the donor community, World Bank mission 
leader Marie-Francoise Marie-Nelly stated that the GOC and 
the Bank/IMF team had finally been able to agreeon a 
sustainable 2007 budget. Marie-Nelly noted that after a 
series of meetings and presentations to GOC officials, 
including Prime Minister Pascal Yoadminadji and Minister of 
Finance Abbas Tolli, the Government finally agreed to reduce 
its spending budget from 200 billion FCFA (400 million USD) 
to approximately 132 billion FCFA (264 million USD). Marie- 
Nelly pointed out that the Prime Minister appeared to 
develop a better understanding of the impact that the 

volatile oil markets and Chad\'s limited oil reserves would 
have on the country\'s ability to generatepetroleum revenues 
in the long-term. 


3. (SBU) Marie-Nelly said that World Bank nd IMF were 

still concerned with the limited scae of the country\'s non- 

oil revenues, which onlyaccounted for ten percent of the 
national GDP. he indicated that a sustainable budget 
framewrk would have the non-oil GDP in the range of at 

least 16 % (consistent with other oil-producing countries in 
the region). The World Bank and IMF proposed that the GOC 
place more emphasis on capturing customs revenues through 
better inspection of incoming merchandise, and work to 
ensure that incoming revenues enter the Public Treasury 
without being lost to corrupt GOC authorities. 


4. (SBU) Marie-Nelly also expressed concern that GOC\'s 
decision to reorganize the Public Treasury and hire new 


Column 3 

officials would hinder reform efforts, as the reorganization 
would bring in a number of civil servants who lacked 
experience in budget and finance. The World Bank, according 
to her, was planning to hire a French consultant to assist 
Minister Tolli\'s efforts to reorganize his office and 

streamline the Ministry\'s workload. 


5. (SBU) Marie-Nelly said that a mission would return in 
mid-December to work with tne GOC on developing a 
stabilization mechanism to invest unspent oil revenues, and 
finalize the GOC\'s Poverty Reduction Strategy Paper (which 
was now scheduled to be implemented in August 2007). She 
also said a group of European parliamentarians would visit 

in mid-December to stress the importance of poverty 
reduction initiatives to GOC authorities. 


WALL 


88385 

RR RUEHMA RUEHPA 

DE RUEHCO #1187 3401534 

ZNR UUUUU ZZH 

R 061534Z DEC 06 

FM AMEMBASSY COTONOU 

TO RUEHC/SECSTATE WASHDC 9067 

INFO RUEHZK/ECOWAS COLLECTIVE 
RUEHLMC/MILLENNIUM CHALLENGE CORP 
RUEHFR/AMEMBASSY PARIS 1018 
RUEHDK/AMEMBASSY DAKAR 1300 
RUEHRC/DEPT OF AGRICULTURE WASHDC","UNCLAS COTONOU 001187 


SIPDIS 
SIPDIS 


DEPT FOR AF/EPS:KRZYWDA, AF/W:BANKS, EB/TPP/ABT:LERSTEN 

DEPT PASS TO COMMERCE :MDVANDREA AND USTR:AHEYLIGER/LAGAMA 
USDA FOR FAS/FAA HAGER, FAS/OCRA CHESLEY, FAS/OCBD EVANS 
PARIS FOR DVELIA 

DAKAR FOR FAS (RHANSON) 


E.O. 12958: N/A 
TAGS: ECON, EAGR, EINV, PGOV, PINR, BN 
SUBJECT: COTTON PRICE FOR 2006-2007 CAMPAIGN SET 


REF: A) COTONOU 1176; B) COTONOU 1167 


Column 3 


1. Yesterday President Yayi personally announced to cotton farmers 
that the national purchase price for the 2006-2007 season would be 
0.35 USD per kilogram. This is the price that farmers should 
receive from the Interprofessional Cotton Association (AIC). 
According to the national schedule for cotton production, 
transportation of raw cotton from the fields to ginning facilities 

will begin on December 8. The final cotton purchase price agreed was 
the outcome of Yayi\'s recent meetings with cotton growers and 
ginners. In Burkina Faso and Mali, Togo, and Cote dVlvoire the 
national purchase prices for cotton have been set at approximately 
0.33 USD, 0.32 USD, and 0.28 USD per kilogram, respectively. 


2. In the wake of last week\'s replacement of the Minister of 

Agriculture (REF A), President Yayi took the opportunity to ask 

cotton growers to forget recent pest-related difficulties (REF B) 

and reassured them he would personally oversee the 2007-2008 cotton 
campaign. Specifically, President Yayi told cotton growers that a 
request for proposals for the purchasing and import of agricultural 
inputs (pesticides, fertilizer) for next year would be available to 

the public by the end of this week. Yayi further stated that, during 

the 2007-2008 cotton season, the price of cotton would be fixed 

three months prior to harvesting. 


BROWN 


88386 

PP RUEHWEB 

DE RUEHPG #1487 3401534 

ZNR UUUUU ZZH 

P 061534Z DEC 06 

FM AMEMBASSY PRAGUE 

TO RUEHC/SECSTATE WASHDC PRIORITY 8325 
INFO RUEKJCS/SECDEF WASHDC PRIORITY 
RUEHNO/USMISSION USNATO PRIORITY 1794 
RHEHNSC/NSC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 


SIPDIS 

SIPDIS 

EUR/NCE FOR FICHTE, PM FOR DOWLEY, OSD FOR SADOWSKA 
E.O. 12958: N/A 

TAGS: PGOV, PREL, EZ, MARR, MASS, IZ, AF, YI, BK, LE 


SUBJECT: CZECH PARLIAMENT APPROVES MILITARY DEPLOYMENTS FOR 
2007 


Column 3 
REF: PRAGUE 1466 


1. On November 5th the Czech Chamber of Deputies approved a 
bill authorizing proposed foreign military deployments for 

2007 (Note: Reftel provided full details of the plan. End 

note). The legislation now goes to the President for 

signature. 


2. The bill approved by the lower chamber, and previous by 
the Senate, is unchanged from the government\'s draft 
proposal. Troop limits are authorized for 2007 as follows: 

-- Iraq: 100 

-- Afghanistan: 225 

-- Balkans: 730 (to be divided between KFOR and ALTHEA) 
-- Lebanon: 10 

-- NATO Response Force: up to 400 troops in the period 
January 15 - June 15, 2007, and up to 35 troops in the period 
June 15 - January, 2008. 


3. The new, ten-member UNIFIL deployment was the only 
proposal to receive unanimous backing in the lower chamber. 
The Communist party voted against each of the other 
deployments. However, each did receive full support from the 
mainstream parties on left and right. 


4. Comment: Further ad-hoc deployment bills will be possible 
in 2007 if the Czech Government decides to deploy additional 
personnel. Ministry of Defense sources confirm that Czech 
authorities are considering deploying medical personnel to 
Afghanistan in 2007 over and above the troop levels just 
authorized by Parliament. Post is seeking further information 
about this development. End comment. 

GRABER 


88387 

OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHVI #3491 3401535 

ZNY CCCCC ZZH 

O 061535Z DEC 06 

FM AMEMBASSY VIENNA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5720 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RUEHBJ/AMEMBASSY BEIJING PRIORITY 0300 
RUEHBM/AMEMBASSY BUCHAREST PRIORITY 1388 
RUEHSF/AMEMBASSY SOFIA PRIORITY 1105 
RUEHKO/AMEMBASSY TOKYO PRIORITY 0356 

RUEHIN/AIT TAIPEI PRIORITY 0084",""C ONFIDENTIAL VIENNA 003491 


SIPDIS 


Column 3 
SIPDIS 


STATE FOR EUR/ERA - LAFARGE AND EUR/AGS - SAINT-ANDRE 


E.O. 12958: DECL: 12/07/2016 

TAGS: PREL, PGOV, PHUM, EUN, PARM, CH, AU 

SUBJECT: AUSTRIA ON THE DECEMBER 11-12 EU FOREIGN MINISTERS 
MEETING (GAERC) AND THE CHINA ARMS EMBARGO 


REF: A. STATE 195044 
B. STATE 194456 
Classified By: A/DCM Gregory E. Phillips for reasons 1.4 (b) and (d). 


1. (SBU) A/DCM delivered reftel demarches on the upcoming EU 
Foreign Ministers meeting (GAERC) to Austrian European 
Correspondent Andreas Riecken on December 6. 


2. (C) Riecken made the following substantive comments: 


-- On the China Arms Embargo: Riecken confirmed that there 
was a policy split in the EU between those who want to link 
the strengthening of the Code of Conduct to a lift of the 

China Arms Embargo, and those who do not accept such a 
linkage. He said France was leading those who supported a 
link. Finland was leading those who would strenghthen the 
Code of Conduct and make it legally binding, without lifting 

the arms embargo. Riecken commented that \"not many members 
are openly supporting France,\" but he said France had the 
weight to block a decision if there were no agreement to lift 
the embargo. As a result, Riecken said he did not expect 
major changes. He said this was \"too bad,\" because the EU 
needed to strengthen the Code of Conduct in any case. He 
noted that the Finns could ptu the matter on the agenda of 

the European Council meeting. 


-- On Serbia: Austria appreciates NATO\'s Partnership for 
Peace decision, considering it an important step in enhancing 
Serbia\'s European perspective. 


-- On Bosnia: The EU needed to decide the future of 

Operation Althea. It was clear that EU member states would 
reduce the number troops, but the question was when to make a 
decision on the details. Austria supported making a general 
decision to draw down now, and waiting about two months to 
decide on numbers in light of developments on the ground. 
Some other member states preferred to decide both on the 
general principle of a drawdown and on numbers, while 
expressing the intention to \"confirm\" the decision in light 

of events later. Riecken said it was clear that EU member 


Column 3 

states considered the security situation to have improved 
sufficiently to justify a drawdown to about a third of 
current strength. 


-- On Israeli-Palestinian Issues: Foreign Minister Ursula 
Plassnik will brief her colleagues on her recent visit to 

Israel and the Palestinian Territories. She attended the 
fiftieth anniversary of the founding of the State of Israel 

in Jerusalem, and she met with Palestinian Authority figures 
in Gaza. 


-- On Afghanistan, Riecken said there was a lot of thinking 
about whether the EU should develop a civilian police 
training mission as an ESDP operation. He noted that it 
would be difficult to staff such a mission, because the EU 
was also planning to undertake the largest civilian ESDP 
mission ever next year when it provides police trainers to 
Kosovo. The Kosovo mission will require about 1000 
participants, he said. However, there was also a good deal 
of interest in providing trainers to Afghanistan. 

MCCAW 


88388 

PP RUEHWEB 

DE RUEHVI #3492 3401536 

ZNR UUUUU ZZH 

P 061536Z DEC 06 

FM AMEMBASSY VIENNA 

TO RUEHC/SECSTATE WASHDC PRIORITY 5721 
INFO RUEHAM/AMEMBASSY AMMAN 0229 
RUEHGB/AMEMBASSY BAGHDAD 0098 
RUEHBS/AMEMBASSY BRUSSELS 1179 
RUEHBY/AMEMBASSY CANBERRA 0209 
RUEHHE/AMEMBASSY HELSINKI 0429 
RUEHLJ/AMEMBASSY LJUBLJANA 1462 
RUEHLO/AMEMBASSY LONDON 0686 
RUEHOT/AMEMBASSY OTTAWA 0475 
RUEHPG/AMEMBASSY PRAGUE 1432 
RUEHSM/AMEMBASSY STOCKHOLM 0470 
RUEHTL/AMEMBASSY TALLINN 0567 
RUEHVB/AMEMBASSY ZAGREB 1760 


SIPDIS 
SIPDIS 
STATE FOR INL - INGALLS AND EUR/AGS - SAINT-ANDRE 


E.O. 12958: N/A 
TAGS: KCRM, SNAR, AU 


Column 3 
SUBJECT: AUSTRIAN GOVERNMENT SUPPORTS EXTENSION OF TRAINERS 
AT JORDAN INTERNATIONAL POLICE TRAINING CENTER (JIPTC) 


REF: STATE 192858 


1. A/DCM presented reftel demarche on December 6 to 
Brigadier Kurt Hager, the head of the Austrian Interior 
Ministry\'s bureau for international police missions. Hager 
said the Austrian cabinet had met December 6 to consider the 
extension of police training missions abroad. Regarding the 
JIPTC, the Austrian government had agreed to extend the 
Austrian deployment \"until December 31, 2007, or as long as 
the academy is there,\" as Hager put it. He noted that the 
Austrian parliament still had to approve the extension of 

this deployment in order for it to be official. He thought 

this step would happen in a week, and thought this would be 
uncontroversial. 


2. In accordance with reftel, Hager noted that Austria had 
three trainers in Jordan. He said the Austrian police 
director, Erich Buxbaum, was planning to visit the JIPTC in 
January during a visit to Amman. 

MCCAW 
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OO RUEHAG RUEHDF RUEHIK RUEHLZ RUEHROV 

DE RUEHDL #1389 3401538 

ZNR UUUUU ZZH 

O 061538Z DEC 06 

FM AMEMBASSY DUBLIN 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7754 

INFO RUCNMEM/EU MEMBER STATES IMMEDIATE 
RUEHBS/USEU BRUSSELS IMMEDIATE","UNCLAS DUBLIN 001389 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: EAIR, ECON, PREL, El 

SUBJECT: IRELAND SEES UNCERTAINTY IN U.S.-EU NEXT STEPS ON 
OPEN SKIES 


REF: STATE 195012 


1. Ireland saw the U.S. Department of Transportation\'s 
December 5 decision to withdraw its proposal on foreign 
investment in U.S. carriers as a step that lent clarity to 
U.S.-EU air transport negotiations, according to Fintan 
Towey, Acting Principal Officer for Aviation Regulations and 
International Relations, to whom Pol/Econ Chief delivered 


Column 3 

reftel demarche on December 6. Towey said that Ireland\'s 
interest was still to finalize an Open Skies arrangement with 
the United States as quickly as possible, especially as the 
scheduled November start to the U.S.-Irish transition 
(Shannon phase-out) under the draft U.S.-EU agreement had 
already been missed. Towey explained that Ireland still 
preferred to implement bilateral Open Skies in the context of 
a U.S.-EU agreement, but would see difficulty in a \"new\" 
U.S.-EU negotiation process with an uncertain time frame and 
conclusion. In the absence of certainty in the U.S.-EU 

effort, Ireland would prefer to move on a bilateral basis. 
Pol/Econ Chief explained that the USG was unwilling to 
explore bilateral options with Ireland for the foreseeable 
future, wishing instead to remain focused on the U.S.-EU 
front. Towey replied that, in that case, Ireland\'s interests 
might be better served by the abandonment of the U.S.-EU 
negotiations. He added that he would brief Transport 
Minister Martin Cullen on reftel points. 


2. Comment: Per reftel instructions, the Ambassador will 
reiterate demarche points to Minister Cullen in a 
pre-scheduled December 12 meeting. We thought it best to 
alert the Irish Department of Transport to the DOT decision 
rather than have officials learn of this development first 
through the media, especially after other Member States had 
been demarched. Moreover, we thought it advisable to inform 
Minister Cullen ahead of time of the USG disinclination to 
explore bilateral arrangements, particularly since we 
understood that he might float the bilateral option at the 
December 11-12 EU Transport Council meeting. 

FOLEY 
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OO RUEHROV 

DE RUEHJM #4909 3401542 

ZNY CCCCC ZZH 

O 061542Z DEC 06 

FM AMCONSUL JERUSALEM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5966 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE IMMEDIATE 

RHEHNSC/NSC WASHDC PRIORITY" "CONFIDENTIAL JERUSALEM 004909 


SIPDIS 


SENSITIVE 
SIPDIS 


NEA FOR FRONT OFFICE; NEA/IPA FOR 
WILLIAMS/SHAMPAINE/STEINGER; NSC FOR ABRAMS/DORAN/WATERS 


E.O. 12958: DECL: 12/06/2026 


Column 3 

TAGS: PREL, PGOV, ECON, ETRD, KWBG, KPAL, IS 

SUBJECT: SIGNIFICANT INFRASTRUCTURE WORK UNDERWAY NEAR NEW 
E-1 POLICE STATION 


REF: JERUSALEM 4075 
Classified By: Consul General Jake Walles, per reasons 1.4 (b) and (d) 


1. (C) Summary: A Palestinian foreman working at the 
construction site of the new Israeli police station located 

in the E-1 area east of MaVale Adumim told poloff December 6 
that he had seen plans for the construction of a 600-unit 
housing complex adjacent to the police station. The foreman 
said that construction on the police station is expected to 

be completed by May 2007. Poloff saw significant construction 
of roads and leveled areas beyond the police station where 
the foreman said the housing units would be located. The 
foreman said his crews have been working night and day on the 
project so that it could be completed quickly. End summary. 


2. (C) On December 6, poloff observed construction at the 
four-story West Bank District Police Headquarters in the E-1 
area east of MaVale Adumim. Poloff spoke with a Palestinian 
foreman at the site who identified himself as Abu Firas 
(strictly protect). Although initially fearful of talking to 

poloff, Abu Firas later said seen plans for the construction 

of a 600-unit housing complex adjacent to the police station. 
Poloff witnessed considerable construction of roads and 
leveling of the grounds in the area west of the station where 
Abu Firas indicated the residential complex would be 
constructed. At least two roads, both leading further up the 
hill where Abu Firas indicated the housing units would be 
constructed, have already been graded but have not yet been 
paved. Several areas, both in the vicinity of the police 

station and on the adjacent hill, have been leveled and 
presumably are being prepared for construction. A second 
building approximately 50 feet from the police station 
building is nearing completion, although Abu Firas said that 
building is part of the police complex. 


3. (C) Abu Firas stated that he knows the international 
community does not want construction in the E-1 area and that 
he had been instructed to have crews work night and day to 
make certain the police station would be completed quickly. 
He said he expects work on the housing, if approved, would be 
carried out in the same manner. 


4. (C) Danny Seideman, advocate for the Israeli human rights 
organization Ir Amim, told poloff November 27 that the 
construction of the E-1 police station was financed by an 
organization linked to the Bukharan Jewish Community in 


Column 3 

Jerusalem. He said that in July 2005, this organization 
agreed to finance construction of the E-1 Police Station in 
exchange for property rights to the Ras al-Amud Police 
Station complex in East Jerusalem, hich will be vacated once 
the E-1 police stationis operational. Seideman indicated 

that the areaaround that evacuated police station in Ras 
al-Aud would be converted into residential housing. 


. (C) Seideman told poloff November 27 that he doe not 
expect further construction in the E-1 areabeyond the police 
station for the time being. Hait Ofra, Settlement Watch 
officer with the Israei NGO Peace Now, similarly told poloff 
December 4that she is aware of older plans to build a 
3500unit housing complex in E-1 but believes internatinal 
pressure has stopped these plans for the tim being. However, 
both noted that past experienceindicates that when security 
installations are esablished in the West Bank, the 
construction of cvilian infrastructure often follows. They 
pointed out the completion of the police station could 
foreshadow future residential and commercial building in E-1. 


6. (C) Comment: We are not surprised that there are plans on 
the drawing board for residential uits in E-1, even if the 

GOI has not authorized sch construction there. However, we 
are more trouled by the infrastructure work underway, which 
goes beyond what is necessary for the police station. In our 
view, this construction contradicts GOI assurances to the USG 
that there would be no work in E-1 beyond the police station. 
We recommend that the GOI be asked for an explanation. 


WALLES 
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PP RUEHDBU 

DE RUEHKV #4478/01 3401542 

ZNY CCCCC ZZH 

P 061542Z DEC 06 

FM AMEMBASSY KYIV 

TO RUEHC/SECSTATE WASHDC PRIORITY 0618 

INFO RUCNCIS/CIS COLLECTIVE 

RUEHZG/NATO EU COLLECTIVE","C ON FIDENTIAL SECTION 01 OF 02 KYIV 004478 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 12/06/2016 
TAGS: PGOV, PREL, UP 


SUBJECT: UKRAINE: STAND BY YOUR MEN: YUSHCHENKO RAISES THE 
STAKES OVER FM TARASYUK, DEFMIN HRYTSENKO 


Column 3 

REF: A. KYIV 4433 
B. KYIV 4435 
C. KYIV 4285 


Classified By: Charge a.i. Sheila Gwaltney, reason 1.4 (b,d) 


1. (SBU) Summary. President Yushchenko raised the stakes in 
the accelerating power struggle between his circle and that 

of PM Yanukovych December 5 by issuing a decree reinforcing 
Tarasyuk\'s status as Foreign Minister, notwithstanding the 
December 1 vote by the Rada to dismiss Tarasyuk. For its 
part, Yanukovych\'s team denied Tarasyuk entry to the weekly 
morning cabinet meeting December 6, after PM Yanukovych, in 
the U.S., called Tarasyuk \"irresponsible\" for going to court 

to secure a ruling suspending the Rada decision. After being 
denied entry to the Cabinet, Tarasyuk pledged to go back to 
court to secure his full rights as Minister. Hours after 

members of the Regions-led coalition registered a bill to 
dismiss Defense Minister Hrytsenko December 5, Yushchenko 
stood by his other remaining Minister in public comments 
delivered at a stadium concert-reception to mark the 15th 
anniversary of the establishment of the Ukrainian Armed 
Forces. 


2. (C) Comment: Our sources in the MFA confirm that the 
Cabinet incident occurred as reported in the press and that 
the situation is getting increasingly ugly. Both 
Tymoshenko\'s Bloc and Our Ukraine have been increasingly open 
in recent days about their intent to file requests with the 
Constitutional Court to overturn all or part of the December 
8, 2004 constitutional amendments which shifted many of the 
President\'s powers to the Cabinet and the Rada majority. 
Politicians and court experts have both told us that legal 
grounds exist to overturn the amendments, although the 
decision to ask for a ruling is clearly a political one with 
uncertain consequences. The brewing storm is likely to burst 
into the open once PM Yanukovych returns from the U.S. on 
December 7, absent another compromise between the two 
Viktors. End Summary and Comment. 


Yushchenko: My right to say Tarasyuk remains FM 


3. (SBU) In the wake of the Rada\'s December 1 vote to dismiss 
FM Tarasyuk (ref A) and in the increasingly heated and 
acrimonious struggle between the President\'s and Premier\'s 
teams (ref B), the often indecisive Yushchenko issued a clear 
statement in the form of a two-line Presidential decree No. 
1033/2006 December 5: \"In accordance with Article 106, 
section one, point 3 of the Constitution of Ukraine, | order 
Minister of Foreign Affairs Borys Ivanovych Tarasyuk to 
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continue to perform his professional duties.\" (note: Article 
106.3 reads: The President represents the State in 
international relations, administers the foreign policy 
activity of the State, conducts negotiations, and concludes 
international treaties of Ukraine.\") 


4. (C) Earlier December 5, Tarasyuk had secured a procedural 
decision by the Shevchenko District Court suspending the 
Rada\'s resolution 413-V to dismiss Tarasyuk as FM. The MFA 
quickly circulated a diplomatic note to all embassies with 

the text of Yushchenko\'s decree and notification of the court 
decision (note: Tarasyuk told Ambassador after the December 1 
vote that a petition to the Constitutional Court on the 

Rada\'s ability to dismiss Presidential appointees absent 
Presidential agreement had already been filed, ref A). 


Yanukovych: Tarasyuk \"Irresponsible,\" Cabinet lock out 


5. (SBU) PM Yanukovych, for his part, reacted while in the 

U.S. to press inquiries by calling Tarasyuk\'s legal gambit 
appealing the Rada resolution \"irresponsible.\" (note: 

Regions\' faction leader Bohatyreva openly acknowledged to the 
Rada press contingent November 15 that the President could 
tie up efforts to remove Tarasyuk and Hrytsenko in the courts 
\"for months\" - ref C). 


6. (SBU) Raising the stakes December 6, Minister of the 
Cabinet of Ministers Anatoliy Tolstoukkov met Tarasyuk at the 
door to the CabMin meeting room and denied him entry, telling 
Tarasyuk he was not on the list of authorized attendees, 
before escorting him to the building\'s entrance. Tarasyuk 
later told reporters that he had shown the Shevchenko 

District Court ruling, would file a court complaint to defend 

his Ministerial rights, and vowed that no one else from the 
MFA would attend cabinet meetings in his stead. 


Extending the battle to Hrytsenko 


KYIV 00004478 002 OF 002 


7. (C) MPs from the three parties in the Regions-led 

coalition formally filed a draft dismissal bill against 

Defense Minister Hrytsenko December 5, setting in motion a 
likely vote in the coming days. PM Yanukovych told several 
EU country Ambassadors over lunch November 28, three days 
before the Rada voted to dismiss Tarasyuk and Interior 
Minister Lutsenko, that Hrytsenko would be next to go, after 
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his return from the United States, according to German DCM 
Johannes Regenbrecht. 


8. (SBU) At an evening concert-reception marking the 15th 
anniversary of the founding of the Ukrainian armed forces, 
Yushchenko reaffirmed support for Hrytsenko personally, 
Hrytsenko\'s military reform program, and for Ukraine\'s 
Euro-Atlantic aspirations. Yushchenko called on the Rada to 
stop playing political games with Hrytsenko\'s status and the 
military and instead focus on securing calm conditions in 
support of military reform. 


9. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Gwaltney 
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E.O. 12958: DECL: 12/06/2016 
TAGS: GR, PHSA 
SUBJECT: GREEK RESPONSE TO DECEMBER 7TH UNGA OCEANS DEBATE 


REF: STATE 195607 


Classified By: Counselor for Economic Affairs Clark Price for 
Reasons 1.4 (b,d) 


1. (U) The Greek MFA, through its International 
Organizations department, informed us that in principle they 
are sympathetic to the U.S. position on the Torres Strait, as 
they appreciate the precedential value of the Australian 
action in other international waterways. Our MFA 
interlocutors told us they would propose that the Greek 
delegation make an intervention similar in nature to ours, 
but that it was more likely that they would work through the 
EU presidency, seeking to strengthen the EU presidency 
presentation during coordinating sessions. 


2. (C) Post has been trying to get the action Ministry, the 
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Ministry of Mercantile Marine, to respond on this Torres 

Strait issue for weeks, but we have been repeatedly given the 
run around. If the issue had not moved out of the IMO and 
into the UNGA, post would likely still not have an answer, 

thin as it is. On the side, one MFA contact told us that he 
was stunned to find that the Ministry of Mercantile Marine 

has never contacted the Greek shipowners in any fashion on 
our demarche, and has apparently taken no official action on 
the matter. As a result the MFA was unable to respond 
effectively to our latest request on short notice for fear 

that their response will be out of line with the politically 
powerful ship owners. Note: The entire Ministry of 

Mercantile Marine was given December 6th off to celebrate St. 
Nicholas\' Day; the patron saint of sailors in the Port of 
Pireaus. End note. 

RIES 
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E.O. 12958: N/A 
TAGS: EAID, ECON, AFIN, RW 
SUBJECT: SPECIAL SELF HELP PROGRAM: FY 2005 ANNUAL SUMMARY REPORT 


1. FY 2006 ANNUAL REPORT: Following is a description ofthe 17 FY 
2006 projects funded by an allocation of USD 76,000. All ofthe 
projects are active. 


A. Project Number: SHF-6-696-01 

Project Name: Goat raising 

Grantee: Abadahemuka 

Beneficiaries: 25 

U.S. Contribution: $5129 

Local Contribution: Land, wages for goat-keeper and 50,000Rwandan 
Francs 

Date Obligated: July 20, 2006 

Status: Post has advanced an initial $2720.10. Construction of 
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kraal, water tank and fencing is nearly complete. Post is waiting 
for original receipts to liquidate the first advance. 


B. Project Number: SHF-6-696-02 

Project Name: Shoemaking 

Grantee: Jya Mubandi Mwana 

Beneficiaries: 174 

US Contribution: $8575 

Local Contribution: Workshop, labor, and existing machines 
Date Obligated: July 20, 2006 

Status: First advance of $5978.78 was used to purchase a shoe 
sewing machine. Liquidation of the first advance has taken place 
and post is now waiting for the second advance. 


C. Project Number: SHF-6-696-03 

Project Name: Sewing workshop 

Grantee: Soroptimist International 

Beneficiaries: 30 

US Contribution: $3179 

Local Contribution: Existing workshop, trainers, and additional 
sewing machines. 

Date Obligated: July 20, 2006 

Status: First advance of $1813.40 was used to purchase sewing 
machines and materials. Liquidation of first advance has taken 
place and post is now waiting for the second advance. 


D. Project Number: SHF-6-696-04 

Project Name: Welding workshop 

Grantee: Association des Jeunes pour le Development Rural \"AJDNR\" 
Beneficiaries: 25 

US Contribution: $7078 

Local Contribution: Land, labor and construction materials for 
workshop. 

Date Obligated: July 20, 2006 

Status: First advance of $4197.17 was used to purchase welding 
machines and electricity connection. Liquidation of first advance 
has taken place and post is now waiting for the second advance. 


E. Project Number: SHF-6-696-05 

Project Name: Training street kids to make shopping bags. 
Grantee: IHORERE 

Beneficiaries: 30 

US Contribution: $1376 

Local Contribution: Existing workshop and supervision of trainees. 
Date Obligated: July 20, 2006 

Status: First advance of $571.22 was used to purchase materials. 
Liquidation of first advance has taken place and post is now 
waiting for the second advance. 


F. Project Number: SHF-6-696-06 
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Project Name: Expansion of pig raising project. 

Grantee: Collectif pour le Protection de L\'Environment \"CIPEBE\" 
Beneficiaries: 162 

US Contribution: $6196 

Local Contribution: Land, pigsty, and unskilled labor 

Date Obligated: July 20, 2006 

Status: First advance of $1937.45 was used to purchase materials to 
construct a water tank. Liquidation of first advance has taken 

place and we are now waiting for the second advance. 


G. Project Number: SHF-6-696-07 

Project Name: Bee keeping and livestock. 

Grantee: Urukundo 

Beneficiaries: 197 

US Contribution: $8359 

Local Contribution: Land and unskilled labor. 

Date Obligated: July 20, 2006 

Status: First advance of $3171.18 was used to purchase livestock 
and bee hives. Post is waiting for receipts to liquidate the first 
advance. 


H. Project Number: SHF-6-696-08 

Project Name: Shoemaking 

Grantee: ACOGA 

Beneficiaries: 

US Contribution: $5567 

Local Contribution: Existing workshop and skilled labor. 

Date Obligated: July 20, 2006 

Status: First advance of $2176.08 was used to purchase a shoe sewing 
machine and some materials. Liquidation of first advance has taken 
place. Final advance of $3387 has been provided. 


|. Project Number: SHF-6-696-09 

Project Name: Welding workshop 

Grantee: Friends Peace House 

Beneficiaries: 107 

US Contribution: $6366 

Local Contribution: Land, labor and materials for construction of 
the workshop. 

Date Obligated: July 20, 2006 

Status: First advance of $3362.04 was used to purchase roof tiles 
and welding machines. Partial liquidation of first advance for 
roof tiles has taken place and post is now waiting for receipts for 
the welding machines to liquidate the remaining amount. 


J. Project Number: SHF-6-696-10 
Project Name: Processing of passion fruit juice 
Grantee: Association pour LVintensification des Cultures Fruithre 
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\"APICF\" 

Beneficiaries: 

US Contribution: $9074 

Local Contribution: 

Date Obligated: July 20, 2006 

Status: First advance of $6401.30 was used to purchase a machine 
for processing passion fruit juice. Post is waiting for receipts 

to liquidate first advance. 


K. Project Number: SHF-6-696-11 

Project Name: Handicraft workshop 

Grantee: Association pour la Promotion des Artisans dans le Secteur 
Rural \"APASR\" 

Beneficiaries: 65 

US Contribution: $8166 

Local Contribution: Land and unskilled labor. 

Date Obligated: July 20, 2006 

Status: First advance of $4533.50 was used to purchase banana fiber 
processing machine and additional materials. Liquidation of first 
advance has taken place and post is now waiting for second 
advance. 


L. Project Number: SHF-6-696-12 

Project Name: Pig raising project 

Grantee: Abunzubumwe II 

Beneficiaries: 34 

US Contribution: $953 

Local Contribution: Materials and labor to construct pigsties. 
Date Obligated: July 20, 2006 

Status: First advance of $952.03 was used to purchase pigs and 
medicine. Partial liquidation of first advance has taken place and 
post is now waiting for receipts for medicine to liquidate the 
remaining amount. 


M. Project Number: SHF-6-696-13 

Project Name: Pig raising project 

Grantee: Dukundane 

Beneficiaries: 47 

US Contribution: $1316 

Local Contribution: Materials and labor to construct pigsties. 

Date Obligated: July 20, 2006 

Status: First advance of $1314.71 was used to purchase pigs and 
medicine. Post is waiting for receipts to liquidate advance. 


N. Project Number: SHF-6-696-14 
Project Name: Pig raising project 
Grantee: Girimpuhwe 
Beneficiaries: 21 
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US Contribution: $644 

Local Contribution: Materials and labor to construct pigsties. 
Date Obligated: July 20, 2006 

Status: First advance of $643.76 was used to purchase pigs. 
Partial liquidation of first advance has taken place and post is 
now waiting for receipts for medicine to liquidate the remaining 
amount. 


O. Project Number: SHF-6-696-15 

Project Name: Carpentry and masonry materials 

Grantee: Association of Masons and Carpenters 

Beneficiaries: 16 

US Contribution: $1594 

Local Contribution: Existing workshop and labor 

Date Obligated: July 20, 2006 

Status: First advance of $1593.07 was used to purchase materials. 
Partial liquidation of first advance has taken place. Post is 

waiting for receipts to liquidate the remaining amount. 


P. Project Number: SHF-6-696-16 

Project Name: Goat and sheep raising project 

Grantee: Dufantanye Babyeyi 

Beneficiaries: 27 

US Contribution: $1379 

Local Contribution: Shelter for animals and unskilled labor 

Date Obligated: July 20, 2006 

Status: First advance of $1370.93 was used to purchase animals. 
Post is waiting for receipts to liquidate this amount. 


Q. Project Number: SHF-6-696-17 

Project Name: Groundnut seeds and framing equipment 
Grantee: Twisungane 

Beneficiaries: 48 

US Contribution: $1049 

Local Contribution: Land and unskilled labor 

Date Obligated: July 20, 2006 

Status: First advance of $920.46 was used to purchase seeds and 
farming equipment. Post is waiting for receipts to liquidate this 
amount. 


2. Appendix: Summary of un-liquidated balances for FY 2005. 


A. Project Number: SHF-5-696-07 

Project Name: Equipment and materials for sewing, hairdressing and 
handicrafts 

Grantee: Tujijurane 

US Contribution: $8000 

Un-liquidated Balance: $43.28 
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Status: Project is complete. Post is processing a bill of 
collection for the remaining amount of un-liquidated funds. 


B. Project Number: SHF-5-696-11 

Project Name: Vocational training in carpentry, tailoring, and 
cooking 

Grantee: Paroisse de Janja 

US Contribution: $7000 

Un-liquidated Balance: $102.28 

Status: Project is complete. Post is processing a bill of 
collection for the remaining amount of un-liquidated funds. 


ARIETTI 
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1. (SBU) SUMMARY. In the months since stories broke of Poles 
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trafficked to Spain and Italy for forced labor (Reftel) the 

Polish government has stepped up efforts in the fight against 
human trafficking. The Polish National Police (PNP) has 
supplemented the five person Central Anti-Trafficking Unit 
(CATU), established in July, by creating seventeen regional 
teams which are cooperating on a new \"Hit the Route\" strategy 
as well as increasing nationwide training of police on TIP 
issues. More arrests have been made in the Italian labor 
camp case, although the lack of a signed bilateral agreement 
could be problematic for the prosecution. In October a 

similar camp, at which trafficked Polish citizens were held 
against their will, was shut down in Spain. There are 

ongoing investigations of trafficking networks from Poland to 
the United Kingdom and Sweden. The lack of a definition of 
human trafficking in Poland\'s legal code has made prosecution 
of trafficking for forced labor difficult, but the Krakow 
prosecutor\'s decision to use the 2000 Palermo Protocol 
definition created a useful precedent. END SUMMARY. 


BOLSTERING ANTI-TRAFFICKING FORCES AND NEW STRATEGY 


2. (SBU) In a November 16 meeting with Poloff, Pawel 
Maslowski, head of the CATU, reviewed the Polish government\'s 
stepped up efforts in recent months in the fight against 
human trafficking in general, and in prosecuting those 
responsible for trafficking Poles to forced labor camps in 
Spain and Italy, in particular. In July the PNP established 
the five-person CATU, based in Warsaw and headed by 
Maslowski. The unit functions within the PNP\'s Criminal 
Bureau and is supported by six individuals from other 
departments: two detectives each from the Criminal 
Intelligence Office, Prevention Office, and Central Bureau of 
Investigations, who are assigned to work on trafficking cases 
as needed. In addition, over the last few months, the GOP 
has allocated further resources to the anti-trafficking fight 

by creating seventeen new teams of two or three people each 
to combat human trafficking and child pornography. There is 
one team in each of Poland\'s sixteen provinces and a local 
unit in the Warsaw city police. The CATU tasks the new 
regional teams on a case-by-case basis. 


3. (SBU) Poland is on the crossroads of two major 
international trafficking routes: the south-to-north Balkan 
route (from Turkey through Poland to Scandinavia) and the 
east-to-west Russian route (from Russia and Moldova through 
Poland to Western Europe as far as Portugal). Traffickers 
have traditionally utilized these routes for sex workers, 
although authorities have noticed a sharp increase in 
trafficking for forced labor. The PNP recently adopted a new 
approach called \"Hit the Route.\" Until recently police 
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reacted to individually reported cases or incidents of 
trafficking, but under this new approach they are attempting 
to coordinate their efforts and fight the entire trafficking 
chain. Depending on the information in a case, the CATU 
assigns itto aregional unit and this unit then works in 
cooperation with others along the entire route. Maslowski 
also noted that the CATU would like to begin investigating 
trafficking in human organs and sex tourism involving minors. 


4. (SBU) To further improve enforcement, the CATU has been 
training police officers throughout the country on how to 
identify victims of trafficking. This training includes a 

standard list of questions for officers to ask, along with 
exercises, instructions, and films that show officers how to 
recognize victims. Activists such as La Strada\'s Stana 
Buchowska note that Police treatment of victims, which has 
long been a weakness, has improved somewhat. 


PROGRESS ON ITALIAN LABOR CAMP CASE 


5. (SBU) Maslowski also discussed progress on the case of 
Poles trafficked to Italy and used for forced agricultural 

labor. He stated that the \"mirror investigations\" conducted 
by Polish and Italian police were effective for the 

investigation and takedown phases, but the lack of a signed 
agreement for joint prosecution is a problem for moving 
forward. Polish prosecutors believe they have found some 
legal justification for joint prosecution based on Article 19 

of the European Convention for Organized Crime, and Justice 
Minister Ziobro is planning a visit to Italy to propose an 
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agreement. If signed, the joint investigative team could be 
up and running within a month, with the case going to court 
by summer 2007. 


6. (SBU) So far 31 people have been arrested and charged with 
human trafficking in the case. The most recent arrest took 
place on November 16, when the PNP apprehended the alleged 
leader of the criminal group that recruited Poles to work at 

the forced labor camps, and his wife, who each face possible 
maximum sentences of 10 years, and an associate, who faces a 
five year sentence. Others arrested include 18 Poles who 

were responsible for recruitment and transport, along with 
Ukrainians and Algerians who served as camp guards. The 
Italian owner of the farm, who claims he was unaware of the 
brutal conditions of the camp, remains free. The CATU has 
confirmed the identities of 113 of the over 300 victims 
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liberated from the forced labor camps, almost all of whom 
have chosen to remain in Italy to look for another job. The 
PNP is also gathering material evidence for murder charges in 
the case. No bodies have been found so far, but police 
estimate at least 10 people have been killed since July 2005. 


CAMPS FOUND IN VALENCIAN ORANGE GROVES 


7. (SBU) In a separate case, on October 30, Spanish police, 
in cooperation with the CATU, arrested two Poles and four 
Armenians in Spain, and another two Armenians in Poland who 
were organizing forced labor camps at orange groves in the 
Valencia region of Spain. The estimated 30 Poles imprisoned 
in the camps worked for no pay, lived in crude barracks, and 
resorted to eating grass for sustenance. Information about 
the camps came to light after workers sent text messages to 
police. The CATU tasked the regional team in Lodz with 
investigating this case because a majority of the 20 

identified victims come from that region. Only eight of 

these victims have agreed to testify against their captors. 


8. (SBU) According to Maslowski, the victims were recruited 
for the camps in Poland via word of mouth by friends and 
colleagues, with no advertisements in the press. Upon 
arrival in Spain, the victims were put into indentured 
servitude, forced to repay their \"debts\" for job placement 
and transportation. The perpetrators also beat, threatened, 
and utilized psychological torture on their victims. 

Maslowski praised the responsiveness of the Spanish 
authorities. Working only from the text messages the victims 
placed to Polish police, Spanish police identified the camp 
location and liberated the victims. Maslowski hinted that 
the CATU is now tracking labor trafficking operations from 
Poland to the United Kingdom and Sweden. 


NEW LEGAL RAMIFICATIONS 


9. (SBU) Poland has signed and ratified the 2000 Palermo 
Protocol, which broadly defines trafficking in persons to 
include recruitment, transportation, transfer of persons by 
means of any form of coercion for the purpose of sexual 
exploitation, forced labor, or servitude. However, the 

Polish legal code does not actually define human trafficking, 
leaving a gray area for prosecutors and judges, who often saw 
forced prostitution as the only form of trafficking. Until 

the July arrests in Italy, the concept of trafficking for 

purposes other than sex work was not on prosecutors\' nor the 
public\'s radar. The press has actively followed this case, 
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and the decision by the Krakow prosecutor to use the Palermo 
Protocol definition for cases beyond sexual trafficking has 
created a precedent for forced labor trafficking. This is 

now the de facto, if not the de jure, definition of human 
trafficking used by Polish prosecutors. (Note: Maslowski and 
NGOs are cautiously optimistic about this development, and 
hope that it will give more teeth to the prosecution of 

forced labor traffickers. End Note). 
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E.O. 12958: N/A 

TAGS: ECON, EAIR, El, EUN, KTIA, PL 

SUBJECT: POLAND\'S RESPONSE TO US-EU AIR TRANSPORT AGREEMENT 
ANNOUNCEMENT 


REF: SECSTATE 195012 


1. (U) Econoff delivered reftel demarche on December 6 to 
Sylwia Ciszewska, Director of the Air Transport Department 
and Malgorzata Alberti, Head of the International Agreements 
Division, both with the Civil Aviation Office (CAO). The CAO 
had learned about the U.S. announcement from the European 
Commission earlier the same morning. The CAO was 
appreciative that we informed them about the change, but was 
not deeply concerned. Because Poland and the U.S. have an 
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existing bilateral agreement, the CAO does not believe that 
U.S.-Polish relations in the aviation sector will be 

affected. However, as a member of the EU, Poland realizes 
that the bilateral agreement is not in line with EU 

regulations and that completing a U.S. - EU Agreement is 
important. The CAO also stated that the rulemaking on 
\"actual control\" of U.S. airlines is not a priority for 

Poland. The CAO believes that negotiations between the U.S. 
and EU will resume shortly, and as Poland has been since the 
beginning, Poland will remain deeply involved and interested 
in the EU committee working on the negotiations. 


2.(U) The demarche was also shared with the Ministry of 
Foreign Affairs, Jaroslaw Starzyk of the EU Department, 
Janusz Lacki, Law and Treaty Department and Andrzej 
Jaroszynski, Americas Department. MFA had no comment. 
ASHE 
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Classified By: Poloff Eric Lundberg, Reasons 1.4 b/d 


1.(SBU) Summary: Switzerland serves as the U.S. protecting 
power in Cuba. Already minimal, the country\'s level of 
commercial engagement with Cuba decreased further after 
November 2006 with the decision by Switzerland\'s two largest 
banks, UBS and Credit Swiss, to cease all transactions with 
the Cuban government and other entities within Cuba. Aid is 
humanitarian/agricultural in nature. The Swiss are active on 
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the human rights front. A decision not to renew Title II for 
Switzerland could cause a public backlash and undermine 
Bern\'s role as protecting power for the United States. End 
summary. 


Q: Nature of Investments? 


A: Switzerland imported about $25 million in goods from Cuba 
in 2004, about 99 percent agricultural (especially tobacco). 

The Swiss in turn exported about $15 million in goods, 
including machines, paper, chemical products, instruments, 
watches, and pharmaceuticals. Swiss direct investment in 
Cuba is described as minimal (there are no public figures). 

The two largest Swiss banks, UBS and Credit Swiss, decided in 
November 2006 to cease transactions with the Cuban 
government, Cuban companies, and individuals in Cuba. A UBS 
spokesman cited as grounds the high cost of ensuring that 
Cuban customers respect and conform to legal and financial 
regulations. 


Total Swiss development and humanitarian assistance for Cuba 
has been budgeted as Swiss Francs 4.6 million (about $3.6 
million) in 2006. Nearly all of this aid is for medical 

care, food security, and humanitarian relief. 


Q: Bilateral trade agreements? 

A: Switzerland and Cuba signed a bilateral trade agreement in 
1952, before the revolution. The two countries signed a 
bilateral investment treaty in 1996. 


Q: Exchange programs? 


A: Embassy knows of no government-sponsored exchange programs 
with Cuba. 


Q: Advancement of human rights? 


A: Swiss embassy officials meet with Cuban dissidents on a 
regular basis. A four-member mid-level Swiss delegation to 
the Non-Aligned Movement summit in fall of 2006 included the 
head of the Swiss DFA human rights office. 


Q: High-level visits? 
A: Post is unaware of any bilateral cabinet-level or 
sub-cabinet level visits since the March 2006 visit of Cuban 


Foreign Minister Perez-Rocque (ref B). 


2.(C) Comment: The Swiss Embassy in Havana acts as protecting 
power for the U.S. Interest Section there. Embassy Bern 
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understands that Swiss Ambassador Bertrand Louis has been 
very forthcoming in offering assistance to USINT. Post 
believes that renewing Title Il for Switzerland is in the 

interest of the United States. 

URBAN 
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DRL FOR KRILLA 
DRL/AE FOR DELL 


E.O. 12958: N/A 
TAGS: PHUM, PGOV, PREL, KDEM, SOCI, LO 
SUBJECT: DAS KRILLA REINFORCES PRO-NGO MESSAGE WITH SLOVAKS 


1. (SBU) During a November 30 - December 2 visit to Bratislava, 
DRL DAS Jeff Krilla reinforced Embassy concerns about possibly 
dwindling support for Slovak non-governmental organizations (NGOs), 
many of which were founded during the 1990s in an attempt to bring 
an end to the \"cronyism\" of then-Prime Minister Vladimir Meciar. 
With Meciar back in the ruling coalition and the Slovak parliament 
considering a change to a current law allowing citizens to donate 

two percent of their income tax to NGOs, Slovak activists were 
finding themselves distracted from high-tempo democracy promotion 
activities abroad in places like Belarus, the western Balkans, and 
Cuba, and preoccupied with the prospect of decreasing funding and a 
lack of government support that could hamstring their agendas. 
However, after tough lobbying of Meciar\'s HZDS party and others by 
NGOs and our Embassy, the Slovak parliament voted December 6 to 
preserve the current system of support for NGOs, at least until a 

new system can be put into place next tax year (to be reported 
septel). 


SLOVAKS SURPRISED THAT WASHINGTON KNOWS 


2. (SBU) Krilla raised the issue of continuing support for Slovak 
NGOs in all venues, from his media interview with Slovak Radio, to 
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meetings with \"old guard\" foreign policy advisors in the new 
government, as well as members of parliament and career diplomats. 
All had a visibly marked reaction to Krilla\'s points, particularly 

when he raised the issue of the two percent financing. Laszlo Nagy, 
chairman of parliament\'s Committee for Human Rights, National 
Minorities, and Status of Women, sat bolt upright in his chair and 
wrote \"two percent\" with an exclamation point and a circle around it 
in his notes. Nagy, whose committee includes Meciar and Slovak 
National Party head Jan Slota (whose time as Mayor of Zilina earned 
the city the distinction of being rated \"least transparent\" in 

Slovakia), was impressed and excited that Krilla raised the topic. 
Nagy, who has participated himself in several foreign trips 

sponsored by NGO activists to promote democracy in Cuba and Belarus, 
gave us the impression at the time that he would likely flag this 
Washington interest with fellow members of parliament less friendly 

to the NGO agenda. He also took the opportunity to thank Krilla for 
the continued publishing of the annual Human Rights Report (HRR), 
which Nagy said makes many in Slovakia nervous, but for which many 
are also thankful. 


BREAKFAST OF CHAMPIONS 


3. (SBU) During a breakfast which paired leaders from some of 
Slovakia\'s flagship democracy promotion NGOs with the foreign policy 
advisors to the President and Minister of Foreign Affairs (including 
Pavol Hamzik, former Meciar Foreign Minister), Krilla and the 
Ambassador took the opportunity to highlight the good work 
Slovakia\'s NGOs are doing abroad. The director of Partners for 
Democratic Change - Slovakia (PDCS) discussed his recent trips to 
the Middle East and Afghanistan, where PDCS is working to strengthen 
civil society; the directors of Pontis Foundation and \"Citizen\'s 

Eye\" also noted their activities in Belarus and the western Balkans. 
COMMENT: We hope that our not-so-subtle congratulations of these 
groups and their activities in front of influential NGO skeptics 

from the GOS is gaining traction for the point that a strong NGO 

sector is a positive partner for European democracies, and not a 
competitor or adversary. END COMMENT. 


4. (U) DAS Krilla cleared the substance of this cable. 
VALLEE 
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RUESKT/AMEMBASSY KHARTOUM IMMEDIATE 0001","UNCLAS BRIDGETOWN 002145 
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SENSITIVE 
SIPDIS 


DEPT FOR WHA/CAR AND AF/SPG 


E.O. 12958: N/A 

TAGS: PREL, PGOV, PINR, SOCI, SU, XL 

SUBJECT: BARBADOS AND EASTERN CARIBBEAN TO BOYCOTT ACP 
SUMMIT IN KHARTOUM 


REF: STATE 194464 


1. (U) Per reftel instructions, talking points discouraging 
governments from attending the 7-8 December African Caribbean 
Pacific Group of States (ACP) Summit in Khartoum were 
delivered under cover of Diplomatic Notes (Antigua #1655, 
Barbados #1656, Dominica #1657, St. Kitts #1658, St. Lucia 
#1659, St. Vincent #1660) on December 5, 2006. The original 
Diplomatic Notes were also mailed on this date. 


2. (SBU) Post followed up with phone calls to Eastern 
Caribbean MFAs and received the following responses: 


-- Barbados MFA Permanent Secretary Theresa Marshall told 
Charge Gilroy that Foreign Minister Dame Billie Miller will 

not/not attend the ACP Summit. Marshall convinced Dame 
Billie, the Caribbean regional representative for the ACP, 

that her presence would be construed as support for President 
Bashir\'s actions. Miller decided sending such a signal would 

be unwise and would undercut AU and UN efforts to bring peace 
to the Darfur region. 


-- St. Lucia MFA PermSec Cosmos Richardson told PolOff that 
the Government of St. Lucia decided a month ago not to attend 
because of the human rights atrocities in Sudan. The Prime 
Minister personally made this decision in consultation with 
Richardson. 


-- St. Kitts and Nevis MFA PermSec Theresa Nisbett confirmed 

to PolCouns her government\'s disapproval of Sudanese human 
rights abuses and belief the Caribbean should boycott the ACP 

session. 

GILROY 
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E.O. 12958: DECL: 12/06/2016 
TAGS: PREL, TU, EUN, SW 
SUBJECT: SWEDISH FM BILDT IN TURKEY: EU ACCESSION TALKS 


Classified By: Ambassador Ross Wilson, reasons 1.4 (b), (d) 


1.(C) Swedish Ambassador told us that during Swedish FM 
Bildt\'s December 5 visit to Ankara, Foreign Minister Gul 
conveyed GOT disappointment that the Finnish Presidency 
abruptly ended its Cyprus initiative. The Turks had been 
surprised and seemed to want to return to the Finnish 
proposal, or \"Plan A.\" Bildt said the Swedes shared their 
surprise but urged the GOT to move on, as the Finnish 
proposal was dead. 


2.(C) Gul emphasized the Turks\' overriding interest in 
keeping the accession negotiations moving forward. He 
implied the Turks would continue lobbying to reduce the 
number of suspended chapters, but the Swede\'s conclusion was 
that Turkey can accept the EC\'s recommendation. Bildt said 
Sweden will keep working for a milder package, but counseled 
Gul not to expect a better result from the Council. He said 
that a Turkish initiative could moderate the result and help 

the Swedes persuade colleagues to shift the current EU 
discussion away from technical Cyprus-related issues and 
toward a larger reflection on the EU\'s medium and long-term 
strategy. 


3.(C) Both Gul and FM/PM adviser Davutoglu were emphatic with 
Bildt that they would accept no proposal that would suspend 
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the whole process now or in 12-18 months. Ifthe EU adopted 
such a measure, \"Turkey will suspend its relations with the 
EU\", they stated. Bildt agreed that a suspension or de facto 
suspension would be dangerous and advised Turkey should not 
accept it. He encouraged the GOT to make clear its readiness 
to press ahead, its commitment to do so, and then continue 

the reform process, given that much remains to be done. 


4.(C) PM Erdogan, who mostly listened, acknowledged Bildt\'s 
point that the EU must strike a fine balance between showing 
there are repercussions for the GOT\'s failure to implement 
the Ankara Protocol and the problem of its own 

non-fulfillment of undertakings to end Turkish Cypriot 
isolation. 


5.(C) The Swedish Ambassador subsequently suggested to MFA 
A/US Apakan that the GOT consider as elements of a possible 
Turkish initiative the following: 


-- Reiterate the GOT\'s commitment to implement fully the 
Ankara Protocol without delay, provided that isolation of the 
Turkish Cypriots ends; 


-- Call for a re-launch of the UN process in 2007; 


-- In the interim, open a port and/or an airport ona 
temporary basis; and 


-- Make a clear public statement of an intent to revise 
Turkish Penal Code Article 301. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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E.O. 12958: DECL: 12/05/2016 
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TAGS: PREL, PHUM, EUN, NL 

SUBJECT: NETHERLANDS/TURKEY: ACCESSION DEBATE IN PARLIAMENT 
BLEAK 


REF: A. STATE 195044 
B. DEC 5 E-MAIL \"POLITICS IN THE NETHERLANDS\" (NOTAL) 


Classified By: DCM Chat Blakeman; reasons 1.4 (b, d). 


1. Summary: (SBU) The GONL supports the goal of Turkish 
accession but continues to insist that the Turks meet their 
obligations, particularly the opening of northern Cypriot 

ports. The GONL is fighting to avoid a formal suspension of, 

or an outright deadline for ending, accession negotiations. 

An ongoing parliamentary debate, however, does not bode well. 
End summary. 


2. (U) Poloff delivered reftel demarche December 5 to MFA 
Deputy European Correspondent Jeroen Boender. Boender 
promised to have a thorough look at the document later but 
offered immediate comment on Turkish accession. 


Dutch Parliamentary debate bodes poorly for Turks 


3. (C) Parliament held the first of two debates on Turkish 
accession December 6. The second debate is expected December 
7 or 8. Foreign Minister Bot on December 4 sent Parliament a 
letter explaining the GovernmentVs position (ref B). He 

called for adhering to the conditions laid out in the 

accession negotiations and twice emphasized that this would 
result in de facto suspension of accession negotiations on 
some chapters. He added that the GONL favored linking more 
than eight chapters to the opening of northern Cypriot ports. 
Boender explained that Bot hoped, by calling for a firm EU 
stance, he could outmaneuver Parliamentarians bent on 
formally suspending negotiations or setting a final deadline 

for Turkish compliance. 


4. (C) The December 6 debate appears to have gone poorly. 
Junior coalition partner VVD (the conservative Liberals) all 

but abandoned the Government, with VVD foreign policy 
spokesman Hans van Baalen calling for a suspension on the 
opening of negotiations on any new chapters. Only opposition 
parties Green Left and D-66 supported the Government\'s 
position. The Socialists called for a complete freeze on 
negotiations. 


5. (C) PvdA (Labor) took a more moderate approach, saying 
that the Netherlands should not take a tougher line than 
Cyprus or Greece. Labor foreign policy spokesman Bert 
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Koenders agreed with Bot that the EU, including Cyprus and 
Greece, must do more to make negotiations work. He was 
clear, however, that Labor wanted Turkey to be held 
accountable for failure to meet its obligations. 


Parliament may consider tough resolution 


6. (C) A second debate will take place December 7 or 8 and 
will open the way for Parliament to vote on a resolution. 
According to Boender, the resolution will likely be at least 
as tough as Parliament\'s resolution last year, which called 
for an immediate suspension of negotiations should Turkey 
fail to implement the Ankara protocol by the end of 2006. A 
resolution would not bind the caretaker Government, and its 
impact might well depend on the composition of the next 
Government. 


7. (C) Parliament could, as an alternative, call for a date 

certain for full Turkish compliance. Mark Rutte, leader of 

VVD had suggested shortly before the November 22 national 
elections that the Turks be given two years, after which 
negotiations would be permanently halted. Bot is still 

hoping to avoid this, despite the announcement by Germany and 
France that they will seek an 18-month deadline. 

ARNALL 
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DEPARTMENT FOR AF/W AND AF/RSA 
DEPARMENT PASS TO USTR (AGAMA) 
TREASURY FOR DAN PETERS 

USDOC FOR 3317/ITA/OA/KBURRESS 


E.O. 12958: N/A 
TAGS: ECIN, ETRD, EINV, EAID, PREL, NI, ECOWAS 


Column 3 
SUBJECT: ECOWAS DONORS\' MEETING HIGHTLIGHTS PROGRESS 


REF: 2005 ABUJA 2496 


1. (U) Summary: Development partners of the Economic Community of 
West African States (ECOWAS) met November 20-21 in Abuja for a 
progress report on the organization\'s initiatives. While peace and 
security issues remain central to ECOWASVs work, transforming the 
ECOWAS Secretariat into a Commission, building institutional 

capacity, expanding participation in the ECOWAS Donors Pool Fund and 
deepening regional integration were areas the ECOWAS Secretariat 
identified as priorities during this year\'s donors\' meeting. 

Overall, the donors seemed pleased with ECOWAS\'s progress to date, 
but as the ECOWAS Secretariat leadership acknowledged, more remains 
to be done. The USG continues to play an important role in 

facilitating the organization\'s progress; more can be done with 
committed and long-term support for its reform and economic 

integration agenda. End Summary. 


2. (U) Transformation of the ECOWAS Secretariat into a Commission 

was center stage at this year\'s annual ECOWAS Donors\' Coordination 
Meeting held in Abuja November 20-21. In its January 2006 Heads of 
State meeting, ECOWAS approved the transformation, creating new 
positions of president, vice-president and seven commissioners to 

deepen and accelerate regional integration. Executive Secretary 
Mohammed Ibn Chambas told donors the commissioner selection process 
was well underway and candidates had already been identified in a 

\"very competitive process." 


3. (U) An objective of this transformation is to build ECOWAS\'s 
capacity, a central theme at the donors\' meeting. This effort, 

which will be implemented through the Program in Support of ECOWAS 
Capacity Building (PARECIS), will focus on changing ECOWASVs 
management culture to include developing a capacity-building 

strategic framework, and focusing on human resource development and 
financial management. Chambas appealed to the donor community to 
join a pool fund established by the French, Canadians and British to 
strengthen the organization\'s capacity and consolidate capacity 
building programs. (Comment: The advantage to the Pool Fund is that 
it would significantly reduce the ECOWAS\' administrative burden as a 
single accountability report on funds is issued, rather than a 

report for each donor. End Comment.) 


4. (U) With leadership responsibilities more evenly spread among the 
new commissioners and enhanced capacity, ECOWAS envisions 
reenergizing its institutions to accomplish its numerous goals. 
Principal among these is to deepen regional integration. The 


Column 3 

organization has a draft roadmap to developing a Regional Strategic 

Plan that seeks to achieve integration in West Africa by 2015. 

Elements of achieving this goal include transforming regional and 

national sectoral structures to create a single regional economic 
community, an effective common market, a single currency and 

monetary union, a community governance system, and a common conflict 
prevention, defense and security system. 


5. (U) ECOWAS highlighted the West Africa Gas Pipeline project, 

which is almost complete according to the ECOWAS Secretariat, and 

the West Africa Power Pool as successful integration projects. 

ECOWAS noted the need to build the capacity of ECOWAS member state 
\"National Units\" as a crucial component of its integration program. 


6. (U) Peace and security issues were a highlight of the meeting 

with both General Toure and Colonel Mbaye of the ECOWAS Political 
Affairs, Defense and Security unit giving presentations that 

underscored efforts to develop the ECOWAS Stand-by Force (ESF) in 
accordance with the African Union mandate. General Toure emphasized 
that ECOWAS was a leader in peace support operations on the 
continent, but capability gaps remained in the force generation of 

the ESF. ECOWAS is in the process of conducting assessments in each 
member country to identify gaps in pledged units. Partner 

assistance is needed to generate a deployable logistics capability 

to support the force. Toure noted that ECOWAS needed to build its 
peace support operations doctrinal base to more clearly define force 
tactics, techniques and procedures, training and evaluation, and 
standard operating procedures. 


7. (U) Canada and the EU gave the donor keynote addresses during the 
conference. Other donors represented included China, Denmark, 
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Portugal, The Netherlands, Finland, Norway, the UK, France, Japan, 
Spain, Hungary, Sweden and the U.S. In a postmortem of the 
conference, donors met on November 22 to share their impressions of 
ECOWAS\'s progress to date and to chart the way forward on ECOWAS 
engagement. Overall, donors held positive, yet realistic, views 

about ECOWAS\'s capacity building efforts and peace and security 
program. Some cautioned that given the organization\'s upcoming 
structural transformation, it might need additional support as new 
commissioners and directors come on board. Donors called for 
harmonization of capacity building programs to avoid overwhelming 
ECOWAS with too many projects. The Canadians pointed out the need 
for advocacy from donors on regional integration within those 
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countries where they have a diplomatic presence, with the French 
emphasizing that integration ultimately would have to be implemented 
by member states. 


8. (U) The EU representative pointed out that China and India are 
playing a greater role in Africa and that the Chinese have greatly 
increased spending on infrastructure and investment in ECOWAS. The 
UK Liaison Officer to ECOWAS said there is a level of satisfaction 
among the donors on the Standby Force. The Spanish underscored the 
need for the ECOWAS Secretariat to define an implementation strategy 
and arrange priorities, thus improving efficiency. The Dutch 
complained that Nigeria\'s commitment to ECOWAS is opaque and that 
Nigeria should lead by example. The World Bank reported assisting 
ECOWAS on a regional poverty reduction strategy. Some donors 
questioned why West African Economic and Monetary Union (UEMOA) 
secretariat representatives were not in attendance. (Comment: A 


SIPDIS 

major integration challenge not discussed at this donors\' meeting 

but raised in UEMOA\'s roll out of its own six country Regional 
Development Plan in Dakar Nov 2-3, 2006, is how ECOWAS will work 
with UEMOA to integrate activities on sensitive issues such as a 
common monetary and fiscal regime. End Comment.) 


9. (SBU) ECOWAS\'s agenda is ambitious for a fragile institution. 
While it was heartening to hear of its progress on various fronts 

and its ultimate vision and efforts towards West African 

integration, the organization has a lot on its plate. Even as 

donors observed that ECOWAS was spreading itself thin, they were 
also recommending new action areas such as immigration, gender and 
environment, making it harder for ECOWAS to set its priorities. 
Nevertheless, economic integration is clearly identified as a 

priority, in line with the proposed USG strategy for refocusing 
engagement with ECOWAS. 


10. (SBU) The USG can facilitate the organization\'s progress with 
committed and long-term support for its reform and economic 

integration agenda. Helping the ECOWAS leadership remain focused on 
economic integration and core competencies will be important. 

However, more important will be engaging member states to set 
economic integration as national priorities -- the far more 

difficult task ahead for donors committed to helping ECOWAS fulfill 

its original mandate. 

CAMPBELL 
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E.O. 12958: DECL: 12/05/2016 

TAGS: PTER, PGOV, MARR, PHUM, CO 

SUBJECT: GOC-ELN GUARANTORS WILL PUBLISH DRAFT PEACE ACCORD 
TO PRESSURE PARTIES 


Classified By: Political Counselor John S. Creamer 
Reason: 1.4 (b,d) 


1. (C) The GOC-ELN civil society guarantors will publicize a 
draft peace agreement on December 11 aimed at spurring 
greater progress in the talks. The draft agreement, which 
guarantor Moritz Akerman said was aimed primarily at the ELN, 
suggests implementing a ceasefire and release of ELN kidnap 
victims starting May 1. It also suggests an amnesty for most 
ELN members, and their demobilization; Akerman said 
demobilized terrorists would have to hand in their arms, but 
disarmament is not mentioned in the proposal. Akerman 
reported Peace Commissioner Luis Carlos Restrepo was pleased 
with the proposal and hoped it would flush out the ELN\'s 
commitment to peace. End summary. 


2. (C) Akerman said the guarantors are concerned the GOC and 
ELN have failed to establish concrete proposals and 
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implementation dates during their four rounds of exploratory 
talks to date. Atthe most recent session in Havana, the 
guarantors were dissatisfied with what Akerman characterized 
as \"interminable discussion about the nature of conflict\" 
instead of elaboration of practical initiatives. In 

late-November meetings with the ELN and Restrepo, Akerman 
said the guarantors had the impression both sides were 
interested in moving forward, but lacked confidence in each 
other. The guarantors regarded the ELN as more confident as 
a result of the GOCVs \"para-politician\" scandal, and some ELN 
Central Command members were suggesting postponing the 
December 14 Havana talks to see how much weaker the GOC would 
get. Akerman reported the guarantors aimed to force the ELN 
to take a position on sensitive issues such as ceasefire and 
release of kidnap victims. 


3. (C) Akerman explained the guarantors planned to hold a 
press conference on Monday, December 11 at the Colombian 
Congress to publicize a guarantor proposal to the GOC and 
ELN, and call for a public response. The guarantors will 
publish the proposal in the El Tiempo (Bogota) and El 
Colombiano (Medellin) newspapers the following day. The 
proposal also calls for ELN military commander and negotiator 
Antonio Garcia to come to Bogota and explain the ELN\'s 
response publicly. 


4. (C) The proposal provides for three phases of concrete 
implementation. The first, from January 1-April 31, is 
focused on humanitarian and political processes, including 
the formation of a verification commission that would address 
ceasefire and release of kidnap victims. It also includes 
initiatives related to displaced people, demining, release of 
ELN child soldiers, and \"alternative development\" in areas of 
significant narcotics presence. The guarantors\' proposal 
suggests amnesty for ELN \"rebels\"; Akerman said this 
contemplated amnesty for ELN members associated with 
\"rebellion.\" (Note: Under Colombian law, \"rebellion\" 
excludes war crimes and crimes against humanity, such as 
torture, forced disappearances, forced displacement, and 
genocide; Colombia\'s adherence to the Rome Statute of the 
International Criminal Court expanded Colombian law\'s 
definition of crimes against humanity to include categories 
such as assassinations, and kidnapping, if systematic and on 
a \"massive\" scale. End note.) Akerman said the first phase 
would have to reach an understanding on how the ELN would 
finance itself during the peace process. 
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5. (C) The second phase, from May 1-October 31, would 

involve a mutual ceasefire, and release of all ELN kidnap 
victims. The proposal says the GOC would begin to release 
ELN prisoners during this phase; Akerman said there were some 
1,500. The demobilized ELN members would return to their 
communities, some of which would be named, \"Special and 


Experimental Zones.\" Akerman said the idea of the zones was 
to concentrate GOC and international assistance in limited 
areas to maximize its effectiveness. He added that ELN 
members who demobilized would be expected to hand in any 
weapons, but the proposal did not address disarmament 
explicitly because the subject was still too sensitive when 

the ELN faced the FARC in the field. The GOC would convoke a 
\"national convention\" in June, as distinct from a 

Vconstituent assembly.\" The national convention would 
involve civil society and political party participation and 

make legal and policy recommendations, not enact 
constitutional changes. 


6. (C) The third phase, from November 1-December 31, would 
evaluate progress to date and extend the ceasefire. The 
verification commission would report on ceasefire issues and 
matters related to kidnap victims and ELN prisoners. 


7. (C) Akerman reported the guarantor proposal would preface 
its terms with three suggestions: on a \"peace tax\" to fund 
investment in rural areas, a call to open the media to more 
diverse points of view, and a recognition that Colombia\'s 
conflict will not be solved unless narcotics trafficking is 
addressed. He said the guarantors were not in agreement on 
how to formulate the suggestions. Some supported a harder 
line than others and wanted to urge rejection of a \"war tax,\" 
form an \"international commission\" to promote a more open 
media, and promote drug legalization, while others were 
opposed. 


8. (C) Akerman told us Restrepo was pleased with the 
proposal when shown it on December 5. Restrepo took issue 
with a few points, including the \"harder line\" prefatory 
suggestions, but Akerman said the peace commissioner hoped 
the proposal would flush out the ELN\'s commitment to peace. 
Restrepo has previously criticized the guarantors for failing 
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to pressure the ELN, concluding they did not have leverage 
over the terrorist group. In comments published in El Tiempo 
on December 4, Restrepo said the \"hour of truth\" had arrived 
for the ELN: it must decide if it was committed to the 

political process or would continue its terrorist activities. 

He noted the ELN continued to kidnap at the rate of one 
person a week, and was increasingly involved in narcotics 
trafficking. 

DRUCKER 
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DEPARTMENT FOR NEA/ELA AND NEA/I 


E.O. 12958: N/A 

TAGS: PREL, EG, IZ 

SUBJECT: ARAB LEAGUE FOREIGN MINISTERS CALL FOR DISMANTLING 
MILITIAS IN IRAQ; ZEBARI URGES SUPPORT OF IRAQI SHIA 


1. (SBU) Summary: Arab League foreign ministers, meeting in 
Cairo on December 5, deplored the deteriorating security 
situation in Iraq, and called for the immediate dismantling 

of sectarian militias. Mubarak expressed support for Iraq, 

and welcomed Talabani\'s visit on December 12. Iraqi foreign 
minister Zebari says he is \"satisfied\" with the outcome of 

the AL meeting, and urges support for Iraqi Shia. End 
summary. 


2. (SBU) On December 5, Arab League foreign ministers from 
the AL\'s \"Iraq Committee\" (Jordan, UAE, Bahrain, Algeria, 
Saudi Arabia, Sudan, Syria, Iraq, Kuwait, Egypt) met in Cairo 
to discuss the deteriorating security situation in Iraq and 

the need for immediate steps to foster national 

reconciliation there. AL Secretary General Amre Moussa and 
Iraq Committee chairman Shaykh Khalid bin Ahmed al-Khalifa 
(Bahrain\'s foreign minister) said the ministers had agreed to 
a timetable for rebuilding Iraq\'s police and army prior to 

the withdrawal of coalition forces. In a press statement 
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issued after their meeting, the foreign ministers condemned 
\"terrorist and criminal acts\" in Iraq, and called for the 
immediate dismantling of all militias in Iraq, and for the 
preservation lraq\'s unity and identity. The statement said 

that the next AL conference on Iraq should be held in Baghdad 
within four months. 


3. (SBU) In a telephone conversation on December 5, Iraqi 
foreign minister Zebari told the Ambassador that he had met 
earlier that day with President Mubarak. Zebari said he told 
Mubarak he had come \"to correct relations\" and urged support 
for Iraqi Shia to \"feel part of the Arab nation.\" He said 

that Mubarak was supportive, and that he looked forward to 
welcoming Iraqi president Jalal Talabani when he visits Cairo 
on December 12. Mubarak also told Zebari that Iraqi Prime 
Minister Maliki would be welcome \"any time.\" 


4. (SBU) Zebari described the meeting of the Arab League 
foreign ministers as \"the usual long debates\" conducted with 
\"intense interest.\" He said he was very satisfied with the 
final statement which called for supporting the Iraqi 
government and the unity and integrity of Iraq, while 
condemning terrorism and \"takfirism\" (declaring someone to be 
an infidel). Zebari said he had parried AL calls for a 
timetable for the withdrawal of U.S. troops, urging instead a 
timetable for strengthening Iraqi security forces. He said 

that he stressed the need for the AL to accept and support 
Iraqi Shia, reassuring that their primary allegiance was to 

Iraq and not Iran. He said the ministers were apprehensive 
about the Baker report, but he underscored for them that 
President Bush will make the final decision and would not 
withdraw U.S. forces prematurely. (Note: Zebari departed 
Cairo early December 6 for Saudi Arabia. End note.) 
RICCIARDONE 
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NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 


E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, PREL, PTER, LE, SY, IS 

SUBJECT: LEBANON: AOUNIST ADVISOR WARNS TIME IS SHORT FOR 
COMPREHENSIVE AGREEMENT 


Classified By: Ambassador Jeffrey D. Feltman. Reason: Section 1.4 (b). 


SUMMARY 


1. (C) Close Aoun advisor MP Ibrahim Kanaan acknowledges 
that the standoff in Riad Solh Square has created a flammable 
situation. He knows that plans percolating from Samir 

Ja\ja\'s Lebanese Forces to stage counter-demonstrations could 
result in violence. For these reasons, Michel Aoun is 

allegedly ready to negotiate a pact that meets the critical 
needs of each faction in Lebanon. Aoun continues to believe 
that he can convince Hizballah to relent in its effort to 

topple the Siniora government, at a price that is acceptable 

to the March 14th coalition. But, according to Kanaan, the 
time remaining for such action is exceedingly short. End 
summary. 


2. (C) Ina December 6 meeting in Rabieh, Aounist MP 

Ibrahim Kanaan indicated to emboff that most of the 

leadership of General Michel Aoun\'s Free Patriotic Movement 
(FPM), including Aoun himself, understands that 
anti-government demonstrations in downtown Beirut have nearly 
reached the limits of their effectiveness, and that 

continuing the intense political argument in the street risks 
violent confrontation. Kanaan, who said that the FPM 

maintains tenuous contact with Samir Ja\'ja\'s Lebanese Forces 
through MP George Adwan, acknowledged that Aoun realizes 
Ja\'ja\' will soon feel compelled to unleash 
counter-demonstrations. He emphasized that this would be a 
scenario that no sane person\" would want. Accordingly, it 

is high time for serious, direct, expedited talks to produce 

a comprehensive \"grand compromise\" acceptable to all parties. 
Kanaan commented that Aoun does not want to go down in 
Lebanon\'s history books as the man who \"lost\" his country\'s 
sovereignty. 


3. (C) Kanaan is a relative moderate who has worked for the 
Aounist movement since 1989 and is one of the General\'s most 
trusted advisors (although not as influential as the 

ever-present Gibran Bassil). He described Aoun as a proud 
and stubborn individual who feels vilified by the Hariri camp 
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and misunderstood by Paris and Washington. As with all 
Aounist true believers, Kanaan characterized the nearly 
year-old FPM-Hizballah alliance as the only viable way to 
moderate Hizballah\'s behavior, allay ShiVa fears of 

exclusion, and ultimately disarm their militia. But unlike 

many Aounists, Kanaan said he has also advised the General to 
test Hizballah\'s professions of Lebanese-ness and Nasrallah\'s 
implied claim of political independence from Syria. 


A COMPREHENSIVE AGREEMENT 


4. (C) This test, Kanaan stated, could be accomplished by a 
comprehensive deal that would require all parties to commit 
themselves to the preservation of a democratic Lebanon, while 
allowing each faction to achieve some of its political goals. 
Essentially, the compromise would consist of: 1) an 
agreement on the presidency (presumably an Aoun presidency 
that would protect Hizballah (but not its arms), 2) a 
commitment to pass a new electoral law, 3) the holding of new 
parliamentary elections in the coming year, 4) an immediate 
re-allocation of ministerial seats that would give the Shia a 
\"blocking\" minority, but not the ability to dissolve the 
government, and finally, 5) approval of the Special Tribunal. 

In an interesting aside, Kanaan maintained that the 
much-discussed 19-9-2 cabinet formula had never \"really\" been 
rejected by Aoun. 


5. (C) Kanaan revealed that Siniora\'s senior advisor, 
Mohammad Chattah, has been to see Michel Aoun \"a number of 
times\" in recent weeks, but complained that Chattah merely 
listens and never gives an indication that there may be room 

for political maneuver. While the tactic is understandable 

in difficult negotiations, Kanaan said Aoun finds it 

infuriating and proof that the March 14th camp is not serious 

in its claim of inclusiveness. 


6. (C) In Kanaan\'s interpretation of events, Michel Aoun 
tried to convey a tone of reason and possible compromise as 
early as the first night of the demonstrations, by refraining 
from red meat rhetoric, while still laying down his marker to 
Siniora that either the government expand or lose its 
legitimacy. Kanaan conceded that this message could have 
been less opaque, and the FPM did not fully appreciate that 
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images rather than words dominated initial news coverage of 
the event. 
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BREAKING THE STALEMATE 


7. (C) Although both the Maronite Patriarch\'s 

heavily-shopped plan to unify the Christian community (as a 
counter-weight to Shia and Sunni dominance) and the more 
recent proposal from the Arab League\'s Amr Moussa have 
advantages, Aoun reportedly distrusts both emissaries. 

Aoun\'s relations with Maronite Patriarch Sfeir have never 

been good, and the Free Patriotic leader apparently believes 
Moussa has too many agendas, especially with Saudi Arabia and 
Egypt, to be trusted to mediate in good faith. 


8. (C) Instead of these suspect intermediaries, Aoun would 
prefer to engage in direct negotiations with the Siniora 
government through already-existing channels, specifically 
Mohammad Chattah, as well as keeping other key players 
informed -- namely Samir Ja\'ja\' through MP George Adwan and 
Walid Jumblatt through MP Farid el Knazen. Aoun is convinced 
that both Ja\ja\' and Jumblatt are extremely uneasy that their 
constituencies will be denied a fair share of Lebanon\'s 
resources under an Aoun presidency and for that reason he 
wants to reassure them that any grand compromise will not 
threaten their communities. According to Kanaan, Aoun 
himself will complete the loop with Hassan Nasrallah. In the 
Aounist view, Parliament Nabih Berri is now almost 

irrelevant, except that in order to prevent mischief, the 
\"self-centered\" Speaker has to be assured he will not be cut 
loose following any new elections. 


9. (C) Kanaan urged the U.S. and other concerned nations to 
convince Hariri and Siniora to engage immediately in genuine 
power-sharing negotiations. Aoun (however much we doubt his 
ability to see the situation clearly) is apparently confident 

he can persuade Nasrallah to join the agreement if respective 
equities are protected. Kanaan said he understood U.S. 
skepticism over the FPM\'s relationship with Hizballah, but 
declared that Aoun is the last person in Lebanon who wants to 
see Hizballah\'s militia keep its arms. The Aoun loyalist 

asked us to remember where Aoun came from -- as former 
commander of the LAF, he more than anyone wants to see it 
regain its constitutional primacy as the nation\'s sole 

protector and guarantor of sovereignty. 


FELTMAN 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, PREL, ECON, BE 

SUBJECT: AMBASSADORYS MEETING WITH PM\S KEY RIVAL FLEMISH 
MINISTER PRESIDENT YVES LETERME 


Classified By: POLCOUNS TED ANDREWS. REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: Belgium\'s politics were thrown into a cocked 
hat this week when Yves Leterme, Minister-President of 
Belgium\'s Flanders region and by many accounts the heir 
apparent to be Prime Minister next year, withdrew his 
alliance with a controversial right-wing nationalist, thus 
losing as many as five or six points in his political base. 

The action, combined with an apparent deal between Prime 
Minister Verhofstadt to mitigate the closure of a Volkswagen 
plant, replacing it perhaps with an Audi production line, 
bolstered the heretofore lagging chances of the Prime 
Minister\'s Liberal (VLD) party. END SUMMARY. 


2. (C) On December 1, Ambassador Korologos met with Yves 
Leterme, Minister-President of Flanders and the most powerful 
Flemish politician in Belgium apart from Prime Minister 
Verhofstadt. Leterme heads the Flemish Christian Democratic 
party (CD&V), which aligned itself with the small, moderate 
nationalist New Flemish Alliance (NV.A) and became the 
largest political force in Flanders after the 2004 regional 
elections. He leads a Flemish regional government composed 
of Christian Democrats, Socialists, Liberals, and NV.A. 
Leterme commented on 2007 Belgian federal elections, 
including his decision November 30 to split with NV.A, and 
Belgian institutional reform. Ambassador asked about current 
labor issues in Flanders, urged close coordination on export 
control matters, a regional competence, and updated Leterme 
on his future plans. Participants included notetaker Sharon 
Bowman and Geert Muylle, Leterme\'s Diplomatic Adviser. 


3. (C) Leterme was forthcoming (and uncharacteristically 
pessimistic) when discussing his chances in next year\'s 
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federal elections. Widely thought of as a likely candidate 

for Prime Minister next year, Leterme thought he had ruined 
his chances for that office because of his decision, the day 
before, to withdraw from his alliance with NV.A due to its 
unilateral decision to accept controversial, right-wing 
nationalist Senator Jean-Marie Dedecker as a member. Leterme 
said Dedecker, who recently left the Flemish Liberal party by 
mutual agreement, \"defended positions and programs that are 
in total contradiction with my own convictions.\" The problem 
now, Leterme regretted, is \"I won\'t be Prime Minister!\" He 
said the partnership with NV.A had broadened his political 
base and created a popular alliance that was favored by 32% 
of the populace. Leterme thought his party would lose about 
five to six percentage of the voter base now, but he wanted 

to \"believe in his program.\" He said he was \"in doubt\" as to 
whether to compete in the federal election next year; he will 
decide perhaps in February or March whether to run. When 
queried whether he thought he might get a boost in votes due 
to his standing with his principles in departing ways with 

NV.A, he admitted the media had been good to him so far, but 
\"a week is a long time in politics.\" 


4. (C) Leterme thought the francophone Socialists would 

still play a major role in the elections, despite burgeoning 
party corruption scandals. He believed, however, the 
Socialists\' legal problems would increase over the coming 
months due to the scandals (\"justice must be done\"). He said 
the right-wing, anti-immigration Viaams Belang (VB) party, 
which failed to make major gains in the larger cities in 
October local elections, was \"in stagnation.\" Leterme opined 
that was another reason it was a pity the CD&V-NV.A alliance 
fell apart -- some VB voters would have supported the CD&V 
and moderate nationalist NV.A to \"make their vote count.\" 


5. (C) Leterme commented on the controversy surrounding 
expanded regional competencies. The debate over federal 
versus regional competencies was already in full swing, well 

in advance of the formal institutional reform discussions 
planned for after federal elections next year. Leterme\'s 

party has generally called for more competencies, such as 
taxation and social security oversight, for the regions. 

Leterme said the federal government would still have lots of 
power, but could foresee the regions gaining more power: \"it 
depends on who wins the elections.\" He said Belgian 
francophones were not ready for reforms, and \"the French want 
more money and the Flemish more power.\" Leterme wants a 
pragmatic approach, where \"responsible federalism\" could be 
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realized through a reform of institutions and competencies. 


6. (C) On the controversy surrounding Volkswagen\'s decision 
to stop assembling the Golf in Brussels and lay off thousands 
of workers, Leterme said it was uncertain whether 


Volkswagen\'s leadership could be convinced to maintain some 
level of activity in Belgium until the plant in Forest could 
assemble a new Audi model in 2009. He said PM Verhofstadt 
was trying to find a way to keep workers\' jobs until then. 
Verhofstadt has said the decision to cut jobs in Belgium and 
not in Germany (where assembly of the Golf will now occur in 
the Wolfsburg plant) was unfair and reflected a decision by 
VW to avoid making sensitive job cuts at home. (Comment: 
Belgian hourly labor costs are nearly as high as those in 
Germany, and the francophone-socialist dominated trade union 
of the Forest plant has been obstinate in refusing any 
concessions that make the Belgian factory a more attractive 
assembly point.) 


7. (C) Ambassador urged close coordination on export control 
matters. Leterme indicated the Flemish government would 
issue a report this week or next on Flanders\' 

nonproliferation icensing decisions. 


8. (U) Leterme expressed regret when Ambassador informed him 
of his departure next year and expressed appreciation for his 
efforts in Belgium. He offered his continued assistance and 
indicated he looked forward to working with the incoming 
ambassador. He doubted he would travel to the United States 
before the elections. He said he did not want to be out of 

Belgium for any prolonged period with elections coming up; he 
planned to make short trips to the Congo, Davos, and Qatar. 


KOROLOGOS 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: EAID, ETRD, EFIN, SENV, UNGA-C2, IS, LN 

SUBJECT: 61ST UNGA: SECOND COMMITTEE ADOPTS FOUR 
RESOLUTIONS: NOVEMBER 22, 2006 


REF: STATE 190251 


1. Summary: On November 22, the UN\'s Second Committee on 
economic and financial affairs passed four resolutions, 

including one condemning the Israeli destruction of oil tanks 

in Lebanon. Four countries joined the US to vote No on the 
Lebanese resolution, with the EU members/applicants among the 
138 countries voting Yes. The Committee passed resolutions 

by consensus on El Nino, capital outflows from developing 
countries (IFS), and the UN Institute for Training and 
Research(UNITAR), all without program budget implications. 

End Summary. 


Anti-Israel Resolution on Lebanon 


2. The Second Committee adopted resolution 
A/61/C.2/L23/rev.1, \"oil slick on Lebanese shores,\" by a vote 
of 138 Yes, 5 No (US), 1 Abstention, and 38 not voting. 

Voting against the resolution, besides the US, were Canada, 
Australia, Palau, and Israel. In the resolution, the General 
Assembly (GA) expressed deep concern over the destruction by 
the Israeli Air Force of Lebanese oil storage tanks linked to 

an electric power plant. The GA also called on Israel to 
compensate Lebanon. 


3. In its Explanation of Position, Israel said the resolution 

was a blatant attempt to politicize an environmental issue 

and to paint Israel as an unjust aggressor. The resolution 
made no reference to environmental damage in Northern Israel 
caused by Hezbollah rockets. Canada explained its No vote by 
saying that despite its concerns about the oil spill, the GA 

was not an appropriate forum for addressing issues of legal 
liability or compensation. Lebanon closed with a statement in 
which it claimed its real intent was to send Israel a message 
from the international community that the environment could 
not be a target in this conflict, and then attacked Israel 

for turning this resolution into a \"political debate.\" 


4. USDEL, using reftel EOV, called the resolution, \"one-sided 
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and unbalanced\" because the resolution did not acknowledge 
that Hezbollah had provoked the conflict with its July 12 
incursion into Israel. 


Other Resolutions 


5. The Committee adopted three other resolutions by 
consensus, none of which had program budget implications. 
A/61/C.2/L41, on the international financial system and 
development (IFS), emphasized the importance of financial 
stability for development. A/61/C.2/L45, a biennial 

resolution, called for international cooperation to reduce 

the impact of the El Nino phenomenon. A/61/C.2/L38 was on 
the operations of the UN Institute for Training and Research 
(UNITAR). 

BOLTON 
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E.O. 12958: DECL: 12/07/2016 

TAGS: PREL, MARR, ASEC, CASC, KPAO, FJ 

SUBJECT: BAINIMARAMA\'S COUP ATTEMPT IN FIJI: STILL NOT 
RESOLVED 

REF: SUVA 543 (AND PREVIOUS) 

Classified By: Amb. Dinger. Sec. 1.4 (B,D). 

1. (C) We have seen press guidance and a discussion paper for 

a sub-PCC that suggest Republic of Fiji Military Forces 


(RFMF) Commander Bainimarama \"has conclusively deposed the 
lawfully elected government and conducted a coup.\" We do not 
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believe that statement is correct, as yet, and we have asked 
PA to attempt to withdraw the press guidance for further 
consideration. We are told Fiji did not arise in the Dec. 6 
State Department press briefing. 


2. (C) Per reftels, Bainimarama has certainly attempted to 
depose the Qarase Government. No doubt about that. And the 
military currently has control of the streets in Suva because 

it has the firearms. On the other hand, per reftel, PM 

Qarase has not resigned; President lloilo has stated he 
remains in office; and Bainimarama has admitted publicly that 
he is meeting resistance from senior civil servants, from the 
police, and from Fiji's Great Council of Chiefs. Our sources 
confirm that to be the case (reftel). NGOs, churches, and 
others are speaking publicly against Bainimaramal's effort. 
Qarase and his backers are certainly discussing \"Fijian\" ways 
to convince the RFMF leadership to back down. 


3. (C) With all that going on, we believe it wrong to state 
definitively in public that Bainimarama has won the day. To 
put the U.S. on record acknowledging Bainimarama has won 
might encourage him and it could discourage those who 
disagree with Bainimarama\'s actions, are working to frustrate 
them, and are striving to re-solidify the lawful government 

in Fiji. Note: Our understanding from our Aussie colleagues 

in Suva is that FM Downer has stayed ambiguous, including by 
saying publicly that Bainimarama \"claims that he has 
dismissed\" the Government. 


4. (C) All that said, we fully endorse the sub-PCC effort to 
establish what the USG should do definitively if/when 
Bainimarama does clearly consolidate control. We will 
provide some comment on possibilities for that separately. 

In the meantime, we believe the USG public message should 
remain that Fiji is experiencing an attempted coup and the 
USG has suspended our assistance to Fiji pending further 
developments. 

DINGER 
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E.O. 12958: DECL: 12/05/2016 
TAGS: ETTC, ETRD, PREL, CU, BF 
SUBJECT: BAHAMAS REVIEW OF TITLE III OF LIBERTAD ACT 


REF: STATE 191752 


Classified By: Charge d\'Affaires Brent Hardt for reasons 1.4(b) and 
(d) 


1. (C) SUMMARY: Post recommends waiver of the provisions of Title 
Ill of the Libertad Act for The Bahamas. The Bahamas has a cordial 
relationship with Cuba, generally supports Cuba in international 

fora, and engages in both cultural and economic exchanges with Cuba, 
including promotion of Cuban trade. The Bahamian government 
justifies its relationship as a pragmatic policy needed to address 
bilateral migration issues, provide support to Bahamian travelers and 
address issues of common concern with a nation on their maritime 
border. The Bahamian government claims to advocate human rights and 
democracy concerns to Cuba privately, and did so publicly though 
indirectly at the Non-Aligned Movement meeting in Havana in 
September. The extremely close bilateral cooperation between The 
Bahamas and the U.S. in drug interdiction, alien interdiction, 
anti-terrorism and border security merits a waiver of the provisions 

of the Libertad Act. END SUMMARY. 


Bahamas-Cuba Diplomatic Relations 


2. (C) The Governments of The Bahamas and Cuba maintain cordial 
relations. On July 17, The Bahamas officially opened an embassy in 
Cuba. The Bahamas justifies the need for an embassy by citing the 
need to provide consular services, to address bilateral migration 
issues, and to promote trade and travel. In the past, The Bahamas 
has noted the need for close relations to avoid the military 
misunderstanding in 1980 that led to Cuba\'s sinking of a Bahamian 
ship, killing several Bahamian sailors. The Government of Cuba 
maintains an embassy in Nassau. 


3. (C) Illegal migration to The Bahamas from Haiti and Cuba is one 
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of the country\'s biggest political issues. Illegal Cuban migrants 

interdicted in Bahamian waters are detained in Nassau, and the 
repatriation process is lengthy and expensive. There are sometimes 
international issues surrounding the presence of Cuban migrants in 

The Bahamas, and the GCOB sees a pragmatic need to maintain a cordial 
relationship with Cuba to manage repatriation and any concomitant 
international complications. 


4. (C) As part of the embassy opening in July, Bahamian Foreign 
Minister Mitchell visited Cuba along with a delegation of 
parliamentarians and the Bahamian Social Services Minister. The 
Foreign Minister also visited Cuba again for the meeting of the 
Non-Aligned Movement in September. There have been no known 
high-level Cuban visitors to The Bahamas in the past six months. 


Business and Cultural Exchanges 


5. (C) Direct Bahamian investment in Cuba is expected to be minimal 
given The Bahamas\' exchange controls, limited scope for international 
investment among Bahamian businesses and its economic dependence on 
the United States. Third country investment in Cuba via Bahamian 
financial institutions is very likely, but unknown. According to the 

GCOB, The Bahamas imported $1.6 million in Cuban goods in 2005, with 
limited to no exports. There are currently no bilateral trade 

agreements in force. 


6. (C) There is a Havantur office in Nassau and Cuban de Aviacion 
offers direct flights to Havana from Nassau. According to the GCOB, 
approximately 20,000 Bahamians visit Cuba each year. There are 
approximately 150 Bahamian students studying in Cuba on scholarship, 
and in September, the Bahamas welcomed 14 Cuban teachers into the 
Bahamian school system as part of an educational exchange. Other 
Cuban teachers also work closely with the GCOB, particularly in the 
area of special education. Approximately 600 Bahamians received 
Cuban-paid health care in Cuba last year. An unknown number of Cuban 
doctors work in The Bahamas to provide thousands of Bahamians with 
health care. Last year Cuban doctors provided approximately 1,750 
eye exams to Bahamians in The Bahamas. 


Bahamian Support for Human Rights 


7. (C) The Bahamas has worked to promote the advancement of 
democracy and human rights in Cuba, though more could be done. At 
the NAM summit in Havana in September, The Bahamas stood out for its 
strong statement in support of democracy and its argument for 
international action in response to human rights concerns. This 
statement, in the context of a meeting led by Cuba in Havana, 

supports Bahamian government claims that it privately raises human 
rights concerns in its meetings with Cuban government officials. 
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However, The Bahamas typically votes as a block with CARICOM and the 
NAM in international fora, has opposed the U.S. embargo of Cuba, and 
generally abstains on U.S.-backed human rights resolutions. 


Recommendation for Waiver 


8. (C) In light of the extremely close on-going bilateral 

cooperation between the U.S. and The Bahamas in drug interdiction, 
alien interdiction, anti-terrorism, and border security matters, Post 
believes The Bahamas should continue to be granted a waiver from 
implementation of Title III of the Libertad Act. 

HARDT 
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STATE FOR WHA/CAR RCBUDDEN, S/CT FJVOGEL, CA ARFRELICK 
E.O. 12958: DECL: 12/06/2016 

TAGS: KVPR, PTER, PREL, PGOV, PINR, CVIS, ASEC, KHLS, BF 
SUBJECT: BAHAMAS: GLOBAL PURSUIT OF TERRORIST INFORMATION 
EXCHANGE 


REF: A. STATE 190832 
B. NASSAU 1117 


Classified By: Charge d\'Affaires Brent Hardt for reasons 1.4(b) and 
(d) 


1. (C) SUMMARY: The Bahamas cooperates closely with the U.S. on 
counter-terrorism, but lacks the funding or infrastructure to 
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effectively track and monitor terrorist suspects through its 700 

islands and cays. The Bahamas maintains an immigration database at 
major air POES, but does not maintain a database for its many smaller 
airports or for sea arrivals. It does not maintain a domestic 

watchlist or use biometric systems. Information sharing regarding 
immigration and terrorism even within the small Bahamian government 
is haphazard. Subject to these limitations and based upon past 
cooperation with the U.S. on law enforcement and military matters, 
The Bahamas is a potential partner for exchange of information 
provided its receives U.S. support for training and infrastructure. 

END SUMMARY. 


2. (U) Below are detailed responses keyed to questions in reftel 
A. Please also see Post\'s assessment of Bahamian immigration systems 
in reftel B. 


A. Immigration Databases: 


1) (SBU) Computerized Databases: The Bahamas Immigration Service 
has its own online database. Visitor data is entered upon arrival in 

the Department of Immigration\'s system via passport swipe and 
subsequently transferred to the Ministry of Tourism, which is 
responsible for tracking visitor departures. A complete tracking of 
visitor entry/departure information requires a hand search of card 

files held by the Tourism Ministry as well as Immigration. The 
Immigration database is available at most international airport POES 
located on the larger islands in The Bahamas, but not at seaport 

POES. 


2) Problems With Systems: 


- (C) The Police, Immigration and Tourism personnel have limited 
formal exchange of information; personal relationships form the basis 
of limited informal exchanges. There is no electronic 
interconnectivity. For example, if the Special Branch of the Police 
Force, which tracks terrorism, wishes to track an individual, 

officers must physically search the card files of Immigration and 
Tourism Ministries. 


- (C) Immigration Service and political officials have been 
previously involved in migrant smuggling into the U.S. 


- (C) Immigration personnel receive limited training and currently 

lack the capacity to manage a more complex system without additional 
training. A limited and static Immigration Department budget is a 
continuing constraint on operations and improvement. 


- (C) With only limited screening of visitors at the smaller Bahamian 
ports and total lack of electronic connectivity, controls are not 
effective. Once a sea-borne visitor has checked into a Bahamian port 
on most islands, departure and reentry are not monitored. 
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3) (C) Database Updating: The Immigration Service database is 
updated with each new card entry on a daily basis. The Tourism 
Ministry card file is 2-3 months behind on filing. 


B. Watchlist and Information Sharing: 
- (C) There is no domestic watchlist. 


- (C) The Police serve as the central custodian of domestic 
criminal/terrorist information. They operate, however, with limited 
information exchange from other agencies. For example, the Foreign 
Ministry, to whom the U.S. supplies deportee lists, does not share 
this information with the Police. (U.S. officials provide the 

information directly.) 


- (C) The Interpol watchlist is used by the Central Detective Unit of 
the Bahamas Police Force. Domestic airlines use the TSA no-fly and 
other lists via the CBP/DHS preclearance operations at Nassau and 
Freeport. If a \"hit\" is received, the airline waits for DHS approval 
before clearing. Bahamian officials also contact Post when a \"hit\" 


occurs. 


- (C) We are unaware of any bilateral/multilateral watchlist 
agreements with The Bahamas. 


C. Biometrics 


1) (SBU) There are no biometric systems in place at POES or known 
plans to install a biometric system other than development of an 
e-passport. 


2) (SBU) Currently, the Bahamas does not use a machine-readable 
passport, but one is currently in advanced stages of development. 


D. Identifying Appropriate Partners 


- (C) The Bahamas location just off U.S. shores and its strong 

security and law enforcement cooperation with the U.S. make The 
Bahamas a potentially attractive partner for information exchange. 
However, its immigration controls are lacking in needed 

sophistication and internal coordination. The Bahamas would 

certainly welcome terrorist information from the U.S., and could in 
return provide limited electronic data from its immigration 

database. Full realization of benefits from a Bahamian information 
partnership would be dependent upon investment in Bahamian systems 
and training. 
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DEPT. FOR WHA/CAR 


E.O. 12958: N/A 
TAGS: PREL, ASEC, KDHS, XL 
SUBJECT: DEMARCHE DELIVERED ON APIS LEGISLATION 


REF: A. STATE 194938 
B. PORT OF SPAIN 1349 


1. Per reftel instructions, talking points were delivered 

by fax under cover of Diplomatic Notes (Antigua #1661, 
Dominica #1662, St. Kitts #1663, St. Lucia #1664, St. Vincent 
#1665) on December 6, 2006. The original Diplomatic Notes 
were also mailed on this date. No demarche was sent to the 
Barbados MFA because Barbados has indeed passed APIS 
legislation. 


2. EmbOffs followed up with phone calls to the other 

capitals encouraging early adoption of APIS legislation and 
will continue to remind Eastern Caribbean governments of the 
urgency of adopting such legislation in December. 

GILROY 
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SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PINS, SOCI, SU, GY 

SUBJECT: DEMARCHE DELIVERED: URGING GUYANA\'S ABSENCE FROM 
AFCARPAC 


REF: SECSTATE 194464 


1. Guyana has sent Minister of Foreign Trade and 
International Cooperation Dr. Henry Jeffrey to the AFCARPAC 
Summit in Khartoum and preliminary meetings beginning 
December 3. EmbOff delivered relevant reftel talking points 

to Ministry of Foreign Trade and International Cooperation 
Permanent Secretary John Isaacs, who promised to relay them 
to Jeffrey. 


THOMAS 
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E.O. 12958: DECL: 12/6/2016 

TAGS: PREL, LE, VT 

SUBJECT: LEBANON CRISIS: REQUEST FOR HIGH-LEVEL CALL TO HOLY SEE 
REF: (A) STATE 193090 (B) Larrea-Sandrolini emails (C) VATICAN 239 (D) VATICAN 
197 AND PREVIOUS 

VATICAN 00000253 001.2 OF 002 

CLASSIFIED BY: Christopher Sandrolini, Charge dVAffaires, EXEC, 

State. 


REASON: 1.4 (d) 
SEE ACTION REQUEST IN PARA 9. 
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1. (S) Summary. The Holy See is struggling to determine the 
best course of action in Lebanon, and we may be able to tip the 
balance if we act promptly. Deputy FM-equivalent Parolin and 
the papal nuncio in Washington seem ready to raise the level of 
the Vatican\'s role in bringing the Lebanese Christian community 
together, thus helping to preserve both the community and the 
state itself. Parolin believes the US should engage Syria as a 
sine qua non for a settlement in Lebanon, and also thinks the 
Siniora government and its international supporters erred 
tactically in pressing too hard on the Hariri investigation. 
Embassy recommends a prompt high-level call from Department to 
FM Mamberti. End summary. 


2. (S) Charge dVAffaires and poloff delivered Lebanon points 

(refs a and b) on December 6 to Monsignor Pietro Parolin, the 
Holy See\'s Under Secretary for Relations with States (equivalent 
to deputy foreign minister) and pressed for ideas on how to 
address the growing crisis in Lebanon. Charge particularly 
stressed the urgency of the situation; the need to bolster the 
Siniora government and oppose Syrian machinations; Aoun\'s 
cynical maneuvers; Lahoud\'s overdue departure; the danger to the 
Christian population in Lebanon; and the roles of the Holy See, 
Patriarch Sfeir, and the USG. 


LEBANON AT CRITICAL POINT 


3. (S) Parolin readily agreed that Lebanon was at a \"critical 
point\", going as far as to say that its very existence was at 

stake. He agreed that the divisions in the Christian community 
were troubling and damaging to the community\'s own interests. 
\"[The lay Christian leaders] are looking out for their personal 
interests and not those of the community,\" he said, \"but in fact 
are hurting everyone. Parolin conceded that the Patriarch\'s 
advanced years may have rendered him unable to take the strong 
role needed to rally Christian leaders to productive positions. 


4. (S) Charge urged that the Holy See and the papal nuncio in 
Beirut (Archbishop Luigi Gatti) play a more visible role in 
supporting Siniora and encouraging Lahoud\'s departure. Parolin 
let the reference to Gatti pass, but clearly understood that 
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more leadership was needed. (Note: Parolin was aware of last 
week\'s meeting between Ambassador Rooney and Washington nuncio 
Sambi -- ref b -- but apparently has not yet received a readout. 

Sambi told us he would press Rome on Gatti, who has been 
ineffective despite having more than two decades of experience 

with Lebanon. End note.) 


WHAT NEXT? 


5. (S) According to Parolin, the Holy See understands that 
something needs to be done with Christian leaders (including 
Aoun, who it sees as manipulated by Hizballah), and the Vatican 
is perhaps the only entity in a position to do it. At our 

prompting, Parolin said the Vatican is considering a number of 
options -- such as sending a papal envoy sent to meet with the 
patriarch, nuncio and lay Christian leaders -- but nothing has 
been decided. He added that he could not say more at this time, 
adding that it would be important to see the results of the 
December 6 meeting of Maronite bishops before acting further. 


6. (S) Parolin observed that the Holy See is hesitant to get too 
involved in Lebanon, conscious of the tendency of Christians 

there to look for outside intervention to resolve their 

differences, instead of organizing themselves. In this case, 

however, the situation was too grave to stand by and do nothing. 

The first step would likely be an appeal from the pope - 

something he would commonly weave into his weekly address 
Wednesday or Sunday. The pope dedicated his December 6 address 
to Turkey, but included a coda about Lebanon: \"in the face of 


VATICAN 00000253 002.2 OF 002 


the dark forces that are trying to destroy the country, | call 
on all Lebanese not to allow themselves to be conquered by 
hatred, but to reinforce national unity, justice, and 
reconciliation, and to work together to build a future of peace. 
| call on the leaders of countries who have at heart the 
destiny of that region to contribute to a global and negotiated 
solution of the various situations of injustice that have marked 
it for too many years.\" 
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HOLY SEE RECOMMENDATIONS 


7. (S) Parolin raised two points of difference with our approach 

in Lebanon. Acknowledging USG suspicions of Syrian behavior, he 
nevertheless urged that the USG talk to Damascus and find a way 
to engage the Syrians in any negotiation on Lebanon. \"If you 
don\'t involve them, they are going to be a continuing problem 
there,\" he insisted. Parolin agreed completely that the 

Tribunal must move forward on investigating the Hariri murder, 
but cautioned that it be done more prudently. He felt that the 
Siniora government -- and its international supporters -- had 

erred in pushing too hard too soon, thus provoking Hizballah and 
weakening the government. With regard to the extent of U.S. 
contacts with lay Christian leaders in Lebanon, Parolin 
encouraged the USG to push them to abandon their 
self-destructive behavior. 


COMMENT 


8. (S) The normally reticent Holy See is struggling to determine 
the best course of action in Lebanon. Parolin is passionate 
about the country, and we judge that both he and Archbishop 
Sambi (in Washington) are pressing for a strong stand but face 
internal opposition. (For example, Parolin\'s views appear 
startlingly different from those of his deputy for Lebanon; we 
will report further on this). The Holy See doesn\'t lack for 
skeptics concerning the USGVs recent history in the region -- 
above all in Iraq, but also in moving too slowly to seek a 
ceasefire in Lebanon this summer. Nevertheless, our contacts 
also understand that both we and they have a critical role 
there. A focus on giving priority to the interests of Lebanon 

-- and its multi-faith democracy -- could persuade the Holy See 
to act more boldly to bring errant Christian leaders together 
and speed the departure of Lahoud. 


9. (S) ACTION REQUEST. We may be able to tip the balance. We 
recommend a prompt call from Washington at the highest level 
possible to Archbishop Dominique Mamberti, the Holy See\'s new 
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Secretary for Relations with States (i.e. foreign minister), to 


SIPDIS 

urge decisive action by the Holy See and its representatives in 
Lebanon. 

SANDROLINI 
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STATE FOR WHA/FO AND WHA/AND LPETRONI 


E.O. 12958: N/A 
TAGS: AFIN, AMGT, ASEC, OREP, OTRA, BL 
SUBJECT: COUNTRY CLEARANCE GRANTED FOR KEVIN HEALY 


1. Embassy La Paz is pleased to grant country clearance 

to Inter-American Foundation (IAF) representative Kevin Healy 
to travel to Santa Cruz, Cochabamba, Sucre, and La Paz, 
Bolivia December 11-20, 2006 to visit projects funded by the 
IAF. Clearance is granted on the understanding that Mr. 
Healy has read and understood the security and medical 
warnings in paragraphs six and seven of this telegram. 
Commencing travel serves as confirmation that none of these 
restrictions apply. Post is unaware of any security 

clearance for Mr. Healy. 


2. The U.S. Embassy has received reports from official 
visitors and tourists of Lloyd Aereo Boliviano domestic and 
international flight cancellations, with resultant delays and 
other inconveniences for travelers. Given Lloyd\'s severe 
financial difficulties and reduced number of aircraft, delays 
and flight cancellations have been and will likely remain 
common. Official visitors and tourists should keep this in 
mind when making travel plans. 


3. Mr. Healy\'s control officer will be 
Economic/Commercial Officer Colleen Crenwelge, who can be 
reached at 591-715-30321 (cell) and 591-2-216-8225 (office). 


4. Visa requirements: Personnel traveling with Official 
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or Diplomatic passports must obtain a visa before they 
commence travel. 


5. Funding: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the 
visit. Each agency, organization or visiting delegation will 
be charged for the actual costs attributed to its visit. 

Direct charge costs include, but are not limited to: airport 
transportation and expediting; driving services; American and 
LES overtime (for such services as airport expediting, 
cashier accommodation exchange, control room staffing, 
representational event support); travel and per diem costs 
incurred by post personnel in support of visitor\'s field 
travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small 
purchasing; departure tax and other airport fees. Post will 
not provide service if fiscal data is not provided for the 
direct charges. 


For TDYers remaining at post over 30 days, there is a charge 
for ICASS support services. This charge is for the following 
ICASS services: Basic Package, CLO and Health Services. The 
charge per month is approximately $86.00. Agencies will not 
be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring 

agency is not signed up for ICASS services at post, please be 
prepared to sign a Memorandum of Understanding for ICASS 
support services upon arrival. The agency should provide 
post with a written communication, generated by the 
traveler\'s headquarters, that confirms the agency will pay 
ICASS charges for the TDYer, provides the agency ICASS 
billing code to which the TDY support charges should be 
applied, and authorizes the traveler to sign the ICASS 

invoice generated by the TDY module. Where travel is urgent, 
the TDYer should bring this documentation with him/her to 
ensure there are no interruptions in the provision of 

service. Post will not provide any service to a TDYer 

staying in excess of thirty days without provision of this 
documentation before day 31 of the TDY. 


6. Security Advisories: 


6A) Bolivia is currently rated at medium to high threat 
level for crime. 


6B) Although there have been no recent terrorist incidents 
targeting U.S. Mission Personnel, visitors are advised to 
maintain a high level of security awareness and take normal 
precautions, such as varying times and routes, while in 
Bolivia. 
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6C) Demonstrations frequently occur in La Paz, 
occasionally involving violence between police and 
demonstrators; visitors should avoid areas where 
demonstrations are taking place. 


6D) Pick pocketing, purse snatching and car theft are 
common and all personnel are advised to limit the cash, 
credit cards, jewelry and other valuables they carry on the 
city streets. 


6E) Because of recurring incidents of civil unrest and 

violence in the Chapare area (between Cochabamba and Santa 
Cruz), all visitors to the Chapare must check with the 

Embassy Regional Security Office before traveling to that 

area. 

7. Medical -- Attention! Very Important! 


7A) Altitude: The altitude of La Paz is between 10,000 
feet and 13,400 feet (4,075 meters) above sea level. The 
altitude alone poses a serious risk of illness, 
hospitalization, and even death, if you have a medical 
condition that affects blood circulation or breathing. 


7B) State Department\'s Office of Medical Services (M/MED) 
strongly advises against any travel (including temporary 
duty) to La Paz if you have: 


7B1) Sickle Cell Anemia or Sickle Cell Trait: at least 30 
percent of persons with Sickle Cell Trait will have a crisis 
at elevations of more than 8,000 feet. In the U.S., sickle 
cell trait occurs in 7 to 10 percent of the African-American 
population and in 0.046 percent of persons of other origin. 


7B2) Heart Disease: If you are a man 45 years or older, or 
a woman 55 years or older, and have two of the following risk 
factors (Hypertension, Diabetes, cigarette smoking, or 
elevated cholesterol), it is highly recommended to have a 
cardiologist evaluation before coming. 


7B3) Lung Disease: If you have asthma and are on maximum 
dosage of medication for daily maintenance, or have been 
hospitalized for your asthma within the last year, it is 

highly recommended to have a doctor\'s evaluation before 
coming. 


7B4) Diabetes: If you have diabetes, please note that only 

the One Touch Ultra Meter, One Touch Fast Take Meter, and the 
One Touch Surestep have been tested and labeled for use up to 
10,000 feet. Other models may give inaccurate readings of 
blood sugar levels at high altitude. 
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7C) Adjustment to Altitude: All people, even healthy and 

fit persons, will feel symptoms of Hypoxia (lack of oxygen) 
upon arrival at high altitude. Most people will have 
increased respiration and increased heart rate. Many people 
will have headaches, difficulty sleeping, lack of appetite, 
minor gastric and intestinal upsets, and mood changes. To 
help prevent these complications: 


7C1) The Health Unit strongly/strongly recommends taking 
Acetazolamide (Diamox), 125 mg twice a day -- starting one 
day before traveling, on the day of the trip, and two to 

three days after arriving at high altitude. This medication 

has a slight diuretic effect, and stimulates respiration. It 

is available only by prescription in the U.S., but can be 
obtained from M/MED (located in Columbia plaza across from 
Main State in WASHDC). Diamox cannot be taken by pregnant 
women and nursing mothers. Consider that many health care 
providers in the U.S. are not familiar with high-altitude 
medicine, don\'t let them dissuade you from taking the Diamox. 
If you have a severe allergy to sulfa, you may not be able 

to take Diamox. One possible alternative is Ginkgo Biloba at 
80 - 120 mg twice a day. Ginkgo Biloba has experientially 
shown to be effective but does need further study. Do not 
take Ginkgo Biloba if you take blood-thinning medications. 


7C2) Avoid alcohol and smoking for at least one week after 
your arrival. 


7C3) Limit physical activity for the first 36 to 48 hours 
after your arrival. 


7C4) For those who exercise, expect that you will not be 
able to perform your normal routine for several weeks. 
Please start slowly! 


7D) Vaccinations: All routine childhood immunizations 
should be up to date. Yellow Fever vaccine is mandatory for 
all personnel who will travel to tropical areas. TDY 
personnel coming from the Washington, D.C. area should 
consult the immunization clinic in M/Med (phone: 
202-663-1707) for current medical information and 
immunization recommendations. Please obtain this prior to 
arrival to assure immunity. Travelers from other areas 
should consult a travel medicine clinic in their area. If 

you plan to visit Brazil following your trip to Bolivia, you 

will be required to show immunization with the Yellow Fever 
vaccine. Bolivia is considered a Yellow Fever endemic 
country. 


7E) If you plan on spending time in the malarious areas of 
Bolivia, please obtain your malaria prophylaxis prior to 
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arrival. 


7F) Medical Evacuation: Medical facilities in La Paz are 

not adequate to handle serious medical problems. There are 
no adequate facilities for the treatment of cardiac problems 
inLa Paz. 


It is extremely important that TDY personnel not eligible for 
medical evacuation at U.S. Government expense take out 
medical evacuation insurance prior to travel to Bolivia. As 
FAA regulations prevent most U.S. registered air ambulances 
from landing at the La Paz airport, your insurance must cover 
the cost of travel from La Paz to other cities in Bolivia by 
non-U.S. registered aircraft. This is in addition to 

coverage for return to the United States. It is also 

important to be sure that your health insurance covers you 
overseas. You will be expected to pay up front for all 

medical bills incurred. 


7G) Check-In: Please report to the Embassy Health Unit 
within the first 24-48 hours after arrival to receive further 
health related information concerning Bolivia. 


8. Please contact post if you require further information 
at telephone number: (591) (2) 216-8000. 
URS 
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E.O. 12958: DECL: 12/06/2016 

TAGS: ECON, EFIN, ETRD, PREL, Cl 

SUBJECT: IS CHILE AN ECONOMIC TIGER OR JUST A BIG HOUSE CAT? 


REF: A. SANTIAGO 2411 
B. SANTIAGO 2523 


Classified By: CDA Emi Lynn Yamauchi. Reasons: 1.4 (b and d). 


1. (C) Summary: Chile continues to attract foreign direct 
investment, but largely to a few traditional sectors such as 
mining and electricity. Potential value-added sectors which 
will be key to Chile\'s attaining the next stage of 
development attract almost no foreign investment. Thus far, 
Chile has been unwilling to offer special tax advantages to 
foreign companies, so as to \"not discriminate\" against local 
companies. For most Chileans, the lack of direct foreign 
investment is not a \"crisis,\" with the Bachelet 
administration\'s general economic policy being \"don\'! fix it 
if it ain\'t broken.\" Fortunately for Chile, some private 

sector business leaders are beginning to caution against 
Chile resting on its laurels and have urged the government to 
do more to attract investment. While Chile considers itself 

in the same league as other economic tigers (Ireland, 
Singapore, etc.), the economic indicators tell another story. 
There are signs that Chile is plateauing and projections for 
real GDP growth in 2006 continue to be lowered. If Chile 
wishes to be more than just a big tabby, it must do more than 
tinker with reform. End summary. 


Foreign Investment Goes to the Basics 


2. (U) As of August, new inflows of foreign direct 
investments (FDI) reached just over USD 3.4 billion, up 52 
percent after a dismal 2005. However, nearly 80 percent of 
FDI is directed at four sectors: electricity, gas, water and 
mining. Additionally, much of the jump this year has been 
created through mergers and acquisitions, not by projects 
leading to economic growth or significant job creation. 
Osvaldo Rosales, who was the main GOC negotiator for the 
U.S.-Chile Free Trade Agreement, told Senior Econoff that 
\"without more aggressive policies to attract FDI, it is no 
surprise that FDI is not higher.\" 


3. (SBU) As the Bachelet administration seeks to foster 
innovation (reftel A), there\'s very little money following 

the rhetoric. While there is nothing wrong with capital 

being directed to core sectors, the FDI inflow is not helping 
develop knowledge-based industries, which the GOC says it 
needs. Additionally, domestic spending is not going to 
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innovation either, with only 0.6 percent of GDP spent on 
research and development. 


GOC: Tone Deaf? 


4. (C) In recent public comments and private discussions with 
GOC officials, Post has highlighted the link between 

attracting foreign investment and development. We have 
suggested Chile look to the Asian and European \"tigers\" -- 
particularly smaller countries like Ireland, Singapore and 

New Zealand -- as examples of countries that prospered by 
attracting foreign investment. It is unclear whether GOC 
officials understand the connection between FDI and 
development, or whether Chile is willing to take the steps 
necessary to attract the investment. Foreign Ministry 

Director General for External Relations Carlos Portales has 
expressed doubt that the center-left Concertacion government, 
given its political orientation and its criticism of 

Pinochet\'s neoliberal economic policies, would ever offer 
incentives to attract foreign investment. Such action could 

be interpreted as \"discriminatory\" against Chilean companies. 
Like many other government officials, Portales suggested 
Chile was performing relatively well and did not seem overly 
concerned. 


5. (U) Somewhat surprisingly, Portales suggested that the 
American Chamber of Commerce (AMCHAM), in conjunction with 
other chambers and relevant GOC agencies, convene a seminar 
to discuss the Tigers\' successes and lessons that could be 
applied to Chile. Post will discuss Portales\' proposal with 
AMCHAM. 


If At First You Don\'t Succeed, Give Up 


6. (C) As part of an effort to market Chile as a small 
sometimes overlooked market, the GOC has tried to bundle 
projects to improve FDI inflows. In September, President 
Bachelet led a GOC roadshow to New York, hoping to obtain 
investment funding for a series of energy projects. During 
Colombian President Uribe\'s visit to Chile at the end of 
November, the GOC hosted a seminar to promote \"Chile as a 
platform\" in Latin America for doing business in Asia. 
Minister of Energy and Mining Karen Poniachik -- one of the 
architects of the September energy roadshow in the U.S. -- 
lamented to the Ambassador that the roadshow was a 
disappointment and had not led to new investment. The GOC 
was unlikely to try bundling again; a second leg of the 
roadshow to be held in London was canceled. 
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Serious Reforms or Just Tinkering? 


7. (SBU) On November 28, Finance Minister Andres Velasco 
unveiled reforms to promote investment and business growth, 
hoping to halt the Chilean economy\'s deceleration. With 
projected real GDP growth in 2006 constantly being reduced 
(at a time of continued near record copper prices), and now 
down to 4.5 percent after 6.3 percent growth in 2005 and 6.1 
percent growth in 2004, interest in the GOC\'s stance has been 
high. Proposed reforms are in \"government modernization,\" 
human capital, capital markets and labor reform. Initial 
response was positive, but further analysis has led many to 
conclude that it's really more tinkering than substantive 
reform. The American Chamber of Commerce said the program 
was at least a move in the right direction, while adding that 
more was needed. Chile\'s ability to attract FDI to 

innovative sectors will depend in part on whether it defines 

-- and makes known -- a policy on intellectual property 

rights. And then enforces it. 


The Chilean Tiger? 


8. (SBU) Some Chilean officials (including Foreign Minister 
Foxley) like to think of Chile as playing in the same league 
as Ireland, Singapore and the Baltic states. However, when 
the GOC is unsure of itself or when it does not want to step 
out in front and lead, these same officials fall back on 

puffing up Chile in drawing favorable comparisons between 
Chile and its less economically-successful neighbors. Former 
lead FTA negotiator Rosales also told Senior Econoff that 
while Chile\'s network of trade agreements has given trade a 
big boost, they are just a first step and the real challenges 
lie ahead in trying to find ways for Chile to profit from 

them long term. 


9. (C) On that count, there is a growing perception that 

Chile is at least running the risk of stagnating 

economically. Rankings from the World Bank, IMF and 
international think tanks show Chile scoring poorly in labor 
flexibility, Intellectual Property Rights (IPR) protection, 

and government bureaucracy. While its economic achievement 
and success in reducing poverty over the last 15 years are 
impressive, Chile is no longer competing with its past. It 

is competing with more dynamic economies in Asia and Europe, 
which have clear policies on IPR, are ready to offer 

incentives to foreign investors and provide labor flexibility 

-- something politically impossible for Chile. Chile seeks 
greater FDI inflows, but is unwilling to offer special tax 
advantages to foreigners. The concept of venture capital is 
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not well developed in Chile, but in conversations with the 
Ambassador, GOC interlocutors have made it clear Chile will 
stick to its quaint notion of \"equity\" and not favor outside 
investors over domestic ones. 


Comment 


10. (C) While the GOC is not eager to see growth slowing and 
foreign investment flowing just to core sectors, the 
newly-unveiled reforms give no sense of urgency to making 
Chile more competitive. As we have seen with other issues 
(e.g. UNSC election), convincing Chileans of the need to 
think beyond the region is no small undertaking. The 
Bachelet administration shows no signs of altering Chile\'s 
successful economic policies. It appears content with 
continuing past governments\' policies of expanding the 
network of free trade agreements as the most effective 
vehicles to increase Chilean exports. Efforts to attract 

FDI, especially to new sectors, will have to wait. 


11. (C) We see no indication of a vision for the future: no 
clear policies on how Chile rises to the next level 
economically, and how it joins the ranks of countries like 
Ireland, Singapore and New Zealand. Maybe even worse, it 
would seem Chileans do not even realize they are competing 
with these countries and other potential future stars like 
Vietnam for capital, resources, and attention. Chileans who 
travel to Asia marvel at the energy, dynamism and anything 
goes mentality of a country like Vietnam. However, ona 
policy level Chile tends to dismiss such a country as a 
potential competitor, preferring to see it as a second-rate, 
communist country. Without denigrating the value of 
promoting social policy goals (education and health care), we 
are not optimistic the Bachelet administration will do the 
necessary to ensure that Chile makes it to the next level. 
YAMAUCHI 


88415 

PP RUEHRG 

DE RUEHBR #2556/01 3401958 

ZNR UUUUU ZZH 

P 061958Z DEC 06 

FM AMEMBASSY BRASILIA 

TO RUEHC/SECSTATE WASHDC PRIORITY 7577 
INFO RUEHSO/AMCONSUL SAO PAULO 8806 
RUEHRG/AMCONSUL RECIFE 5979 
RUEHBU/AMEMBASSY BUENOS AIRES 4460 
RUEHRI/AMCONSUL RIO DE JANEIRO 3507","UNCLAS SECTION 01 OF 03 BRASILIA 002556 


SIPDIS 


Column 3 
SIPDIS 
STATE PASS SEC FOR P.BLOCK AND C.COSTA-RODRIGUES 


E.O. 12958: N/A 

TAGS: EFIN, OTRA, BR 

SUBJECT: COUNTRY CLEARANCE FOR SEC OFFICIALS (BLOCK AND 
COSTA-RODRIGUES) 


REF: STATE 194442 


1. Post grants country clearance for the December 8-22 visit of SEC 
officials Paul Block and Carlos Costa-Rodrigues to Rio de Janeiro 
and Brasilia for information exchange with GoB officials pursuant to 
an investigation. Post understands no Embassy or Consulate 
assistance is requested, but requests that the travelers check in 
with the control officer at the numbers in paragraph six below after 
arrival in Brasilia. Please also note that over the last six weeks, 
flights within Brazil have been subject to routine delays of up to 
several hours due to difficulties the air traffic control system has 
been experiencing. 


2. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas, which must be obtained in advance 
from a Brazilian Embassy or Consulate. \"Airport visas\" do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid if not used 
within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving on flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. Please consult with appropriate medical 
authorities before traveling. 


4. (U) The U.S. Embassy continues to receive reports from official 
visitors and tourists of recent VARIG domestic and international 
flight cancellations due to the airline\'s financial difficulties. 

These cancellations continue to result in missed connecting flights 
in Sao Paulo and Rio, and disruption of travelers\' itineraries. 
Although the airline has been purchased by a new buyer, both 
domestic and international flights are likely to operate at a 
significantly reduced confidence level during their restructuring 
period. 


U.S. citizens should keep this in mind when making travel plans. 


5. (U) All official visitors must attend the RSO Security briefing. 
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6. Please find below information on the city to be visited: 


- Rio de Janeiro - 

The United States Consulate in Rio is located at Avenida Presidente 
Wilson 147, Castelo, Rio de Janeiro, telephone number (from U.S.) 
0114[55](21) 2292-7117, fax number (from U.S.) 011+[55](21) 
2220-0439. Emergencies and calls after normal business hours may be 
directed to Post One at 011+[55](21) 2220-0489. 


- Brasilia - 

The United States Embassy in Brasilia is located at Setor Embiaxadas 
Sul, Quadra 801, Lote 3, Avenida das Nacoes, Brasilia, DF. 

Telephone number (from U.S.) 011+[55](61) 3312-7000, fax number: +55 
(61) 3312-7658. Emergencies and calls after normal business hours 
may be directed to Post One at (61) 3312-7400. Control Officer for 

the visit is Economic Officer Andrew Plowman, phone (61) 3312-7470; 
plowmanja@state.gov. 


7. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


8. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer. 
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The USG does not cover contract employees for medevac. Therefore, 
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all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


9. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include, but are 
not limited to: 


-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 

post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 

charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
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authorize the traveler to sign the ICASS invoice generated by the 
TDY module. Agencies will not be billed until the accumulated 
invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


10. Crime is the principal and real threat to visitors to Brazil. 
The crime threat level in Rio de Janeiro is critical. Taxis and 
private vehicles should be used to move about. 


11. In addition, individuals and organizations with ties to 

extremist groups operate in the tri-border area between Brazil, 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 

the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


12. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
acrime victim are: 

-- Do not carry or wear valuable items that will attract the 

attention of thieves. If you need to wear expensive jewelry or 

carry a camera; conceal it until you arrive at your destination. 

-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 

-- Do not physically resist any robbery attempt. While this is a 
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personal decision, statistics show that resistance leads to injury. 

-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


13. Visitors who intend to bring U.S. Government portable 
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microcomputers into tne embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 


CHICOLA 
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STATE FOR WHA/CAR 

S/CRS 

SOUTHCOM ALSO FOR POLAD 
STATE PASS AID FOR LAC/CAR 
INR/IAA (BEN-YEHUDA) 
WHA/EX PLEASE PASS USOAS 


E.O. 12958: DECL: 12/07/2016 
TAGS: PGOV, PREL, HA, CU 
SUBJECT: PREVAL TRAVELING TO CUBA FOR FURTHER MEDICAL TESTS 


Classified By: CHARGE D\'AFFAIRS THOMAS C. TIGHE FOR REASONS 1.4(B) AND 
(D). 


1. (C) President Preval will depart for Cuba on the 
afternoon of December 6 for further medical tests, according 
to Disarmament Commission President Alix Fils-Aime and 
President Preval\'s executive assistant in the palace. 
Fils-Aime on December 6 told Polcouns during a meeting on 
other topics that Preval\'s Cuban doctors had seen something 
in a test during his just-concluded visit to Cuba and asked 
him to return. Fils-Aime did not think it was a heart 

problem, though he added that he had no direct knowledge. 
According to Fils-Aime, Preval would be gone \"a minimum of 72 
hours.\" Fils-Aime stated that he did not think the palace 
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would inform the public until after Preval\'s departure and 
judged this to be a mistake. Independently, Preval\'s 

executive secretary informed the Econoff, who called to 

confirm the schedule for upcoming CODEL Engle, that Preval 
was leaving Haiti \"for medical reasons\" and that Preval was 
not expected to return before Sunday, December 10. Thus, she 
was unwilling to commit the President to a Monday, December 
11 meeting with the Codel. 


2. (SBU) Polcouns on December 4 witnessed Preval\'s return to 
Haiti from Cuba at the Cap Haitien airport and spoke to him 
briefly. Preval appeared to be in good health and good 

spirits. Preval was also in good form when visiting with 

Senator Mike DeWine in Port-au-Prince on November 29. 


3. (C) Fils-Aime\'s worries are well-founded. If President 
Preval follows his usual pattern of releasing little 
information regarding his condition and travel, his departure 
will lead to an explosion of speculation and rumors among 
Haiti\'s extensive chattering classes. If his condition is, 

in fact, serious, the situation will require especially deft 
management of public affairs from Preval and his staff, a 
skill they have not demonstrated so far during this 
administration. 

TIGHE 
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E.O. 12958: DECL: 12/05/2016 

TAGS: PREF, PREL, PGOV, ECON, IZ 

SUBJECT: RRT ERBIL - ASSYRIAN AUTONOMY IN IRAQ - ANOTHER 
SLICE OF THE PIE? 


Classified By: DEPUTY POLCOUNS ROBERT GILCHRIST FOR REASONS 1.4 (b) and 
(d) 


1. (SBU) SUMMARY: Kurdistan Regional Government (KRG) 
Minister of Finance Sarkis Aghajan Mamando (Sarkis) told 
Erbil IPAO November 2, 2006 that he hoped the \'voice of the 
Assyrian nation\' could reach the United States through this 
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meeting. Sarkis, an Assyrian (Iraqi Christian), said 

Assyrian displacement from central and southern Iraq is due 
to generalized violence but also serves his goal of an 
autonomous Assyrian homeland in north-eastern Ninewah 
province (the Biblical \'Plains of Nineveh\'). He expressed 
concern over potential Turkish incursions against the PKK in 
areas of Assyrian concentration along the Turkish border with 
the KRG\'s northern province of Dohuk (KDP - Kurdish 
Democratic Party). END SUMMARY. 


2. (SBU) Sarkis Aghajan, KRG Minister of Finance and the only 
Christian in the KRG cabinet, told IPAO November 2 that Iraqi 
history was full of persecution against Assyrians. He said 

that Kurdish and Arab attacks against Assyrians over the past 
century have repeatedly depopulated Christian villages, 

forcing many to flee the country. 


3. (SBU) Sarkis claimed that Assyrians wanted to return to 
Northern Iraq, many of whom had fled across the Syrian 

border. He added that following the fall of Saddam, 

democracy provided breathing space for Assyrians in the 

north, while in central and southern Iraq their conditions 
worsened. For example, since 2003, many Christians have been 
subject to harassment, persecution, killings, abduction for 
ransom, and cases of forced conversion, and have fled to 
Jordan and Syria in addition to northern Iraq. 


4. (C) Sarkis accused Kurds, especially those associated with 
the KDP which controls the Assyrian centers in Dohuk, of 
continuing to take over Assyrian land. During the three 

years since 2003, he said, Assyrians are returning to their 
ancestral villages and want their village lands. Sarkis said 
Kurds receive priority in law and challenges in court are not 
resolved in favor of non-Kurds. Sarkis pointed out that in 
order to regain and retain Assyrian land, the village 
populations must be strong and stable. 


5. (C) Sarkis Aghajan spent 28 years as a leader among Kurds. 
In those 28 years, he said he never backed down on the 
\'sacred goals\' of national Assyrian rights. He accused Kurds 
of denying Assyrians rights on their own lands. \"The Kurds 
are not happy with my project, but | will stick to it. Now 

that the dictator is gone, we have the right to demand our 
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rights - liberation in Iraq was for all of the components of 
Iraq, including the Assyrians,\" Sarkis expounded. He 
commented that Kurds, Sunni Arabs, and Shia Arabs have 
territorial rights and also support from outside Iraq. He 
indicated that only the Assyrians have no support within Iraq 
or from neighboring countries, on either the basis of 
nationality or religion. 


6. (C) To end the exodus of Christians from Iraq, Sarkis 
emphasized, he had to take action; if it continued, 
Christianity would be extinguished in Iraq. He described 
projects to increase village and town housing, support 
Assyrian education and community centers, and create a 
security net for vulnerable families as part of his program 

to encourage Assyrians to re-establish population centers in 
the Plains of Nineveh. Sarkis said the increasing Assyrian 
movement to Iraq\'s north due to security concerns was 
enhanced as people heard about his assistance program. 


7. (C) Sarkis said he deliberately spreads the word of 
assistance to encourage more Assyrians to boost the Christian 
population in the focus areas. Sarkis reported he is 
concentrating on the traditionally Assyrian areas of Ninewah 
province (\"The Plains of Nineveh\") and Dohuk. He said he did 
not encourage displaced or returning Assyrians to go to Erbil 
because they need to create an Assyrian population 
concentration and density in Ninewah and Dohuk. \"Dohuk and 
the Plains of Nineveh are historically ours, and we are just 
returning to our own lands,\" Sarkis insisted. 
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8. (SBU) On September 29, 2006, Sarkis made a press statement 
calling for a national Assyrian homeland in the Plains of 

Nineveh. He indicated to IPAO that this statement would 
encourage Assyrians to remain on their lands rather than 

leaving for Jordan or Syria. He hoped that even Assyrians in 

the US, Europe, and Australia would find cause to return to 

an autonomous homeland in Iraq. Following his announcement, 
he said, he received many offers of international support. 


9. (C) The districts in Ninewah province of Ain Sifni, 
Hamdaniya, Tilkef, and also Bashiga in Mosul district will be 
the core of an Assyrian autonomous region, Sarkis said. 
Starting in Ninewah, he explained, they can establish 
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strength and national identity. Assyrian schools and all 

other \'national\' functions should be based in the autonomous 
region, Sarkis said, to tie other Assyrian areas into a 

larger homeland. This will enable them to demand \"the rest 
of the Assyrian homeland,\" which he described as the \'top of 
the question mark\' curving from Ain Kawa and along the 
northern border of Dohuk. 


10. (C) Sarkis said Assyrian political parties do not 

represent the people, claiming that in the last elections 

only 15 percent of Assyrians voted for Assyrian parties while 
the rest voted for either Arab or Kurdish parties. He 

claimed that most nominally Assyrian political parties had 

been established by other groups. The Syriac parties (Syrian 
Catholic and Syrian Orthodox), he said, had been supported by 
the PKK in the past. Sarkis alleged that other so-called 
Christian parties were formed and influenced by the KDP, PUK 
or Iranians. Sarkis said the ADM (Assyrian Democratic 
Movement), had occasionally helped Saddam, but this was no 
worse than others. He reported that the ADM is now linked 
with the Shia parties. He emphasized that \"Those who say 
Chaldeans or Assyrians or Syriacs are \'separate\' are either 
agents or are weak and trying to gain stature. \" 


11. (C) Sarkis noted that the PKK has camps in Assyrian 
mountain areas along the Turkish border with Dohuk. He 
expressed great concern that a Turkish incursion against the 
PKK would result in significant damage to Assyrian 
populations and property. Assyrians could suffer, he said, 
either as Turkish troops move through or because PKK 
militants might use the villages as shields. He said many of 
the villages in this area are newly re-established and 
rehabilitated. 


12. (SBU) Sarkis was born in 1963 (although his ID says 1962, 
he says) in Diana in Soran district. In 1975 his family 

moved to Iran where Sarkis finished Prep school (in Tabriz). 
He was the head of the youth union 1977 to 1979. At that 
time, he was very religious and planned to be a priest. An 
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American priest Fr. Malloy (as heard) was influential in his 
life but left for Pakistan in 1979. 


13. (SBU) In his Tabriz high school, Sarkis established Hizb 
Democrati Atur (Assyrian Democratic Party, notto be confused 
with other grops with similar names). He said was among the 
first to particpate in armed struggle against the regime in 

Iraq. He was secretly leading this Christian party and 
working with Massoud Barzani. He says he has a \'family 
relationship\' with the Barzanis, as did his father and 
grandfather, so Massoud and Idris (Nechirvan Barzani\'s late 
father, d. 1987) insisted he join them. Sarkis is unmarried 
and lives alone. He has four sisters and two brothers, 

living in Japan, Austria, the Netherlands, Canada, and 
Germany. His father died in 1992 in Iran and his mother 

lives in the Netherlands. 

Khalilzad 
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CA/OCS/WHA FOR SHIRLEY CRAWFORD 


E.O. 12958: DECL: 12/06/2026 
TAGS: PHUM, ASEC, PINS, SNAR, KCRM, PA 
SUBJECT: SUSPECT COURT RULING SPARKS OUTRAGE AND VIOLENCE 


REF: 04 ASUNCION 1099 AND PRECEDING 


Classified By: Michael J. Fitzpatrick, CDA a.i.. Reasons: 1.4 (C and D 
) 


1. (U) SUMMARY: A court decision to convict of manslaughter 
the owners of a supermarket in which 350-plus perished in a 
fire -- vice the murder charges most Paraguayans clearly 
sought -- prompted December 5 the worst rioting Asuncion has 
seen since 1999 riots toppled then-President Cubas. Violence 
immediately erupted in the court room as the judges read the 
verdict. The protests rapidly spread to the streets, as 

initial protests by survivors and/or family members were 
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overtaken by larger street protests of mostly young males 
hurling rocks and molotovs at the police and (mostly 
targeted) ransacking of other supermarkets. The government 
and opposition called (unsuccessfully) for calm, as they 
moved to sack the judges, annul the ruling and seek a 

retrial. Police clashed with the protesters, leaving dozens 
hurt and scores arrested. Though shaken, the Duarte 
government has now been put on notice by an increasingly 
on-edge populace. END SUMMARY. 


2. (U) After two years of simmering controversy and anger, 

the Ycua Bolanos trial has overheated. The owners of the 
Ycua Bolanos Supermarket, Juan Pio Paiva and Victor Daniel 
Paiva, and security guard Daniel Areco were sentenced 
December 5 to five years each for their involvement in the 
deaths of more than 350 persons on August 1, 2004. (NOTE: 
The defendants were originally charged with first-degree 
murder, serious bodily harm, and other charges for having 
ordered the supermarket guards to lock the supermarket gates 
to prevent looting, leaving the customers to perish inside, 

as the supermarket was overcome with fire and deadly smoke. 
Two of the three judges found them guilty of the lesser 

charge of manslaughter and issued the lighter sentences. END 
NOTE). 


3. (U) As the court verdict was read (in a sports pavilion, 

to accommodate the press of public and family interest), 
outraged victims and/or their families began hurling tables 

and chairs at the judges and police. The violent reaction 
quickly spilled into the streets and lasted until well into 

the evening (only to be dampened by rains). Protesters 

looted and trashed another (former) Ycua Bolanos supermarket, 
attempted to set fire to the Paiva family home, destroyed 
vehicles and police kiosks. Many drew unfavorable comparisons 
based on class and wealth between the 5-year sentences in a 
case involving 350 deaths with last week\'s sentences of up to 
35 years for those (of more humble origins) involved in the 
kidnapping and murder of former President Cubas\' daughter. 
For many, the protests quickly moved beyond the court ruling, 
however, as protesters called for the government\'s ouster and 
the correction of various and sundry injustices. As masked 
protesters hurled rocks, the police were often reduced to 
hurling rocks back in running street battles. Mounted 

police, water cannon trucks, tear gas and rubber bullets were 
also employed. More than 52 civilians and 16 police officers 
were injured in the clashes. Police arrested nearly 80 
protesters (NOTE: This is the second time in the past few 
days in which police have violently clashed with protesters. 
Last week, healthcare workers demonstrated against the 
proposed budget cuts in front of Congress. Other recent 
protests have seen university students and campesino groups 
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striking -- as well as supporters of jailed coup-leader 

General Oviedo crucifying themselves on crosses outside of 
Congress. Healthworkers demonstrated again today, only to 
have their march turn festive, when the lower House suddenly 
voted to give in to their demands. The city\'s larger mood, 
however, remains tense, and the populace resentful, if not 
angry. END NOTE). 


4. (SBU) Attorney General Ruben Candia and prosecutor of the 
case Edgar Sanchez announced several hours later their 
requests for the recusal of Judges Manuel Aguirre and Elio 
Ruben Ovelar from the trial and to have the verdict annulled. 
Sanchez stated his belief that the decision was a farce and 
insinuated the judges had been influenced. (There had been 
public reports previously they had asked USD 300,000 to swing 
the verdict.) Political figures have also weighed in, roundly 
denouncing the courts decision. Party leaderships caucused 
well into the night. President Duarte supported Candia\'s 
statements and publicly called for calm, noting the military 

had been ordered to \"stand by\" in support of the police (but 
they were not ever called out directly into the streets). 

Likely opposition presidential candidate Monsignor Lugo waded 
directly into the street battles and directly appealed to the 
rioters for peace and calm and time for the ruling to be 
reversed -- only to have his bullhorned entreaties ignored. 
Several Supreme Court justices also commented on the verdict 
and indicated their desire to see the decision reversed. 


5. (C) COMMENT: Victim frustration and the visceral response 
to this ruling exemplify the lack of faith much of the 

population has in the Paraguayan justice system. The 
judiciary has once again proven itself incapable of dealing 
with high-profile cases in a manner that does not arouse 
suspicions of impropriety. In addition, political and 

judicial figures have made it clear their intention to \"right 

the wrong decision\" regardless of the legal facts (which may, 
or may not, have supported a manslaughter conviction). 
President Duarte and his closest associates moved quickly to 
get out in front of this protest, if only to blunt the rage 

against them. Such a move, however, sets the tone for future 
cases when the public does not believe a decision is just, 
they can just start (or just threaten) a riot and force a 

change in policy -- or policymakers. The health workers 
protest today is just such a case in point. END COMMENT. 
FITZPATRICK 
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REF: A. MEXICO 2577 
B. MEXICO 5148 


Sensitive but unclassified, entire text. 


1. (SBU) According to studies completed by Cambridge Energy 
Research Associates (CERA), President Felipe Calderon will 
contend with a real drop in oil revenue from about USD 54 
billion in 2006 to the USD 27 billion range in 2012 as a 

result of decreasing production, a likely fall in heavy crude 
prices, and declining Mexican crude quality. To address this 
fall and shore up the budget, CERA believes Calderon will 

likely be able to get Petroleos Mexicanos (Pemex) corporate 
governance reforms passed, but that more comprehensive 
changes may not be possible. PRD opposition to the Calderon 
presidency, especially on the energy agenda remains deep, and 
Calderon will act first on the political agenda which will 

require continued substantial oil revenue. He will also have 

to build a more workable coalition between the executive and 
the legislative branches than was in place during the Fox 
administration. More controversially, CERA discounts 
Calderon\'s need to convince the Mexican people of the need 
for energy reforms, but rather they suggest that Calderon 

focus his attention on the Congress where the National Action 
Party (PAN) maintains a plurality in both congressional 
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chambers (Chamber of Deputies 41%, Senate 39.4%). That said, 
the PAN has a very weak mandate from the Mexican electorate 
which remains divided. CERA also believes that post election 
protest weakened Mexican institutions, threatening the 

chances for energy reform. End summary. 


2. (SBU) Econoff attended the semi-annual Mexican energy 
roundtable presented by Cambridge Energy Research Associates 
in Mexico City November 16. Participants included 
representatives from the Mexican Secretariat of Energy 
(SENER), Pemex, the Federal Electricity Commission (CFE), as 
well as representatives of international firms active in the 
Mexican energy sector. At the session, participants 

discussed the outlook for the Mexican oil and gas sector over 

the next five years as well as how the incoming Calderon team 
would address energy policy issues. 


3. (SBU) CERA produced a relatively positive forecast (i.e. 
slow decline) of overall Pemex production based on Pemex\'s 
current production outlook: 


CERA Forecast 
of Mexican Oil 


Production 
(thousand barrels 
per day) 

2006 3,284 

2007 3,190 

2008 3,055 

2009 3,051 

2010 3,018 

2011 2,940 

2012 2,874 


4. (SBU) The group agreed that as more production comes from 
Pemex\'s most promising short term prospect, the 
Ku-Maloob-Zaap (KMZ) complex, the overall quality of Mexican 
oil will decrease. Tests show that oil from the Baksha, 

Kayab, Zazil-Ha, and Numan oil fields which should make up 20 
percent of the KMZ mix by 2012 should significantly lower the 
overall quality of Mexico\'s dominant product, the Maya blend, 
reducing the price of Mexican crude. CERA reported that even 
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accepting relatively optimistic Pemex production estimates, 
combined quality and limited volume declines, will decrease 
GOM revenue by as much as percent by 2012. 
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5. (SBU) In addition to the revenue decrease due to volume 
and quality declines, CERA\'s base case oil price forecast 
shows West Texas Intermediate (WTI) crude dropping from USD 
61/Bbl this year to USD 45/Bbl by 2010. CERA economists note 
the drivers of the forecast include projected large new 
discoveries slated to come on line in Kazakhstan and Brazil 

by 2010. They also believe that the current oil price has 

been buoyed by a \"fear factor\" sQemming from current global 
instability. Without further political \"shocks\" to maintain 
elevated prices, the \"fear factor\" effect on world oil prices 

will reduce over time. Combining quality and price effects, 
CERA forecasts the Mexican Price: 


Mexican 

Crude 

Basket Price WTI 
Forecast Forecast 


(Real 2005 $) (Real 2005 $) 


2006 55.26 61.00 
2007 48.73 52.00 
2008 40.61 46.00 
2009 38.17 44.00 
2010 36.67 45.00 
2011 35.66 

2012 33.57 


6. (SBU) CERA and the industry representatives present 
agreed that Pemex\'s financing, operating, and capital costs 
would rise. Worldwide, oilfield services and supplies have 
increased 15 to 25 percent in the last 12 months. In the 
Mexico specific case, 74 percent of Mexican production today 
has an extraction cost below USD 4/BBL. While extraction 
costs for new develoments should be equivalent, beginning in 
2010-2012, a significant portion of the Mexican production 
mix (11%) should begin to come from Chicontepec, a much more 
difficult to produce onshore field with production costs near 
USD 14/Bbl. Total production costs will more than double 
during this period. Atthe same time, capital costs (reserve 
development and infrastructure construction) will rise 
dramatically as Mexican oil becomes much harder to find and 
develop. CERA predicts that exploration and development 
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spending will increase 3.5 times between 2005 and 2012. 


7. (SBU) Combining the effects of volume price, and quantity 
declines, and taking into account operating cost hikes and 
then applying the current formula for Pemex extraction duties 
and other taxes, CERA estimates the GOM\'s real income from 
hydrocarbons will decline from about USD 54 billion in 2006 

to approximately USD 27 billion in 2012, even taking into 
account relatively rosy Pemex production forecasts. 


8. (SBU) To offset this difficult scenario, the Calderon 
administration will have to develop a strategy to reform the 
sector. The crux of that strategy will depend on how 
Calderon and his administration manage the Congress. To 
describe the political process, CERA analysts divided 
necessary decisions into three areas 


(1) Ideology versus Pragmatism -- the Calderon team must 
decide how deep and market based reforms must be, taking into 
account they must win the at least tacit support of the Party 

of the Democratic Revolution (PRD) to avoid derailing reforms 


(2) Institutionalization versus Politicization -- The 
Calderon team must decide whether to trust in formal 
legislative mechanisms or informal political relationships, 
and, 


(3) Status Quo versus Liberalization -- Calderon must also 
decide how quickly reforms are to be introduced. His team 
must move slowly enough to build support, all the while 
keeping in mind the growing GOM oil revenue decline. 


9. (SBU) Street protests since the July election have 
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dwindled, but as evidenced by their behavior in the lead-up 

to his inauguration, PRD opposition to the Calderon 
presidency remains deep. The incoming administration\'s first 
instinct has been to be pragmatic as evidenced by the 
President elect and his advisors\' statements during the 
transition (reftels). CERA believes Calderon\'s first moves 
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will be to protect national security, promote state\'s 
interests, and help to ensure the rule of law. Atthe same 
time, they see a real need for Calderon to develop a more 
workable coalition between the executive and the legislative 
branches than were in place during the Fox administration. 


10. (SBU) Somewhat more controversially, CERA believes that 
there is a \"dichotomy between public opinion and real 
support,\" thus they discount Calderon\'s need to convince the 
Mexican people that energy reforms would be worthwhile, 
instead, they believe that the new President will focus 
attention on the Congress. On the positive side, Calderon\'s 
National Action Party (PAN) maintains a plurality in both 
congressional chambers (Chamber of Deputies 41%, Senate 
39.4%) and will benefit from institutional support offered by 
the executive. Especially after the abortive protests by the 
PRD, the PAN\'s support is growing. The country\'s economy 
remains stable, and politically there is significant 

continuity with the outgoing Fox team. Still though, the PAN 
has a very weak mandate from the Mexican electorate which 
remains divided. Calderon opponents are mobilized with the 
fate of the energy sector one of the principal points of 
division. CERA believes that post election protest weakened 
Mexican institutions, a view not shared by all participants. 
Congress itself remains fragmented, and energy reform must 
share the stage with an extensive political agenda. 


11. (SBU) Looking to the past performance of the Energy 
Committee, CERA analysts searched for indications of how the 
upcoming 60th legislature would behave based on the 
performance of previous Mexican congresses. CERA analysts 
argued that Mexican politicians have recently become more 
focused on hydrocarbons. In the 58th Legislature (2000-2003) 
50% of proposals dealt with electricity and 24% dealt with 
hydrocarbons. The situation reversed under the 59th 
Legislature (2003-2006) 54% of proposals dealt with 
hydrocarbons and 26% dealt with electricity. CERA suggested 
that the switch resulted from the belief that CFE and the 
electricity monopoly had been \"taken care of\" while the real 
focus should be oil and gas. In both the 58th and 59th 
legislature, the PRI proposed more amendments than the PRD, 
the PAN or the Executive neither of which was active 
introducing energy legislation. The 58th legislature\'s 

Energy Committee within the Chamber of Deputies introduced 63 
proposals while the 59th legislature introduced 97. 
Nevertheless, only 10 proposals passed (including fiscal 

reform for Pemex and a cogeneration package) The Chamber of 
Deputies, the analysts suggested, was a legislation filter, 
bringing only those bills forward that would justify passage. 
Despite the PRIVs majority almost of the successful 

proposals came from the PAN. 
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12. (SBU) Earlier activity in the Congress also indicates 
that despite their function as a legislative filter, 

liberalization was unpopular. Only 5% of proposals dealt 
with the issue. Furthermore, in the 58th and 59th 
legislature, 33 percent and 47 percent of proposals were 
meant to strengthen institutions (CRE, SENER, Pemex, etc.). 
From this, CERA analysts that the PAN sought to strengthen 
the institutional basis for reform (Pemex fiscal reform). 
Nevertheless, they avoided direct political confrontations 
with the opposition and radical factions (PRD) by avoiding 
the liberalization issue. Questions remain as to how willing 
the PAN will be to approach the reform issue in the 60th 
congress. 


13. (SBU) The group also discussed whether Calderon would 
depend more on informal channels of communication between 
parties to achieve portions of his agenda, a strategy used by 
former President Carlos Salinas, or would he depend more on 
formal lines of communication between the legislative and 
executive that President Fox tried to use. While Fox 
depended on his cabinet secretaries to manage the Congress, 
CERA analysts noted that on energy, the administration failed 


MEXICO 00006783 004 OF 004 


to provide the political support to the energy secretariat to 
complete meaningful legislation -- electing to focus on 
maintaining short term Pemex revenues high to boost 
government income. Even the most recent legislative 
proposal to reform Pemex corporate governance, with 
relatively broad acceptance across the political spectrum, 
failed to receive real support in congress from the Fox 
administration. The Secretariat of Energy (SENER) is 
traditionally weak; hence Fox\'s dependence on formal 
mechanisms combined with SENER\'s weakness in formal 
networking made it much more likely that reform legislation 
would fail in the previous congress. 


14. (SBU) CERA believes that in the relative short term (3 
months) Calderon will be able to \"Address the main political 
obstacles to energy sector restructuring\" and \"confront 
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urgent needs.\" On the energy side, CERA believes that most 
legislative action would be geared to changing energy subsidy 
rules to better favor the poor. In the medium term (1 year) 
CERA suggested that Calderon will \"Create an appropriate 
political environment for stimulating stable, legislative 

policy change in the sector.\" Internal lobbying for reform 
would be possible but would largely depend on how reform 
responsibilities would be distributed in the new cabinet. In 

the long term (3 years) CERA suggested that Calderon will 
\"consolidate a coherent integrated energy reform.\" They 
believed that partial reforms such as diluting the 
representation of unions on the Pemex board would be 
possible, but a comprehensive reform was less likely. Going 
forward, the observers felt the PAN would seek to take 
advantage of the \"new players\" (i.e. the departure of \'old 
guard\' such as the obstructionist PRI Senator Bartlett). 
CERA believed that the PRI role would be the most important 
for the PAN strategic interests. 


15. (SBU) Of all Mexican energy prognosticators, CERA\'s 
current production forecast for Mexico is the most rosy, 
nonetheless, their price forecast suggests an almost 50% drop 
in Mexican government oil revenues over the next six years. 
CERA and most other participants in the session agreed that 
if any energy reforms that do pass, they would be slow in 
coming and would likely not be sufficient to stem Mexico\'s 
revenue slide. The balance between managing the energy 
sector to maximize current GOM revenues and ensuring future 
energy security through increased investment and 
liberalization will remain a difficult challenge. 


16. (SBU) Some analysts believe that the Calderon team has 
already signaled it will behave as previous administrations 
and \"take the money now.\" At the same time, new Finance 
Secretary Carstens said publicly on December 5 that Mexico 


SIPDIS 

should expect a fiscal reform proposal in 2007 given the 
GOMVs need to increase revenues and allow Pemex to make 
significant investments over the next few years to maintain 

its export platform. This approach signals that the new GOM 
is aware that unless remedied, the costs of declining revenue 
and production will come due for Calderon by the middle of 
his term. 


Visit Mexico City\'s Classified Web Site at 
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http://www.state.sgov.gov/p/wha/mexicocity 
BASSETT 
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SUBJECT: TERRORIST LISTS 


REF: STATE 193615 


(SBU) The Guatemalan Foreign Ministry maintains an internal 
list of terrorist entities that it shares with the 

Immigration Service, Superintendency of Banks, and other GOG 
authorities. This list consists of persons and entities that 

have been the subject of UN counterterrorism resolutions, and 
basically coincides with the consolidated list maintained by 
the UN 1267 Committee. When the Foreign Ministry receives 
notification of new designations from the UN, the names are 
circulated among GOG entities. This is an internal GOG list 
and is not published nor circulated outside of GOG agencies. 
Lindwall 
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E.O. 12958: DECL: 12/06/2016 
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SUBJECT: CONSERVATIVE PARTY PRESIDENT DELIBERATES ALLIANCE 
WITH ALN, ROLE IN NATIONAL ASSEMBLY 


REF: MANAGUA 2059 
Classified By: Charge dVaffaires Peter M. Brennan. Reasons 1.4 (B,D). 


1. (C) SUMMARY: Conservative Party (PC) president Azalia 
Aviles Salmeron is determined to maintain her party\'s 
affiliation with Eduardo Montealegre\'s Nicaraguan Liberal 
Alliance (ALN), but not to the detriment of the PC\'s role in 

the National Assembly. According to PC by-laws, Conservative 
lawmakers should establish their own caucus in the Assembly, 
but Aviles is reluctant to form a separate caucus if doing so 
would endanger the future of the ALN-PC alliance. She 
believes that if Montealegre is willing to name the caucus 
ALN-PC, instead of ALN, and if Conservative lawmakers in the 
alliance are given leadership roles, maintaining one caucus 
would be more viable. Aviles claims that some of 
Montealegre\'s advisors are misguiding him and he is not 
giving leaders of allied parties the respect and political 

space they merit. We have encouraged her to raise these 
concerns with Montealegre and the presidents of other 
ALN-allied parties and will meet with Montealegre within the 
next few days to impress upon him the importance of 
cultivating and consolidating his alliance. END SUMMARY. 


A MATTER OF RESPECT 


2. (C) On December 2, Conservative Party (PC) president 
Azalia Aviles Salmeron conveyed to polcouns her growing 
frustration over the \"negative\" influence of certain advisors 
of ALN leader/former presidential candidate Eduardo 
Montealegre. According to Aviles, Eliseo Nunez, Jr. and Sr., 
along with Mauricio Montealegre, have built a \"wall\" around 
Eduardo Montealegre, making access to him difficult for her 
and for most of the other presidents of ALN-allied parties. 

As a case in point, she mentioned that Eduardo Montealegre 
recently visited PC headquarters in Granada as part of his 
post-election recognition of departmental support. However, 
while PC Assembly deputies were invited to the event, the ALN 


Column 3 
did not invite Aviles, who attended anyway. 


3. (C) Following the Granada incident, Aviles met with 
Montealegre and conveyed her concern that the ALN is not 
respecting the lines of communication and her role as 
Conservative party president. She related that Montealegre 
was receptive and reminded her that he has told alliance 
party leaders that the consolidation of the ALN depends in 
large part on the strength of its member parties. Aviles 
acknowledged that part of the problem lies within the 
Conservatives themselves, sharing that Montealegre\'s 
PC-associated running mate Fabricio Cajina had let his 
position \"get to his head\" and Cajina had tried to assume 
leadership of the party when he does not have the authority. 


THE GOOD OF NICARAGUA OUR FIRST COMMITMENT 


4. (C) Despite her frustration with the ALN leadership, 

Aviles insisted she does not want to form a separate caucus 
if doing so would endanger the future of the ALN-PC alliance. 
She reiterated her commitment to the alliance \"for the good 
of Nicaragua.\" Nonetheless, Aviles was equally adamant that 
she cannot afford to allow the PC\'s relationship with the ALN 
to hurt her party\'s participation in the National Assembly. 
She explained that according to PC by-laws, Conservative 
lawmakers are expected to form their own caucus in the 
Assembly if they qualify, and they do because five 
Conservative deputies will join the new Assembly in January. 
(Note/Comment: A minimum of four deputies are required to 
form a caucus. By forming its own caucus, the PC would 
benefit from substantial administrative support and maintain 
its party identity. End Note/Comment.) 


OTHER ALN ALLIES SHARE FRUSTRATION 


5. (C) Evangelical leader/current Assembly deputy Delia 
Arellano, who broke with her Camino Cristiano party to 
support Montealegre\'s candidacy and was not re-elected, was 
also present at the meeting. Arellano said she had warned 
Montealegre not to place Nicaraguan Resistance Party (PRN) 
turncoat Salvador Talavera (Reftel) so high on his slate of 
Assembly candidates (third) because he was not trustworthy; 
now Talavera would vote with the FSLN bloc in the Assembly. 
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She also lamented the fact that she was relegated to ninth 
place and thus was not re-elected. Even so, Arellano said 
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she is determined to support Montealegre and recently met 
with him to present a strategy to attract more evangelicals 

to the ALN cause, in part as a way for the alliance to make 
inroads into Nicaragua\'s deep-rural population where many 
evangelists reside. According to Arellano, up to 40% of 
Nicaragua\'s population is evangelical. (Note: According to 
the 2005 census, 55% of Nicaraguans aged five and older are 
Catholic, 22% evangelical, 16% no stated religious 
preference, and 4% of another religion. End Note.) 


6. (C) According to Aviles, she is not the only party leader 
allied with Montealegre that is frustrated over Montealegre\'s 
lack of attention to his allies\' needs. Aviles related that 
Nicaraguan Resistance Party (PRN) leader Luis Fley (septel) 
and other PRN \"commandantes\" had shared similar frustrations 
and felt marginalized by the ALN \"watchdogs\" Nunez-Mauricio 
Montealegre. Further, Alliance for the Republic (APRE) 
President Miguel Lopez Baldizon was poised to withdraw APRE 
from the ALN alliance, warned Aviles. (Note: Lopez Baldizon 

is currently in Japan. We will meet with him upon his 

return. End Note.) Polcouns reiterated the need for direct 
communication and urged Aviles to talk with Montealegre 
directly. She agreed to do so and will also meet with the 

other disaffected party leaders to broach with Montealegre 
constructive ideas to strengthen the alliance. 


A POSSIBLE WAY FORWARD 


7. (C) Aviles suggested that naming the caucus ALN-PC, 
instead of ALN, would offer a way out of the conundrum. She 
added that according Conservative lawmakers in the ALN-PC 
caucus \"leadership roles\" would help, for example allowing PC 
deputy Javier Vallejo Fernandez (Granada) to serve as the VP 
of the ALN-PC caucus. To lead the joint caucus, recognizing 
that the presidency of the caucus should go to an ALN member, 
Aviles suggested that ALN deputy Luis Callejas (Chinandega) 
would be a suitable candidate, as he is young and a \"fresh 
face\" that would demonstrate to the public that the ALN is 

not merely a \"PLC retread.\" 


COMMENT 


8. (C) If the Conservative Party forms its own caucus from 
the get-go, the Sandinista National Liberation Front (FSLN) 
and the Liberal Constitutional Party (PLC) will likely claim 
that this move spells the demise of Montealegre\'s alliance. 
Further complicating the ALN\'s integrity is the increasing 
fragmentation of PRN leaders, including some who have 
publicly stated that the PRN\'s alliance with the ALN ended 


Column 3 

after the electoral period and possibly the estrangement of 
the APRE president. Montealegre\'s reliance on the Nunez 
family and his cousin Mauricio Montealegre has been 
problematic in the past, and Aviles\' observations about their 
inordinate control over the ALN are not unique. We will meet 
with Eduardo Montealegre within the next few days to share 
these concerns and impress upon him the importance of 
cultivating and consolidating his alliance. 

BRENNAN 
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SUBJECT: HUNGER STRIKES TURN VIOLENT, PRESSURE MOUNTS 


Classified By: ECOPOL Andrew Erickson for reason 1.4 (d). 


SUMMARY 


Column 3 


1. (C) Violence erupted during the afternoon of December 5 
when Movement Toward Socialism (MAS) militants confronted a 
group of hunger strikers in La Paz\'s historic San Francisco 
church. Meanwhile, the hunger strike in support of a 
two-thirds voting mechanism in the Constituent Assembly (CA) 
is growing nationwide. Digging in their heels in opposition 

to the GOB, the hunger strikers have attracted 
opposition-minded prefects and other community leaders, 
giving them greater credibility and galvanizing broader 
support. Nonetheless, the strike remains almost entirely a 
middle-class and elite phenomenon. President Morales has 
refused to negotiate, electing instead to lash out at the 
opposition with wild charges and promising to defend his 
government militarily. As Morales struggles to find his way 

out of this latest political crisis, he appears disinclined 

to abandon his favored tactics of confrontation. End summary. 


2. (C) In the afternoon of December 5, a group of 
approximately one hundred Movement Toward Socialism (MAS) 
sympathizers stormed Bolivia\'s historic San Francisco Church 
in central La Paz and dislodged a small group of hunger 
strikers inside. Facing a crowd armed with dynamite, 

novelist Juan Claudi Lechin, Santa Cruz Business Federation 
President Gabriel Dabdoub, and retired General Alvin Anaya 
escaped from the church unharmed but seriously shaken. 
Church leaders reported there were no injuries but claimed 
the MAS intruders vandalized the church, broke windows, and 
burned the hunger strikers\' sleeping bags and medical 
provisions. Fearing for their safety, the hunger strikers 
promised December 5 to continue with their peaceful protest 
in an undisclosed location. Responding to the violence and 
vandalism of church property, Santa Cruz Bishop Sergio 
Gualberto declared the church a place of protection and 
refuge, saying that it had never experienced similar acts of 
violence, even during the years of Bolivia\'s dictatorship. 
Speaking privately to Polcouns, Lechin expressed 
disappointment that the Church has not responded more 
aggressively to this incident, but offered the view that the 
Church has larger interests at stake. He also claimed the 
Church remains enamored with the prospect of the changes in 
Bolivian society held out by the Morales regime. 


3. (C) Polcouns met with Lechin and several hunger strikers 
December 6, who explained they entered the hunger strike due 
to their \"deep concern and rage\" regarding the direction 
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Morales is leading the country. Lechin repeated his December 
5 comments that the GOB has adopted a \"fascist style, that 
like Hitler, begins with popular discourse and ends with 

cruel dictators.\" Lechin expressed frustration the 

international human rights community and international press 
did not give sufficient attention to the disturbing trends in 
Bolivia today. Polcouns asked about the group\'s strategy. 
Lechin suggested the group would continue the hunger strike 
through the planned December 7 to 10 South American Summit in 
Cochabamba. He also noted that in his view, a nasty and 
personal attack advertisement slandering him in the December 
6 edition of La Razon newspaper had been directly paid by the 
GOB. Lechin\'s father was an historic figure in Bolivia\'s 

labor movement; the advertisement accused him of betraying 
his father\'s legacy. 
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4. (SBU) The hunger strike in support of a two-thirds voting 
mechanism in the Constituent Assembly (CA) is growing 
nationwide. Instead of cracking down on confrontation, the 
GOB in the San Francisco church incident actually enabled mob 
violence to occur against the strikers. Minister of 

Government Alicia Muoz pulled police protection of the San 
Francisco church December 5, citing \"other security 
priorities.\" When pressed, Muoz reportedly stated \"the 

police can not be worn down providing protection for a group 
of people that initiated what all view as a political 

strike.\" Following the mob attack on the church, the GOB 
finally bowed to public pressure by the Permanent Assembly of 
Human Rights, and Muoz reversed her decision and restored 
police protection to the church. The police are now guarding 
an empty church. 


5. (SBU) Digging in their heels in opposition to the GOB, the 
hunger strikers have attracted opposition-minded prefects and 
other community leaders, giving them greater credibility and 
galvanizing broader support. Nonetheless, the strike remains 
an elite phenomenon. Pando Prefect Leopoldo Fernandez, 
Tarija Prefect Mario Cossio, and the presidents of the Civic 
Committees in Beni and Santa Cruz joined the hunger strike 
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December 5. These latest additions bring the total number of 
political leaders involved in the hunger strikes to fifty-six 

PODEMOS members of congress, two prefects, and numerous civic 
and neighborhood leaders. Reportedly, there are more than 

one thousand hunger strikers across Bolivia. 


6. (SBU) Despite growing pressure, President Morales has 
refused to negotiate, electing instead to lash out at the 
opposition with wild charges and promising to defend his 
government militarily. Using the December 5 anniversary of 
Viacha, a city in the Altiplano, to respond to opposition 
demands, Morales stated the absolute majority voting 
mechanism in the CA is non-negotiable. Accusing the hunger 
strikers of corruption, human rights violations, and 
narco-trafficking connections, Morales attempted to discredit 
the efforts of the opposition and promised the government 

will defend itself against these attacks. Army Commander 
Freddy Bersatti endorsed Morales\' comments and claimed the 
military stands ready to preserve the country\'s national 

unity against the strikes. 


7. (C) The small-scale violence on December 5 is 
representative of Bolivia\'s growing political tensions and 
intolerance. In the past twenty-four hours, Morales has 
continued to stir the political pot. Vice President Garcia 
Linera, on the other hand, has posed as the voice of reason, 
offering GOB respect for autonomy. although largely ignoring 
the striker\'s principal demand, respect for the enabling 
legislation requiring two-thirds approval of the new 
constitution. The upcoming South American Summit (December 7 
to 10 in Cochabamba), and the international attention Bolivia 
will receive as a result may pressure the GOB to move toward 
consensus. Given the government\'s proven hostility to 
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dialogue and compromise, however, the growing pressure of the 
hunger strikes is likely to prove an embarrassment for a GOB 
hungry for Latin American political credibility. End Comment. 
URS 
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E.O. 12958: N/A 
TAGS: KTFN, EFIN, ETTC, KVPR, PREL, PTER, PE 
SUBJECT: TERRORIST LISTS: PERU 


REF: STATE 193615 


1. (SBU) In response to reftel, the Government of Peru does 
not maintain a list of banned terrorist entities, per se. 

The Office of Intelligence of the Peruvian National Police\'s 
(PNP) Directorate of Counterterrorism (DIRCOTE) maintains a 
computerized database with thousands of police files on 
individuals suspected of involvement in terrorism in Peru. 
These files are for law enforcement purposes only. 


2.(SBU) The vast majority of the files refer to supposed 
members of the two main groups identified by the GOP as 
terrorist organizations present in Peru: Sendero Luminoso 
(Shining Path) and MRTA (Movimiento Revolucionario Tupac 
Amaru). The head of DIRCOTE is Colonel Benitez Ahon, and 
DIRCOTE\'s website is: 
http://www.pnp.gob.pe/direcciones/dircote.asp . 

POWERS 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PREL, PGOV, PINR, KDEM, NU 

SUBJECT: ALN BLOCKS SOME PROBLEMATIC ELEMENTS OF 
LEGISLATIVE REFORMS 


REF: MANAGUA 2646 
Classified By: Charge dVaffaires Peter M. Brennan. Reasons 1.4 (B,D). 


1. (SBU) Summary: The Nicaraguan Liberal Alliance (ALN) 
partially succeeded in minimizing the effects of a ways and 
means law supported by \"pacted\" Sandinista National 
Liberation Front (FSLN) and Liberal Constitutional Party 
(PLC) caucuses (Reftel). Vigorous ALN lobbying efforts 
prompted the removal of some of the most egregious articles 
of the \"Organic Law\" -- including a provision tailor-made to 
facilitate amnesty for PLC caudillo/convicted money launderer 
Arnoldo Aleman. However, the provision allowing for a secret 
vote remains, as does the legislature\'s new authority to 
summon Nicaraguan or foreign entities or individuals to 
appear under oath before the Assembly, or face legal 
proceedings that could lead to incarceration. ALN caucus 
president Maria Eugenia Sequeira seeks more assistance to 
help the ALN prepare its new lawmakers and to enable the ALN 
and civil society counter the machinations of the FSLN-PLC 
pact in the Assembly. End Summary. 


AMNESTY PROVISION SQUASHED 


2. (C) ALN caucus president Maria Eugenia Sequeira related 
to polcouns on December 6 that the ALN was partially 
successful in its efforts to minimize the effects of a ways 

and means law that was supported by the \"pacted\" FSLN and PLC 
caucuses (Reftel). She recounted how vigorous ALN lobbying 
had led to the removal of some of the most egregious articles 
of the \"Organic Law!" -- including articles 156-157, which 
would have allowed the Human Rights Commission to grant 
amnesty without requiring a majority vote in the Assembly for 
a range of crimes -- a provision tailor-made to facilitate 
amnesty for PLC caudillo/convicted money launderer Arnoldo 
Aleman. 


WHILE ALN RAISES THE BAR ON SOME OF THE PROCEDURAL CHANGES 
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3. (SBU) According to Sequeira, thanks to ALN efforts, the 
vote thresholds were raised on a number of the procedural 
changes: 


-- Convocation of plenary sessions (Article 8): The 
threshold to call for a special plenary session was raised 
from the proposed 33 deputies to a simple majority of 47. 


-- Nomination of Executive Board candidates (Article 34): The 
provision stipulating that only the heads of caucuses may 
propose members for the Executive Board (instead of allowing 
any deputy to run) was removed. 


--Removal of Executive Board members (Article 38): The 
threshold required to remove a member of the Executive Board 
was raised from 33 votes to a simple majority of 47. 


BUT SOME DRACONIAN MEASURES REMAIN 


4. (C) The ALN did not succeed in all of its efforts to 

dampen the bill, however. Most disconcerting was the 
Assembly\'s approval of a provision allowing the Executive 
Board to conduct secret votes and Article 53, which grants 
Assembly authority to issue legal summons to Nicaraguan or 
foreign entities or individuals to appear under oath before 

the Assembly. Failure to appear could lead to the Public 
Ministry\'s conducting of legal proceedings against the person 
or entity and possibly incarceration. Terming the Assembly\'s 
new summons authority \"a totalitarian inquisition,\" Sequeira 
mentioned she had raised her concerns with the Spanish 
Ambassador, who at first did not appear alarmed by the new 
measure. He first commented to Sequeira that his embassy 
officials enjoy immunity and many countries have similar 
provisions on their books. However, after Sequeira reminded 
him that Spanish investors and other Spaniards without 
diplomatic immunity would be subject to the partisan whims of 
the Assembly, he reportedly conceded that the Assembly could 
abuse this new authority to coerce foreigners. 


MIXED REVIEWS ON MODIFICATIONS OF ARTICLE 40 
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5. (SBU) Sequeira reported that the Assembly decided to 
lower the threshold required for deputies to modify the daily 
legislative agenda from 33 votes to only 20. While on the 
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one hand, the lower threshold would allow the ALN caucus to 
propose changes to the agenda, Sequeira personally believes 
changes from the floor should require the simple majority of 
47 votes. 


LAW REQUIRES PRESIDENTIAL SIGNATURE 


6. (SBU) Regarding the debate over whether or not the new 
law requires the Executive\'s signature, Sequeira clarified 
that because it is a law, President Bolanos must sign it for 

it to go into effect. She explained that the previous 
Assembly regulations did not require the Executive\'s 
signature because they were merely internal guidelines that 
did not give the Assembly the powers the new law will accord 
it. 


DIRE NEED FOR LEGISLATIVE EXPERTISE 


7. (C) Sequeira attributed some of the ALN\'s lobby success 

to the expertise of constitutional lawyer Gabriel Alvarez, 

noting that IRI had helped cover his honoraria. She said 

that the ALN will require additional legislative expertise to 

help it train new lawmakers and counter the machinations of 

the FSLN and PLC in the Assembly. Polcouns urged Sequeira to 
continue raising these valid concerns with the media and to 

seek support from the OAS, Carter Center, EU, as well as 

civil society. 


COMMENT 


8. (C) Sequeira will provide us a copy of the law with its 
revisions once she obtains it. On December 6, Carter Center 
representative David Dye told poloff that the Carter Center 

is disturbed by several elements of the new law, especially 
the ability for the Assembly to conduct secret voting -- a 
provision that will relieve lawmakers of any accountability 

to their constituencies and which could shelter the \"guilty 
parties\" in any amnesty vote for Aleman. We will continue to 
raise our concerns with other embassies and domestic and 
foreign civil society leaders. 
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SUBJECT: HAITIAN PERMREP ANTICIPATES “SERIOUS PROBLEMS 
WITH CHINA ON MINUSTAH MANDATE RENEWAL 


REF: A. TAIPEI 2784 (NOTAL) 
B. PORT-AU-PRINCE 2247 
C. 1997 USUN 96 (NOTAL) 
D. 1999 USUN 489 (NOTAL) 


1. (SBU) USUN Senior WHA Area Advisor Ambassador Godard and 
poloff (notetaker) approached Haitian PermRep to the UN Leo 
Merores on December 4 to discuss China\'s stance on the 
renewal of the mandate of the UN Stabilization Mission in 

Haiti (MINUSTAH) in February 2007, given Haiti\'s support for 
two Taiwan-related UNGA resolutions in September 2006 (ref A) 
and China\'s subsequent complaints in Port-au-Prince about 
HaitiVs behavior at the UN (ref B). Recalling China\'s veto 

of a UN peacekeeping operation in Guatemala in 1997 (ref C) 
because of an official visit by the Taiwanese Foreign 

Minister as well as China\'s veto of a UNSC mission in 
Macedonia in 1999 (ref D) due to that country\'s relationship 
with Taiwan, Ambassador Godard expressed concern about 
reports that the GOH Minister of Health might soon visit 

Taiwan. The USG attaches great importance to MINUSTAH\'s 
support for Haiti\'s reconstruction, Ambassador Godard 
observed, and wants to ensure that the Security Council can 

act to extend the mission\'s mandate when it comes up for 
review in February 2007. 


2. (SBU) Noting that he had warned his government all along 

of China\'s possible reaction to Haiti\'s support for Taiwan 

based on the Guatemalan and Macedonian precedents, Merores 
glumly said he \"anticipated the worst\" reaction from China 

during discussions on MINUSTAH\'s mandate. Chinese diplomats 
in New York had said they would \"see him in February\" after 

Haiti supported Taiwan during the UNGA debate, Merores 
reported. He added that the French Mission in New York had 
recently called him to express concern about the Taiwan 

situation. Agreeing that a trip by the Haitian Health 
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Minister to Taiwan now would be counter-productive, he said 

that several GOH officials were trying to \"chase the minister 
down\" to dissuade him from traveling, but that he was not yet 
sure whether a trip had taken place. Merores told Ambassador 
Godard he had called PM Alexis the weekend of December 2-3 to 
convey his concerns about the Taiwan issue and expressed hope 
that GOH Finance Minister Dorsanvil\'s recent visit to China 

may have helped improve the bilateral relationship. He also 

said he planned to raise the Taiwan issue with Haitian 

Foreign Minister Clerisme during the minister\'s private trip 

to New York December 9-10 and urge that Clerisme meet with 
the Chinese Mission to the UN while in New York. 


3. (SBU) Asked about his strategy to deal with the issue in 

the coming weeks, Merores said he had heard that Chinese 
representatives might demand an \"apology\" from Haiti for its 
actions during the UNGA debate. Such an apology had already 
been deemed unacceptable by the GOH, Merores maintained, but 
a \"clarification\" of Haiti's position might be possible. 

However, noting China\'s past concerns about Haiti\'s 
relationship with Taiwan -- including an April 2005 reception 

for a visiting UNSC delegation in Port-au-Prince to which 

both the Taiwanese and PRC representatives were invited, a 
trip that Merores himself took to Taiwan, and Haiti\'s support 
for observer status for Taiwan in the World Health 

Organization -- he admitted that this issue now constituted a 
\"serious problem\" which would not be easily resolved. 
BOLTON 
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1. (C) Bruce: Embassy Asuncion warmly welcomes your visit as 
an opportunity to promote U.S. interests focused on 
strengthening democratic institutions, promoting sound 
economic policies and good governance, disrupting criminal 
organizations, and combating terrorist financing. You come 

at a particularly sensitive time, with President Duarte 

feeling strong one moment (after &thumping8 the opposition 
in November,s municipal elections and announcing his efforts 
to amend the constitution to permit his re-election in 2008) 
and buffeted the next (as he is now in the wake of this 

week,s riots over judicial corruption, the worst Asuncion 

has seen in years). Bilaterally, significant actors routinely 

call into question important aspects of our security 
relationship. Most Paraguayans, however, support closer U.S. 
ties, especially to offset their uneasiness over the 
Venezuela-Bolivia Military Agreement. 


2. (SBU) An overview of the current situation in Paraguay 
follows, highlighting key issues which may come up in your 
scheduled meetings. 


The Political Scene: President Duarte,s Efforts Under Fire 


3. (C) Your visit comes three years into the presidency of 
Nicanor Duarte Frutos. In that time, Duarte has taken steps 
to deal with a pressing fiscal crisis, reviving the economy, 

and fighting corruption. In the last year, however, 

political support for Duarte has sagged, with polls 

indicating the general population is not satisfied his 
government has taken adequate measures to create jobs, 
improve the economy and tackle corruption. In addition he 
continues to seek a Constitutional Amendment allowing for his 
reelection. Much of the population as well as the opposition 
parties and some within the Colorado Party (who seek to back 
other candidates) are dead-set against reelection. 


Paraguay,s Public Security Challenges 


4. (C) Twelve members of the Free Fatherland Party (PPL) -- a 
far-left, rural-based political movement -- wer found guilty 

this month in the kidnapping and murder of the daughter of 
former president Raul Cubas. The body of Cecilia Cubas was 
discovered in February 2005. Paraguay continues to fail in 

its efforts to obtain the expulsion from argentina, Brazil 

and Bolivia of others implicated who took refuge abroad. 
Evidence ties the PPL to the Revolutionary Armed Forces of 
Colombia (FARC). The Cubas kidnapping has proven to be one 
in a series of recent events that suggest the emergence of a 
political movement bent on provoking instability through 
violence. A culture of distrust, allowing for little 
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inter-institutional cooperation, hampers the ability of 
Paraguay,s law enforcement community and military to tackle 
rising concerns about public security; Paraguay,s National 
Police are widely disparaged by the general population as 
incompetent and corrupt, and the police and military are 
rivals, not partners. The Cubas killing and clear evidence 

of FARC involvement shocked Paraguay,s leaders and 
population. Increased cooperation with Colombia and the U.S. 
and the realization of the need for better intelligence and 
other security measures were positive, if ironic, results of 

the Cubas case. 


Reforming the Economy, But Growth Insufficient 


5. (U) Paraguay,s economy relies heavily on agriculture. It 
features bloated but weak state institutions and the heavy 
involvement of state-owned enterprises. There is 
considerable activity involving the trading of imported 
legitimate goods, contraband and counterfeit products, most 
of which are destined for Brazil or Argentina. President 

Duarte took office in 2003 inheriting a weak economy and 
promising to attack widespread corruption and reform the 
economy. He named a non-partisan, technocratic economic 
cabinet and has supported their efforts. On a macroeconomic 
level, Paraguay,s performance has been strong: economic 
growth reached 2.9 and 3.0 percent in 2004 and 2005, 
respectively, and inflation was held down to near 3 percent 

in 2004 though it reached 9.9 percent in 2005. The IMF 
expects 2006 growth near 4 percent and year-on-year inflation 
near ten percent. However, whereas the government succeeded 
early on in getting some significant economic reform laws 
through Congress, progress over the two years has been slow. 
The confrontation between Congress and the Executive has all 
but frozen any reform efforts that require legislation; the 
Congress has rejected several concessional loans (from the 
IDB and Japan) and suspended for one year the application of 
the previously authorized personal income tax. For Paraguay 
to escape from the poverty affecting roughly half of its 
population, the country needs to increase productivity by 


attracting capital and raising annual growth rates to at 
least 5 or 6 percent -- and sustaining them there. Success 
will require the government to stay the course on 
macroeconomic stability and undertake deeper structural 
reforms. But as the President now gears up for a bruising 
2007 fight over re-election, there is no sign of the 

political will necessary. 


International Crime and Counter Terrorism 


6. (U) The Tri-Border Area (TBA), the region of Paraguay that 
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meets Brazil and Argentina near the city of Ciudad del Este, 
is a primary USG concern. The area is notorious for drug and 
other smuggling, including trafficking in persons, 

trafficking in arms, intellectual piracy, document forgery, 
counterfeit cigarette manufacturing and loose border controls 
(especially at the Friendship Bridge connecting Paraguay with 
Brazil). 


7. (SBU) Paraguay has a well-deserved reputation as the 
weakest link in combating the wide range of illicit 

activities that occur in the TBA. Corruption at multiple 

levels undercuts serious law enforcement efforts. 
Nevertheless, Paraguay has taken serious steps to address its 
institutional deficiencies by creating special units, 

principally in Customs and the Ministry of Industry and 
Commerce (MIC) to investigate more effectively IPR violations 
and customs fraud. The MIC,s Specialized Technical Unit 
(UTE) in particular has made a number of significant seizures 
of counterfeit products. These units receive significant 
assistance from the USG in the form of INL funds or the MCC 
Threshold Program. 


8. (SBU) Paraguay,s Anti-Money Laundering Secretariat 
(SEPRELAD) has also received technical assistance and 
equipment from the U.S. Paraguay has subscribed to all 12 UN 
counter-terror conventions but its anti-money laundering law 

is lacking in that it does not allow for prosecution of money 
laundering as an autonomous crime. Nor does Paraguay yet 
have counter terrorism legislation. Paraguay seeks to meet 

its international obligations through provisions in a series 

of three bills. UNCTC Executive Ruperez approved of the 

draft legislation text when he visited in July 2007. The 

first bill establishing money laundering and terrorist 

financing as crimes and setting out the consequent penalties 
was delivered to Congress this October. The bill on 

procedural tools for the prosecution of these crimes remains 
under arduous debate before a Legislative Reform Commission 
and could face much of the same when it is submitted to 
Congress. The law establishing SEPRELAD,s regulatory 
authorities has been drafted but not yet submitted to 

Congress pending movement on the first bill. Paraguay,s 
SEPRELAD could face suspension from the Egmont Group should 
this bill not be adopted before June. In the absence of an 
effective money laundering law, Paraguay has prosecuted three 
alleged Hizballah terrorist financiers for tax evasion. 


9. (SBU) Paraguay,s Anti-Drug Secretariat (SENAD) represents 
the single-most effective law enforcement body in Paraguay. 
Working closely with the U.S., it has effectively targeted 
Brazilian trafficking groups that are run mostly out of Pedro 
Juan Caballero (PJC) on Paraguay,s northern border with 
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Brazil. Within the last six months, SENAD has made a number 
of significant arms seizures with evidence signaling links to 
Brazil,s PCC and Colombia,s FARC. While these weapons were 
seized in PUC and Asuncion, arms and drug trafficking also 
occur out of CDE. Presently, SENAD is hard-pressed to meet 
challenges in that region for lack of resources (its national 
annual budget is just $2 million). 


10. (SBU) Paraguay has signaled concern about potential 
terrorist financing occurring out of the TBA but will be 
reluctant to speak to this issue publicly. Irrespective of 

our success in forging political consensus on a public 
statement on terrorist financing in the TBA we should shore 
up agreement that the widespread illicit activity that occurs 
there opens the door to terrorist financing. We should also 
strengthen cooperation on the ground at the local level and 
between governments in undertaking investigations and 
prosecuting cases. To the extent we can speak to how this 
effort rebounds to Paraguay,s benefit in fighting 

corruption, promoting economic development and countering 
crime and insecurity, Paraguay will likely be predisposed to 
be supportive. We are watching closely CDE and government 
reactions to the December 6 OFAC designations of TBA 
Hizballah financiers. 


11. (SBU) Despite preoccupation with close-to-home terrorism 
issues including kidnappings, local violent radicals, the 

FARC, and fund-raising for Hezbollah, Paraguay is reluctant 
to take a lead in the war on terrorism beyond its borders. 


This is due to pressure from Brazil as well as domestic 

concerns that an aggressive anti-terrorism policy (e.g., vis 

a vis the Middle East) will draw terrorist reprisals. In 

addition, memories of abuses under the Stroessner 

dictatorship (1954-1989) still cast a long shadow. In 2004, 
President Duarte received JCS Chairman General Myers but then 
made a public show of announcing that Paraguay would not send 
a contingent to Iraq despite having volunteered to do so to 
President Bush a year earlier. Given recent false 

allegations the U.S. wants to establish a military base in 
Paraguay, we recommend tailoring any public remarks about 
Paraguay,s role in the GWOT in a way that will not lend fuel 

to these false claims. It is perhaps best to focus 

interlocutors on attacking corruption and the facilitation of 
international crime as a way to improve Paraguay,s 

international image. 


12. (SBU) Paraguay is a significant transit point for the 
transportation of cocaine and other narcotics by air from 
Colombia and Bolivia to Brazil. Much of the northwestern 
part of the country is barren and uninhabited, and the GOP 
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has difficulties in enforcing the law due to geography and 

the political (and judicial) power some drug traffickers 

wield. SENAD, the National Anti-Narcotics Secretariat, 
coordinates GOP interdiction efforts, with significant 
assistance from the DEA and training support from US Special 
Forces JCETS. In 2004, Paraguay and Brazil collaborated in a 
joint operation, with DEA assistance that produced an 

historic seizure of over 260 kilograms of cocaine and the 
arrest of Brazilian drug kingpin Ivan Carlos Mendes Mesquita, 
wanted in the U.S. on drug trafficking charges. Paraguay 
cooperated with the USG extradition request and Mendes 
Mesquita was taken into U.S. custody in 2005, a dramatic and 
unprecedented step. Post considers this case emblematic of 
the success we have been able to achieve by working with the 
SENAD as an autonomous unit. 


Regional Concerns 


13. (C) The political situation in Bolivia and the activities 

of President Evo Morales are currently at the center of the 
political radar screen in Paraguay. Some Paraguayans have 
conveyed to us a concern about lingering irredentist claims 
within some segments of the Bolivian military to territory in 
the Chaco*a vast region in Western Paraguay that borders 
Bolivia and served as the site of a war with Paraguay in the 
1930s*that could stir controversy and tension should Bolivia 
suffer an extended period of instability. Brazil and 

Paraguay rely on Bolivian infrastructure for land traffic 
extending to the Pacific coast that could be jeopardized in 
the event of instability in Bolivia. Recently, some Bolivian 
commentators, including political officials, have signaled 
concern that the U.S. sought to establish a military base in 
the Chaco for the purpose of monitoring activities in Bolivia 
or attempting to control energy resources in the Bolivian and 
Paraguayan Chaco region. Paraguay and Bolivia relations 
remain tense over the Venezuelan and Bolivian Military 
Agreement announced this Fall. Some within the Paraguayan 
government, civil society and the media have expressed the 
desire for Paraguay to enter into a bilateral security 
agreement with the United States. A small circle of senior 
government officials is currently considering a USG-proposed 
5-year SOFA granting A&T privileges and immunities for US 
military personnel. 


U.S. Activities 


14. (SBU) U.S. activities inParaguay are focused on 
strengthening democratic institutions, promoting sound 
economic policies and good governance, disrupting criminal 
organizations, and combating terrorist financing. Post 
maintains bilateral assistance programs dealing with 
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combating narcotics trafficking, money laundering, 

intellectual property violations, and trafficking in persons. 

A Department of Justice Resident Legal Advisor and advisors 
from Treasury,s Office of Technical Assistance worked 

quietly behind the scenes over the last three years to assist 

the Paraguayan Government in developing appropriate money 
laundering and counter-terror legislation. In the wake of the 
Cubas kidnapping, Vice President Castiglioni traveled to the 
U.S. for meetings with VP Cheney, SECDEF Rumsfeld, and other 
key officials to discuss a comprehensive approach to 

Paraguay,s security challenges, including a high-level 

seminar sponsored by the Center for Hemispheric Defense 
Studies (CHDS) that was held in September 2005. SECDEF 
Rumsfeld visited Paraguay in August 2005. CHDS has 
followed-up with comprehensive meetings last week on 
transformation and reformation of the military. Paraguay has 
expressed interest in acquiring technical assistance in 
development of its National Security Strategy and National 
Defense Plan. USAID and the Peace Corps also have programs 


in the country. Paraguay began to implement at USD 34 

million Millennium Challenge Account Threshold Program in 

May; its poor historical record on corruption was the major 

reason it did not qualify for full participation in the 

program. The Threshold Program focuses on combating impunity 
and informality. 

FITZPATRICK 
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REF: HAVANA 23564 


Classified By: Charge d\'Affaires Buddy Williams for Reason 1.4(d). 


1. (C) Summary: Leading Cuban human rights activist Oswaldo 
Paya of the Christian Liberation Movement (MCL) has responded 
to General Raul Castro\'s December 2 speech by saying the 
Cuban people need basic freedoms, not a show of military 
force. Paya, founder of the Varela Project signature drive 

for reforms, met with us December 5. He shared a 
12-paragraph statement he drafted following Fidel Castro\'s 
birthday and the Armed Forces anniversary day events. The 
press statement, titled "So Cuba Can Live Free,\" says 
citizens will only be free when they can express their ideas 
without fear; travel without restrictions; own businesses; 

form political parties; elect their representatives; and when 

all political prisoners are released. Paya told us he 

doubted Raul Castro\'s offer to negotiate with the United 
States was made in good faith. He also said he would push 
ahead with the Varela Project. Paya is not alone is 

dismissing Raul\'s speech. Martha Beatriz Roque of the 
Assembly to Promote Civil Society said it amounted to \"a 
mouse (Raul) trying to scare a lion (the United States).\" 

End Summary. 


2. (C) Oswaldo Paya shared with us a statement his MCL 
released after the big December 2 military parade and speech 

by General Raul Castro. (Partial, unofficial translation:) 

\"At today\'s celebration, the government again showed the 
army\'s force, the glory and memory of past victories, a 

massive demonstration of support, and the permanence of power 
-- but not liberty. Without liberty, which is the 

inalienable right of all people, it cannot be said that (the 
Government\'s) power is derived from the people. Whether Cuba 
lives free depends on us Cubans, and those who govern.\" 


3. (C) Paya told Poloff that the MCL included in the 

statement a reference to Raul Castro\'s offer to negotiate 

with the United States only because he didn\'t want the MCL to 
be seen opposing dialogue. The passage reads: \"We believe 
that the problems and differences between the Cuban 
Government and the United States, and with whatever other 
nation, should be resolved through negotiation, on the basis 

of mutual respect.\" However, Paya told us that he doubts 
that the offer was made in good faith. 


4. (C) The statement also takes the regime to task for 
denying the people the right to change their government. \"In 
Latin America, imperfect democracy has given the people the 
right and the opportunity to decide at the polls on profound 
changes needed in their societies, to make them more just. 
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In the United States, imperfect democracy gives the people 
the chance to express at the ballot box their nonconformity 
and desire for changes. In Cuba, the communist system -- 
which claims to be a perfect democracy -- denies people their 
right to bring about change at the polls... This right, to 
express a desire for change, is one that the Varela Project 
defends. For this reason, we will continue to promote a 
referendum (on reforms), until in the law and in practice the 
rights of all Cubans are guaranteed.\" 


5. (C) Paya is not alone in dismissing Raul Castro\'s speech. 
Martha Beatriz Roque of the Assembly to Promote Civil Society 
told us December 4 that in her view, the speech amounted to 
\"a mouse (Raul) trying to scare a lion (the United States).\" 
Dissident economist Oscar Espinosa Chepe, for his part, said 
the little homage paid to Fidel Castro on December 2 

indicates that his end is near. 


COMMENT 


6. (C) Paya is admirably firm in demanding democratic action 
from the \"new\" Government of Raul Castro. Paya is worried, 
and even upset, that others in the human rights community are 
not making clear what the regime would have to do to get them 
to start intra-Cuban negotiations. He fears, as we do, a 
situation in which Raul Castro could release some political 
prisoners and announce a minor economic reform or two just to 
buy enough time to consolidate his power. 

WILLIAMS 
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HAVANA 00023579 001.2 OF 002 


Classified By: Charge d\'Affaires Buddy Williams for 1.4(d). 


1. (S) Summary: The Cuban Government granted conditional 
probation December 6 to self-described pro-democracy activist 
Hector Palacios Ruiz, allowing him to head home from the 
Havana hospital where he says he spent the last three years. 
Palacios, apparently freed on health grounds, belongs to the 
organization All United, led by Vladimiro Roca. Palacios, 
who has heart and circulatory issues, is one of the 75 
activists rounded up and jailed in a March 2003 crackdown. 
His release marks the first time a 75er has been freed on 
health grounds since Raul Castro gained power on July 31. 
Fifty-nine 75ers remain behind bars. Palacios may be a State 
Security agent posing as an activist, and some freed 75ers 
responded to his release with skepticism. Palacios said he 
was held in solitary confinement in a cell at Carlos Finlay 
hospital, but his account could not be corroborated. His 
release follows those of at least five political detainees, 

at least two of whom were accused of having ties to State 
Security. The Raul Castro-led GOC is also having new 
political opponents detained, including Anmed Rodriguez 
Albacia, the brave activist taken into custody December 4 
following an opposition youth forum. Suggested press 
guidance follows in Paragraph 7. End Summary. 


2. (C) Hector Palacios Ruiz, sentenced to 25 years on March 
31, 2003 for crimes against state security, returned from the 
penal wing of Carlos Finlay Hospital to his Havana home on 
December 6. At 10 a.m., he told us by phone, authorities 
informed him that the Cuban Government had granted him 
conditional probation. Palacios, a 65-year-old Villa Clara 
native, told us his health is not good but that he is elated 
about regaining his freedom. He said he had met with many 
reporters and invited us to meet sometime soon. 


3. (U) Palacios is the first 75er to be freed on health 

grounds since Raul Castro assumed control of the GOC on July 
31. 59 of the 75 peaceful activists jailed in the \"Black 

Spring\" crackdown remain in prison. 


4. (S) Veteran activist and probationed 75er Martha Beatriz 
Roque of the Assembly to Promote Civil Society (APSC), who 
spent more than one year imprisoned at Finlay, visited 

Palacios at his home on December 6. Roque said he had gained 
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weight and could stand to lose at least 40 pounds. She noted 
that Palacios said he had spent the last three years alone in 
Cell No. 1 at Finlay\'s penal wing. Roque said: \"During my 
time there, inmates were not allowed to have a cell to 
themselves.\" She added: \"I don\'t think he was ever truly 
imprisoned.\" Another APSC member and probationed 75er, Felix 
Bonne Carcassas, told us he had little doubt that Palacios 
works for State Security. He told us a story we had heard 
several times before, about activists bumping into Palacios 

in the street in eastern Cuba when Palacios was supposed to 
be in prison. 


5. (S) Palacios\' release followed the release in recent weeks 
of five political activists who were held without charge 

since July 2005. Among these five were Francisco Moure 
Saladrigas and Ricardo Medina Salabarria; both are somewhat 
tainted, according to USINT files. Moure was accused of 
serving as a provocateur at the May 20, 2005 APSC dissident 
gathering; he stood in the middle of the field and shouted, 
\"Viva George Bush!\" (Detractors said the outburst, filmed by 
hidden GOC videocameras, enabled the regime to \"Americanize\" 
the gathering.) Medina, an Orthodox Catholic priest, is 
affiliated with Palacios. A Catholic priest once told us 

that Medina was expelled from a seminary for misconduct. 


COMMENT 


6. (S) We are unable to draw definitive conclusions on the 
ultimate loyalties of Palacios, Moure and Medina, but the 
evidence raises a number of red flags and adds to our 
existing skepticism over the releases. Even if the three 
were untainted, the release of a small number of political 
detainees/prisoners does not represent a change in the 
fundamental nature of the regime. After all, the GOC is 
still arresting Cubans for their beliefs or peaceful 

political activities, based on draconian security laws. 


7. (SBU/NF) SUGGGESTED CONTINGENCY PRESS GUIDANCE: 
Q: Any comment on the Cuban Government\'s release of Hector 
Palacios, one of the 75ers? Is this a pattern? Any 

indication that Raul Castro will release more political 
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prisoners? 


A: Hector Palacios Ruiz has been granted conditional 
probation. Like other 75ers freed on health grounds, he 
could be returned to prison at any time. The fact is, Cuba is 
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home to at least 300 documented political prisoners, and 
thousands of others are behind bars for \"dangerousness,\" in 
the absence of any crime. The Cuban Government should 
release all political prisoners and detainees, and allow the 
Cuban people to form political parties and choose their own 
leaders. 


If pressed: 

We would draw your attention to the case of Cuban youth 
activist Anmed Rodriguez Albacia. He woke up on December 4 
to find dozens of State Security officials descending upon 

his home. They searched through his belongings for three 
hours, then hauled him off to a detention center. He has not 
been charged with any crime. Officials told his mother, 
Margarita Albacia, that he will spend between one week and 
one year at the detention center. 

WILLIAMS 
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SUBJECT: CHINA RATCHETS UP DIPLOMATIC PRESSURE ON TAIWAN 


Classified By: AIT Director Stephen M. Young. Reason(s): 
1.4 (B/D) 


1. (C) Summary. Bejing is ratcheting up its global drive to 
contain and undercut Taiwan, Taiwan Foreign Minister James 
Huang told the Director on December 6. In particular, PRC 
pressure in Central America and Africa is keeping the heat on 
Taiwan, said Huang, who just returned from 
relations-stabilizing trips to Central America and Southeast 
Asia. Huang acknowledged that he and all other cabinet 
members would follow suit and resign were Premier Su 
Tseng-chang to resign in the event of dual loss for the 
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ruling DPP in the December 9 Taipei and Kaohsiung mayoral 
elections. End Summary. 


China Full-Court Press on Taiwan Diplomatic Partners 


2. (C) Just returned from back-to-back trips to Central 
America and Southeast Asia, Taiwan\'s peripatetic Foreign 
Minister James Huang (Chih-fang) described to AIT Director 
Young on December 6 the heavy pressure China is exerting on 
Taiwan\'s twenty-four remaining diplomatic partners to switch 
relations from Taipei to Beijing. Taiwan\'s relations with 

its six Central American diplomatic partners, he said, 

require close monitoring. Relations with Nicaragua and 
President-elect Daniel Ortega appear to have stabilized for 
the time-being, and Taiwan is planning to send \"someone 
important\" to attend the Ortega inauguration in January. But 
the ultimate question of Ortega\'s intentions toward China 
remains very uncertain, Huang told us. 


3. (C) Meanwhile, relations with Belize had suddenly come 
under increased pressure from Beijing, Huang told the 
Director, apologizing for having missed the Director\'s 
November 27 Thanksgiving dinner for President Chen so that he 
could fly to Belize. Huang explained that Taiwan 

\"intelligence sources\" had learned Beijing was offering 

Belize, a country of 300,000 people, limited income and heavy 
national debt, USD 50 million in grants and USD 150 million 

in concessional loans in return for a shift in relations. 

Huang, who did not indicate what he had done to stabilize 
Taiwan relations with Belize, told the Director resignedly, 

\"If China is willing to pay the price, I\'m not sure how long 

we can contend.\" (Note: Indicative of how closely the 
\"intelligence\" on Belize was held within MOFA, MOFA Central 
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and South America Director-General Simon Ko insisted to AIT 
officers the previous day, December 5, that relations with 
Belize were fine and posed no problems. End Note.) 


4. (C) FM Huang pointed to a similar campaign in Africa, 
locus of another five of Taiwan\'s diplomatic partners. 
China\'s courting technique there, Huang said, was to offer 
the government in question the full amount of Taiwan 
assistance plus a substantial increment. Beijing, however, 
often failed to follow through on its proffered assistance. 

In Chad, for example, which shifted relations from Taipei to 
Beijing in August, Beijing had yet to send an Ambassador or 
begin implementing its pledged assistance. Huang said Taiwan 
is using this trail of broken pledges to convince its 
diplomatic partners not to believe Beijing\'s promises and to 
stick with Taiwan and its proven assistance. 


5. (C) FM Huang lamented the embarrassing public spat 
occupying Taiwan newspaper headlines in recent days over who 
will represent Taiwan at the inauguration of Gambian 

President Yahya Jammeh in mid-December. Both Vice President 
Annette Lu and Premier Su Tseng-chang, political competitors 

in the ruling DPP, have been trying to push this task on to 

the other, according to press reports. Gambia, Huang 

explained, is particularly important to Taiwan, because it is 

one of the African countries targetted by Beijing. Beijing 

has sought to apply pressure on Gambia via Senegal, with 
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which China has diplomatic relations, and offering the same 
kind of financial assistance package as it did in Chad. 


Possible Cabinet Turnover 


6. (C) Turning to the Saturday\'s Taipei and Kaohiung mayoral 
elections, FM Huang told the Director he believed the 
elections would bring an \"earthquake\" to Taiwan politics. 
While DPP Chairman You Shyi-kun would definitely resign in 
the event of double DPP election losses, Premier Su 
Tseng-chang\'s situation was separate and distinct. When 
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then-DPP Chairman Su Tseng-chang and then-Premier Frank Hsieh 
resigned following heavy DPP losses in December 2005 local 
elections, Huang explained, these were unrelated events. Su, 

he said, resigned immediately to take responsibility for the 

election loss, whereas Hsieh\'s \"resignation\" was forced by 
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President Chen because of the two men\'s policy differences. 
Huang stressed that if Premier Su Tseng-chang did resign, he 
and other ministers would definitely resign their positions. 

He surmised that if President Chen accepted Su\'s resignation, 
he would simultaneously announce his choice for a new 
Premier, just as he did with Su and former-Premier Frank 
Hsieh in January. The new Premier would then decide which 
holdover ministers to keep and which to replace. Last 
January, Premier Su returned roughly half of the old cabinet, 
Huang added. 


Comment 


7. (C) FM Huang is under great pressure from all sides, both 
from across the Taiwan Strait and from within Taiwan. In 
Taiwan\'s intensely politicized atmosphere, the youthful and 
soft-spoken Huang is a ready target of attack from both the 
pro-independence deep-Green side and from the pan-Blue 
opposition. Having \"lost\" Chad in early August, when Beijing 
succeeded shifting relations, Huang is aware that further 
\"losses\" will likely be pinned on him. Thus, Huang\'s 
aggressive diplomacy in Central America, Southeast Asia, the 
Middle East and Africa to shore up Taiwan\'s remaining 
diplomatic relationships. 


8.. (C) In official meetings with the Director, the 

soft-spoken Huang often lowers his voice even further, making 
it difficult for anyone other than the Director to hear him, 

a device apparently intended to keep information from other 
MOFA officials in the room. Huang, for example, told the 
Director that he had returned to Taipei from Southeast Asia 
the previous evening, but only revealed privately to the 
Director while walking him to the elevator that he had 

actually gone to Kuala Lumpur, where he held warm but secret 
meetings with the Malaysian Foreign Minister. 

YOUNG 
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SUBJECT: UNSC: FIJI GOVERNMENT PLEA TO DEFER ACTION 


REF: A. STATE 196190 


B. SUVA 543 
C. SUVA 546 


Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Fiji MFA CEO asks P5 not to invoke peace-building sanction 

1. (C) The Fiji Ministry of Foreign Affairs is lobbying P5 

reps and Japan to have the UNSC not agree to an Australian 
proposal to remove Fiji from the UN Peace-building 
Commission. MFA CEO Isikele Mataitoga visited the Embassy 
late on Dec. 7 with that plea. Mataitoga suggested it is 

\"too early in the evolution of things\" in Fiji for the UNSC 

to make such a judgment. The Fiji MFA hopes the UNSC can 
constructively discuss ways to manage the situation, rather 
than \"kick Fiji out\" of UN activities. We responded, 
accurately, that we had seen nothing from Washington or from 
Canberra about the UN Peace-building Commission being on the 
agenda in New York, but we would pass Mataitoga\'s request 
along. 


Urging the CEO to work on his military colleagues 

2. (C) We took the opportunity to impress on Mataitoga the 
USG views of Fiji's current mess, by passing a copy of the 
State Department spokesman\'s statement of Dec. 5 and by 
reiterating our now-standard themes, similar to those of ref 
A. (We had delivered the Department statement to Foreign 
Minister Tavola yesterday, per ref B, but Mataitoga said 
Tavola has stopped coming to the office and is no longer 
answering his cell phone.) We impressed on Mataitoga that 
the USG agrees with Australia, New Zealand, and the world 
that Commodore Bainimarama\'s coup effort is a disaster for 
Fiji, and serious sanctions will be invoked by many, 
including the U.S., if the effort succeeds. We urged 
Mataitoga to do all that he can to convince his military 
colleagues to back away from the precipice. 
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Mataitoga: two faced? 

3. (C) Per septel daily wrap-up, the Embassy DATT saw 
Mataitoga at RFMF HQ this morning in discussion with members 
of the advisory council that Commodore Bainimarama has 
instituted to help him and his designated Prime Minister 

govern. Mataitoga told us he and several other CEOs had been 
\"taken\" to the HQ to discuss with the advisory council how 
Fiji's government might continue to function. Mataitoga did 

not indicate that the UNSC session was a topic at RFMF HQ, 
but certainly Bainimarama and the military leadership revel 

in Fiji's UN peacekeeping role and they would hate to see the 
UNSC touch Fiji's Peace-building Commission membership. 
Note: we have heard reports that Mataitoga, behind the 

scenes, has been a backer of Bainimarama\'s coup plans. End 
note. 


Coup attempt not over; so pressure is timely 

4. (C) We offer that, from Embassy Suva\'s perspective, ref 
A\'s guidance to USUN for the UNSC discussion on Fiji is not 
quite accurate in its first point. Per ref C, we do not 

believe the RFMF thus far has conclusively deposed the 
lawfully elected government. Certainly, the RFMF has made 


the attempt and currently controls the streets of Suva by 
force of arms. But the Qarase Government has not resigned, 
President lloilo has not accepted the RFMF\'s actions, and 
Bainimarama has admitted publicly that his efforts are 
meeting resistance from powerful elements in Fiji society. 
Thus the Embassy believes it important for the international 
community to maintain, or even increase, pressure on the 
RFMF, including via sanctions. There is a chance that will 
cause some influential elements within the RFMF to 
recalculate options, and it will give heart to those in Fiji 

who are striving to bring back rule of law. 

DINGER 
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TAGS: AORC, UNGA C-5, KUNR 
SUBJECT: UN CAPITAL MASTER PLAN: INTRODUCTORY STATEMENTS 


1. SUMMARY: On November 30 and December 4, the Fifth 
Committee (Administrative and Budgetary) considered the 
Capital Master Plan, with several speakers emphasizing the 
need to take an early decision on the financing of the Plan 

so the project could move forward quickly. The UN acting 
under-secretary-general for management, Warren Sach, said 
although the project was slated to be completed by 2014, 
every month of delay was costing nine to 10 million dollars. 
The Secretary-General\'s report on the Plan also recommended 
approval of scope options, such as security measures, costing 
an additional 230.4 million dollars, raising the total 

project cost to 1.88 billion. Ambassador Wallace said the 
U.S. supported the Plan and looked forward to technical 
issues being discussed during informal consultations. South 
Africa (on behalf of the G77 and China) accused the host 
country of causing delays in the project by not offering a 
no-interest loan and failing to follow through on an offer to 
construct a swing space for the UN. Finland (on behalf of 
the European Union) stressed the importance of making a 
decision on financing for the project. Most speakers 
supported the Secretary-General\'s plan to pay for costs 
through assessments, but Japan advocated for a one-time 
payment to avoid any possibly cash flow problems. END 
SUMMARY. 


2. On November 30 and December 4, the Fifth Committee 
considered the Capital Master Plan, with several speakers 
emphasizing the need to take an early decision on the 
financing of the Plan so the project could move forward 
quickly. Introducing the Secretary-General\'s report on the 
issue, the acting under-secretary-general for management 
updated the Committee on the status of the project. He said 
although the project was slated to be completed by 2014, 
every month of delay was estimated to cost an additional nine 
to 10 million dollars. Rent was rising precipitously, as 

well as the costs of outfitting rental offices, and it was 

more difficult to find the space to accommodate the 
approximately 1,000 staff that would have be relocated by the 
end of next year. The report strongly recommended 
incorporating several scope options, including security 
measures and back-up systems, which would cost approximately 
230.4 million dollars, bringing the total project budget to 

1.88 billion. The Secretary-General recommended that the 
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Assembly approve the funding of the Plan through multi-year 
assessments on Member States, an internationally syndicated 
letter of credit facility for the duration of the 

construction, and a working capital reserve fund to cover 
temporary cash-flow deficits. 


3. Ambassador Wallace said the U.S. supported the Capital 
Master Plan and appreciated all the work done to date to 
ensure that the project would continue to move ahead. He 
noted the USG\'s readiness to make important decisions on the 
project budget and financing during the current session of 

the General Assembly. He noted there were technical issues 
related to those decisions that needed to be resolved during 
informal consultations. He expected that the 
Secretary-General would take all steps needed to ensure the 
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project was managed within the presented project budget. He 
noted the Secretary-General himself recommended that the 
General Assembly approve a project to be completed in the 
period 2006-2014, and with a budget not to exceed 1.876 

billion dollars. It was important for the UN to be 

transparent and continually seek ways to contain costs and 
achieve greater efficiencies and use sound project management 
processes to control scope and schedule, he said. 


4. South Africa (on behalf of the Group of 77 and China) 

said the G77 regretted delays to the Plan, but singled out 

the host country (U.S.) for being one of the main causes for 
any setbacks, especially considering the benefits accrued by 
hosting Headquarters. She blamed the U.S. for not offering 
the UN a no-interest loan or enabling construction of a 
swing-space building for UN staff. Regardless, she said it 

was time to take action on a financing strategy to avoid 

further delays and cost escalations. She also underlined the 
General Assembly\'s wish that the Secretary-General find ways 
to increase procurement opportunities for vendors coming from 
developing countries. 


5. Finland (on behalf of the European Union) noted that the 
state of the building, which was completed in 1952, was well 
below New York City safety standards and suffering from 
deterioration. She said the issue of the Plan had been under 
discussion since 2000, and the negotiations had taken a 
considerable amount of time. The Fifth Committee had taken a 
decision on a Plan strategy last June, she noted, but now it 
was necessary to build on that progress and put the financing 
in place so that construction could begin on schedule. 
Regarding financing, the EU expressed preference for 


multi-year direct assessments as the simplest method and 
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expressed interest in the possibility of making the 
assessments broadly proportional to the needs in different 
phases to avoid unnecessary payments in advance. Itmade 
sense to have a mechanism in place to cover contractual 
obligations, she said. The EU understood the need for a 
letter of credit to demonstrate the full financial capability 

of the project. In agreement with the report of the Advisory 
Committee on Administrative and Budgetary Questions (ACABQ), 
the EU was of the view that an envisaged working capital 
reserve was an integral part of financing arrangements for 
the Plan. 


6. Guyana (on behalf of the RIO Group) agreed that funding 
the Plan via assessed contributions offered the simplest 
option, but noted that the RIO Group preferred that payment 
of associated costs be done through a number of installments. 
He opposed on principle the introduction of interest on 
arrears in the payment of Member States, and called for 
careful study of the proposed mechanism for credit 

utilization charges. Appropriate care must be exercised by 
the Secretariat in the handling and preservation of 

artifacts, gifts and other valuable works contained in the 
building, which expressed the variety and uniqueness of the 
cultures of all Member States, he said. He also reiterated 

the comments made by South Africa regarding the host country. 


7. Switzerland\'s representative said although the scope of 
such a large-scale project as the Plan could not be entirely 
determined in advance and needed to be adapted periodically, 
his delegation wanted to further examine the circumstances 
that led to additional requirements of 69.4 million dollars, 

in particular with regard to additional redundancy measures. 
The Secretary-General had indicated that those options could 
not be completed as stand-alone projects, and the Plan would 
offer a unique opportunity to incorporate the latest 

technology in a state-of-the-art solution. Bearing in mind 

the time horizon of the project, he supported the inclusion 

of the scope options in the base project. 


8. Japan\'s representative called for containing costs and 
ensuring the cost-effectiveness of the Plan. Japan was ready 
to discuss projected costs, including scope options, as long 
as they were reasonable, but regretted that delays had 
increased total expenses to 1.88 billion dollars. He sought 
more persuasive reasons for the increased cost. Japan 
strongly supported the mix of one-time and multi-year 
assessments for the Plan, saying that in pursuing such an 
option it was necessary to secure sufficient cash in the most 
practical manner and also make it less likely that a letter 

of credit would be needed. A one-time payment was useful, 
which would help the Organization avoid a cash-flow deficit, 
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minimize the need to use credit facilities and offer Member 
States discounts through future interest earnings, he said. 


9. The Australian delegate (on behalf of CANZ) favored 
financing the Plan with equal multi-year cash assessments 
over five years. Such an approach would balance the needs of 
Member States to spread out payments over a number of years 
with the Plan\'s cash requirements. CANZ understood that 
multi-year assessments required the General Assembly to 
authorize the Secretary-General to enter into a letter of 

credit for the duration of the project, which he believed was 

an unavoidable commercial reality for such a large project in 
New York. He pledged to carefully consider the 
Secretary-General\'s proposed mechanism for attributing 
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charges accrued by utilization of the credit facility. He 

warned that decisions on the scope could no longer be 
deferred, and noted there had been a four percent escalation 

in the cost of the Plan due to delays. He was also 

disappointed the Secretary-General had been unable to appoint 
an advisory board for the Plan, as requested by the General 
Assembly, ACABQ, and internal and external auditors. 


10. The Republic of Korea\'s delegate advised the Committee 
to move with urgency on the Plan, since cost estimates had 
continued to rise. He wanted the Secretariat to elaborate in 
more detail on the monetary impact delays had on the Plan. 

He said Korea supported the ACABQ recommendations for the 
approval of the renewed Plan budget of 1.88 billion dollars, 
including the scope options. Several issues needed to be 
addressed, including the waiving of financial regulations, 
assessment options, the composition of the advisory board, 
and the recommendations by the Board of Auditors on 
amendments to procurement contracts, he said. He recommended 
that the possibility of a private donor should also be 

explored per General Assembly resolution 60/256. 


11. The Chinese delegate recounted developments to the Plan 
since 2000, noting that in his view strategy IV (a phased 
approach to renovation) was the most realistic and cost 
effective proposal. However, the project still remained on 
paper and costs had increased at an annual rate of eight to 

12 percent. Funding was key to successful implementation of 


the Plan, and for this reason China was in support of direct 
cash assessments among Member States, whether they were 
one-time or multi-year. He hoped the host country would 
respond to the appeal of the majority of Member States to 
help implement the Plan per GA resolution 60/282. China also 
hoped the Secretary-General would increase procurement 
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opportunities for vendors from developing countries and 
economies in transition. 


12. The Russian Federation said that the City and State of 
New York were unwilling to cooperate with the UN despite the 
fact that the UN was a major part of the CityYs economy. He 
also stated that the host country had not offered an 
interest-free loan and that the Organization should have 
greater participation from the host country with regard to 

the overall financing of the project. The Russian delegate 
noted that it was unprecedented to require a letter of credit 
and was solely due to U.S. construction industry standards. 
He believed that those Member States that paid in full and on 
time should not bear the costs of using a letter of credit. 

The delegate was interested in considering benefits to 
encourage Member States to pay their assessment up front. 
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E.O. 12958: N/A 

TAGS: AORC, UNGA C-5, KUNR 

SUBJECT: UN CAPITAL MASTER PLAN: INFORMAL CONSULTATIONS 
FOCUS ON FINANCING AND COST INCREASES 


1. SUMMARY: On December 4, the Fifth Committee 
(Administrative and Budgetary) continued informal 
consultations on the Capital Master Plan. Delegations raised 
questions regarding cost increases since least year, in 
particular with regard to swing space and scope options. On 
financing, Switzerland, Canada and China raised questions as 
to whether Member States that paid one-time and up-front 
could receive a discount or benefit for doing so. The 
Secretariat provided clarifications with regard to the timing 
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of the letter of credit and expenditures. Argentina sought 
clarification on whether a decision on drawing down from the 
letter of credit should be made now or whether the General 
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Assembly could come back to this issue later. Japan wondered 
whether the GA could devise a new definition of \"on time and 
in full\" for payments. 


2. SUMMARY CONTINUED: Jamaica (on behalf of the Group of 77 
and China) asked whether the host country was going to make 
voluntary contributions to the Plan. The U.S. delegate noted 

the U.S. complied fully with the Headquarters and all other 
applicable agreements, and that the host country and city 

funded a good deal of security costs, some of which would 

have otherwise been financed through the Plan. The Committee 
will return to the matter on December 8, though the 

Coordinator (Syria) hoped to have an additional informal 

session to review technical matters related to assessments 

and the letter of credit. He asked for delegations to submit 
resolution language this week, so that negotiations could 

begin as soon as all questions were answered. END SUMMARY. 


Informal Consultations 


3. On December 4, the Fifth Committee resumed informal 
discussions on the Capital Master Plan, with Member States 
noting concerns with the Secretariat\'s proposal for the Plan. 
Delegations raised questions regarding the cost increases 
since least year, in particular related to swing space and 

scope options. On financing, Switzerland, Canada and China 
raised questions as to whether those Member States that paid 
one-time, up-front would be given a discount or receive some 
benefit for doing so (which was predicated on the fact that 

the UN would invest contributions in an interest-bearing 
account and use these funds to offset assessments for Member 
States that were paying over multiple years). In response to 
questions by the U.S. delegate and others, the Secretariat 
clarified that a letter of credit needed to be in place by 

the time the \"part B construction services\" construction 
manager contract was signed, which would be approximately 12 
to 15 months after the \"part A pre-construction services\" 
contract was signed, most likely in December 2006 or January 
2007. Therefore, the letter of credit would be finalized 

late next year. 


4. Argentina sought clarification on whether a decision on 
drawing down from the letter of credit should be made now or 
whether the General Assembly could come back to this issue 
later. Japan wondered whether the GA could devise a new 
definition of \"on time and in full\" for payments, such as 90 
days after an assessment letter was sent out (versus 30 days) 
or 80 percent of a contribution (versus 100 percent). The 
Secretariat noted that further information on questions would 
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be forthcoming in writing. Nigeria inquired as to the 
Secretariat\'s progress regarding fundraising activities, as 
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well as locating possible private donors to help with the 

Plan. The Secretariat responded that locating a donor was 
still a possibility, but fundraising had historically proven 

to be a drain on resources with little hope of a substantial 
return on the investment. There was nothing in the current 
budget for fundraising, and moving resources to this function 
could cause further delays, he said. 


5. Noting the Secretary-General\'s proposal to consider 
payments late 30 days after assessments are issued (vs. 
received by Missions), the Russian Federation delegate asked 
the Secretariat if Member States would receive letters of 
assessment from dispatch officers on the same day of 
issuance. He noted that there is currently a delay of five 

to seven days from the date on the letter to when he receives 
the letter by fax. He said given the scope of the project 

his delegation would have to allow its capital ample time to 
obligate funding for the Plan. He hoped that it might be 
possible for the Secretariat to make this adjustment for 

future CMP assessments. The Secretariat agreed to look into 
the matter before the next informal consultation. 


6. Jamaica (on behalf of the Group of 77 and China) 
repeatedly inquired why there were different costs regarding 
swing space, specifically related to the Library. The 
Secretariat replied that the Library would be located in Long 
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Island, which had different costs for rental space and 
transportation and housing of the Library\'s collection. 


Swing space for Secretariat personnel would be located near 
its current location in the City, which was more expensive 
than Long Island. Finland (on behalf of the European Union) 
wanted to know what the future estimated costs might be 
regarding maintenance of the building. The Secretariat said 
that, based on discussions with the UN in-house facilities 
manager, costs for building maintenance should be 
considerably less since the building would be new, although 
there would be costs to maintain new systems. The delegate 
also inquired as to whether the Secretariat had considered 
anything other than even assessments when looking at 
multi-year payment options. She wondered why the 
Secretary-General did not instead propose assessments in line 


Column 3 


SIPDIS 

with expected expenditure (i.e. payment of 10 percent in the 
first year, 25 percent the next two years, and 20 percent for 
the last two years) and requested further information. 


7. Towards the end of the session, Jamaica asked the host 
country whether the host country planned to make voluntary 
contributions to the Plan, as other host countries have done 
with respect to projects in their respective countries. The 
U.S. delegate noted that the U.S. complied fully with the 
Headquarters agreement and all other applicable agreements. 
She also noted that the host city and country funded a good 
deal of security costs, some of which would have otherwise 
been funded through the Plan. 


8. The Committee will return to the matter on December 8, 
though the Coordinator (Syria) hoped to have an additional 
informal session to go over technical matters related to 
assessments and the letter of credit. He asked for 
delegations to submit resolution language this week, so that 
negotiations could begin as soon as all questions were 
answered. 
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SUBJECT: EXTRANCHECK: POST SHIPMENT VERIFICATION: HEYRO 
CHEMICAL COMPANY LIMITED 


REF: A) USDOC 06045 
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1.Unauthorized disclosure of the information provided 
below is prohibited by Section 12C of the Export 
Administration Act. 


2. As per reftel A request and at the direction of the 
Office of Enforcement Analysis (OEA) of the USDOC 
Bureau of Industry and Security (BIS), Export Control 
Officer Philip Ankel (ECO) conducted a post shipment 
verification (PSV) at Heyro Chemical Company Limited 
(Heyro), Lot 12, North Tsing Yi, Kowloon, Hong Kong. 
The item in question is synthetic resin tenite acetate 
exported to Heyro on July 29, 2006 and valued at USD 
71,492. The ECCN listed on the Shippers Export 
Declaration is EAR99. Items properly classified as 
EAR99 may be exported and reexported license-free to 
virtually all destinations worldwide. The exporter is 
Eastman Chemical Company of Kingsport, Tennessee. 


3. The ECO visited Heyro at the address referenced 
above on November 20, 2006 and met with Mr. Anthony 
Khong, Sales Manager and Mr. Norman Wong, Executive 
Director of CM Holdings (the holding company that owns 
Heyro). Mr. Khong and Mr. Wong provided background on 
Heyro and its business, which involves the sales and 
distribution of chemicals to the optical parts 

manufacturing market and to other trading companies in 
Hong Kong. Mr. Wong stated that Heyro is one of 

several companies that form the CM Holdings Group (more 
background can be found at www.cmholdings.com). 
Besides Heyro Chemical Company, Limited, CM Holdings 
controls Heyro Optical Co. Limited (manufacturer and 
distributor of eyewear in Hong Kong and mainland 

China), Sealand Environ-tech Co. Ltd. (environmental 
services provider), and Leung Wan Kee Shipyard Limited. 


4. Mr. Khong stated that the shipment in question had 
been sold to Eleung Limited, an eyewear manufacturer in 
Hong Kong for production of eyewear in Hong Kong. Mr. 
Khong produced for the ECO an invoice reflecting the 
sale of tenite cellulose acetate to Eleung Limited in 

Hong Kong dated October 10, 2006 as well as a 
corresponding delivery order also dated October 10, 
2006. 


5. At the time visited, Heyro appeared to be a suitable 
recipient of the commodities shipped since Heyro 
cooperated with the PSV and provided all requested 
information concerning the use and final disposition of 
the shipment. At the same time, the ECO was not able 
to inspect the subject item as it had already been 
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delivered to Heyro\'s customer, Eleung. Consistent with 
guidance on reporting of PSVs where the items cannot be 
physically inspected, the ECO recommends that this PSV 
be classified as Limited. 
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E.O. 12958: DECL: 12/07/2016 

TAGS: PREL, MARR, PHUM, ASEC, CASC, FJ 

SUBJECT: FIJI UPDATE 12/7: \"CLEAN UP\" ATTEMPT CONTINUES, AS 
DOES RESISTANCE 


REF: A. SUVA 546 
B. SUVA 543 


Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 

1. (C) Commodore Bainimarama and the RFMF\'s PM discussed 
elections via the media, leaving an impression they intend 

Fiji's democracy to adjust some, with an election date a way 
off. Both stressed their desire for an improved political 
environment. Bainimarama asked again for the international 
community to \"understand,\" as his PM criticized the U.S. for 
Iraq. RFMF \"clean up\" efforts continue. Some government 
CEOs indicated they will stay on to help keep government 
functioning. Bainimarama installed new police leadership. 
Media indicated the transition was smooth; a senior police 
officer said it was \"under duress.\" Letterhead for 

\"President Bainimarama\" is being used on termination notices. 
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The RFMF council of advisors has been meeting and may 
include some civilian CEOs. NGOs, the Great Council of 
Chiefs, and presumably Qarase continue to gear up dissent, as 
RFMEF intimidation efforts continue. We comment that, given 
the variety of factors and actors, no conclusive judgment can 
be made on whether Bainimarama\'s coup effort has yet 
succeeded. End summary. 


Bainimarama on media, elections, int\| understanding 

2. (U) In a late p.m. media address, Commodore Bainimarama 
said the RFMF \"did not totally gag the media.\" It just 

raised concerns regarding messages that can disturb the 
peace. Bainimarama confirmed that the head of the Elections 
Commission has been terminated. A successor will ready the 
machinery for a clean election. Bainimarama said he has been 
receiving \"some\" written applications for ministerial 

positions in an interim government. A newspaper ad will be 
out tomorrow. Bainimarama appealed for those who have \"the 
welfare of the nation at heart\" to come forward. He said he 

is appointing a team to look into Qarase Government 
corruption. He appealed again to the international community 
to \"understand.\" He said \"democracy is good for people but 
not to hide corruption or to divide the people.\" 


RFMF\'s PM on Australia, NZ, U.S., China, and elections 

3. (C) The RFMF-appointed Prime Minister for Fiji, Jone 
Senilagakali, gave a radio interview on Dec. 7 in which he 
told New Zealand and Australia to \"back off\" for a month and 
leave Fiji to rebuild a government without corruption. He 
emphasized that he wants to help put in place a new system 
that will bring prosperity and that will \"remove hatred, 
especially the hatred toward Indians by the indigenous 
Fijians.\" He said, \"Democracy might be all right for 

Australia and New Zealand but it is certainly not all right 

for Fiji, | can tell you that. | think in Fiji we need a 

different type of democracy. Just look at the United States 

- the father and mother of democracy. Look at what they have 
done in Iraq.\" Senilagakali suggested that Fiji\'s next 
election, under some different form of democracy, could be a 
couple of years away. He told Australian media that if 
Australia and New Zealand pull their aid, Fiji will ask the 
countries of Southeast Asia, China, and Taiwan to help. He 
said he is sure they will. 


RFMF works at cleaning house 


4. (U) The RFMF announced today that it has sacked Police 
Commissioner Hughes, Acting Police Commissioner Driver, 
Assistant Police Commissioner Bulamainaivalu, Public Service 
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Commission (PSC) chair Huggett, PSC CEO Jale, Prime 
Minister\'s Office CEO Kotobalavu, and Solicitor General Nand. 
Per ref B, all of them had spoken out against the RFMF\'s 
illegal actions. Parliament Secretary General Mary Chapman 
has also been fired. A military spokesman said other 
Government CEOs and civil servants could lose their jobs as 
well if they oppose the military. Late in the day, Jale told 

the media the RFMF has asked all CEOs to prepare reports on 
how to keep the government functioning, and a meeting is to 
take place Monday to discuss plans. Kotobalavu appeared late 
in the day to say that he accepts the new PM will bring ina 

new CEO. Kotobalavu is going on leave. Environment Minister 
Bune (a Fiji Labor member of Qarase\'s multi-party cabinet) 
told the media today people should accept a coup and move on. 
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Bune, who was in the Chaudhry Government deposed in 2000, 
seemed resigned to a repeat. 


Police reconcile? or not? 

5. (C) The RFMF\'s choice to be Police Commissioner, LtCol Jim 
Koroi, met with Acting Commissioner Driver and other senior 
police leaders in the morning. According to media reports, 
the police leadership then accepted Koroi as the new boss 
during a traditional Fijian ceremony, and as Driver departed, 
he graciously stated he is leaving the police \"in good 
hands.\" A senior police officer has informed us that the 
entire scenario was acted out \"under duress.\" Before Koroi 
arrived, the senior police leadership agreed that those not 
fired would stay on, since someone must lead the rank and 
file. There is concern that police might become tainted by 
orders to undertake illegal acts. The force has orders to 
report to senior leadership any concerns. Police at all 

levels are instructed to resign if necessary. We hear, 
confidentially, that Driver plans to depart Fiji Saturday, 
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worried that \"Bainimarama might have one of his mood swings\" 
and come after him. 


President Bainimarama... 

6. (C) The Aussies have seen a copy of the notice Bainimarama 
sent to Police Commissioner Hughes, terminating his 
employment. The letterhead is in the name of \"President 
Bainimarama.\" To date, the Commodore has not publicly used 
that title. 


Column 3 

The Council of Advisors 

7. (C) In Bainimarama\'s media statement declaring a takeover 
Tuesday evening, he said a council of advisors would assist 

him until the Great Council of Chiefs could re-appoint 

President lloilo and set up an interim government. The 

council has reportedly met each morning since and seems to 
consist mostly of senior RFMF officers. While visiting RFMF 
HQ this a.m., our DATT observed four or five civilians 

engaging with advisory council members and the 
RFMF-designated PM. One civilian was PSC Deputy Director for 
Operations Tom Lee, who said he \"has to keep things running\" 
or Fiji will be even worse off. He said government workers 

are nervous, and leadership needs to calm them. Another 
civilian was Foreign Affairs CEO Isikeli Mataitoga, whom PM 
Qarase warned several diplomats not to deal with some weeks 
ago because Isikeli\'s allegiance to the Government was 
suspect. We are seeking a full list of council members. 


New NGO coalition formed 

8. (U) Nine NGOs and a number of prominent activists formed a 
broad-based new Coalition for Democracy and Peace yesterday, 
Dec. 6, to oppose Bainimarama\'s coup effort. They stress 
devotion to the Constitution, democracy, and the rule of law, 
announce they fully support the constitutionally elected 
government, and declare they do not accept the authority of 

the RFMF or any interim administration imposed on the people. 
A resolution the group has distributed calls on the 

President to establish a Commission of Truth and Justice with 

a mandate to dig into the RFMF list of demands and make 
binding decisions. 


Intimidation efforts continue 

9. (U) RFMF intimidation efforts continue. Vice President 
Madraiwiwi reportedly has been booted out of his official 
residence and is looking for an apartment to rent. Our 

efforts to contact him today were unsuccessful. The Chair of 
the GCC strongly criticized such disrespect for a senior 

chief in remarks to the media, and said Madraiwiwi remains VP 
in the eyes of the appointing authority, the GCC. Several 
Qarase Ministers reportedly are continuing to show up for 
work, letting the media know they consider Bainimarama\'s 
termination announcement illegal. Some activists established 
a \"shrine to democracy\" a few days ago on the face of their 
home in the Suva suburb of Lami. They put up signs saying: 
yes democracy, no to guns,\" and framed Fiji flags. Yesterday 
evening, RFMF troops arrived and told the activists to have 
the shrine dismantled by 8 a.m. today. The activists have 

told the media they are not intimidated, and they intend to 
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continue exercising their rights. In remarks today, 
Bainimarama acknowledged cautioning people who are trying to 
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destabilize things on the \"consequences\" that can follow. 


Comment 

10. (C) Bainimarama and the RFMF are still endeavoring to 
bring the rest of Fiji on board for their coup effort. 
Replacing the Police senior leadership may help in that, 
depending on how the rest of the police force responds. 
Today\'s indications from a number of CEOs that they are 
prepared to stay on the job to keep government functioning 
also would appear to give Bainimarama an edge. However, PM 
Qarase, President Iloilo, the Great Council of Chiefs, many 
in the NGO/activist community, at least some in the civil 
service, and others have not bought in yet. This is Fiji and 
things sometimes take a while to work through. As of COB 
today, we still believe no conclusive judgment can be made 
that Bainimarama\'s coup effort has succeeded. 
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SUBJECT: UNSC: FIJI GOVERNMENT PLEA TO DEFER ACTION 


REF: A. STATE 196190 
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Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Fiji MFA CEO asks P5 not to invoke peace-building sanction 

1. (C) The Fiji Ministry of Foreign Affairs is lobbying P5 

reps and Japan to have the UNSC not agree to an Australian 
proposal to remove Fiji from the UN Peace-building 
Commission. MFA CEO Isikele Mataitoga visited the Embassy 
late on Dec. 7 with that plea. Mataitoga suggested it is 

\"too early in the evolution of things\" in Fiji for the UNSC 

to make such a judgment. The Fiji MFA hopes the UNSC can 
constructively discuss ways to manage the situation, rather 
than \"kick Fiji out\" of UN activities. We responded, 
accurately, that we had seen nothing from Washington or from 
Canberra about the UN Peace-building Commission being on the 
agenda in New York, but we would pass Mataitoga\'s request 
along. 


Urging the CEO to work on his military colleagues 

2. (C) We took the opportunity to impress on Mataitoga the 
USG views of Fiji's current mess, by passing a copy of the 
State Department spokesman\'s statement of Dec. 5 and by 
reiterating our now-standard themes, similar to those of ref 
A. (We had delivered the Department statement to Foreign 
Minister Tavola yesterday, per ref B, but Mataitoga said 
Tavola has stopped coming to the office and is no longer 
answering his cell phone.) We impressed on Mataitoga that 
the USG agrees with Australia, New Zealand, and the world 
that Commodore Bainimarama\'s coup effort is a disaster for 
Fiji, and serious sanctions will be invoked by many, 
including the U.S., if the effort succeeds. We urged 
Mataitoga to do all that he can to convince his military 
colleagues to back away from the precipice. 


Mataitoga: two faced? 

3. (C) Per septel daily wrap-up, the Embassy DATT saw 
Mataitoga at RFMF HQ this morning in discussion with members 
of the advisory council that Commodore Bainimarama has 
instituted to help him and his designated Prime Minister 

govern. Mataitoga told us he and several other CEOs had been 
\"taken\" to the HQ to discuss with the advisory council how 
Fiji's government might continue to function. Mataitoga did 

not indicate that the UNSC session was a topic at RFMF HQ, 
but certainly Bainimarama and the military leadership revel 

in Fiji's UN peacekeeping role and they would hate to see the 
UNSC touch Fiji's Peace-building Commission membership. 


Column 3 

Note: we have heard reports that Mataitoga, behind the 
scenes, has been a backer of Bainimarama\'s coup plans. End 
note. 


Coup attempt not over; so pressure is timely 

4. (C) We offer that, from Embassy Suva\'s perspective, ref 
A\'s guidance to USUN for the UNSC discussion on Fiji is not 
quite accurate in its first point. Per ref C, we do not 

believe the RFMF thus far has conclusively deposed the 
lawfully elected government. Certainly, the RFMF has made 
the attempt and currently controls the streets of Suva by 
force of arms. But the Qarase Government has not resigned, 
President lloilo has not accepted the RFMF\'s actions, and 
Bainimarama has admitted publicly that his efforts are 
meeting resistance from powerful elements in Fiji society. 
Thus the Embassy believes it important for the international 
community to maintain, or even increase, pressure on the 
RFMF, including via sanctions. There is a chance that will 
cause some influential elements within the RFMF to 
recalculate options, and it will give heart to those in Fiji 

who are striving to bring back rule of law. 
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SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 12/07/06 


Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


4) Kyodo poll: Sudden drop in support rate for Abe Cabinet to 48.6% 
attributed to public reaction premier\'s decision on reinstating 
postal rebels into LDP 


5) Government planning to send police for PKO in East Timor, first 
time in 7 years for civilian dispatch for such service 


6) Tokyo sees no radical change in US policy toward Iraq but careful 
watching White House response to latest critical report 


Defense and security issues: 

7) Deputy Under Secretary of Defense Lawless: If Japan doesn\'t 
intercept missile heading over Japan toward the US, it\'s \"crazy\" and 
\"not an alliance then\" 

8) Upper House deliberating bill elevating JDA to a ministry 

9) JDA upgrade bill expected to be enacted on Dec. 13 


Diplomatic agenda: 

10) Prime Minister Abe attending the East Asia Summit tomorrow to 
announce and energy conservation aid plan 

11) Japan, China, South Korea meet trilaterally on easing investment 
restrictions 

12) Nishida appointed Ambassador to Canada 

13) UNDP asks Japan to make efforts to reach international ODA 
outlay target of 0.7% of GNI 
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14) Japan urged to join the International Criminal Court 

15) Former Prime Minister Koizumi says he had wanted to make a third 
trip to Pyongyang 


Political agenda: 
16) Farm Minister Matsuoka, when he was LDP official in charge of 
avian flu policy, took large contributions from the poultry industry 


17) LDP reaches general agreement on the road tax issue 
18) Minshuto (Democratic Party of Japan) still hung up internally 
over finalizing its policy platform 


Articles: 
1) TOP HEADLINES 


Asahi: 
Four-Hospital Council to send unpaid bills to National Health 
Insurance and other insurers 


Mainichi Yomiuri and Sankei: 
Iraq Study Group report urges President Bush to withdraw all US 
combat troops from Iraq by spring 2008 


Nihon Keizai: 
Elpida to finance 800 billion yen for new Taiwan chip plant 


Tokyo Shimbun: 
Poll: Cabinet support plunges to 48.6% ; 67.9% do not support 
readmission of postal rebels 
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Akahata: 
Calls for more discussion on Basic Education Law revision dominate 
public hearings yesterday 


2) EDITORIALS 


Asahi: 
(1) Japan-Australia FTA: Agricultural reform essential 
(2) Nepal moving toward democracy 


Mainichi: 
(1) Pork tariff evasion case exposes need to review system 
(2) Teacher\'s disturbing website overlooked 


Yomiuri: 
(1) Shortage of nurses serious 
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(2) Drivers with dementia should hang up car keys 


Nihon Keizai: 

(1) Steel realignment must follow tie-ups among three Asian giants 
(2) Digital terrestrial broadcasting requires improved viewing 
system 


Sankei: 

(1) Road-related taxes must be used for general purposes 
(2) Extended ASDF Iraq mission comes with international 
responsibility 


Tokyo Shimbun: 

(1) Business circles and politics: Pay taxes before making political 
donations 

(2) Kinmirai Tsushin fraud case 


Akahata: 
(1) Burden on the handicapped must be reduced 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, Dec. 6 


NIHON KEIZAI (Page 2) (Full) 
December 7, 2006 


09:50 
Met Chief Cabinet Secretary Shiozaki at Kantei. 


10:10 

Met Deputy Chief Cabinet Secretary Shimomura, Foreign Ministry 
Deputy Foreign Minister Yabunaka, Asian and Oceanian Affairs Bureau 
Director General Sasae, and others. Joined by Special Advisor Seko. 


12:00 

Met journalist Soichiro Tawara, Dentsu Supreme Advisor Yutaka 
Narita, Central Japan Railway Company Chairman Kasai, and others at 
the Garden Court Club in the Hotel New Otani. 


13:06 
Attended a meeting of the \"Wives Network\" of LDP lawmakers\' wives at 
the Akasaka Prince Hotel. 


14:45 
Met Finance Minister Omi at Kantei. Later met former Foreign 
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Minister Machimura and Central Union of Agricultural Cooperatives 
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Chairman Miyata. Followed by JICA President Sadako Ogata. 


6:09 

Met Cabinet Intelligence Director Mitani. Followed by State Minister 

in Charge of Economic and Fiscal Policy Ota, Special Advisor Nemoto, 
Assistant Deputy Chief Cabinet Secretary Saka, and others 


17:03 
Attended a meeting of the Intellectual Property Strategy 
Headquarters. 


18:46 

Dined with Upper House Secretary General Katayama and others at a 
restaurant in the Hotel Okura. Joined by Upper House LDP Caucus 
Chief Aoki, Policy Research Council Chairman Nakagawa, and Secretary 
General Nakagawa. 


20:26 
Met Shiozaki, Deputy Secretary General Ishihara and others at a 
Japanese restaurant in the same hotel. 


21:35 
Returned to his official residence. 


4) Poll: Cabinet support tumbles to 48.6% 


TOKYO (Top play) (Abridged) 
December 7, 2006 


The rate of public support for Prime Minister Shinzo Abe and his 
cabinet was 48.6% in a telephone-based spot nationwide public 
opinion survey conducted by Kyodo News on Dec. 5-6 after the ruling 
Liberal Democratic Party\'s reinstatement of postal rebels. The 
survey posted a sharp drop of 7.9 percentage points from a previous 
survey conducted Nov. 25-26. The Abe cabinet\'s support rate was 
65.0% right after its inauguration in September. However, it 
continued to go down and fell below 50% in two months. The 
nonsupport rate was 35.3%, up 11.2 points from last time. 


The LDP recently reinstated 11 independent lawmakers who voted 
against the government\'s now-enacted postal privatization bills in 

the Diet last year as LDP members and left the LDP. In the survey, 
respondents were asked whether they support those postal rebels\' 
return to the LDP. In response to this question, a total of 67.9% 
answered \"no.\" Even among LDP supporters, more than half, or 53.2%, 
were negative about their return to the LDP. Their return to the LDP 

has not won public understanding, and this is presumably why the 
support rate went down. 


In the breakdown of public support for political parties, the LDP 
stood at 44.6% (43.3% in the last survey), and the leading 
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opposition Democratic Party of Japan (Minshuto) was at 20.3% (16.4% 
in the last survey). The New Komeito, the LDP\'s coalition partner, 

was at 3.5%. Among other parties, the Japanese Communist Party was 
at 3.0%, the Social Democratic Party (Shaminto) at 1.4%, the 

People\'s New Party (PNP or Kokumin Shinto) at 0.6%, the New Party 
Nippon (NPN or Shinto Nippon) at 0.1%, and no particular party 
affiliation at 25.0%. 


5) Japan to send civilian police to E. Timor for PKO, first such 
dispatch in 7 years 
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ASAHI (Page 2) (Abridged) 
December 7, 2006 


The government decided yesterday to send civilian police officers to 
the United Nations Integrated Mission in Timor-Leste (UNMIT), an 
entity for UN peacekeeping operations in East Timor. The government 
will shortly send a fact-finding team to East Timor to look into the 

local security situation. After that, the government will make a 

formal decision early next year to send about three civilian police 
officers from the National Police Agency and local police. 


Japan first sent civilian officers to Cambodia in 1993 under the Law 
for Cooperation on United Nations Peacekeeping Operations, or the 
so-called PKO cooperation law, and next to East Timor in 1999. This 
is the third time for Japan to send civilian police on a PKO mission 
overseas. 


According to government officials, Japan will send a total of about 
three civilian police officers, broken down into one from the NPA 

and two from local police headquarters. The United Nations has asked 
Japan to send 20-30 police officers. However, there are also 

cautious arguments because of the aggravated local security 
situation. The government therefore decided to send three or so as 

it did in 1999. The government is now preparing to send a 

fact-finding team of officials from the Foreign Ministry and the NPA 

to East Timor within the month at the earliest. 


East Timor is interested in Japan\'s policing system to recover 

public security, and the country mulls introducing Japan\'s koban 
(police box) system. In East Timor, Japanese civilian police 

officers are expected to pass on Japan\'s advanced koban system as 
their main task. 


6) Government expects no drastic change in Iraq policy, determined 
to watch US response 


Column 3 
SANKEI (Page 5) (Abridged slightly) 
December 7, 2006 


The government does not think the presentation of a report by the 
Iraq Study Group to US President George W. Bush will result in a 
drastic change in the country\'s Iraq policy. Iraq policy is a symbol 

of the Japan-US alliance. The government intends to carefully watch 
Washington\'s response for formulating a new strategy. 


Against the backdrop of growing calls in the US for reviewing Iraq 
policy, the government plans to approve at its cabinet meeting today 
an extension of the Air Self-Defense Force\'s airlift mission in Iraq 
until July 31 under the Iraq Reconstruction Support Special Measures 
Law. 


Vice Foreign Minister Shotaro Yachi noted: \"Japan must consider what 
to do in the future based on changes in America\'s policy, but | 

don\'t think a situation will arise where the need for the ASDF\'s 

airlift mission will disappear immediately or need to be enhanced 
significantly.\" 


The government has rejected America\'s wishes for dispatching Ground 
Self-Defense Force troops to Iraq as well as for the ASDF\'s expanded 
activities after the departure of the ground troops. Even after the 
Republican Party\'s defeat in the US midterm elections, which were 
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fought mainly over Iraq policy, Tokyo has emphasized that there 

would be no change in Iraq policy, with Prime Minister Shinzo Abe 
declaring, \"Japan has been extending reconstruction assistance based 
on its own decisions.\" If the government changes its Iraq policy in 
linkage to Washington\'s move, it might be criticized as a liar. 


In expressing support for the lraq war, former Prime Minister 
Junichiro Koizumi said, \"The United States is the only country that 
has declared, \'We will regard an attack on Japan as an attack on 
us.\\" This rhetoric has helped strengthened the Japan-US alliance. 
In view of such developments, America\'s move might affect Japan\'s 
own decision. 


The government is wary of the Bush administration fundamentally 
reexamining its overall foreign policy because of Iraq policy. The 
US Democratic Party is critical of the Bush administration that 
places high priority on the six-party talks on the North Korean 
issue, Japan\'s top priority. If Washington shifts weight to 

bilateral talks with Pyongyang, Tokyo might be out of the loop. 


7) Lawless: \"It would be crazy for Japan not to intercept\" missile 
headed for US 
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SANKEI (Page 5) (Full) 
December 7, 2006 


It was confirmed yesterday that during his visit to Japan for senior 
bilateral consultations, US Deputy Undersecretary of Defense 

Lawless, in connection with missile defense (MD) and collective 
self-defense, stated, \"It would be crazy if it was clear that a 

missile was headed for the United States, and Japan had the 

capability of shooting it down but did not do so.\" The remark was 
made to former Defense Agency Shigeru Ishiba by Lawless during their 
meeting last week, and introduced to the Liberal Democratic Party 
subcommittee on defense policy studies, which Ishiba chairs. 


8) Deliberations on bill elevating the JDA to ministry start in 
Upper House 


ASAHI (Page 4) (Full) 
December 7, 2006 


The explanation of the bills upgrading the Defense Agency (JDA) to a 
ministry and also moving up the Self-Defense Forces\' (SDF) overseas 
operations into primary duties was given in a plenary session 
yesterday in the Upper House. JDA Director-General Kyuma and other 
officials took the floor to answer. The bills were approved by a 

majority of votes from the ruling Liberal Democratic Party (LDP), 

its junior coalition partner New Komeito, the main opposition 
Democratic Party of Japan (DPJ) and others. The bills are likely to 

be enacted during the current session of the Diet. Deliberations on 

the bills in the Upper House Committee on Foreign Affairs and 
Defense will begin today. 


9) Defense Ministry bill likely to be enacted Dec. 13 


NIHON KEIZAI (Page 2) (Excerpt) 
December 7, 2006 


A bill to upgrade the Defense Agency to a ministry is expected to 
become law on Dec. 13. The ruling coalition of the Liberal 
Democratic Party and the New Komeito will take a vote on the 
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legislation in a meeting of the House of Councillors Foreign and 
Defense Affairs Committee on Dec. 12 and in a plenary sitting of the 
House of Councillors on Dec. 13. The leading opposition Democratic 
Party of Japan (Minshuto) also supports the legislation. The bill 

will likely be enacted into law as envisioned by the ruling parties 

if the Diet is not stalled with confusion in the House of 

Councillors\' voting on a bill to amend the Fundamentals of Education 
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Law. 


10) Prime Minister Abe to announce at East Asia summit Japan\'s 
support for energy conservation 


MAINICHI (Page 5) (Full) 
December 7, 2006 


Prime Minister Shinzo Abe will visit the Philippines on Dec. 8-13 to 
attend the second East Asia summit to take place on the Cebu Island. 
He plans to announce Japan\'s support, including financial 
assistance, for energy conservation, as well as for the development 
of alternative energy. The government is also undertaking 
coordination to set forth its assistance for disaster prevention, 
including measures to cope with a tsunami. 


The East Asia summit aims to decide the areas of cooperation such as 
disaster prevention and financial cooperation, and to consolidate a 
system to check progress in cooperation. The expectation is that a 
chairman statement on the energy security issue will be released. 


The Association of Southeast Asian Nations (ASEAN) plus three 
(Japan, China and South Korea) summit will be held on Dec. 11. Japan 
and ASEAN will hold a summit on Dec. 12. In his meeting with the 
ASEAN leaders, Abe is expected to announce Tokyo\'s support for 
correcting gaps among ASEAN member countries, as well as its 
determination to push ahead with negotiations on economic 
partnership agreements (EPAs). In the series of meetings, North 
Korea\'s nuclear programs seems to be discussed but they will 

unlikely become a main topic of discussion. 


Abe will hold a meeting with Chinese Premier Wen Jiabao. He is also 
going to attend the Japan-China-South Korea summit, which will be 
held for the first time in two years. Abe and Wen will carry out 

final coordination on a visit to Japan by a Chinese leader. Abe 

plans to hold talks also with Australian Prime Minister John Howard 
and the two will likely to agree to start negotiations for an EPA 
conclusion. In his meeting with the leaders of Cambodia, Laos, and 
Vietnam, Abe will reveal Tokyo\'s decision to continue its assistance 
of 1.5 billion dollars for the development of the Mekong Basin 
Development. 


11) Japan, China, South Korea to launch negotiations on investment 
pact 


NIHON KEIZAI (Page 5) (Full) 
December 7, 2006 


The governments of Japan, China and South Korea have agreed to 
initiate negotiations on concluding a trilateral investment pact. 
The three countries aim to promote investment among three countries 
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by removing improper discriminatory and restrictive measures toward 
foreign firms, including China\'s authorization system and investment 
restrictions imposed on Japanese and South Korean firms. The three 
countries expect to officially decide on the start of negotiations 
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during the Japan-China-South Korea summit to be held in the 
Philippines next week. 


Japan concluded an investment agreement in 1989. This agreement, 
however, includes only these basic provisions: \"Japanese companies\' 
assets should not be seized without their permission;\" and 
\"companies\' remittances should not be obstructed.\" Given this, there 
reportedly were cases in which a Japanese company willing to invest 
in China was told to set up a research section, beside a 

manufacturing one, or in which restrictions were placed on the 

number of branch offices. 


Japan and South Korea will call on China to ease regulations so than 
their companies will be able to do business in China on equal terms 
with local companies. Other major themes include the protection of 
intellectual property rights and the establishment of rules for 
dispute-settlement procedures. Such problems as China\'s sudden 
change in its rules have also been pointed out, so measures to 
ensure transparency in administrative procedures will also be placed 
on the agenda. 


12) Deputy Foreign Minister Nishida to become ambassador to Canada 


MAINICHI (Page 5) (Full) 
December 7, 2006 


The Ministry of Foreign Affairs (MOFA) decided yesterday to transfer 
Deputy Minister for Political Affairs Tsuneo Nishida to the post of 
ambassador to Canada. The ministry will then appoint Deputy Minister 
for Economic Affairs Mitoji Yabunaka as the replacement of Nishida. 
Some government officials regard these personnel changes as the 
dismissal of Nishida because of his leaving the post after serving 

only 16 months, as well as of confrontation with the Prime 

Minister\'s Official Residence (Kantei) over the North Korea missile 
issue. 


Nishida jointed MOFA in 1970. He assumed his current post in August 
2005, as the successor to Hitoshi Tanaka, a senior fellow at the 
Japan Center for International Exchange. It is believed that his 
relationship with Prime Minister Shinzo Abe has worsened as he 
called on the government for a cautious response to a UN Security 
Council sanction resolution against North Korea\'s firing of missiles 

in July when Abe was chief cabinet secretary. 
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13) UNDP administrator calls on Japan to \"achieve the ODA outlay 
goal\" 


NIHON KEIZAI (Page 8) (Full) 
December 7, 2006 


United Nations Development Programme (UNDP) Administrator Dervis in 
an interview yesterday with the Nihon Keizai Shimbun called on the 
Japanese government to achieve the goal of disbursing 0.7% of the 
gross national income for official development assistance (ODA) as 

set by the UN. Pointing out such nations as Denmark and the 
Netherlands have already achieved that goal, Dervis continued: \"That 
figure is fully possible for Japan to achieve.\" 


14) ICC hopes for Japan\'s early participation 


NIHON KEIZAI (Page 8) (Full) 
December 7, 2006 
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Visiting Judge Philippe Kirsch, president of the International 

Criminal Court (ICC), yesterday met the press at the Japan National 
Press Club in Tokyo\'s Uchisaiwai-cho and expressed his expectation 
of Japan joining the ICC as soon as possible. Kirsch stated: \"It 

will be very significant if Japan, a leader of Asia, becomes a 

member of only the standing international court to try 

individuals.\" 


15) Is former Prime Minister Koizumi eager to make third trip to 
North Korea? 


NIHON KEIZAI (Page 2) (Full) 
December 7, 2006 


Former Prime Minister Junichiro Koizumi dined yesterday with Taku 
Yamasaki of the Liberal Democratic Party (LDP) at a Japanese 
restaurant in Tokyo. According to Yamasaki, Koizumi lamented the 
2002 Pyongyang Declaration, which he and North Korean leader Kim 
Jong Il signed, becoming a dead letter due to North Korea\'s nuclear 
test. Yamasaki quoted Koizumi as saying: \"I think it is all right 

for me to consider making a third trip to Pyongyang in order to 
reaffirm the declaration. | will revive it.\" 


Yamasaki also quoted Koizumi as saying: 


VI will never interfere with what the Abe government does. But | 
want to realize denuclearization on the Korean Peninsula. Both 
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dialogue and pressure are necessary. We must not do away with 
dialogue.\" 


Koizumi was quoted as saying, \"! would like to hold a YKK (Yamasaki, 
Koizumi and Koichi Kato) meeting soon.\" He was positive about 
mending fences with Kato. 


16) Political donations from poultry farmers funneled toward 
Agriculture Minister Matsuoka 


ASAHI (Page 39) (Excerpts) 
December 7, 2006 


Political groups of Agriculture, Forestry and Fisheries (MAFF) 
Minister Toshikatsu Matsuoka, a House of Representatives lawmaker 
elected in the Kumamoto No. 3 district, received approximately 11 
million yen worth of political donations from more than 10 poultry 
farmers and related persons during about three months starting just 
after the outbreak of bird flu in Ibaraki Prefecture last year. 

During this period, poultry farmers were petitioning the ministry to 
take measures to protect the industry, and Matsuoka was in the post 
of heading the Liberal Democratic Party\'s Bird Flu Taskforce. Their 
political donations were funneled mainly toward Matsuoka. In 
response to an interview with the Asahi Shimbun, one donor 
commented, \"We wanted to support Matsuoka, who understood our call 
to protect the industry.\" 


In the financial reports for 2005 of two political groups for 
Matsuoka, the Asahi Shimbun examined donations from about 40 
executives of the two political groups and related entities. 


The group that manages Matsuoka\'s political funds received about 4.3 
million yen from 11 persons, including executives at seven entities 
and their relatives. The LDP Kumamoto No. 3 Constituency Branch 
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Office, in which Matsuoka serves as head, accepted about 7 million 
yen from six leading group companies and six poultry entities. 


In late June of last year, avian flu broke out in Ibaraki 

Prefecture. Most of the donations to Matsuoka were offered from late 
July, just after the outbreak, through late October. During this 

period, poultry industry groups presented MAFF with several written 
requests calling for killing chickens with state subsidies and 

allowing vaccination as part of measures to prevent the spread of 
bird flu. There were few donations to lawmakers other than Matsuoka 
from executives in the two industrial groups. 


The Japan Poultry Political League, composed of industrial groups, 
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purchased party tickets worth 1.5 million yen from Matsuoka, and two 
companies operated by executives in industrial groups purchases 
tickets worth 1.4 million yen. 


A poultry farmer who is also an executive in an industrial group 
said, \"Entities offered donations on their own judgment and not on a 
systemic basis. 


17) LDP approves government plan to revise road tax system in 
principle 


YOMIURI (Page 1) (Excerpts) 
December 7, 2006 


The Liberal Democratic Party decided yesterday to accept in 
principle a government plan to revise the system of road-related tax 
revenues. The proposal seeks to revise the special law on tax 
revenues during the 2008 ordinary Diet session to pave the way for 
gasoline tax revenues to be used for general purposes. The LDP will 
discuss the government proposal with the New Komeito. It then is 
expected to ask the government to include provisions for 
guaranteeing necessary road construction and maintenance and for 
giving consideration to local communities beyond fiscal 2008 


The LDP hopes to exchange a formal agreement on the matter between 
the government and the ruling camp before Prime Minister Shinzo Abe 
leaves for an overseas trip on Dec. 8. 


In a meeting of the LDP taskforce on reviewing road-related tax 
revenues, Chief Cabinet Secretary Shiozaki presented a four-point 
proposal. The proposal calls for truly necessary road development to 
be implemented in a planned manner. It also says that if revenues 
from road-related taxes surpass road-related expenditures in a 
single fiscal year, the difference should be used as general 

revenue. 


In the meeting of the taskforce, many participants voiced opposition 
to the government proposal, but the members agreed to leave the 
matter to Policy Research Council Chairman Nakagawa. 


18) DPJ faces difficulties in coordination of views over policy 
platform with eruption of objections to pension plan, security 
posture 


SANKEI (Page 5) (Full) 
December 7, 2006 


The Democratic Party of Japan (Minshuto or DPJ) has run into 
difficulties in shaping its \"policy platform\" ahead the Upper House 
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election slated for next summer. Of the policy proposals shown by 
the party\'s Policy Platform Committee chaired by Hirotaka Akamatsu, 
pension and security policy proposals have encountered objections. 
At the three rounds of the plenary meeting held until yesterday of 

the party\'s members of both houses of the Diet, pension policy, 
which had been extensively modified from the one declared in the 
party\'s manifesto for last year\'s Lower House election, met with 

this objection: \"The previous one is better.\" Which will come first, 
campaign strategy or policy consistency? The party is wavering 
between these two. 


The primary issue for pension policy is whether to hike the 
consumption tax with an eye on a future drastic reform of the 
pension programs. Minshuto in its manifesto released last year 
mentioned that the basic pension should be all financed by the 
consumption tax by raising the tax by 3 points. Butthe pension 
policy proposal shown this time states that the current consumption 
rate should be retained, that all the consumption tax revenue should 
be used to fund the pension (basic portion), and that the shortage 
should be covered by premiums. 


President Ichiro Ozawa is concerned that the party might not be able 
to do well in the election if it proposes hiking the consumption 
tax. 


At the plenary meeting, however, one person said: \"The public wants 
peace of mind through a quick hike of the consumption tax.\" The 
policy change came under fire, in part because in the 2004 Upper 
House election Minshuto had made gains by asserting the need to 
raise the consumption tax for pension purposes. 


On the other hand, a number of the participants favor the policy 
proposal this time, arguing that the party cannot win the election 

if it calls for a tax increase at a time when the ruling parties 

remain mum. Akamatsu intends to go against the opposition with the 
policy proposal, thinking that a majority is not opposed to the 

policy proposal. 


On the right to self-defense, the security policy proposal states: 

\"We should not insist on a conceptual debate over what is individual 
and what is collective, and we should exercise the right to 
self-defense only in cases where our nation\'s peace and safety are 
threatened by an imminent and illegal attack.\" Former President 
Seiji Maehara criticized this expression as \"conceptual\" and 

insisted on rephrasing that passage in a way to enable Japan to cope 
with ballistic missile launches, terrorism, and contingencies near 

the country. 
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MONTREAL FOR USICAO, ROME FOR USUN ROME, PARIS FOR USUNESCO, 
NAIROBI FOR USUNEP 


For Political Counselors, PAOs and NAS Directors from lO 
Bureau. 


1. (U) This is an ACTION REQUEST. Please see paras 7 and 
9 for action. 


2. (U) On November 29, 2006, the United States became a 
party to the United Nations Convention Against Corruption 
(UNCAC). The Department issued a Media Note to that 
effect on the same day. The UNCAC marks a milestone in 
U.S. efforts to combat global corruption. UNCAC is the 
first international anticorruption agreement to be applied 

on a global scale. It is a comprehensive treaty that 
contains, inter alia, two particularly innovative 

chapters; one that commits governments to take preventive 
measures against corruption; and another that develops a 
framework for international cooperation on asset 

recovery. As of November 29, UNCAC had 140 signatories 
and 80 parties, including the United States. 


3. (U) The First Conference of States Parties (COSP) for 
UNCAC will take place at the Dead Sea, Jordan, from 
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December 10 to 14, 2006. The U.S. Delegation to the COSP 
will be lead by Bureau of International Narcotics and Law 
Enforcement (INL) Deputy Assistant Secretary (DAS) 
Elizabeth Verville. The COSP in Jordan is expected to 
begin to consider ways that parties can best promote 
implementation ofthe UNCAC. The role of technical 
assistance to promote implementation of the UNCAC is also 
anticipated to be a major focus of the Conference. As we 
did during the UNCAC negotiations, the U.S. will take an 
active role in seeking to shape and influence the results 

of the Conference. 


4. (U) To take advantage of this unique moment, IO, INL, 
EB, and IIP have coordinated with regional bureaus to 
develop a PD Strategy that takes advantage of this 
unprecedented occasion. The PD Strategy enunciated in 
this cable highlights the leading U.S. role in negotiating 
and concluding the UNCAC, as well as the long-standing and 
on-going U.S. commitment to fighting corruption 
internationally. We believe this strategy will augment 
posts\' existing anti-corruption programs. It will also 

help posts to emphasize that international consensus and 
political will now exist to change behaviors and practices 
that enable corruption to occur. 


5. (U) The PD strategy that Washington has developed draws 
heavily on existing tools, such DVCs, web chats, and print 
and web publications, to deliver messages on four broad 
themes. At the same time there is sufficient flexibility 

to permit participating posts to tailor content to meet 

the needs of their specific markets. 


6. (U) On December 12, IIP will host a webchat on the 
USG\'s global anti-corruption efforts and the U.S. role in 
developing the UNCAC. The 60-minute chat, entitled 
\"Combating Corruption: The U.S. Role in Developing the 
United Nations Convention Against Corruption (UNCAC),\" 
will begin at 7:00 am Washington time (12:00 noon GMT), 
and feature, from Washington, IO DAS Gerald Anderson and 
EB Bureau\'s Andew Haviland, and joining from Jordan, the 
US Head of Delegation to UNCAC and INL Acting DAS, 
Elizabeth Verville. The broad topic will be the U.S. role 

in developing UNCAC and the USG\'s global anti-corruption 
efforts. Subtopics may include, (1) countering corruption 
through UN Reform; (2) the U.S. as good multilateral 
citizen; (3) the economic costs of corruption; and (4) 

U.S. methods of enforcing anti-corruption statutes. This 
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time slot of this chat is designed to reach the broadest 
global participation, although the Department recognizes 
that the timing of this chat may not be conducive to live 
participation at some posts in some time zones. As with 
other webchats, IIP will make a transcript available and 
some of these principals would be available to augment 
post-specific messages via a separate DVC, if desired. 
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Posts should direct interested participants to visit IIP\'s 
USINFO Webchat station at 
http://unsinfo.state.gov/usinfo/Products/Webc hats.html for 
information about how to join the discussion. 

Participation requires a one-time registration at 
http://webchat.state.gov/register/register.cf m. Questions 
about how IIP webchats work can be directed to 
usinfowebchat\"at\"state.gov. IIP webchats are designed to 
accept questions in advance, allowing posts to 
\"participate\" even if not during the live event itself. 


Digital Video Conference (DVC) or Tele-Press Conference 
(TPC) Programs 


7. (U) ACTION REQUEST. Posts are encouraged to consider 
whether a DVC or TPC event might also be useful and 
appropriate for their respective market. Beginning Dec 

7th, IO is prepared to facilitate requests from posts to 
provide speakers on the themes noted in para 6 above or on 
other corruption-related themes. While IO is particularly 
interested in supporting topics directly related to the 

UNCAC and the COSP; and to showcase the U.S. as a good 
multilateral partner; under this multi-bureau cooperative 
effort, we will work to facilitate other requests for 
corruption-related programs. Requests should be directed 
to POC: Jesse Curtis in IO/PPC via email 
CurtisJS\"at\"state.gov (Unclass), 
CurtisJS\"at\"state.sgov.gov (CLAN) or by phone at (202) 
647-6882. Post are requested to copy their respective 

desk and PD Action Officers on any requests. IIP Bureau 
also reminds posts that anti-corruption has been 

identified as part of a theme for its Strategic Speakers 
Program and expects to offer speakers related to the 
subject under that program as well. 


Column 3 
IIP Bureau Support 


8. (U) IIP Bureau is providing key support for this 
multi-bureau strategy. IIP\'s electronic eJournal, 
\"Transforming the Culture of Corruption,\" will be released 
on December 13, 2006--coinciding with the final days of 

the COSP event in Jordan--and it will be highlighted on 

the USINFO front page. Embassy webmasters will be alerted 
in advance so that embassy web sites may link to it as 
appropriate. The existing page, \"Bribery and Corruption\" 
will link to all the most recent materials for the 

overseas audience at 
http://usinfo.state.gov/ei/economic_issues/br ibery_and_corr 
uption.html. Each article will provide links to available 
translations. Currently Google ranks this page at the top 
for searches on \"bribery and corruption\" among more than 
one million competing pages, and we are confident that, as 
new material gets published, this prominence will 

continue. In addition to the support from the Webchat and 
DVC teams, USINFO (formerly Washington File) will cover 
the conference and related corruption issues through 
stories and features on USINFO. Posts are encouraged to 
provide USINFO with additional story ideas or product 
support that would be useful to the field. 


9. (U) ACTION REQUEST. As part of this global public 
diplomacy strategy, the Department is providing the below 
previous-cleared press guidance talking points that were 
prepared when the U.S. became a party to UNCAC. Posts are 
encouraged to draw from these points and proactively 

engage media and host country contacts and government 
counterparts in discussing the UNCAC, the COSP event, USG 
anti-corruption efforts, and related themes. 


BEGIN SUGGESTED PRESS GUIDANCE TALKING POINTS. 


Q: What is the significance of the United Nations 
Convention Against Corruption (UNCAC)? 


-- UNCAC is the first international anticorruption 

agreement to be applied on a global level. There are 
currently 140 signatories and 80 parties, including the 

United States, which became a party to UNCAC on November 
29, 2006. 


-- UNCAC is a focal point for international anticorruption 
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action. Many countries are already citing it as the new 
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international standard for developing an effective 
anticorruption regime. Among its provisions are two 
innovative chapters, one that commits governments to take 
a wide range of measures against corruption and a second 
one that develops a framework for international 
cooperation on asset recovery cases. 


Q: The United States is already a party to two other 
anti-corruption treaties, the OECD Convention on Combating 
Bribery of Foreign Public Officials in International 

Business Transactions, and the Inter-American Convention 
Against Corruption. Why is another Convention needed? 
How does UNCAC differ from the other two? 


-- UNCAC takes the international fight against corruption 
to a new level. It is far more comprehensive in scope 
than either the OECD Convention or the Inter-American 
Convention. The OECD Convention focuses on Bribery of 
Foreign Public Officials, and the Inter-American 
Convention only requires action in the law enforcement 
arena. UNCAC addresses corruption on multiple fronts. It 
commits governments to take preventive measures, 
criminalizes a wide range of corrupt conduct, and 
establishes a framework for cooperation on asset 
recovery. UNCAC is the only convention that addresses 
asset recovery cases. 


-- As a UN Convention, the UNCAC will apply to countries 
outside the Americas and outside the Parties to the OECD 
Convention, thus providing a global common framework to 
combat corruption. 


Q: The first Conference of States Parties to the 

Convention (COSP) is scheduled to take place in Jordan in 
December. What issues will the Conference address? What 
role will the U.S. play? 


-- We expect that the First Conference of States Parties 
(COSP) will begin to consider ways that parties can best 
promote implementation of the UNCAC. The role of 
technical assistance to promote implementations will also 
be a major focus. We would like to see a constructive 
process that will facilitate providing effective technical 
assistance. 


-- The United States was active and very successful during 
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the negotiations, and we hope to have a similarly active 
and influential role in the COSP process. 


Q: Is technical assistance envisioned to assist countries 
in their efforts to implement the Convention? 


-- We expect that technical assistance will be needed by 
some countries to implement certain UNCAC provisions. 
UNCAC provides a basis for political commitment to take 
action in these areas, and will provide a basis for the 
United States and other donor countries to work 
cooperatively and closely with other countries on fighting 
corruption. 


-- We expect that COSP will need to gather information on 
UNCAC implementation in order to determine which countries 
are committed to implementing UNCAC and willing to take 
action. 


Q: How will the Convention advance U.S. foreign policy 
goals? How does it fit in with the broader U.S. 
anti-corruption agenda? 


-- As President Bush said in transmitting UNCAC to the 
U.S. Senate, the fight against corruption is a foreign 
policy priority for the U.S. Corruption adversely affects 
many of our broader foreign policy goals: Corruption 
facilitates crime and terrorism, hinders sustainable 
development, threatens democracy and prevents U.S. 
business from obtaining international contracts. 


-- UNCAC will be a critical tool for enhancing U.S. 
international anticorruption efforts. UNCAC takes all the 
best provisions from existing regional anticorruption 
agreements and combines them in one comprehensive 
document. Thus all regions of the globe will be operating 
from a common framework. The global nature of UNCAC 
allows countries to develop and share expertise in a wide 
range of areas, including preventive measures, law 
enforcement, and asset recovery. 


-- UNCAC is already becoming the standard for fighting 
corruption. The U.S. is already using UNCAC as the 
centerpiece to promote anticorruption action in other 
multilateral fora, such as the Asia-Pacific Economic 
Cooperation (APEC) and the Middle East Governance for 
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Development Initiative. UNCAC will make it easier for the 
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United States to press the global community to take needed 
and effective action against corruption. 


-- The anticorruption regime anticipated by UNCAC provides 
a model for international action and cooperation. It is 

one that is consistent with U.S. standards and will 

provide a basis for the United States to increase our 
leadership in this area. 


END SUGGESTED PRESS GUIDANCE TALKING POINTS. 


10. (U) Minimize Considered. 
RICE 
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SUBJECT: Polls Indicate Support for U.S.-Japan Alliance 
At All-Time High 


1. (U) The results of the annual Yomiuri Shimbun-Gallup 
Poll released on December 2, 2006 indicated that support 
for the U.S.-Japan Security Treaty is at an all-time high 
among Japanese, with 66 percent of respondents indicating 
that the security treaty is useful to Japan, up 4 percent 

from a year ago. Some commentators have attributed the 
strong support for the treaty to rising anxiety in Japan 
caused by the North Korean missile and nuclear bomb tests 
this year and to the strong personal ties between 
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President Bush and former Prime Minister Koizumi. 
However, polls sponsored by the State Department Office 
of Research (INR/R/AA) and Embassy Tokyo indicate that 
the upward trend in support for the alliance began before 
North KoreaQs missile and nuclear bomb tests of the last 
six months and that the strength of support for the 
alliance does not rely on strong personal ties between 
leaders. 


2. (SBU) The Yomiuri-Gallup Poll (a telephone survey 
conducted in both Japan and the United States) is a much- 
watched snapshot of attitudes in both Japan and the U.S. 
that was conducted this year in mid-November. Results 
regarding support for the security treaty were published 

in the Yomiuri Shimbun on December 2, 2006. They confirm 
an upward trend in public support for the treaty that was 
apparent before the provocative North Korean missile 
tests in July and nuclear bomb test in October, although 
reaction to these events is doubtless a factor in the 

rise. Polling conducted by the State Department\'s Office 
of Research (INR/R/AA) in conjunction with Embassy Tokyo 
in late May and early June 2006 indicated that eight-in- 

ten Japanese favored maintaining the security alliance 
with the U.S. Meanwhile, large majorities thought it was 
important for the U.S. to maintain its military presence 

in East Asia (73 percent vs. 21 percent) and bases in 
Japan (67 percent vs. 27 percent) in order to maintain 
regional peace and stability. Seven-in-ten (72 percent 

vs. 23 percent) said U.S. forces in Japan are important 

for JapanQs defense. Smaller majorities (ranging from 51 
percent to 57 percent) said the same in 1995-96, when 
this question was last asked. 


3. (U) In a similar vein, the Yomiuri-Gallup poll asked 
what should be done about the troop strength of U.S. 
forces in Japan and 46 percent said it should be 
maintained at its current level, up 8 points from last 
year\'s survey. This figure marked another all-time high. 
Meanwhile, 35 percent said troop levels should be 
reduced, down 8 points from last year. The same question 
has been asked seven times in the past, but the 
proportion of opinions calling for the troop strength of 
US forces in Japan to be sustained at its current level 
topped that of opinions calling for reductions only in 

the survey conducted in 2001 following the terrorist 
attacks in the United States. 


4. (SBU) Views on security issues occur against a broader 
backdrop of overall positive views of the U.S., so this 
upward trend in favorable views is good news for the 
whole relationship. The May-June sample taken by the 
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Office of Research and the embassy also showed that three- 
fourths had a favorable opinion of the U.S., unchanged 
since the fall of 2005; 77 percent thought that relations 

were in good shape Q off slightly from a November 2005 
peak (86 percent). 


5. (SBU) The broad strength of the U.S.-Japan 

relationship also appeared in an embassy-sponsored 
Internet poll conducted in early June 2006. This survey 
found that 58 percent of respondents saw the personal 
relationship between President Bush and Prime Minister 
Koizumi as important to bilateral ties, while seven-in- 

ten believed that Japan\'s alliance with the U.S. would 
remain \"about the same as now,\" while only one-in-ten saw 
a new prime minister making the alliance stronger. 


6. (U) Although recent polling is positive, last yearQs 
Yomiuri-Gallup poll indicated that there are weak points 
in public perceptions of the U.S.-Japan relationship. 
Since 2002, for example, the Yomiuri-Gallup poll has 
indicated that less than 50 percent of Japanese Qtrust 
the U.S. Yomiuri analysts interpret this to be tied to 
negative views of the war in Iraq, contention over the 


realignment of U.S. bases in Japan, and the after effects 
of the U.S. rejection of the Kyoto treaty. Since the 2005 
poll showed that 53 percent of Japanese do not trust the 
U.S., it will be interesting to see the 2006 poll result 

on this question when the rest of the Yomiuri-Gallup poll 
is published later this month. 

SCHIEFFER 
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SUBJECT: LETTER TO TAIWAN REGARDING FISHING CAPACITY AND US 
FLEET REBUILDING 


Column 3 
REF: SECSTATE 194425 


Ref. letter and attachment were delivered to Fisheries Agency 
Director Shieh Dah-wen on Dec. 5. 
YOUNG 
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1. (U) Classified by Consul General Robert Goldberg. 
Reason 1.4 (d). 


2. (C) SUMMARY AND COMMENT: Approximately 1,000 villagers 
in Foshan, Guangdong Province, stormed the local village 
committee office on November 30, to protest illegal land 

sales and to demand the release of 23 village 

representatives detained the previous day, according to 

Western and Hong Kong media sources. During their attack, 

the villagers took hostage relatives of two local officials, 

releasing them the next day. Eighteen villagers remain in 

police custody and are likely to face charges of 

\"disturbing public order.\" Conflicts over land have been 
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more frequently reported of late in Foshan. One contact 
suggests that local activists with experience from the 2005 
Taishi incident and connections to the Rights Protection 
Movement are helping to instigate conflicts. These 
activists are likely to remain locally-based because of the 
governmentVs hostility toward and reprisals against 
collective protests. END SUMMARY AND COMMENT. 


3. (SBU) Villagers in Xichong Village, Lunjiao Township in 
Foshan City (an hour southwest of Guangzhou) have been 
complaining for almost a year to local officials about the 
\"illegal\" sale of 1,000 mu (165 acres) of their farmland. 
On November 29, according to media sources, local Public 
Security Bureau (PSB) officials invited representatives of 
the village to discuss their complaints with the land 
developers. Police moved in and detained 23 
representatives from among the group. Radio Free Asia (RFA) 
reported that among those detained, five were new village 
leaders who had been elected to replace allegedly corrupt 
Officials. 


4. (SBU) On the evening of November 30, media sources said 
that approximately 1,000 villagers stormed the local 

village committee office to demand the release of the 
detained village representatives. The villagers also took 

the wife of a former village party secretary and the son of 

a local official hostage, releasing them on December 1. 
Meanwhile, on November 30, five of the older village 
representatives were released by police; however, media 
sources say the other 18 remain in detention. On December 
1, the Lunjiao police station issued a statement, saying 

that the 18 detained people had violated the criminal law 

and will be sentenced later. Many suspect the charge will 

be \"disturbing public order.\" On December 4, the Consulate 
contacted the Shunde Foreign Affairs Office (FAO), who said 
they were unaware of the issue. 


Background to Protest 


5. (SBU) At the beginning of this year, angered by the 

1,000 mu corruption scandal, villagers began to organize a 
land investigation team to collect evidence of the illegal 

land transaction for submission to the provincial 

government. The Falun Gong backed Epoch Times reports that 
the Foshan Land Resources Bureau has confirmed that part of 
Xichong\'s land development was based on illegal 
transactions. Unable to resolve the issue, in March the 
villages began to blockade construction projects in the 

area. The Epoch Times reported that in June one land 
development company used a gang of thugs to disperse the 
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villagers and force the construction project to continue. 

The RFA reported that on November 23, hundreds of villagers 
surrounded a plastics factory built on farmland, demanding 

to see land transfer documents. The factory refused to 
cooperate and the protest was handled without incident. 


Shunde: A District Headed for Problems? 


6. (C) The Xichong incident is the latest example of 

problems in Foshan. Foshan\'s southern districts of Nanhai 

and Shunde have had numerous land conflicts, particularly 
within Shunde\'s Lunjiao Township. The SCMP\'s Leu Siew Ying 
(protect) told Congenoff she believes Foshan is an area 

that is \"heading for some serious problems.\" She recently 

met with representatives from five villages - Beihai, 

Xiashi, Licun, Xintang and Xichong itself - all located 

about 10 minutes outside of Shunde\'s downtown. In the past 
two years these villages had elected independent candidates 
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to their village committees. However, after taking office, 
the new leaders discovered that the old guard had taken 
away accounting and land deed documents, preventing the 
villagers from claming rights to local land. After at 

least a year of trying to petition for change, the 

villagers turned to non-peaceful means to protest their 
injustices. 


7. (C) On November 8, in Sanzhou village (Lunjiao 
Township), villagers protested a similar land compensation 
issue by detaining approximately 300 officials and foreign 
dignitaries in the granary they had come to open (ref A). 
On November 9, approximately 1,000 riot police used tear 
gas and attack dogs to clear out the protestors (no arrests 
or injuries have been reported). According to Leu, the 
hostage tactics used by the villagers had a connection with 
Foshan Triad members. A few months before the Sanzhou 
incident, some Sanzhou villagers traveled to Guangzhou to 
petition the provincial government but were attacked by 
hired thugs before reaching the city. One of the villagers 
attacked had a brother who is an influential member of the 
Foshan Triads; the latter supposedly helped the villagers 
plot their hostage taking. 


8. (C) Another incident that has attracted outside 
attention is the secret arrest of seven villagers (who were 
protesting illegal land seizures) in Nanhai\'s Sanshan 
village in June. On September 18, the villagers\' court 
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hearings began, sparking interest among Chinese dissident 
circles. Leu also mentioned that villagers near the Wusha 
Industrial Park (10 minutes east of Shunde\'s downtown) are 
discussing preparations to blockade the area and possibly 
take government officials hostages. 


Foshan\'s Problems: Land, Corruption and Protest 


9. (C) Joe Zhou (protect), a Guangzhou-based businessman 
with many connections in Foshan, said that Shunde is a 
troubled area. On the one hand, the area is booming with 
economic growth as municipal leaders tout a plan of \"two 
homes and one flower\" (liangjia yihua) - meaning a 
development focus on the products of household furniture 

and household electronic appliances, leading to prosperity. 

On the other hand, the area faces a land shortage. A few 
years ago one mu (0.165 acres) was worth 200,000 RMB (USD 
25,000), today the figure is \"much higher.\" 


10. (C) Zhou also recently had dinner with the head of 
Foshan Public Security Bureau (PSB), who said he was 
worried about two major issues: corruption and protests. 
The Foshan PSB official said that the city has many 
corruption scandals waiting to happen. According to Zhou, 
the previous Party Secretary of Shunde (now Party Secretary 
of Guangdong\'s Qingyuan) was very successful at attracting 
investment and was sent to Qingyuan in order to improve the 
city's development. The Party Secretary initially did not 
want to leave Shunde and was only persuaded after Party 
leaders threatened him with serious corruption charges. 

The PSB official also expressed his fear of protests. Zhou 
said that Foshan recently had a 3,000 person urban protest 
over the requirement of an identity card worth USD 50. 
While the protest was not widely published, the police felt 
\"powerless\" against the crowds. Zhou said that the PSB 
fears rural protests because the problems cannot be 
eliminated through quick police changes. 


Connections to Panyu\'s Taishi 


11. (C) On December 5, the SCMP\'s Leu told Congenoff about 
how the 2005 Taishi incident (ref B) rose to international 
attention and its connection to current protests in Foshan. 
Taishi is located in Guangzhou\'s southern Panyu district, 

an area of rapid economic growth with scarce land; it 

borders Shunde to the east. Leu said the connection 

between the 2005 protests in Taishi and the current Shunde 
protests is a local Panyu activist named He Jinchao 

(protect). In 2005, He went to Beijing to petition Central 
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Government leaders about problems in the Panyu area. There 
he met villagers from Taishi and met with representatives 

from the EARI who were frequent visitors to Beijing\'s 
\"petitioner village.\" According to Leu, He was then put in 
touch with members of Gao Zhisheng\'s law firm, including 
Guo Feixiong. After hearing He\'s description of the Taishi 
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incident, Guo went to Taishi to defend the villagers. 

While in Beijing, He also learned how to contact 
international media sources - which he later passed onto 
the Taishi villagers. He Jinchao was held once in 2005 for 
105 days (related to the Taishi incident) and once in June 
of this year for 15 days (Leu wrote a July 9 story about 

the latter incident). 


12. (C) Additionally, Leu described how the ideas and 
works of activists are spreading into Foshan. Leu noted 
that with the reassignment of Panyu\'s former Party 
Secretary Li Xuhun to Huizhou, Mayor Zhang Guanglin had 
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become more active in reducing the number of protests. 
Consequently, some activists were now focusing on Foshan 
where Leu said that He Jinchao is \"very active,\" advising 
villagers on their rights and informing international media 
about the situation. Reportedly Zhao Xin, leader of the 
Empowerment and Rights Institute (a Beijing-based rights 
group), was also drawn to Foshan because of He\'s influence. 
Leu noted that two other incidents related to land and 
corruption in Panyu that she has reported were inspired by 
local activists, who researched PRC law and discovered 
legal means to petition for their rights. Mobile phones 

and personal travel remain the best form of communication, 
as few villagers have access to the internet. Because of 
Shunde\'s proximity to Panyu, and the villagers\' relative 
wealth (villagers have motorcycles and cars), Leu assumes 
that Shunde villagers either visited Panyu villagers during 
moments of crisis, or have been visited and advised by 
Panyu\'s activists themselves. Leu said that the Panyu 
activists have discarded the idea of founding a formal 
organization as too dangerous. 


Comment: All Politics is Local 


13. (C) In the coming months, Foshan will continue to be an 
area of increased rural unrest, unless the Guangdong 
government can resolve villagers\' complaints. The 
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Provincial government has taken some steps to establish 
criteria for land compensation but otherwise does not seem 
to be intervening in district or village-level conflicts 

until they turn violent. At that point, the government 

steps in to support the bureaucracy and to arrest or 
intimidate protestors. The ideas and tactics of the Rights 
Protection Movement appear to have trickled down to local 
villagers, who are themselves becoming small scale 
activists and \"connectors\" between villages. Such 
activities are likely to remain locally-based because of 

the government\'s hostility toward and swift resistance 
against collective protest. The use of hostage taking, 
while counter-productive in the long run, is becoming more 
prevalent as well: used in Foshan in various places in the 
past, and twice in Dongzhou, where at least three villagers 
were killed in December 2005. 
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SUBJECT: EXBS: KAZAKHSTAN ADVISOR\'S MONTHLY REPORTING CABLE 
(NOVEMBER 2006) 


|. BROAD ITEMS OF INTEREST TO ADVISORS AND AGENCY MANAGERS: 


1. Michael Seguin, new Kazakhstan EXBS Advisor, completed 
turnover of the EXBS program office from outgoing Advisor Andrew 
Offenbacher. A thorough review of program priorities, the 
diplomatic landscape in Kazakhstan and appropriate posture to take 
with government agencies, and initiatives, was discussed in detail 
with Ambassador Ordway and the DCM, Kevin Milas. Program focus 
discussions on current events as well as budget plans, past, 
present, and future for the EXBS program was also covered. A number 
of administrative areas such as EXBS property inventory, and Gulnara 
Abildaeva\'s (EXBS FSN/LES) grade classification was also discussed. 
(Note: Michael Seguin has projected Christmas leave 19-30 December, 
Gulnara Abildaeva will be in charge of the EXBS office until Mike 
Seguin\'s return on 12/30.) 


2. November 14 - The formal dedication of the Embassy opening was 
completed. Embassy contacts to include Border Guard and Customs 
officials as well as Kazakhstan\'s Head of State, President Nursultan 
Nazarbayev were in attendance for the ceremony. This was the new 
EXBS advisor\'s first opportunity to meet some of the key Border 
Guard and Customs officials. Several hundred people attended. 

After the dedication Ambassador Ordway expressed his thanks to the 
Embassy staff for a successful ceremony. 


3. Kazakhstan\'s Customs Control Committee Chairman Askar Shakirov\'s 
proposed visit to the United States under the Volunteer Visitor 
Program (VVP) is progressing through the planning stage. A 
diplomatic note was sent by the EXBS office to the Chairman in 
November stating that a proposed itinerary would be presented to him 
before the first of the year for his, and two additional candidates, 

visit. Presently, the EXBS office is waiting for word from the VVP 
office in D.C. that the EXBS proposal, with Ambassador Ordway\'s 
approval, is acceptable before presentation to the Chairman. It is 

the EXBS Advisor\'s intent to accompany the Chairman and his 
delegation on this visit together with one EXBS LES. 


4. EXBS Advisor conducted interviews to fill the new EXBS LES 
position and hired Oxana Limareva. The EXBS office welcomes the 
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needed addition of Oxana, a talented, tried, and experienced U.S. 
Embassy employee who will make a significant contribution to the 
success of the office. 


5. Other administrative activities accomplished: Country 
clearances for Erik Deschler (DOE), Elizabeth Smiraldo (DOC/CTP), 
Chris Walker (DOC). Diplomatic Notes for Chairman Askar Shakirov 
(Customs VVP) and Ministry of Foreign Affairs (Dates for software 
upgrades). 


Il. COMPLETED ACTIONS FOR THE REPORTING PERIOD 
A. SITE ASSESSMENTS AND MEETINGS CONDUCTED 


1. No site assessments were conducted during November due to the 
transition of the EXBS office advisor. However, an annual calendar 
for FYO7 was developed for presentation to the Kazakhstani Border 
Guard and Customs agencies indicating one week each month to be 
dedicated to EXBS office site surveys. The EXBS office is prepared 
to initiate a site survey schedule, beginning in January, that will 
touch all quadrants of Kazakhstan\'s borders in FY07. This scheduled 
approach will aid in deconflicting site assessments with other U.S. 
agencies and the Kazakhstani government. 


2. As of the end of November Baku-based EXBS Regional Maritime 
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Advisor Mike Taffe reported that planned hull anti-fouling paint for 

the donated SAFE boats (3-each) in Aktau, Kazakhstan did not occur - 
specifics for the delay were not noted. A new date for the painting 

is yet to be determined. EXBS advisor Mike Seguin is planning a 

visit to Aktau to meet with Border Guard officials to better 

understand the state of the SAFE Boat program. While in the area 
conducting site surveys and a planned joint Office of Military 
Cooperation / EXBS meeting with MoD and Border Guard officials, 
Specific areas of concern regarding the SAFE boat project, noted in 
the October report, will be addressed. 


3. EXBS advisor met with DTRA, OMC, and INL to discuss FY07 
engagement plans for FYO7 to deconflict proposed activities. This 
effort was in support of the creation of a proposed FY07 budget and 
activity plan prepared for Jeff Hartshorn\'s review (Kazakhstan\'s 
Central Asian EXBS Program Manager). 


4. November 8 - Laura Smiley, DTRA Program Manager, hosted a DTRA 
/ USCG planning event that included officials from the MoD, Border 
Guard, Customs, and Ministry of Foreign Affairs to discuss the 

planning steps to execute a body of training on Maritime 

interdiction. The group in attendance identified the timeline and 
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activities proposed for the joint WMD-PPI (Prevention Proliferation 
Program). Next steps are for the Kazakhstani agencies in attendance 
to agree on a timeline for scheduling the initial planning stages 

for this multi-part and multi-week event which will focus on 

Maritime Interdiction equipment, training, and doctrine as well as 
train-the-trainer techniques. 


5. November 15-16 - Erik Deschler, DOE, hosted an event in Astana 
with Kazakhstan Customs, Contractors, and the EXBS office to discuss 
the status of the Second Line of Defense Program (SLD). After four 
years of planning, the SLD program is in the final contracting 

stages to begin installation of 31 Portal Monitors at 9 Kazakhstan 
Border Sites. This \"Phase IV part of the SLD Program is a 

multimillion dollar (DOE funded - not EXBS funded) program which is 
projected to be completed by the end of August 2007. EXBS plays a 
central role in supporting the project to assist in project 

communication and to help deconflict other border initiatives. 


B. TRAINING DURING THE REPORTING PERIOD 


1. November 1 - EXBS Program Coordinator Gulnara Abildaeva 
completed the second annual EXBS Program Workshop for Locally 
Employed Staff in Bratislava, Slovkia. 


2. November 23-24 - The Department of Commerce/Commonwealth Trading 
Partners (CTP) conducted an extremely well done Internal Control 
Program (ITP) workshop geared toward orienting various Kazakhstani 
agencies - most notably the Ministry of Industry and Trade (Mol&T) - 

with customized Kazakhstani software for use in commodity 

identification. This software will be used to support Kazakhstan\'s 

industry outreach efforts and standardize the method used for 

Nuclear Commodity Identification. This event was extremely 

beneficial for the new EXBS advisor as Elizabeth Smiraldo (CTP) was 
prepared with a complete engagement history on DOC\'s engagement and 
efforts in supporting Licensing, control lists, and legislation 

since the early 1990\'s. After the event, Mike Seguin (EXBS) 

received positive feedback on the event from Dina Akpanbayeva (Head 

of Licensing, Mol&T) who indicated the value of this effort to her 

agency as well as a desire for continued support for this workshop 
throughout Kazakhstan. Ms. Akpanbayeva also indicated a need for 

other related support in both hardware / software including focus on 
Biological and Chemical commodities in the future. Also discussed 


ASTANA 00000781 003 OF 004 


was the \"Tracker\" program. Ms. Akpanbayeva (MoI&T) indicated that 
Tracker was no longer an area of engagement Kazakhstan was 
interested in as they have developed their own software and moved 
beyond what Tracker can offer. EXBS Advisor asked for a formal 
diplomatic note to document this. 
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C. EQUIPMENT DELIVERED DURING THE REPORTING PERIOD 
1. No equipment delivered during this reporting period. 

D. IMMINENT TRAINING OR EQUIPMENT STATUS UPDATE 


1. Diplomatic note sent to the MFA for dates for DOE to conduct 
installation and necessary software upgrades to 3-each portable 

X-ray Florescence (XRF) metal analyzers used at various border 
locations. As of the end of November, still waiting for a response. 
INECP will send a representative of the NSTC to the three concerned 
border posts near China to update the software and operating system 
used to power the three x-ray analyzers that were provided to 
Kazakhstan Customs earlier in June of 2006. The NTSC representative 
will also review how the units are being used at the ports of 

entry. 


2. EXBS office is in preliminary planning stages for USCBP 
sponsored 5-day ISIT training event to be held February 12-16 in 
Charleston, S.C. for 18 mid-level and senior Border Guard officers. 
Purpose is to conduct training (Train-the-Trainer) in \"Hands-On\" 
Interdiction techniques and practices. 


3. December 4-8 - EXBS office will attend planned DOE sponsored 
Commodity Identification Training Seminar in Almaty. The course 
will cover materials and equipment related to the production of not 
only nuclear weapons, but also chemical and biological, as well as 
missile technology. 


4. December 7-8 - EXBS Advisor will present EXBS program 
orientation overview to USAID seminar on Customs control in Almaty. 


5. December 14-15 - DOC/CTP workshop on Internal Control Program 
(ICP) for Industry will be held in Almaty. EXBS Office will attend 

this event which is the mirror image of the November 23-24 ICP held 

in Astana. However this workshop will be attended by Industry 
administrators verse government administrators. This Ministry of 
Industry and Trade (MoI&T) oriented event focuses on licensing and 
Nuclear Commodities Identification and associated software designed 
for the Mol&T by the DOC. 


8. The EXBS Program\'s chosen contractor is currently working on 
Task Order 79, which includes the procurement of four modular 
shelters and high-clearance Ural trucks for transfer to Kazakhstan\'s 
Border Service. Dates of distribution TBD. 


E. SIGNIFICANT DEVELOPMENTS IN EXPORT CONTROLS, NONPROLIFERATION, OR 
RELATED BORDER SECURITY 


1. Several mid-level Kazakhstan Customs officials were 
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detained the week of November 20 in Almaty when Kazakhstani 
authorities discovered 12.5 kilos of cocaine on board the Lufthansa 
flight to Frankfurt the officials had boraded. Investigation is on 
going and it is not clear whether the Customs officials were 

directly involved with the smuggling. However, at least one 
mid-level Customs official dismissed. 


2. October\'s EXBS report made reference to a BBC news release 
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regarding a $160 mn Russian appropriation that is allocated in 2007 
for improved border control infrastructure for the Kazakh / Russian 
border. The EXBS office, in dialogue with Kazakhstani Border Guard 
General Officers, was unable to confirm the accuracy of this 
appropriation and plan. Follow-up will continue to determine the 
substance behind this report along with the SKRIN Newswire report 
(October 24) that Vladimir Putin and President of Kazakhstan 
Nursultan Nazarbayev signed \"six documents\" on October 3, agreeing 
to terms associated with joint participation in the establishment of 

an international nuclear center in Russian territory. 


F. CASPIAN SECURITY INFORMATION 

1. Please see paragraph Il, item A and paragraph 2, above. 
III. RED FLAG ISSUES. 

1. None. 
ORDWAY 
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1. (SBU) Summary: Burma has not reported any new cases of Al 
since it contained the March - April 2006 poultry outbreak 
through extensive culling. The GOB continues to work with 
donors to improve its surveillance, reporting, and response 
capabilities. David Castellan, a short-term advisor to FAO 
Rangoon, praised the GOB\'s progress in developing a 
vaccination strategy and improving its response plan. He 
identified political barriers, centralized command and 
control, and lack of interagency coordination as the primary 
remaining obstacles to effective action. FAO plans to 
increase its staff to better handle Al issues in Burma. End 
summary. 


2. (SBU) David Castellan, a short-term Rangoon FAO 
consultant, briefed econoff on developments in the GOB\'s 
ability to identify and respond to another avian influenza 
outbreak. He discussed the GOB\'s vaccination strategy, the 
costs of the GOB\'s response to the March-April 2006 Al 
outbreak, World Bank funding, problems of centralized 
control, political barriers, poultry sector restructuring, 

and increases in FAO staffing. 


3. (SBU) Vaccination Strategy: The GOB has decided that it 
will use vaccination to respond to Al only after all other 
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methods, including moving, culling, or disposing of sick 

birds fail to work, and only if the outbreak moves out of 
control. At that point, officials would use ring vaccination 

for all poultry around an affected area. The Livestock 
Breeding and Veterinary Department (LBVD) will stockpile two 
million vaccines. A short-term consultant will evaluate the 
existing regulatory structure and advise on changes necessary 
to address any legal constraints on the proposed strategy. 
Castellan said he believed the GOB made the right choice not 
to vaccinate before an emergency, but noted that the ring 
vaccination strategy requires extremely tight surveillance. 


4. (SBU) Culling Overkill: While the GOB was successful in 
quickly halting the March-April 2006 Al outbreak through 
extensive culling, Castellan said the toll in lost revenue 

was high, especially for mid-size farmers. GOB officials 
estimate that over 540 households were adversely affected by 
the culling. Castellan said the \"control area\" of 10 

kilometers from the site of the outbreak was too large, and 
should be decreased to 2 kms. This would reduce the farmers\' 
financial losses and take into account the inability of 

breeders and butchers to cull so many birds in a safe and 
expeditious manner. 


5. (SBU) Coordination Problems and World Bank Funding: 
Castellan noted the need for better coordination between GOB 
human and animal health departments and the central 
government, and between central authorities and lower level 
state/division and district officials. Although various 

meetings have been held, no true coordination or 
follow-through yet exists, he said. Castellan noted that the 
World Bank would be more likely to release its projected $2 
million funding if government entities cooperate closely. He 
confirmed that the World Bank\'s initial plan was to give $1 
million each to FAO and WHO to help develop infrastructure to 
handle the Al threat in Burma. Projects would focus on 
capacity-building for human and animal health officials to 
develop in-country expertise, especially in epidemiology, lab 
diagnostics, surveillance, disease control, partnership, and 
leadership skills. The WB proposal will also include funding 
for more research on the Al vaccination, further analysis of 
the structure of Burma\'s poultry industry, and the creation 
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of baseline data on Burma\'s extensive quail industry, about 
which little is now known. The GOB culled almost as many 

quail (317,000) as chickens (327,000) in the March and April 
outbreak. 
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6. (SBU) Surveillance, Labs and Political Barriers: According 
to Castellan, the top priorities in Burma are better 
surveillance and lab capabilities. Castellan noted that 

strict surveillance is required for the GOB\'s ring 

vaccination strategy to work, and that regional commanders 
must ensure human and animal health officials in their 
regions work together. He said that the quality of efforts 
around the country varies according to the quality of the 
regional commander, and the process of shifting 
responsibility from the national level to the state/division 

level had not really started. He said that Burma can 
eventually have effective surveillance teams at the district 
level, but the political process to push responsibility down 
must come from the top, through states and divisions, before 
reaching the districts. Faced with limited resources, 
Castellan said, Burma must choose the most efficient 
surveillance method. He recommended that the government 
focus on training poultry marketers, veterinarians, and 
large-scale producers to create a strong biosecurity system 
and early warning mechanisms. On lab capabilities, Castellan 
agreed that the National Lab can now confirm Al diagnoses in 
animals, and expected new efforts to focus on improvements at 
regional labs to enable them to perform initial diagnosis as 
well. He said the lab in Mandalay, Burma\'s second city, 

still lacks key basic infrastructure. 


7. (SBU) Poultry Sector Restructuring: Castellan said GOB 
animal health officials plan a pilot project to set aside 

land for poultry farms outside villages (reftel). The 

project will begin with 98 acres in Sagaing and Mandalay 
Divisions, sites of the prior Al outbreak. FAO will work 

with LBVD to develop a comprehensive strategy that looks at 
the functional components of the overall Al strategy, 
including ministry restructuring, rather than one that 

focuses on the efforts of individual donors or implementers. 


8. (SBU) FAO Staff Increases: FAO plans to hire a long-term 
technical advisor to supervise the efforts of its five new 
short-term researchers and six national consultants. The 
national consultants will focus on emergency planning, 
implementation and management, labs, epidemiology; 
communications, and biosecurity. The FAO staff plant to 
operate from the LBVD offices to facilitate coordination, 
Castellan said. 


9. (SBU) Comment: The government is willing to cooperate with 
international donors and accept foreign advice on handling 

Al, unlike its attitude toward most other offers of 

international humanitarian assistance, since the pandemic 

also threatens them and their control over Burma. 

Technicians and government officials welcome new input on Al, 
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but they are powerless to compel regional military commanders 
to support surveillance teams, enforce biosafety, distribute 
information to the public, or report suspected outbreaks in a 
timely manner. Effective Al monitoring will require 

significant attitude and policy changes. Until regime 

leaders push their all-powerful regional commanders to make 
Al a priority and cooperate fully with animal and human 

health officials, the GOB\'s capacity to prevent another Al 
outbreak will remain erratic and unpredictable. End comment. 
VILLAROSA 
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LEAD STORIES: Most Thursday morning papers front-paged 
the compilation of recommendations by the bipartisan Iraq 
Study Group for President Bush proposing that a majority 

of US troops be recalled in the spring of 2008. 


1. There were no immediate editorials or commentaries on 
the ISG recommendations. 


2. \"Early Withdrawal of US Troops from Iraq Difficult\" 
Washington correspondent Yasuyuki Oguri of the moderate 
Tokyo Shimbun wrote (12/7): \"In its recommendations 
submitted Wednesday to President Bush, the bipartisan 
Iraq Study Group (ISG) proposed a gradual withdrawal of 
US troops from Iraq. In response to growing antiwar 
sentiment in the US, as was reflected in the midterm 
elections, the recommendations call on President Bush to 
substantially change his Iraq policy. Nonetheless, there 
are still major obstacles standing in the way of the 
president ordering an immediate withdrawal.... The 
question now is whether Bush will comply with the group\'s 
proposals and change his Iraq policy.... Outwardly, the 
president remains negative about a phased withdrawal, 
saying that the troops will not leave before the \'mission 

is complete.Y On top of that, with the escalating 

sectarian conflict in the country, a quick withdrawal 

would only plunge Iraq deeper into chaos. There are even 
voices within the US military calling for troop levels to 

be increased for the time being. Assuming that the 
president does agree to a phased withdrawal, the 
consensus is that it will still be some time before one 
takes place.\" 
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REF: TAIPEI 3487 


1. SUMMARY. Concern over rising energy use and carbon 
dioxide emissions have led Taiwan authorities to devise new 
strategies for increased energy efficiency and conservation. 
A proposed new tax targeting hydrocarbon fuels was sent to 
the Executive Yuan in September. It targets eight fuel 

types, with the highest tax on gasoline. With elections 
looming, chances of the proposal becoming law soon are slim 
but the issue is likely to reemerge in 2007. END SUMMARY 


INCREASING ENERGY USE AND CO2 EMISSIONS 


2. Taiwan authorities have long sought an energy policy that 
encourages energy conservation, keeps a lid on CO2 emissions, 
but does not stifle industrial growth. At the Conference on 
Sustainable Economic Development in July, authorities 
proposed an energy tax to promote energy efficiency and 
conservation. Low fuel costs have contributed to low energy 
efficiency in Taiwan. In September the Ministry of Finance 
designed an energy tax proposal to promote energy 
conservation and efficiency. The tax would be imposed in 
rising annual increments on gasoline, diesel, fuel oil, 

natural gas and liquefied petroleum gas, coal, aviation fuel 
and kerosene until 2016, after which the tax rate would 
remain fixed. The proposed tax for gasoline is 
NT$1.00/liter/year (about US$.03). The energy tax proposal 
is being reviewed by the Executive Yuan for subsequent 
transmittal to the Legislative Yuan. 


WILL A NON-COMPREHENSIVE ENERGY TAX MEAN ANYTHING? 


3. Taiwan agencies currently impose their own vehicle taxes 
in an effort to capture the costs of pollution. The Ministry 

of Transportation and Communications (MOTC) collects a 
vehicle fuel surcharge while Taiwan\'s Environmental 
Protection Agency (TEPA) collects both air and ground 
pollution surcharges. Critics of the MOF energy tax proposal 
complain it does not include the surcharge now collected by 
the MOTC and TEPA. Without these, they say producers will 
not be paying for the pollution they generate. Opponents of 
the tax also say that its implementation will cost households 
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NT$3,000 per month in additional expenses. MOEA Bureau of 
Energy analysts believe, however, that the gradual 
implementation of this tax would balance a planned 
cancellation of part of the commodity tax and vehicle fuel 
surcharge. Both EPA and MOT object to a comprehensive tax 
scheme since they will stand to lose control over the revenue 
currently collected by those agencies under the surcharges. 
Dr. Liang Chi-Yuan of Academia Sinica notes that the energy 
tax will affect both consumers and producers of fuels, since 
fuel production requires energy. 


GREENHOUSE GASES AND ENERGY TAX 


4. Taiwan ranks 22nd in the world for CO2 emissions and 
contributes about one percent of 

global carbon emissions. Its energy efficiency figures for 
2004 lag behind Japan and the EU, with every kilo of oil 
generating $4.55 in value versus $6.44 for Japan and $7.11 
for the UK and $6.21 for Germany. Although not part of the 
Kyoto Protocol because it is not a UN member, Taiwan has 
pledged to reduce CO2 emissions. In June 2005, MOEA 
announced plans to cut carbon dioxide emissions. Currently 
there is an air pollution surcharge that is levied on 

industry. However of all energy sources, coal, the most 
polluting, has the biggest potential for growth. The Bureau 
of Energy estimates that coal use will increase from the 
current 34 percent to almost 50 percent by 2025. In 
addition, Taiwan plans to build a large new steel plant, a 
new naptha cracker, and new coal fired power plants. 


COMMENT 


5. While experts debate the pros and cons of the energy tax, 
legislators will sit this one out until after the elections. 

Taiwan still enjoys relatively low energy prices in East 

Asia. Academics and policy makers believe an energy tax can 
be useful to encourage conservation, but finding the correct 
formula for implementation and ensuring that the economy is 
not adversely affected will be a big challenge. END COMMENT 
YOUNG 
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1. This cable provides initial guidance for posts to use 
in responding to inquiries about the report of the Iraq 
Study Group, led by former Secretary of State James A. 
Baker lll and former Representative Lee Hamilton. 


2. BACKGROUND: The Iraq Study Group (ISG) was created on 
March 15, 2006 at the request of a bipartisan group of 
members of Congress. The facilitating agency for the 
group is the U.S. Institute of Peace (www.usip.org) with 
the support of the Center for the Study of the Presidency 
(www.thepresidency.org), the Center for Strategic and 
International Studies (www.csis.org), and the James A. 
Baker Ill Institute for Public Policy at Rice University 
(www.bakerinstitute.org). More background information is 
available on its USIP website. The ISG first briefed its 
report to President Bush, then members of Congress, and 
then posted the 140-plus page report to the websites of 


its four supporting organizations. USIP invited 
Ambassadors from Coalition members, NATO allies, plus 
Syria, Kuwait and Saudi Arabia to a briefing and 
reception with Baker and Hamilton at 5:00 pm EST on 
December 6. Reftel provides information on a recent 
briefing that senior Department and CENTCOM officials 
provided to Washington\'s diplomatic corps on the review 
processes underway and the current situation in Iraq, and 
may be used to complement information provided here. The 
President's comments can be found at 
www.whitehouse.gov/news. 


3. The Administration is not bound by the 
recommendations of the commission, although it is 
considering them seriously in the context of a wider USG 
policy review. END BACKGROUND 


4. Posts may draw on the following points in explaining 
this non-governmental report to host governments: 
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-- The Iraq Study Group (ISG) led by former Secretary of 
State James A. Baker Ill and former Representative Lee 
Hamilton is a Congressionally appointed non-governmental 


group. 


-- The ISG\'s findings and recommendations will be 
reviewed by the Administration and considered as 
important input into the administration\'s Iraq policy 
review. 


-- Our goal is a careful, deliberate consideration of 
all aspects of our strategy in order to chart a 
successful way forward. 


-- The Administration will discuss a new way ahead in 
Iraq. While there are certain recommendations that we 
might not ultimately support, there is much good in the 
report. 


-- After briefing President Bush and members of Congress, 
the ISG posted its findings on December 6 on the websites 


of its four supporting organizations at 11 am EST on 
December 6, 2006 (see background for organizations and 
URLs). 


-- The President himself said on December 4th: \"My 
attitude is, | ought to absorb and listen to everything 
that\'s being said because I\'m not satisfied with the 
progress being made in Iraq. And the good news is, 
neither is the Iraqi leadership. And so I\'m listening to 
the Iraqis. I\'m going to listen to members of Congress. 
| want to listen to, obviously, Baker-Hamilton. More 
importantly, when it comes to military matters, | want to 
listen to the military to come up with a way of achieving 
our objective quicker.\" 


-- Upon the report\'s release on Dec 6th the President 
noted: \"I told the ISG members that this report, called 
\"The Way Forward,\" will be taken very seriously by the 
administration. This report gives a very tough 
assessment of the situation in Iraq. It is a report that 
brings some really very interesting proposals. And we 
will take every proposal seriously and we will act in a 
timely fasion. The commission is headed up to Congress, 
and | urge the members of Congress to take this report 
seriously. While they won\'t agree with every proposal, 
and we probably won\'t agree with every proposal, it 
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nevertheless is an opportunity to come together and work 
together on this important issue.\" 


-- We look forward to continuing a dialogue with 
addressee host countries as the review process proceeds, 
and to consultations on how we can together further the 
international community\'s common goals in Iraq. 


5. For reference, the executive summary of this non- 
governmental report is as follows: 


BEGIN TEXT 
Executive Summary 


The situation in Iraq is grave and deteriorating. There 
is no path that can guarantee success, but the prospects 
can be improved. 


In this report, we make a number of recommendations for 
actions to be taken in Iraq, the United States, and the 
region. Our most important recommendations call for new 
and enhanced diplomatic and political efforts in Iraq and 
the region, and a change in the primary mission of U.S. 
forces in Iraq that will enable the United States to 

begin to move its combat forces out of Iraq responsibly. 
We believe that these two recommendations are equally 
important and reinforce one another. If they are 
effectively implemented, and if the Iraqi government 
moves forward with national reconciliation, Iraqis will 
have an opportunity for a better future, terrorism will 

be dealt a blow, stability will be enhanced in an 

important part of the world, and Amercia\'s credibility, 
interests, and values will be protected. 


The challenges in Iraq are complex. Violence is 
increasing in scope and lethality. It is fed by a Sunni 
Arab insurgency, Shiite militias and death squads, al 
Qaeda, and widespread criminality. Sectarian conflict is 
the principal challenge to stability. The Iraqi people 
have a democratically elected government, yet it is not 
adequately advancing national reconciliation, providing 
basic security, or delivering essential services. 
Pessimism is pervasive. 


If the situation continues to deteriorate, the 

consequences could be severe. A slide toward chaos could 
trigger the collapse of Iraq\'s government and a 
humanitarian catastrophe. Neighboring countries could 
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intervene. Sunni-Shia clashes could spread. Al Qaeda 
could win a propaganda victory and expand its base of 
operations. The global standing of the United States 
could be diminished. Americans could become more 
polarized. 


During the past nine months we have considered a full 
range of approaches for moving forward. All have flaws. 
Our recommended course has shortcomings, but we firmly 
believe that it includes the best strategies and tactics 

to positively influence the outcome in Iraq and the 

region. 


External Approach 


The policies and actions of Iraq\'s neighbors greatly 
affect its stability and prosperity. No country in the 
region will benefit in the long term from a chaotic Iraq. 
Yet IraqVs neighbors are not doing enough to help Iraq 
achieve stability. Some are undercutting stability. 


The United States should immediately launch a new 
diplomatic offensive to build an international consensus 
for stability in Iraq and the region. This diplomatic 

effort should include every country that has an interest 
in avoiding a chaotic Iraq, including all of Iraq\'s 
neighbors. lraq\'s neighbors and key states in and 
outside the region should form a support group to 
reinforce security and national reconciliation within 

Iraq, neither of which Iraq can achieve on its own. 


Given the ability of Iran and Syria to influence events 
within Iraq and their interest in avoiding chaos in Iraq, 
the United States should try to engage them 
constructively. In seeking to influence the behavior of 
both counties, the United States has disincentives and 
incentives available. Iran should stem the flow of arms 
and training to Iraq, respect lraq\'s sovereignty and 
territorial integrity, and use its influence over Iraqi 

Shia groups to encourage national reconciliation. The 
issue of Iran\'s nuclear programs should continue to be 
dealt with by the five permanent members of the United 
Nations Security Council plus Germany. Syria should 
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control its border with Iraq to stem the flow of funding, 
insurgents, and terrorists in and out of Iraq. 


The United States cannot achieve its goals in the Middle 
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East unless it deals directly with the Arab-Israeli 

conflict and regional instability. There mustbe a 

renewed and sustained commitment by the United States to 

a comprehensive Arab-Israeli peace on all fronts: 

Lebanon, Syria, and President Bush\'s June 2002 commitment 
to a two-state solution for Israel and Palestine. This 
commitment must include direct talks with, by, and 

between Israel, Lebanon, Palestinians (those who accept 
Israel\'s right to exist), and Syria. 


As the United States develops its approach toward Iraq 
and the Middle East, the United States should provide 
additional political, economic, and military support for 
Afghanistan, including resources that might become 
available as combat forces are moved out of Iraq. 


Internal Approach 


The most important questions about Iraq\'s future are now 
the responsibility of Iraqis. The United States must 

adjust its role in Iraq to encourage the Iraqi people to 

take control of their own destiny. 


The Iraqi government should accelerate assuming 
responsibility for Iraqi security by increasing the 

number and quality of Iraqi Army brigades. While this 
process is under way, and to facilitate it, the United 
States should significantly increase the number of U.S. 
military personnel, including combat troops, imbedded 
(sic)in and supporting Iraqi Army units. As these 

actions proceed, U.S. combat forces could begin to move 
out of Iraq. 


The primary mission of U.S. forces in Iraq should evolve 
to one of supporting the Iraqi army, which would take 
over primary responsibility for combat operations. By 

the first quarter of 2008, subject to unexpected 
developments in the security situation on the ground, all 
combat brigades not necessary for force protection could 
be out of Iraq. At that time, U.S. combat forces in Iraq 


could be deployed only in units embedded with Iraqi 
forces, in rapid-reaction and special operations teams, 
and in training, equipping, advising force protection, 
and search and rescue. Intelligence and support efforts 
would continue. A vital mission of those rapid reaction 
and special operations forces would be to undertake 
strikes against al Qaeda in Iraq. 


It is clear that the Iraqi government will need 
assistance from the United States for some time to come, 
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especially in carrying out security responsibilities. 

Yet the United States must make it clear to the Iraqi 
government that the United States could carry out its 

plans, including planned redeployments, even if the Iraqi 
government did not implement their planned changes. The 
United States must not make an open-ended commitment to 
keep large numbers of American troops deployed in Iraq. 


As redeployment proceeds, military leaders should 
emphasize training and education of forces that have 
returned to the United States in order to restore the 

force to full combat capability. As equipment returns to 
the United States, Congress should appropriate sufficient 
funds to restore the equipment over the next five years. 


The United States should work closely with Iraq\'s leaders 
to support the achievement of specific objectives--or 
milestones--on national reconciliation, security and 
governance. Miracles cannot be expected, but the people 
of Iraq have the right to expect action and progress. The 
Iraqi government needs to show its own citizens--and 
citizens of the United States and other countries--that it 
deserves continued support. 


Prime Minister Nouri al-Maliki, in consultation with the 
United States, has put forward a set of milestones 

critical for Iraq. His list is a good start, but it must 

be expanded to include milestones that can strengthen the 
government and benefit the Iraqi people. President Bush 
and his national security team should remain in close and 
frequent contact with the Iraqi leadership to convey a 


clear message: there must be prompt action by the Iraqi 
government to make substantial progress toward the 
achievement of these milestones. 


If the Iraqi government demonstrates political will and 
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makes substantial progress toward the achievement of 
milestones on national reconciliation, security, and 
governance, the United States should make clear its 
willingness to continue training, assistance, and support 

for lraq\'s security forces and to continue political, 

military, and economic support. If the Iraqi government 

does not make substantial progress toward the achievement 
of milestones on national reconciliation, security, and 
governance, the United States should reduce its political, 
military, or economic support for the Iraqi government. 
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Our report makes recommendations in several other areas. 
They include improvements to the Iraqi criminal justice 
system, the Iraqi oil sector, the U.S. reconstruction 

efforts in Iraq, the U.S. budget process, the training of 

U.S. government personnel, and U.S. intelligence 
capabilities. 


Conclusion 


It is the unanimous view of the Iraq Study Group that 

these recommendations offer a new way forward for the 
United States in Iraq and the region. They are 
comprehensive and need to be implemented in a coordinated 
fashion. They should not be separated or carried out in 
isolation. The dynamics of the region are as important to 

Iraq as events within Iraq. 


The challenges are daunting. There will be difficult days 
ahead. But by pursuing this new way forward, Iraq, the 
region, and the United States of America can emerge 
stronger. 


END TEXT 


6. Minimize considered. 
RICE 
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Classified By: E/P Chief Laurent Charbonnet. Reasons: 1.4 (b,d) 


1. (C) Summary: Former legislator Cyd Ho, Co-Convenor of 
\"Project Civil Referendum\", recently discussed her plans for 
a large-scale unofficial referendum in Hong Kong on March 25, 
2007 -- the same day as the Chief Executive (CE) election by 
the 800-member CE Election Committee. Ho and the other 
organizers hope to attract public participation in their 
privately-sponsored, non-binding referendum on several key 
issues, including the city\'s next CE, universal suffrage, and 
minimum wage legislation. Ho is still working to line up 
enough polling stations and funding for the referendum, but 

is hopeful that it ultimately will give the Hong Kong public 

an otherwise unavailable opportunity to voice its opinion on 

the CE election. Criticism of the referendum from the 
Government and Beijing thus far has been low-key, and Ho 
hopes that this tolerance will enable Project Civil 

Referendum to organize other referendums in the future. Ho 
was not concerned that some referendum voters might select 
Donald Tsang as their preferred CE candidate over Alan Leong; 
even if that occurred, the referendum mechanism would promote 
greater public participation in a democratic exercise. End 
Summary. 


Let\'s Ask the People 


2. (C) Cyd Ho, Co-Convenor of Project Civil Referendum, 
discussed with poloffs her work to organize a large-scale 
unofficial referendum on March 25, 2007 -- the same day as 
the Chief Executive (CE) election. Going beyond the 
800-member CE Election Committee (septels), Ho and the other 
referendum organizers hope to attract large-scale public 
participation in their privately-sponsored, non-binding 
referendum on a variety of political and economic issues 
including: 1) Who do you support as the next CE? (And in 
case there is only one CE candidate, voters will be asked to 
cast a vote of confidence on the sole standing candidate); 2) 
Do you support the introduction of universal suffrage for the 

CE election in 2012?; 3) Do you support enactment of minimum 
wage legislation?; and 4) Do you support a goods and services 
tax (GST)? (Note: This last question will likely be 

scrapped. On December 5, Financial Secretary Henry Tang 
abruptly announced that the Government had shelved the GST 
proposal due to lack of public support. End Note.) 


3. (C) The referendum will be open to all permanent residents 
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over the age of 18 and will be conducted at volunteer polling 
stations scattered throughout the city. Ho said the 

organizers hoped to line up 40 polling stations, which will 

be open from 10:00 am to 6:00 pm, but thus far had only 
secured agreement from 16 secondary schools. Pro-Beijing 
schools, she noted, had declined her invitation to serve as 
polling stations, but Ho hoped Hong Kong Cardinal Joseph Zen 
might consider hosting polling stations in Catholic secondary 
schools. Other site possibilities included social service 
centers, labor union facilities, and universities. (Note: By 
comparison, for the 2004 Legco election the HKG established 
501 polling stations. End Note.) Ho told us that she hoped 
at least 200,000 people would participate in the referendum. 


4. (C) Ho said three international observers from the 

Initiative and Referendum Institute (IRI) had agreed to 

monitor the entire polling process. On the funding side, 
organizers have raised HKD 420,000 (USD 54,000) through 
individual donations collected on the street, well short of 

the estimated HKD 1.6 million (USD 200,000) needed to run the 
referendum. 


5. (C) Asked why she wanted to organize a referendum as 
opposed to a public opinion poll, Ho explained that polls 
were a passive form of interacting with the people, with 
pollsters questioning random individuals. Referendums, on 
the other hand, required active participation in a political 
exercise. The referendum would give citizens an opportunity 
to voice their opinion on the CE election, rather than 
passively accept the results of the 800-member CE Election 
Committee. 


HKG and Beijing Reaction 


6. (C) Responding to Project Civil Referendum\'s announcement 
of its unofficial referendum, a Hong Kong Government 
Constitutional Affairs Bureau spokesperson said on November 
13 that local laws did not provide a mechanism for an 

unofficial referendum. However, \"if individuals or 
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organizations wish to gauge public views on certain issues, 

it would be up to them to decide on the means as long as 
these activities are within the law.\" Ho privately 
acknowledged that there had been some pressure from Beijing 
regarding the referendum, but said the mainland authorities 
thus far had been very low-key in their criticisms. She was 
somewhat surprised that the pro-Beijing media had not 
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\"smeared\" the project already. 


7. (C) In the recent past, other referendum proposals have 
encountered more resistance. For example, in October 2004 
Fernando Cheung, a democratic legislator representing the 
social welfare sector, put forward a motion in the 

Legislative Council (Legco) calling on the HKG to conduct a 
referendum on the introduction of universal suffrage for the 
2007/2008 CE and Legco elections. The HKG quickly rejected 
Cheung\'s proposal and Director Gao Siren of the Central 
Government Liaison Office (CGLO) said that conducting a 
referendum would be seen as a political challenge to China. 
The next attempt at hosting a referendum was during the July 
1, 2005 pro-democracy march; the Civil Human Rights Front 
hosted a \"mock\" referendum on the issue of universal suffrage 
in 2007/2008 at Victoria Park, the starting point of the 
democracy march, and collected over 7,700 votes. 
Unfortunately, the results of the \"mock\" referendum were not 
considered objective since the majority of voters were 

clearly pro-democracy supporters. Later, during an October 
2005 CE Question and Answer session in Legco, two democratic 
legislators asked CE Donald Tsang about the possibility of 
holding a referendum on the Government\'s constitutional 
reform package; he responded that it would be \"inappropriate\" 
to do so. 


8. (C) In the interest of fairness, Ho sent letters to all 

groups and organizations that might have an interest in the 
results of the referendum, including trade unions, business 
groups, and other organizations interested in GST, minimum 
wage, and democracy issues. Ho said she was committed to 
encouraging broad participation in the referendum, but did 

not expect any pro-Beijing groups to participate. Privately, 

Chan Yuen-han, a pro-Government legislator and member of the 
Hong Kong Federation of Trade Unions (a pro-Beijing trade 
union), told Ho that if the referendum only addressed the 
minimum wage and GST issues, then Chan would support it and 
perhaps even help mobilize voters. Since the unofficial 
referendum included questions on universal suffrage and the 

CE election, however, Chan said she could not support it. 


A Democratic Exercise 


9. (C) Project Civil Referendum had both supporters and 
detractors among democrats, said Ho. Some were lukewarm on 
the idea and concerned that the referendum results might even 
harm Alan Leong\'s CE candidacy, if voters chose Donald Tsang 
as their preferred CE candidate. Ho said she also had to 
consider the possibility that Leong might not garner the 100 
nominations necessary to stand in the election, in which case 
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the referendum voters would be casting a vote of confidence 
on Tsang\'s election. Because some critics were unhappy with 
the timing of the referendum, Ho had considered holding it 
prior to the CE election, but had decided that she might be 
accused by Beijing and the HKG of trying to influence the CE 
election. 


10. (C) Ho said she was relying on democratic colleagues to 
mobilize pro-democracy supporters to participate, but she was 
less concerned about the actual outcome of the referendum. 
Even if Tsang turned out to be the sole CE candidate and 
received a high vote of confidence from referendum voters, 
that would be \"okay,\" because the unofficial referendum would 
serve to get people involved and participating ina 

democratic exercise. 


11. (C) Ho hoped the March referendum would be the first of 
many such exercises in Hong Kong, and she hoped to persuade 
the Government to host a referendum on various policy issues 
in conjunction with the November 2007 district council 

elections. She speculated that the HKG would eventually have 
to propose Article 23 national security legislation, which 

the public had strongly rejected in 2003, and she opined that 
holding a referendum might be a useful means for opponents of 
the legislation to push back. Depending on the success of 

the March referendum, Ho said she also would consider holding 
a referendum next year on the issue of political reform in 

2012. (Comment: All of these ideas are clearly wishful 
thinking. The HKG has made clear that it would not endorse 
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or support any formal use of official referenda to gauge 
public opinion. Furthermore, any referendum on political 
reform almost certainly would be strongly criticized by 
Beijing, as well. End Comment.) 


Alan Leong\'s Campaign 


12. (C) Ho said she generally agreed with the democrats\' 
strategy to put forward a pan-democratic candidate to 
participate in the CE election. Boycotting the election 

would not have achieved much. There was, however, a risk 
that by participating, the democrats would help legitimize 

the inherently unfair \"small circle\" election process. Ho 

was not certain that Leong would get the 100 nominations he 
needed to contest the election, but she hoped he would 
\"strike the right message\" to the people during his campaign. 
It was a mistake, in Ho\'s view, for Leong and the democrats 
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to focus on the lack of competition in the CE race as a 

reason for CE election members to vote for Leong; it would be 
more effective to focus on these structural defects of Hong 
Kong\'s \"undemocratic\" electoral system. 


Biographic Information 


13. (C) In addition to her role as Co-Convenor of Project 

Civil Referendum, Ho is also the Chairwoman of the Hong Kong 
Human Rights Monitor, a district councilor representing the 
Central and Western districts, and a frequent media 
contributor on political and social issues. From 1998-2004, 
she was a popular Legco member known for her advocacy of 
environmental protection, human rights and democracy. In 
2004, running as an independent democrat during the Legco 
election, Ho surprisingly failed to win due to a strategic 
electoral miscalculation by Democratic Party leaders. Ho 
said she did not plan to seek re-election in the district 

council elections next year, but would contest the 2008 
Legislative Council election. She cited the financial burden 
of operating her district council office as one reason for 

her decision to forego reelection. 

Sakaue 
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SUBJECT: ACEH: FRONT RUNNERS IN ELECTION 


1. (U) Summary: As the official campaign period winds down, 
no pair of candidates has taken a decisive lead in the race 

to become Aceh Governor and Vice Governor. Three pairs of 
candidates -- Malek Raden and Fuad Zakaria, Humam Hamid and 
Hasbi Abdullah, and Azwar Abubakar and Nasir Djamil -- have 
pulled ahead of the other five competitors. Irwandi Yusuf 

and Muhammad Nazar are a distant fourth place, but gained 
ground after GAM leadership decided to withdraw formal 
support for Hamid and become neutral in the race. All 
candidates are promising essentially the same thing: peace 
and prosperity. In private meetings, however, a more nuanced 
picture emerges and differences become apparent in their 
views on critical issues ranging from the Law on Governing 
Aceh (LOGA) and reintegration to implementation of Syariah 
Law - issues of critical importance to Aceh\'s future. End 
Summary. 


A Three-Way Race 

2. (SBU) An International Foundation for Election Systems 
(IFES) poll in late November, revealed that only three pairs 
of candidates can claim more than 10 percent of likely 
voters: Humam Hamid, who is affiliated with United 
Development Party (PPP), with 16.8 percent; Malek Raden, the 
Golkar candidate, with 14.1 percent; and Azwar Abubakar, a 
former acting governor affiliated with the National Mandate 
Party (PAN), with 13.5 percent. Irwandi Yusuf, a former GAM 
leader running as an independent, came in a distant fourth 
place with 7.8 percent. Given that more than a third of 

likely voters could not or would not tell surveyors whom 

they planned to support, there are enough voters in play to 
put any of the candidates over the 25-percent threshold 
needed to win by plurality. 


3. (SBU) These survey results confirm what most Acehnese 
politicians, ulamas, journalists, and intellectuals have 

been telling us for weeks: the election will come down to 

these pairs of candidates. Many of these same observers, 
however, told us over the last week that GAM\'s withdrawing 

of its endorsement of Hamid and declaring neutrality in the 
race has given Irwandi Yusuf\'s campaign some much-needed 
momentum. (Note: After several GAM commanders threatened 
to break ranks over against GAM\'s endorsement of Hamid, 
Malek Mahmoud declared GAM neutral in the race to prevent 
the split from deepening.) Although still unlikely, a last- 

minute surge could thrust Yusuf into contention. A more 

likely outcome, however, is that Yusuf may siphon away 
enough of the pro-Hamid GAM vote to cost Hamid the election, 
particularly if there is no runoff election when GAM 
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sympathizers can rally around a single candidate. 


Campaign promises 

4. (SBU) Based on stump speeches, it is often difficult to 
tell candidates apart as allthe candidates make essentially 
the same promises: peace and prosperity for all. During the 
last several weeks, however, we have spoken with the 
candidates about their views and programs. On critical 
issues ranging from the Law on Governing Aceh and 
reintegration to Syariah law implementation, there are 
subtle but important distinctions among the candidates. 


Peace and Reintegration 

5. (SBU) Views on the peace process and reintegration of 
former rebels vary considerably among the candidates. Raden 
and Yusuf hold the most extreme, and opposed, positions, and 
Abubakar and Hamid fall in between those poles. 


6. (SBU) Malek Raden believes that the Indonesian government 
fulfilled the commitments it made in the Helsinki MOU as 
well as can be reasonably expected. In his view, government 
programs undertaken through bodies like the Aceh 
Reintegration Board are important, but there are practical 
limits to what these targeted programs can accomplish in the 
longer term. While Raden is careful not to say that he 
opposes additional reintegration activities, he appears to 
believe the election represents the culmination of the 
reconciliation process. In the future, programs to benefit 

the entire province, such as his plan to improve public 

health and education, are more important to lasting peace 
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than programs focused narrowly on ex-combatants. 


7. (SBU) Irwandi Yusuf takes the opposite view. He worries 
that many people consider the election and the departure of 
the Aceh Monitoring Mission to be the end of the peace 
process. In reality, he says, Jakarta has not fulfilled its 
commitment to compensate GAM combatants or victims of 
conflict and not enough has been done to build trust between 
the Acehnese and the military. (Note: Yusuf opposes the use 
of the word \"reintegration\" because it implies that GAM 
members are not part of mainstream Acehnese society.) 


8. (SBU) Yusuf also sees a critical need to bring together 
GAM, civil society, the government, and military in a new 
forum to replace the Commission on Security Arrangements 
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(COSA), which was previously chaired by AMM and terminates 
when AMM departs on December 15. Unless this is done, he 
says, there will be no mechanism to discuss the inevitable 
problems and misunderstandings that will arise between GAM 
and the security forces, and no institutionalized setting 

for confidence building will exist. 


9. (SBU) Humam Hamid and Azwar Abubakar take similar 
positions on reintegration and peace building. Both support 
ongoing reintegration activities and have well-defined plans 

to strengthen them further. Both candidates acknowledge that 
the provincial government will have to take the lead in 
providing additional resources for ex-combatants and victims 
of conflict because Jakarta is unlikely to provide further 
resources. 


Law Governing Aceh (LOGA) 

10. (SBU) Discussion of the LOGA diminished significantly as 
the election season began. Among the gubernatorial 
candidates, only Irwandi Yusuf insists publicly that it must 

be amended to conform to the MOU. In private, Hamid is non- 
committal about the LOGA and, while he does not want to 
offend GAM on the issue, appears willing to accept the 
existing law. Abubakar criticizes the way the LOGA was 
developed but does not appear inclined to make an issue of 
it. He told us privately that he feels some of GAM\'s 

criticisms of the LOGA amount to little more than \"commas.\" 
Raden\'s views on the LOGA are not well known, but it is 
widely believed that he would be unwilling to expend 

political capital in Jakarta trying to revise it. 


Enforcement of Syariah Law 

11. (SBU) Although none of the candidates talks publicly 
about implementation of Syariah law, it is one issue in 
which differences among the candidates are most stark. In 
private, Irwandi Yusuf expresses contempt for the way 
Syariah law is enforced. He told us recently that the 
implementation of Syariah law has interrupted the \"natural 
development" of Islam in the province and that it was 
undermining Aceh\'s international reputation. In the event he 
becomes governor, he promises to reform and cut back the 
Office of Syariah Affairs and the religious police. 


12. (SBU) Abubakar, by contrast, takes a hard line on 
Syariah law. He told us pushing the religious police to all 
corners of Aceh is one of his proudest accomplishments as 
Acting Governor. He discounts the notion that strict 
enforcement of Syariah law might hurt the economy by 
frightening tourists and investors. On the contrary, he 
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said, it is only through \"resolute\" enforcement of Syariah 
law that the Acehnese can overcome their problems. 


13. (SBU) Hamid is uncomfortable with the way that Syariah 
has been implemented and said that he would like to see the 
focus of the religious police change from enforcement to 
teaching. \"Hard methods,\" such as those used by the 
religious police, he argued, cause \"anger without leading to 
greater devotion.\" 


14. (SBU) Raden\'s detailed views about Syariah are unknown 
but are believed to moderate and consistent with his 
Muhammadiyah background. His running mate for vice governor, 
Fuad Zakaria, told us that he was not aware of problems with 

the Office of Syariah Affairs or the religious police; it 
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did not appear that Syariah was even on his radar screen. 
Pascoe 
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E.O. 12958: DECL: 10/25/2016 
TAGS: PREL, PGOV, PTER, ASEC, MARR, AF 
SUBJECT: FM SPANTA DISCUSSES JIRGAS WITH AMBASSADOR 


REF: STATE 193719 
Classified By: Ambassador Ronald Neumann for reasons 1.4 (B) and (D). 


1. (U) This cable contains action requests (see para 12). 


2. (C) FM Spanta has been seized with preparations for the 
cross-border jirgas and his December 7 meeting with Pakistan 
FM Kasuri. Afghanistan very much wants the jirgas to be 
national in nature, but is willing to accept a Pakistan 

delegation made up of Pashtuns only, provided it was made up 
of all Pashtuns (secular and moderate), not just the tribal 
radicals supporting extremists. The proposed timeframe is 
now mid-January to mid-February. Spanta was concerned that 
Pakistan might hold the jirgas hostage if its demand that the 
GOA release Baloch militant Bugti was not met. He was 
adamant he had no information on Bugti\'s whereabouts. The 
jirgas are meant to be recommendations to the government, not 
part of any legally-binding process, a point the Ambassador 
suggested Spanta make clear to FM Kasuri. Spanta asked for 
U.S. views on (1) international organizations serving as 
observers; (2) whether the U.S. would help monitor (verify 
performance) any agreements reached between the two 
countries; and (3) help in vetting the delegation lists from 

both sides. END SUMMARY 


3. (C) On December 6, Ambassador Neumann met with FM Spanta 
and conveyed the following messages: Washington remained 
keenly interested in the jirgas, the U.S. was willing to help 

in any way acceptable to both sides, and we were pleased the 

two sides had begun to discuss the issue. Only after the two 

sides have agreed or decided to disagree on certain issues 

could third parties help effectively. 


Jirga Must Represent All of Afghanistan, Can Compromise on 
Pakistan Representation 


4. (C) Spanta was seized with the jirgas, \"thinking about 
them day and night\". For the GOA, the jirgas must represent 
all of Afghanistan. They were not going to be Pashtun 

jirgas, he stressed. Spanta understood the difficulty 
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Pakistan faced in accepting the concept. For Afghanistan, 

the jirgas were a political tradition, but it understands 

that this is not the case in Pakistan. Spanta said that if 
Pakistan continued to balk at national representation on its 
side, the GOA was willing to accept having only Pashtuns from 
the Pakistan side, but they would have to be fully 
representative of all/all Pashtuns, particularly secular and 
moderates. The GOA was concerned that Pakistan would include 
only radical Pashtuns in its delegation, which would result 

in a failed jirga. This would be the GOA\'s fallback 

position; it would not be on the table immediately. The 
Ambassador suggested that Spanta make very clear to Kasuri 
Afghanistan\'s concerns about radical versus moderate 
Pashtuns, as the phrase \"all Pashtuns\" might have a different 
meaning in Pakistan. 


5. (C) The GOA will be pushing for a date around the first 

or second week of January. Mid-February would be the latest, 
Spanta indicated. One window might be February 8 or 9 to 15, 
after the Joint Commission Monitoring Board in Berlin January 
30. 


6. (C) The GOA has consistently stressed it only wants the 
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jirgas to focus on security and anti-terrorism in both 
countries. Spanta reiterated that greater cooperation and 
coordination in these two areas would be the centerpiece of 
the jirga. The GOA does not plan on bringing up the Durand 
Line and will resist Pakistan raising it during the jirgas. 


Baloch Militant Brahamdagh Bugti as Spoiler 


7. (C) Spanta was concerned about comments he had heard from 
COMISAF Richards that Musharaff had told him that Pakistan 
would hold the jirgas hostage if the GOA did not release 

Baloch militant Bugti who the GOP suspects is being given 

haven in Afghanistan. Spanta asked the Ambassador how he 
should respond if FM Kasuri demanded his release in exchange 
for going ahead with the jirgas. Spanta emphasized he had no 
information on Bugti. He only wanted to focus on the jirgas 
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and have constructive talks, he said. The Ambassador 
suggested that Spanta propose to Kasuri that the issue to be 
put on the agenda of the intel trilateral. The Ambassador 

also repeated the demarche made previously to Karzai that our 
position is that Bugti should be turned over to the GOP as a 
terrorist. 


U.S. Role and Outside Observers 


8. (C) Spanta described the GOA\'s desire to have the U.S. 
role as not only observer but judge, if the two sides could 
reach some common position. He noted that other countries 
and organizations had requested to be obervers at the jirgas 
and asked if this was acceptable to the U.S. The Ambassador 
responded that we would have no objection to the 

participation of anyone jointly desired by the two sides. He 
would seek Washington guidance on whether the U.S. would be 
willing to play a role in verifying compliance. He noted 

further that, to respond, Washington will need more detail on 
what this entailed. 


9. (C) The Ambassador suggested that, to the extent the 
Foreign Ministers can reach agreement on certain points, it 
would be useful to publish a joint statement on whatever 
points were agreed upon, as this would help take things off 
the table. 


Jirgas Are Recommendations, Not a Legal Process 


10. (C) The Ambassador observed that Pakistan was concerned 
about whether the jirgas were a political appeal or would 

result in legal agreement. Spanta\'s view was that the GOA 
wanted to avoid any legal issues. He stressed that the 

jirgas were \"recommendations\" or \"thoughts\" for the benefit 
of the governments. It would be up to governments to take 

their advice or not. Any legal process would need to go 

through the Parliaments and governments. The Ambassador 
suggested that Spanta make this point clear with Kasuri as it 
would likely reassure the Pakistanis. 


Can U.S. and International Community Approve Delegations 


11. (C) Spanta asked if the U.S. and the international 
community would be willing to approve the jirga delegations 
from both sides. The Ambassador said that he would seek 
Washington guidance. The U.S. would almost always support 
something agreed to by both sides, but whether we would play 
a role in vetting the delegation lists (e.g., to eliminate 
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terrorists or drug lords) would require more discussion to 
define that role. We might know that someone was a terrorist 
and should be excluded or have a view that a particular 
moderate should be included but many individuals would not be 
known to us, and the Ambassador doubted we would be willing 
to take a separate position in such cases. Spanta reiterated 
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his earlier concern that Pakistan might stack the delegation 
with radicals who would place objectionable items on the 
agenda, e.g., a deadline for the departure of foreign troops 
or proposal for a coalition government with the Taliban. 
Some people in Afghanistan have an \"open ear\" for these 
notions, he lamented. 


Action Requests 


12. (C) To summarize, FM Spanta asked whether the U.S.: 


a) together with others, would be willing to vet the 
delegation lists from both countries. 


b) would be willing to play a monitoring role for any 
agreements signed by the two countries. 


c) wished to express any view on other countries serving as 
observers or helping organize the jirga. 
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E.O. 12958: N/A 

TAGS: PHUM, PGOV, MG 

SUBJECT: Mongolian Human Rights Commission Claims Widespread Abuse 
of Suspects, Poor Conditions for Pre-Trial Detainees 


1. SUMMARY: The Mongolia\'s National Human Rights Commission annual 
report devotes 29 pages to chronicling the widespread abuse of 
pre-trial detainees and the poor conditions under which they are 
imprisoned. It\'s grim reading, with case after case of deaths 

caused due to beatings, reportedly often by cellmates instructed by 
investigators to coerce confessions. The Commission notes that a 
legal system dependent on confessions and investigators whose pay is 
tied to the number of cases they solve provide strong inducements to 
abuses. A climate of impunity exists since legal provisions contain 
loopholes and prosecutors fail to prosecute even well-grounded 
cases. The Commission declared that no pre-trial detention facility 

in Mongolia meets national standards, with most lacking heating, 
sanitation, or ventilation. Overcrowding, abysmal food and the real 
risk of catching tuberculosis add to the miseries of those awaiting 

trial, according to the report. The Commission hopes that its 

report, along with the 2005 criticism of the UN Special Rapporteur 

on Torture, will prompt adoption of at least some of its 
recommendations. The government\'s working group convened in the 
wake of the Rapporteur\'s criticism has drafted some helpful changes 
to the criminal code, and the Cabinet has submitted these to the 
parliament. END SUMMARY. 


Following Up on the Special Rapporteur 


2. Mongolia\'s National Human Rights Commission (NHRC) released its 
annual report on human rights conditions in May. For the first time 

in the body\'s five year history, the report was discussed in 

parliament. The National Commission on Human Rights (NCHR) consists 
of three senior civil servants nominated by the president, the 

Supreme Court, and the parliament for terms of six years. It began 
operations in 2001. Police abuse of suspects and poor prison 

conditions have been recurrent major themes in the NHRC\'s annual 
reports. This year\'s report contained an even lengthier -- and 

grimmer -- expose of these problems, frequently citing the June 2005 
visit to Mongolia of the UN Special Rapporteur on Torture (the 

report on that visit was released in December, and is available at: 
http://daccessdds.un.org/doc/UNDOC/GEN/G05/ 
167/32/PDF/G0516732.pdf?OpenElement). The head of the NHRC noted to 
Poloff that the NHRC invited the Rapporteur to Mongolia in the hopes 
that external attention to the situation would aid in bringing about 
corrective action. 
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Beating Out Confessions 


3. The NHRC found widespread prisoner allegations of coercion, and 
cited many example cases where abuses had been proven or were 
credible. The Commission noted that the UN Special Rapporteur had 
found that, \"The criminal justice system, which relies heavily on 
obtaining confessions for instituting prosecutions, makes the risk 

of torture and ill-treatment very real.\" Among the 1,338 detainees 
the Commission surveyed at eight pre-trial detention facilities, 

over 70% said they had confessed after either duress or actual 

force. The situation was especially dire in Gants Khudag and Tuv 
Aimag detention facilities (note: both near Ulaanbaatar), where 80% 
of detainees made such claims. 


4. The NHRC cited many credible cases where suspects were placed in 
cells with violent convicts who had been instructed by investigators 

to coerce confessions. The Commission noted that cases have become 
even more widespread despite a 2002 State Great Hural report 
condemning the practice. The NHRC reported that it had investigated 
an April 2005 case in Tuv aimag where a suspect in a homicide case 
had died 12 days after arrest; he had been released with severe 
bruising over his body and breathing problems, and died from liver 
failure. According to the NHRC, the man\'s cellmate for nine days 
admitted he had beaten the deceased, but said he had done so under 
the instruction of an investigator who wanted the homicide suspect 

to confess. The NHRC found evidence which corroborated these 
allegations. While the case was referred to the prosecutor\'s 

office, no charges were filed against the investigator. In a June 

2005 case, police in an Ulaanbaatar district detained a homicide 
suspect for three days without informing his relatives. On the 

third day, he was returned to his family, beaten with bruises all 

over his body, and incoherent. He died shortly after being 

delivered to a trauma unit. The NHRC concluded that, \"The 
circumstances of his death would suggest that he was tortured in 
order to extract testimony.\" 


5. The NHRC found that confessing to what one actually did is not 
necessarily enough for investigators; in fact, the NHRC claimed 
there is an increasing tendency among investigators to get such 
persons to confess to other crimes. The Commission cited the case 
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of a man detained at Darkhan-Uul Aimag police apprehension facility 
in May 2005, after which he genuinely confessed to the theft of 

three horses. However, the investigator demanded the man include in 
his statement a confession of the theft of other livestock including 
three cattle and twenty-six more horses. The man refused and was 
beaten with a baton on his arms, legs, and ear, resulting in serious 
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trauma. 


6. The NHRC expressed particular concern about the poorly-monitored 
actions of short-staffed police stations in rural soums (counties). 
\"The public inquiry revealed that operations of these police 

stations would constantly breach human rights in the community.\" 
The Commission cited cases uncovered during its inquiry in Uvs 
aimag, including one soum where a police officer routinely beat 
intoxicated persons and handcuffed them to poles barefoot in winter 
(Note: winter temperatures in Mongolia routinely reach -40F 
degrees). Sixty persons petitioned the aimag prosecutor to take 
action; the prosecutor declined for \"lack of substantial evidence,\" 
after which the officer became even more violent. 


Pay for Performance 


7. The NHRC found that \"pay for performance\" agreements with 
investigators closely tie salaries to cases solved, and thus are a 
direct contributor to human rights violations. The Commission cited 
the agreement for an investigator in one Ulaanbaatar district which 
ties 45% of pay to clearing a stated number of cases within time 
limits and uncovering specific numbers of crimes; failures to meet 
the marks result in deductions from pay. The NHRC concluded that, 
given the many factors which affect criminal investigations other 
than police ardor, including resources and technology, agreements 
tying pay to cases cleared lead to violations of rights by 
investigators. 


A Climate of Impunity 


8. The Commission noted, \"In the past three years, the 

Investigation Department of the General Prosecutor\'s Office received 
2,100 complaints and petitions on alleged crimes by law enforcement 
officers, 4.2% of which were in relation to cases of 

self-incrimination under coercion, duress, threat, and other illegal 
means. Statistical analysis of data revealed that such complaints 

had increased annually by 4.2% and 5.6% respectively. During this 
period (2003-2005) investigation proceedings were conducted on 11 
cases of alleged forced confessions; three cases were dismissed. 
Even though torture victims are discouraged from filing complaints, 
despite remedial efforts, these statistics prove that such 

violations of human rights are persistent in the system.\" 


9. The UN Special Rapporteur told the UN Human Rights Council in 
September 2006 that, WI found that impunity goes unimpeded (in 
Mongolia) because of the absence of a definition of torture in line 
with the Convention, the lack of effective mechanisms to receive and 
investigate allegations, and a basic lack of awareness of the 
standards relating to the prohibition against torture on the part of 
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prosecutors, lawyers and the judiciary.\" In its May report, the 
NHRC found that, \"Loopholes in the legislation maintain depraved 
practices where cases relating to abuse of authority, torture, and 
ill-treatment by law enforcement officers are dismissed on the 
grounds of insufficient evidence, mutual settlement between the 
offender and the complainant, or that the offender had compensated 
damages. In 2005, more than 256 police officers were investigated 
in relation to alleged crimes, and half of the cases were dismissed 
on the above grounds. The percentage of cases dismissed is well 
above average when compared to other types of cases and disputes.\" 
Rather than independent investigations of credible allegations of 
torture, the Commission found that, \"the entire response mechanism 
(is) limited to the production of referrals and letters by 

organizations and their officials.\" (Note: The USAID-funded 
Judicial Reform Project helped equip a Special Investigative Unit, 
which investigates crimes alleged to be committed by police. The 
unit has investigated hundreds of alleged crimes. While the unit 
has passed its finding to prosecutors, the number of convictions has 
been disappointing, and in two cases, police officers were promoted 
after their convictions.) 


10. Among other problems, the Commission noted that Mongolia\'s 
criminal law does not define inflicting mental pain as torture, and 
only makes infliction of physical torture an offense for 

investigators and inquiry officers; ordinary police and other 

officials cannot be punished for torture. No language in the 
criminal code allows prosecution for complicity in torture, which 
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the Commission noted is a glaring fault given that, \"acts of torture 
are not administered directly by a criminal investigation official 

but rather, with his consent, investigation or acquiescence, by 
other persons, including inmates.\" Civil damages for torture can 
only be pursued for actual material damages, not mental pain or 
other damages. 


11. The Commission cited a case in which a man genuinely confessed 
to stealing 26 horses, but initially refused to add on other 

unsolved thefts to his confession. He was ultimately induced to do 

so after undergoing imprisonment during which his weight dropped 
from 130 to 98 pounds. The man died after release due to 
tuberculosis contracted in prison, where he had received only 

limited and substandard medical care. In 2003, a court dismissed a 
suit for damages brought by his relatives, ruling that nothing 

illegal had been done. \"In other words,\" wrote the Commission, \"the 
courts decided that prolonged detention, leading to health detriment 
and subsequent death, could be justified by investigation 
requirements.\" 
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Throwing Away the Key 


12. The Commission noted that Mongolian legal provisions allowing 
prolonged pre-trial detention -- 30 months for \"serious crimes\" and 
24 months for other offenses -- had been criticized by the UN 
Special Rapporteur as a violation of international standards. In 

its own survey of inmates in eight detention facilities, the 
Commission found 26.4% who had been in detention longer than six 
months, including 8.1% for more than a year, and 1.2% for over two 
years. The Commission noted that during a November 2005 inspection 
visit to Gants Khudag it found four detainees who had been held 
longer than the 24-month detention limit by virtue of letters from 

the prosecutor\'s office. The letters incorrectly asserted that 

certain periods of detention should not be counted against the 

limit, which led the Commission to express alarm that such tactics 
\"illustrate how far illegal actions could be undertaken.\" 


13. The Commission also expressed concern about the fact that 
prisoners frequently lack legal representation, and often are unable 
to meet with either lawyers or family members. The Commission 
commented that the lack of regular, confidential access by outsiders 
to prisoners reduces the likelihood torture can be prevented or 
detected. The Commission noted that, \"In practice, the provision in 
the executive decree (issued in 2005 by the Minister for Justice and 
Home Affairs) empowers the inquiry officer to approve either a visit 
or meeting to the detainee, depending on the \'progress\' of the 
investigation.\" The Commission noted that conditions at many 
detention centers, and especially at Gants Khudag, make private 
meetings effectively impossible. Of the 1338 detainees surveyed by 
the Commssion, 63.6% were receiving visits, and 36.4% were not; in 
Gants Khudag, 44.2% were not receiving visits. Moreover, 31.1% of 
the detainees were not receiving legal assistance, and 22.3% had 
never had any individual meetings with their lawyer. In one aimag 
detention center, 61.2% of the respondents had never received any 
legal assistance. 


Appalling Conditions in Detention Facilities 


14. The NHRC noted that in 2004 it conducted a joint inspection of 
all detention facilities with the Ministry of Justice. During its 
inquiries in the year before the new report, it examined what 
corrective action had been taken at various facilities. Its 
conclusion: \"From the results of both inspections, it became 
apparent that no single detention facility meets national standards. 
Cells at the facilities are built without external windows ... (and 
have a) total absence of ventilation and sanitation systems. ... 
Most cells are without heating systems and with extremely low 
temperatures during the winter cold.\" 
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15. The NHRC also found that overcrowding was routine. The Gants 
Khudag detention facility in Ulaanbaatar held 1009 persons in July 

2005; its rated capacity was no more than 670 persons. Some cells 
held 10-12 detainees, with the result that prisoners had less than 9 
square feet each. The NHRC commented that, \"Overcrowding at aimag 
detention cells is even worse, and poor ventilation and sanitation 
systems further worsen the conditions.\" (Note: Officials told the 
Embassy that in late November Gants Khudag held 694 inmates, only 
slightly more than capacity. This is a welcome improvement, but may 
be the short-term result of an amnesty passed by Parliament in June 
which not only pardoned convicted inmates but exempted some persons 
from punishment who had committed crimes but had not yet been 
convicted or even charged, thus lowering the number of persons in 
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pre-trial custody.) 


16. The NHRC stated that, \"Contrary to international standards, 
conditions at pre-trial detention centers are inferior to those at 
penitentiary facilities. ... most cells at pre-trial detention 

facilities do not have clean water supply... The food ration of the 
detainees is limited to meals based on intestines and millet... the 
cheapest food stock available in the market.\" During its July 2005 
visit to Gants Khudag, the NHRC found 43 undernourished detainees, 
some of whom had lost more than 30 pounds. The Commission also 
noted that prisoners not infrequently contracted tuberculosis in 
pre-trial detention facilities; at least 32 detainees in Gants 

Khudag in 2004 had done so, and 8 in 2005. 


NHRC\'s Recommendations 


17. The NHRC concluded the 29 pages chronicling the situation with 
13 broad recommendations, ranging from ensuring that Mongolia\'s 
criminal code fully covers all offenses envisioned in the Convention 
Against Torture to reducing allowable pre-trial detention and 

strictly enforcing limits, to ensuring regular private visits to 

detainees by family and lawyers to replacement of detention 

facilities on a phased basis. 


Changes Presented to Parliament 


18. As a result of the Rapporteur\'s report, the government convened 
a working group. The USAID-funded Judicial Reform Project worked 
with this group on amendments to the Criminal Procedure Code. Draft 
amendments to the Code have been approved by the Cabinet and 
submitted to Parliament. The draft amendments reduce the time 
allowed in pretrial detention for less serious crimes, which improve 
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the access of lawyers to suspects and people questioned about a 
crime and other areas relevant to arrestees and detainees. The 
working group also considered what improvements might be made in 
conditions at pre-trial detention centers. 


The Benefit of Public Attention 


19. Even before those legal changes, the UN Special Rapporteur\'s 
visit and the NHRC\'s sustained attention to the issue may be having 
positive effects. A lawyer active in human rights cases told 

emboffs on December 6 that there have been fewer major prison abuse 
cases this year than last year. She had not heard of any 2006 cases 
of investigators coercing one inmate into torturing another to 

induce a forced confession. Moreover, she said, fewer people have 
died from tuberculosis because measures were finally taken to 
establish decent hospitals for prisoners, as the specific result of 

a case highlighted by the UN official. She also cited the helpful 

effect which the U.S. Human Rights Report has in highlighting human 
rights problems, and therefore helping to spur improvements. 


Minton 
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STATE FOR ISN PDAS MCNERNEY, EAP/FO, EAP/K AND EAP/ANP 
E.O. 12958: DECL: 12/07/2016 

TAGS: KNNP, PARM, PREL, PGOV, NZ, KN 

SUBJECT: E.O. 13382 ENTITIES -- EXAMPLES OF PROLIFERATION 
REF: SECSTATE 193703 


Classified By: Political-Economic Counselor Katherine B. Hadda, 
for Reasons 1.4(b) and (d) 


1. (S) On December 6, PE Couns delivered reftel information 
to David Taylor, Director of the North Asia Division at the 
Ministry of Foreign Affairs and Trade. Taylor said that the 
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information will greatly help NZ officials understand the 
range of proliferation activities to watch for. He also said 
that off-hand he did not recognize any of the DPRK entities 
cited, but would let the Embassy know if others in the GNZ 
had any information about them. 

McCormick 
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LONDON AND PARIS FOR AFRICA WATCHERS 


E.O. 12958: N/A 

TAGS: KDEM, PGOV, KE 

SUBJECT: SENATOR FEINGLOD TOLD OF CHALLENGES TO KENYA\'S 
ELECTORAL PROCESS AND HUMAN RIGHTS RECORD 


REF: A. NAIROBI 3973 
B. NAIROBI 3679 


1. (SBU) Summary and Comment: Top electoral and human 
rights officials confided to Senator Feingold the numerous 
challenges facing the independence of their institutions. 

The Electoral Commission of Kenya highlighted the limitations 
on their ability to penalize electoral malpractices, while 

the Kenyan National Commission on Human Rights cited 
politically motivated corruption charges and control over 

their finances as government tools to silence its critics. 

The Senator\'s diplomatic show of support to both of these 
beleaguered institutions gives a much needed boost to their 
efforts to promote human rights, including a free and 
transparent electoral process. End Summary and Comment. 
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2. (U) Senator Russell Feingold, staffer Grey Frandsen, 
Polcouns, and Poloff visited the headquarters of the 

Electoral Commission of Kenya (ECK) on November 28 and met 
with top electoral officials at a time when the credibility 

and independence of the institution is under threat. ECK 
Chairman Samuel Kivuitu, joined by three other commissioners, 
highlighted the difficulties facing the institution regarding 

the upcoming national elections, anticipated to be held late 
2007. Senator Feingold applauded the ECK\'s successful 
management of the 2002 general elections. 


Electoral Shenanigans Difficult to Discourage 


3. (SBU) When asked by Senator Feingold about what the 
Commission is doing to respond to allegations of misconduct 
during the July by-elections, including misuse of government 
resources and flat-out bribery by politicians and their 
supporters (ref A), ECK chairman Kivuitu said that the ECK 
was very concerned about the allegations and had received 
three separate reports documenting allegations of 
irregularities. He said he even received a call the day of 

the polling from a distraught ECK commissioner who had 
witnessed first hand misconduct by senior political leaders 

in broad daylight. However, he complained that the ability 

of the ECK to take action to redress electoral malpractices 

is severely constrained. Kivuitu lamented that the ECK\'s 
hands were tied to impose serious consequences for misconduct 
such as to nullify or delay election results. While in 

theory, the ECK could take such action, in practice it is 
nearly impossible under current regulations. According to 
Kivuitu, to delay or nullify the results, the ECK must 

present concrete evidence of the wrongdoing to a High Court, 
which may be several hours drive from the location of the 
alleged electoral malpractices, before the close of the polls 
-quite a Herculean feat under even the most favorable of 
circumstances. At best, the tools available to the ECK allow 
them to reprimand and/or fine wrong-doers. Kivuitu stated 
that he and other commissioners have been agitating for 
change to these provisions, but was pessimistic about 
achieving the changes through law due to the paralyzing 
effect of political wrangling on law-making in Parliament. 


4. (SBU) Kivuitu explained that the allegations contained in 
the three reports are being extensively reviewed and analyzed 
by the committee on the electoral code of conduct. Kivuitu 
suggested that the ECK\'s response in this instance might be 
to call a press conference and name and shame the culpable 
parties, to drive home the point that misuse of state 
resources and illegal inducements to voters is wrong and will 
not be tolerated. (Note: Kivuitu did not suggest fines as an 
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option in this case, perhaps acknowledging the significant 
obstacles to taking tougher action posed by certain members 
ofthe ECK who are allied with the political parties accused 
of the misconduct. End Note.) 


5. (SBU) The ECK\'s limited ability to impose penalties for 
electoral violations is compounded by the composition of the 
Commission. Currently, commissioners are appointed to 
represent political interests, i.e., government or 

opposition, and these loyalties undermine the independence of 
the commission and its ability to take disciplinary action, 
according to Kivuitu. The ECK Chairman stressed that it is 

of paramount importance that the Commission be perceived by 
all Kenyans to be objective. Kivuitu stated that the 

credibility of the institution would be adversely affected if 


proposed changes (including changes to the composition of the 
ECK in the Elections Bill currently before Parliament) to the 
ECK were adopted so close to the general election. 


Critical Human Rights Body 
Defiant Despite \"Corruption Whip\" 


6. (SBU) Senator Feingold followed his visit to the ECK with 

a call on the headquarters of the beleaguered Kenya National 
Commission on Human Rights (KNCHR). The Chairman of KNCHR, 
Maina Kiai, expressed his appreciation for the Senator\'s 

visit and the continued support of the U.S. Embassy. The 
KNCHR, and Kiai in particular, has been very outspoken in its 
criticism of the government on human rights, corruption, and 
even the misuse of state resources in political campaigns. 
(Note: the KNCHR\'s report on electoral abuses during the July 
by-election is among the reports currently being reviewed by 
the ECK. End Note.) Kiai, who has been the victim of 
allegations of corruption, widely believed as a result of his 
outspokenness (ref B), accused the government of brandishing 
the \"corruption whip\". He explained that under the previous 
regime, accusing opponents with \"sedition\" was a favored tool 
to silence critics. He said that the current administration 

has replaced \"sedition\" with \"corruption\", with the intent of 
having equal effect in silencing the government\'s perceived 
opponents. 


7. (SBU) The KNCHR Chairman explained that the current 
funding structure also poses a direct threat to the KNCHR\'s 
independence. Unlike the Kenya Anti-Corruption Commission, 
which is funded directly from the Treasury, the KNCHR 
receives its funds through the Ministry of Justice and 
Constitutional Affairs. Kiai stressed the inherent conflict 

of interests in bestowing the power of the purse to an 
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institution over which the KNCHR has a mandate to exercise a 
watchdog function. 


U.S. Support for Balancing Human 
Rights and the Counter-Terrorism Agenda 


8. (SBU) Senator Feingold expressed his support for the 
efforts of the KNCHR to ensure that provisions of the 
proposed Anti-Terrorism legislation adequately balances the 
protection of human rights and national security concerns. 
Feingold\'s explanation of his objections to the U.S. Patriot 
Act were well received by the human rights audience and his 
emphasis that while counter-terrorism and security are top 
U.S. priorities, the safeguarding of human rights is 
essential. This message that enhanced security and the 
protection of human rights are not necessarily mutually 
exclusive is a timely and welcomed addition to the pubic 
debate in Kenya over the controversial Anti-Terrorism 
legislation. 


RANNEBERGER 
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RUEHNR/AMEMBASSY NAIROBI PRIORITY 0408 
RUEHBS/USEU BRUSSELS PRIORITY 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 11/15/2011 
TAGS: PGOV, PINS, SOCI, SU, TZ 
SUBJECT: TANZANIAN FOREIGN MINISTER TO ATTEND AFCARPAC 


REF: STATE 194464 


Classified By: D. Purnell Delly, Deputy Chief of Mission, for reason 1. 
4 band d. 


1. (C) Dr. Joram Biswaro, Ambassador and Director for Africa 
at the Ministry of Foreign Affairs, confirmed that Tanzania 
would be sending a delegation to attend the African Caribbean 
Pacific Group of States Summit in Khartoum, Sudan. Biswaro 
said that the Minister of Foreign Relations, Dr. Asha 
Rose-Migiro, would lead the Tanzanian delegation. Poloff 
stressed that by attending the Summit in Khartoum, Tanzania 
would signal tacit approval of President Bashir\'s defiance of 
the United Nations not to mention the tragedy in Darfur. 
Biswaro, however, could not be persuaded: \"Khartoum is just 
a venue!\" he exclaimed. Poloff noted that this venue was 
meant to discuss peace, stability, and democracy, three 
issues which President Bashir has shown a flagrant lack of 
commitment to. 


2. (C) Regarding a possible statement condemning Khartoum, 
Biswaro said that Tanzania would take part in the Group\'s 
declaration which would emphasize commitment to democracy, 
the rule of law etc. \"Sudan is clearly not democratic and 

not upholding the rule of law in Darfur. Such a declaration 

will, therefore, make the Group\'s position clear." 

RETZER 
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SIPDIS 
DEPARTMENT FOR AF/C 


E.O. 12958: DECL: 12/06/2016 
TAGS: MOPS, PREL, RW 
SUBJECT: GOR:NKUNDA FIGHTING FARDC NOT FDLR 


REF: IIR 6 913 2013 07 
Classified By: Poloff GLearned, Reasons 1.4(d) 


1. (C) According to Rwanda Defense Forces (RDF) spokesman 
Major Jill Rutaremara the recent fighting in North Kivu 

(reftel) is between the forces of renegade General Laurent 
Nkunda and the Armed Forces of the Democratic Republic of 
Congo (FARDC). At 1530 local time 6 December Rutaremara told 
poloff that Nkunda had attacked and driven FARDC elements out 
of Rutshuru and vicinity and into southwest Uganda. He said 

no refugees or troops had entered Rwanda. Rutaremera did not 
communicate an exact location of Democratic Forces for the 
Liberation of Rwanda (FDLR) but stated that the RDF did not 
think FDLR elements were involved or even near the latest 
fighting. 

ARIETTI 
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SUBJECT: Jordanian Cabinet Following the November 22 
Reshuffle 


Refs: A) AMMAN 8572 B) AMMAN 8603 C) 05 Amman 9387 


1) (U) As reported ref A, the cabinet reshuffle 

announced November 22 added nine new ministers to the 
government of PM Marouf Al-Bakhit. Bakhit dismissed seven 
ministers (Abid Shakhanbeh, Azmi Khreisat, Saeed Darwazeh, 
Akef ZuQbi, Sabri Rbiehat, Munir Nassar and Omar Al Kurdi), 
and carved out two new portfolios, a Minister of State for 
Prime Ministry Affairs, and a Minister of State for Legal 
Affairs. Two ministers, Sharif ZuQbi and Salim Khazaaleh, 
were assigned new portfolios. Meanwhile, the Parliamentary 
Affairs portfolio shifted from the Minister of Political 
Development to the Minister of Public Sector Reform. 
Paragraph 2 names the complete cabinet, and paragraph 3 
provides biographical information on the new ministers. 

Ref C provided biographical information on the original 
cabinet, named November 27, 2005. 


2) (U) Complete list of cabinet members: 


-- Marouf Al Bakhit, Prime Minister and Minister of 
Defense 

-- Ziyad Fariz, Deputy Prime Minister and Minister of 
Finance 

-- Abdelelah Al Khatib, Minister of Foreign Affairs 

-- Nader Thuheirat, Minister of Municipal Affairs 

-- Eid Al Fayez, Minister of Interior 

-- Muhyiddine Touq (new), Minister of State for Prime 
Ministry Affairs 

-- Hosni Abu Ghaida, Minister of Public Works and Housing 
-- Khalid Tougan, Minister of Education and Minister of 
Higher Education and Scientific Research 

-- Sharif ZuQbi, Minister of Justice (formerly Minister of 
Industry and Trade) 

-- Khalid Samara ZuQbi (new), Minister of State for Legal 
Affairs 

-- Khalid Shraideh (new), Minister of Energy and Mineral 
Resources 

-- Saad Kharabsheh (new), Minister of Health 

-- Saud Nseirat, Minister of Transport 

-- Salim Khazaaleh, Minister of Industry and Trade 
(formerly Minister of Public Sector Reform) 

-- Suhair Al Ali, Minister of Planning and International 
Cooperation 

-- Khalid Irani, Minister of Environment 

-- Bassem Al Salem, Minister of Labor 

-- Mohammad Thuneibat (new), Minister of Public Sector 
Reform and Minister of State for Parliamentarian Affairs 
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-- Abdul Fattah Salah, Minister of Awgaf and Islamic 

Affairs 

-- Thafer Al Alem, Minister of Water and Irrigation 

-- Mustafa Qurunfleh (new), Minister of Agriculture 

-- Adel Al Twaisi, Minister of Culture 

-- Mohammad Oran (new), Minister of Political Development 
-- Suleiman Tarawneh, Minister of Social Development 

-- Osama Dabbas (new), Minister of Tourism and Antiquities 
-- Bassem Rousan (new), Minister of Communications and 
Information Technology 


3) (SBU/NOT FOR DISTRIBUTION OUTSIDE USG ) 
Bios for the new ministers follow: 


-- Muhyiddine Toug, Minister of State for Prime Ministry 
Affairs. Muslim, Circassian East Banker. Born in Amman in 
1944. BA in philosophy from the University of Jordan; M.A. 
from Ball State in 1970, and a PhD. in educational 

philosophy from a U.S. university in 1972. Taught at the 
University of Wisconsin for one year; joined University of 
Jordan (UJ) in 1973; professor at the faculty of education 

in 1982; Dean of Students Affairs at UJ; Dean of the 

Faculty of Education at the University of the UAE from 1984 

Q 1990; President of Philadelphia University in Amman for 

one year; Director of Higher Education with UNESCO and 
UNRWA. Appointed Minister of Administrative Development in 
Zaid ben ShakerQs third cabinet in 1995. Appointed 

Director of UNRWA/UNESCO Department of Education in 1996. 
Member of the Economic Advisory Council for King Abdullah 

Il, and is a member of the Royal Commission on Human Rights 
in Jordan. Permrep to the United Nations in Vienna 2001- 
2003, during which time he was a key actor in negotiations 

to draft the UN Convention Against Corruption. Ambassador 
to Belgium and the EU in 2005. President of the Jordan 
Institute of Diplomacy until 2005. 


-- Khalid Samara ZuQbi, Minister of State for Legal 
Affairs. Muslim, East Banker. Born in Ramtha in 1944. 
Studied law in Egypt, where he also obtained a PhD in 
general law. He held the portfolio of Minister of State 
for Legal Affairs in the government of Abdul Salam al- 


Majali twice, in 1995 and 1998. During his second tenure 
he also handled the parliamentary affairs portfolio. He 
was the President of al Zaytooneh University. Until he was 
appointed minister, ZuQbi served as a professor at the 
Amman Arab University and practiced law. No relation to 
Justice Minister Sharif ZuQbi. 


-- Khalid Shraideh, Minister of Energy and Mineral 
Resources. Muslim, East Banker. Born in Irbid in 1948. 
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Earned his BA, MA and PhD from Utrecht University in the 
Netherlands in physics and mathematics. Started his 
working life at the Royal Institute for Culture and 

Sciences from 1980-1981; the Higher Education Council from 
1982-1986; physics professor at the University of Jordan 
from 1986-1989; joined the Higher Council for Sciences and 
Technology in 1989 and became its Secretary General in 
2004. 


-- Saad Kharabsheh, Minister of Health. 

Muslim, East Banker. Born in Salt in 1950. He obtained his 
bachelors degree in medicine and surgery from Baghdad 
University in 1975. Earned his MA in epidemiology from Ein 
Shams University in Egypt in 1987. Earned the Certificate 

of the Jordanian Board of Public Health in 1995; he served 
as the ministryQs Director General for Primary Healthcare, 

a proponent of preventive care. He was appointed Secretary 
General of the Ministry of Health in 2003. Dr. Kharabsheh 

is married and has six children. 


-- Mohammad Thuneibat, Minister of Public Sector Reform 
and Minister of State for Parliamentary Affairs. 

Muslim, East Banker. Born in Karak in 1950. Obtained aBA 
in political science in 1975 from the University of Jordan. 
Obtained a PhD in administration/human resources management 
from the University of Southern California. Dr. Thuneibat 
was a professor at the University of Jordan for several 

years. In 1992, he was a consultant at the Prime Ministry, 
and then became head of the Surveillance and Administrative 
Inspection Department until 1994. Appointed Minister of 
State for Administrative Development in 1994-1995, and head 
of the Arab Association for Administrative Development. He 
is amember of the Civil Service Council, and the Royal 
Commission for Administrative Reforms. Appointed Minister 
of State for Administrative Development in Abu al RaghebQs 
first cabinet in June 2000. In addition to this portfolio, 

he also served as Minister of Culture in the second 

reshuffle of Abu al Ragheb\'s cabinet in October 27, 2001. 
Appointed Minister of Administrative Development in Abu al 
Ragheb\'s second cabinet in January 2002. In addition to 

this portfolio, he also served as Minister of Environment 

after the second reshuffle of the second Abu al Ragheb\'s 
cabinet in January 12, 2003. ThuneibatQs brother, Abdul 
Majeed Al-Thuneibat, is a former Controller General of the 
Muslim Brotherhood. 


-- Mustafa Qurunfleh, Minister of Agriculture. 

Muslim, West Banker. Born in Jaffa in 1944. Obtained a BA 
in horticulture from the University of Cairo in 1969, an MA 

in horticulture from University of California-Davis in 

1979, and a PhD in horticulture from Kansas State 
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University in 1982. Served as Vice Dean of the University 
of JordanQs faculty of agriculture and was appointed Dean 
of the Faculty in 2003. Qurunfleh, who has been a 
professor since 1993, also served as chairman of the 
Department of Plant Production. Until his appointment as a 
minister, he was Vice President for Administrative Affairs 

at the University of Jordan. 


-- Mohammad al Oran, Minister of Political Development. 
Muslim, East Banker. Born in Tafileh, 1945. BS in 
medicine from St. GeorgeQs Hospital in London. Served in 
the Royal Medical Services until 1974, after which he 
returned to England to earn membership of the Royal College 
of Physicians and went into private practice. Former 

council member of the Greater Amman Municipality. Oran, 
who was elected to the Chamber of Deputies in 1997, also 
served as president of the Jordanian DoctorsQ Association 
for two terms from 2001 to 2005. Oran became Secretary 
General in 1997 of the Arab Land party, a leftist movement 
founded in 1996, which is a member of the National 
Coalition of Opposition Political Parties. As party leader 

and as head of the DoctorsQ Association, he was a frequent 
critic of U.S. policy in the Middle East. He stepped down 
from both posts after joining the cabinet. 


-- Osama Dabbas, Minister of Tourism and Antiquities. 
Muslim, East Banker. Born in 1954. Obtained a Bachelors 
degree in Business Administration in Britain, and an 
advanced diploma in tourism in Germany. Served as General 


Manager of the Aqaba Intercontinental Hotel until his 
appointment as minister. He was also a member of the 
Jordan Tourism Board. 


-- Bassem Roussan, Minister of Telecommunications and 
Information Technology. Muslim, East Banker. Born in 
Amman in 1947. Roussan holds a BA degree in electrical 
engineering from Ein Shams University in Egypt in 1970, and 
an MA degree in electrical engineering from Southern 
Methodist University in Texas. He served in the Royal 
Jordanian Air Force communications department, and then 
joined FastLink telecom company in 1997, where he served as 
director of the engineering department until March 2002. 

He was Deputy Chief Executive Officer of FastLink prior to 
his appointment as minister. 


VISIT AMMANQS CLASSIFIED WEB SITE AT 
HTTP://WWW.STATE.SGOV.GOV/P/NEA/AMMAN/ 
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SIPDIS 
SIPDIS 


DEPT FOR OES, EUR/CARC, EUR/ACE AND EUR/PGI - CCONNORS 
PLEASE PASS TO USAID - APEREIRA 


E.O. 12958: N/A 
TAGS: EAGR, EAID, PREL, TBIO, KFLU, AM 
SUBJECT: AVIAN FLU PREPAREDNESS IN ARMENIA 


REF: A. A) STATE 190899 
B. B) YEREVAN 268 


1. The GOAM, with support from the USG, has significantly 
improved its avian flu preparedness, but would still face 
serious challenges responding to a large-scale outbreak. At 

a recent meeting, Deputy Minister of Agriculture Levon 
Rukhkian told us that the Ministry had almost completed a 
series of regional training seminars for veterinarians based 

on the National Response Plan. The seminars, which were 
designed with USG assistance, focus on teaching veterinarians 
to identify suspicious bird deaths, conduct preliminary field 
testing for Al, prepare and ship samples to a central lab in 
Yerevan and implement appropriate quarantine and culling 
measures. USAID has also helped Armenia to procure and equip 
two rapid response vans which will deploy to any area where 
there is a suspected Al outbreak to assist with case 
identification and appropriate response measures. The vans 
are scheduled to be fully operational in the next two weeks. 


2. In-country diagnostic capacity remains limited, but is 
improving. The GOAM has refurbished its central veterinary 
lab and is expecting a new PCR testing unit to be installed 

in the coming weeks. Lab technicians have already been 
trained on the equipment both locally and in the US. 

Rukhkian told us his ministry also plans to work with a newly 
PCR-equipped private laboratory. Rukhkian said that in the 
event of a suspicious case, the GOAM would be willing to send 
samples to the OIE reference lab in Padua, Italy, the lab in 
Wheybridge, England and the Vladimir lab in Moscow. The GOAM 
would try to send portions of the same sample to all three 

labs so the labs could confirm each others\' results. 
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Rukhkian was aware of the Al Conference in Bamako, Mali (ref 
A), but said that the GOAM would not attend because of 
financial constraints. 


3. COMMENT: Al preparedness in Armenia has improved 
significantly since the January 2006 outbreak in Turkey. The 
Ministry of Agriculture has been particularly active and, 
thanks to timely support from the USG, the government now has 
a communications strategy, trained veterinarians and will 
soon have improved diagnostic capacity. The World Bank 
project to support Al preparedness has been delayed due to 
disagreements over the project\'s scope, but USG assistance 
has been effectively bridging the gap (ref B). The GOAM will 
likely need additional support, however, if there is a 
large-scale animal outbreak, a human case, or in the event of 
human-to-human transmission. 

GODFREY 
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E.O. 12958: N/A 
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SUBJECT: COMMUNITY CONNECTIONS IMAM RETURNS FROM U.S. TO PREACH 
DEMOCRACY 
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1. (U) Badriddin Karimov, a local Tajik imam who participated 

in the USAID-sponsored Community Connections Program, \"Religion 
in a Secular Society,\" returned to Tajikistan inspired by the 
pluralism and tolerance he observed in the United States. On 

the 20-day program to the United States, Karimov met with 
congressmen, religious leaders of various faiths and community 
members. Participants learned how religion and the state 

interact and examined mechanisms that serve to protect religious 
rights in the United States. Upon returning to Tajikistan, 

Karimov began preaching sermons at his local mosque on the role 
of democracy in Islam. He spoke to PolOff November 30 about his 
plans to reach out to imams in rural areas and to spread the 

word about pluralism and tolerance in the U.S. and how democracy 
and Islam can go hand-in-hand. 


2. (SBU) Karimov is the imam-khatib of a local mosque on the 
outskirts of Dushanbe. Still young, he became an imam when a 
friend invited him to preach at the mosque. The mosque\'s 
previous imam had been fired due to alleged corruption and 
schemes to lure money away from worshippers. Karimov told 
PolOff that he was shocked by the number of Tajiks who have been 
misinformed by poorly-educated religious men who claim to be 
imams. 


3. (SBU) Many imams in Tajikistan receive little formal 
training and Karimov is not the first person to claim that 

Tajiks have been taught false ideology. The government also 
uses this as a pretext to test imams on their knowledge of 
Islam. Even the chairman of the Islamic Renaissance Party of 
Tajikistan has noted that religious leaders and the people of 
Tajikistan are not well-informed on the teachings of the Koran. 


4. (U) Because of the absence of high quality formal religious 
education institutions in Tajikistan, a number of Tajiks travel 

to Saudi Arabia, Pakistan or other countries to seek religious 
education. Karimov remarked that many Tajiks do not take these 
scholars who return from abroad seriously. The returnees often 
preach a version of Islam unfamiliar to Tajiks who are Muslims 

in a secular nation that was under an atheist Soviet thumb for 

the better part of a century. Sometimes the returnees even try 
to teach Shia Islam, although most Tajiks consider themselves 
Sunnis. 


5. (SBU) After his Community Connections exchange, Karimov 
believes the government is observing his activities carefully. 

He produces a radio show on Islam in Tajikistan that used to 
broadcast domestically until the government ordered the station 

to stop. ((This happened before he left on the program.)) The 
show is now only permitted to air on international stations, 

which reach Persian language audiences in Afghanistan. This has 
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not deterred Karimov from pursuing plans to spread his message 
to others. He plans on traveling and delivering sermons in 

rural mosques throughout Tajikistan. 


6. (U) COMMENT: Karimov and his mission present yet another 
good example of how exchanges provide public diplomacy pay-offs 
far greater than the cost of a trip. Post regularly engages 

Tajik and Muslim leaders on issues like Islam, pluralism and 
democracy but having an exchange alumni come back sufficiently 
inspired to create his own speaking tour means our programs are 
working. Through this single Community Connections Program, the 
U.S. government has given voice to a potentially important 
advocate of the virtues of religious tolerance and pluralism in 

a secular society who is able to reach a wide audience of 

Tajiks. END COMMENT. 
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Classified By: Ambassador Emil Skodon, Reasons 1.4 (b) and (d) 


1. (C) According to a local ASEAN diplomat, the ASEAN 

Eminent Persons Group (EPG) which met recently in Brunei (Ref 
B) included among its recommendations for the ASEAN Charter a 
proposal for monitoring and disciplining the adherence of 

ASEAN members to the organization\'s policy decisions and 
agreed timelines. The EPG\'s stated rationale was a desire to 
ensure development of a \"culture of commitment\" within ASEAN. 


2. (C) The EPG reportedly recommended that the charter 
establish intra-ASEAN dispute settlement mechanisms for all 
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fields of ASEAN cooperation along with disciplinary measures 
in the case of a serious breach of important ASEAN 

objectives, principles, or commitments. One ASEAN diplomatic 
colleague told us the word \"sanctions\" was not used but the 
allusion was clear. The EPG proposed that such sanctions 
include the suspension of membership and, in extreme cases, 
expulsion from ASEAN. 


3. (C) Comment: The EPG recommendation does not directly 
address ASEAN\'s long-cherished principle of non-interference 
in the internal affairs of its members. If ultimately 

adopted in the ASEAN Charter, however, it would at least open 
the possibility of giving some much-needed teeth to ASEAN\'s 
collective agreements, including those related to arguably 
domestic issues such as controlling forest fires in Indonesia 
that produce regional pollution or rectifying a political 

situation in Burma that contributes to regional instability. 

End Comment. 
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Classified By: Econmincouns Robert Luke, reason 1.4(d) 


1.(C) Summary: Informal labor organizations are behind 
many of China\'s frequent strikes, demonstrations and other 
labor incidents. A growing network of NGOs and legal aid 
organizations can provide guidance to informal labor 
organizations and mitigate their tendency toward 
recklessness. The Government\'s attitude toward informal 
labor organizations and the organizations that assist them is 
conflicted: on one hand it tolerates some degree of activity, 
and even finances some legal aid groups, because it 
recognizes the risk widespread violations of workers rights 
pose to social stability. On the other hand, NGOs and legal 
aid groups form the backbone of a growing labor rights 
movement, and the Government does crack down on these 
organizations when they grow too bold. Local governments in 
particular, target leaders of informal labor organizations as 
a means suppressing labor unrest. State security services 
keep NGOs and legal aid groups under close scrutiny. The 
fact that so many workers are willing to form into legally 
unrecognized associations reflects the absence of effective 
legal channels through which they can protect their rights. 
China\'s official trade union, the ACFTU, not only does not 
play this role, but is seen as assisting the Government in 
suppressing other labor organizations. End Summary. 


2. (C) Reports of strikes, petitions, demonstrations and 

other &mass incidents8 involving workers emerge daily from 
China. Behind these events are a variety of informal labor 
organizations, many of which receive assistance and advice 
from a growing network of labor NGOs. The Chinese 
Government,s view of informal labor organizations and labor 
NGOs is conflicted. On one hand, the Government recognizes 
that poor labor relations and weak labor law enforcement 
undermine economic justice and social stability, and allows 
these organizations, to some degree, to help workers help 
themselves. On the other, the Government is wary of NGOs who 
challenge local authority, and will crack down on them if 

they grow too bold. This message describes the phenomena of 
informal labor organizations and labor NGOs, and some of the 
challenges they face operating in China. 
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3. (C) Laboff discussed informal labor organizations and 
NGOs in recent conversations with Wang Kan (protect), a 
program officer at OXFAM, and labor lawyer Chen Bulei 
(protect), who has defended several informal labor 
organization leaders in court. Wang and Chen said that 
Chinese workers resort to informal organizations because 
there are no effective legal channels through which to 
address grievances. Chen said there is a strong tradition of 
informal labor organization in China, especially in the form 

of &Home-town Associations8 (Tong Xiang Hui) that serve 
workers from the province, district, county or town. Aside 
from Home-town Associations, other forms of informal labor 
organizations include co-worker associations (Gong You Hui), 
rights-protection organizations (Wei Quan Hui), and \"health 
and safety committees.\" Chen said Home-town Associations are 
the most effective &informal unions8 because the tradition 

of home-town loyalty is very strong. News of any worker 
betraying his fellows will travel back to his family, he 

said, and this is a powerful deterrent. 


4. (C) Home-town Associations are found wherever migrant 
workers are prevalent, and not concentrated in any particular 
industry, Chen said. In some cases, they form spontaneously 
within enterprises, and members choose their own &workers 
representatives8 from among their own ranks. In other 
cases, they function across enterprises in a given 
geographical area, like informal civic organizations, 

claiming to serve or represent the interests of all migrants 
from some specific place of origin. Their role is not always 

a positive one. Wang Kan described these cross-enterprise 
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Home-town Associations as &mafia-like.8 Although they do 

help workers in some cases, Wang said, the leaders promote 
their own interests and their main business is shaking down 
employers in exchange for industrial peace. Wang observed 
that as employers have become more used to working with these 
cross-enterprise home-town associations, they have been 

willing to pay more, and the home-town organizations have 
become more pro-employer. 


5.(C) Chen said co-worker associations and rights 
protection associations are most prevalent in urban 
manufacturing enterprises, and weaker than home-town 
associations. Wang described these non-geographical 
associations as loose networks between migrant workers who 
communicate via text messaging, often across more than one 
enterprise. Wang said these organizations can be reckless, 
and described one strike in Dongguan City (Guangdong 
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Province) in the summer of 2006, which began with an 
altercation between a single worker and a security guard at 

one factory. With the help of text messaging (plus a few 

typos) the situation rapidly degenerated into a strike that 

spread to five factories. In the end, Wang said, factory 
management called in the local Henan Home-town Association to 
settle the strike because many of the workers involved were 

from Henan Province. 


6. (C) Chen said leaders of informal labor organizations put 
themselves at risk. He has represented three workers, 
representatives in court in three different provinces. In 

each case, he said, local governments brought charges against 
the worker representatives under article 201 of the Criminal 
Code, &Assembling to Disturb Public Order.8 He said these 
cases involved collective petitions, not violence, but that 

local governments which exert strong influence over the local 
police and courts, chose to interpret the law broadly. Chen 
said only one of his defense cases was successful, and even 
then, the workers, representative was found guilty but given 
no sentence. Chen said local governments go after leaders of 
informal labor organizations deliberately to intimidate the 

rank and file. 


7. (C) Through a number of programs, including some funded by 
the Chinese Ministry of Justice, a growing number of law 
firms and NGOs across China provide advice and legal aid to 
workers. These NGOs and legal aid groups provide some 
direction to China,s various informal labor organizations, 
helping bring order to their activities, but also form the 
backbone of China,s labor rights movement. Therefore, they 
are under close government scrutiny. Wang Kan told Laboff 
that NGOs (including OXFAM) and legal aid organizations are 
under growing pressure. He said NGOs and legal aid 
organizations receive regular visits from security services 

(the Ministries of Public Security (MPS) and State Security 
(MSS)), who inquire into their activities, sources of 

funding, and connections to foreign individuals and 
organizations. The MPS and MSS can also track NGO funding 
through bank supervision authorities. Based on his own 
experience, Wang said the MPS and MSS are not necessarily 
unfriendly, and sometimes even supportive of what NGOs and 
legal aid organizations are doing, but they provide no 
guidance on what may constitute illegal activity, and work to 
ensure that NGOs know they are being watched. The overall 
effect is intimidating. 


8. (C) In some cases, the Government has cracked down on 
labor organizations which have grown too bold. In November 
2006, for example, city authorities in Shenzhen investigated 
five labor NGOs, confiscated some of their computers, and 
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shut two of the organizations down. The triggering event was 
their involvement in a large-scale petition drive to 

eliminate a RMB 500 (USD 60) minimum fee for labor 
arbitration cases (ref). Connections to a US-based Labor 
NGO, China Labor Watch (CLW), may also have contributed to 
the crackdown. CLW alleges that the All China Federation of 
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Trade Unions (ACFTU) participated in the Shenzhen 
investigation, which is consistent with the views of Chen 

Bulei and Wang Kan, who both told Laboff that ACFTU uses its 
political influence to suppress other forms of labor 
organization. Wang reported once seeing a letter from the 
Guangdong Province ACFTU to the Guangdong Provincial 
government describing labor NGOs as &adversarial 
organizations.8 Chen said he believed ACFTU,s national 
leadership was behind the forced reorganization of a migrant 
workers association in Haikou (Hainan Province) in 2004. 


9. (C) Comment: The fact that workers go to extraordinary, 
even risky lengths, to pursue their rights through 
legally-unrecognized associations only serves to underscore 
the irrelevance of the ACFTU in protecting workers rights. 
ACFTU unions are widely regarded as pro-management where they 
exist, and are largely absent from private enterprises and 

the migrant worker community, the fastest growing sectors of 
the economy and labor force. In October 2006, the National 
Bureau of Statistics published a survey of migrant worker 
living conditions. When asked whom they would turn to if 
their rights were violated, the three largest groups of 

survey respondents said, respectively, that they would 
directly approach their employer, seek legal aid, or seek 

help from family and friends. Only a small percentage said 
they would seek help from the Ministry of Labor and Social 
Security. ACFTU was not even mentioned. 

Randt 
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REF: OSLO 1446 


Classified By: Deputy Chief of Mission, Kevin M. Johnson for reasons 1. 
4bandd. 


1. (C) Continuing Posts engagement with the Norwegian 
Foreign Ministry on peace and reconciliation issues (reftel), 
Ambassador Whitney hosted a working breakfast on December 1 
to discuss events in Somalia. Ministry of Foreign Affairs 
officials told us that they were pessimistic about prospects 
for dialogue between the Islamic Courts Union and the 
Transitional Federal Institutions, particularly since they 

see Ethiopia as being on a \"war footing\" to protect the TFI 
against the ICU. Despite this, Norwegians believe that there 
may be room for IGAD and the Arab League to play a role in 
bringing the parties back into discussions. 


2. (C) MFA officials were in agreement with us on the need 
to support the TFI but did not think that an IGASOM force was 
the only way to go. They told us that an IGAD-backed force 
without troops from front-line states would be more palatable 
to the UIC, but would severely limit the available pool of 
forces. Norwegians see drawing on other AU states as the 
best option if a force is deployed, but cautioned that 

Eritrea may react negatively to such a force, sparking a 
broader conflict. 


3. (SBU) The MFA told us that there were some 18,000 
Somali\'s currently in Norway (one of the largest refugee 
communities in the country) and that the Ministry had 

informally received a TFl representative responsible for 
Education a few weeks ago. The MFA said that the would keep 
us appraised of any future calls from Somalis. 


4. (SBU) COMMENT: The breakfast meeting showed again that 
Norwegians are clearly interested in coordinating with us on 

their peace and reconciliation activities. Post will 

continue to follow up with the Norwegian MFA on the SCG. END 
COMMENT 
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B. MOSCOW 12351 
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Classified By: Ambassador William J. Burns. Reasons: 1.4 (b, d). 


1. (C) SUMMARY: In late-November meetings in Moscow, Kosovo 
Prime Minister Ceku failed to get assurances that Russia 
would not use its veto when the Security Council takes up the 
status issue early next year. Russian officials have 

signaled that they might ultimately deploy a veto to block a 

UN Security Council resolution that implicitly endorses an 
independent Kosovo. The MFA told us that Ceku made it clear 
that Kosovo was intent on independence, but pledged he would 
continue to act within the Contact Group as long as that 
framework existed. A veto could be motivated by Moscow\'s 
desire to avoid a precedent for recognition of other 

separatist regions, domestic politics, and Russia\'s need to 
demonstrate that its views must be taken into account by the 
international community. Former PM Gaidar warned the 
Ambassador that the U.S. and EU should not underestimate 
Kosovo\'s corrosiveness in Russia\'s overall relationship with 
the West. At this point, it\'s hard to say how much of 

Russia\'s veto talk is bluff and how much is real -- but it\'s 

clear that the Russian position has hardened over the past 

few months. END SUMMARY. 


PM CEKU\'S VISIT YIELDS NO CONCESSIONS FROM MOSCOW 


Column 3 


2. (C) In the first official visit to Moscow by Kosovar 
representatives, Prime Minister Agim Ceku sought but failed 
to get assurances that the GOR would not use its veto in the 
UN Security Council when Kosovo\'s status is taken up early 
next year. Viktoria Prokhorovo, who assists GOR Special 
Envoy on Kosovo Botsan-Kharchenko, told us that Deputy 
Foreign Minister Titov advised Ceku during his late November 
visit that \"it\'s far too early to start talking about a 

veto.\" Instead, Ceku was informed by his Russian 
interlocutors that the GOR would not make a public or private 
commitment regarding a veto until after UN Special Envoy 
Ahtisaari released his proposed Kosovo status package 
sometime after the January 21 Serbian elections. 


3. (C) Taking into account Serbian sensitivities, the GOR 

had billed the Ceku visit as \"unofficial\" and \"low-key,\" 
Prokhorovo said. In fact, Serbian Political Counselor Boris 

Sekulic told us, Moscow consulted closely with Belgrade 

before the visit. Sekulic told us Belgrade was not happy 

about Ceku\'s visit, but did not raise objections. In 

addition to Titov, Ceku met with Duma Foreign Affairs 

Committee Chairman Konstantin Kosachev and Federation Council 
International Affairs Committee Chairman Mikhail Margelov. 


4. (C) According to Prokhorovo, Ceku made it clear that 
Kosovo would pursue independence and a seat in the United 
Nations. However, Ceku also assured the GOR that the 
Kosovars would continue to act within the Contact Group as 
long as that framework existed. Ceku told his Russian 
interlocutors that he wanted UN Special Envoy Ahtisaari\'s 
report to be made public several days after the January 
Serbian elections. GOR officials told Ceku that, regardless 
of the status issue, Moscow expected Kosovar authorities to 
uphold international standards regarding the treatment of 
ethnic minorities in Kosovo, including the protection of 
religious sites and the return of Serb refugees to the 
province. 


WHERE IS THE GOR ON A VETO? 


5. (C) There are increasing signs that a veto could be in 

the cards. President Putin\'s September announcement that the 
GOR might use its veto if the Kosovo final status package was 
not in Russia\'s interests was followed by statements in the 

G-8 Political Directors gathering in Moscow in November and 

in discussions between DFM Titov and Assistant Secretary 
Fried (reftels A and B) that represented a hardening of 

Russia views. While underlining that the MFA had not yet 
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made any final decisions, the MFA\'s Prokhorovo speculated 
that a unilateral declaration of independence by Pristina 
might act as a trigger for a Russian veto. The MFA continues 
to push for a Kosovo package that has the approval of both 
Belgrade and Pristina. The MFA sees Ahtisaari\'s report as a 
starting point for negotiations between Pristina and 

Belgrade, not the final act, Prokhorovo said. FM Lavrov 
reiterated in his OSCE bilateral with Serbian FM Draskovic 
that Russia did not support any \"artificial\" time frame for a 
resolution of the status question. 
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EXPERT VIEWS ON VETO THREAT 


6. (C) Former Prime Minister Yegor Gaidar, before he fell 

ill, warned the Ambassador not to underestimate the emotional 
impact of Serbia on Russian society. During a November 22 
meeting, Gaidar underscored his concern that -- based on 
recent discussions in Washington and New York -- the U.S. was 
underestimating Russian resolve and the damage Kosovo could 
still inflict on our bilateral relations. The Ambassador 

reiterated the case for providing a clear vision of the 

future for Kosovars, and noted the dangers posed to the 

region by continued delay. Gaidar responded that whether the 
U.S. liked it or not, Kosovo would be a precedent, and it was 
not a precedent that served Russia\'s interests. He said that 
pushing for a settlement that did not meet with Belgrade\'s 
approval would play into the hands of Russian hard-liners in 

an election year. Gaidar urged caution, and a continued 

effort to find a solution that Serbia could live with. 


7. (C) Other experts we have spoken with are also 

increasingly concerned that Moscow will use its veto to 

prevent international recognition of a change in Kosovo\'s 

status. Former French Political Director and newly arrived 
Ambassador Stanislas de Laboulaye told the Ambassador that in 
his initial soundings on the issue, he detected signs that 

Russia would try to throw up a roadblock to stop the status 
process. We have heard similar concerns from British and 
Swedish diplomats. 


8. (C) Tatyana Parkhalina, Director of NATO\'s Center for 
European Security in Moscow, cautioned that Russia might 
stumble into the use of its veto because of its concerns 
about appearing too weak. She argued that Russia was not 
motivated out of a sense of duty to Serbia. However, Russia 
was eager to show that it could stand up to the West if need 
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be to protect its interests and that Moscow\'s views must be 
taken into account. Since the GOR had already made clear 
that Belgrade needed to be on board with any final status 
arrangement for Kosovo, a veto would be seen by the GOR as 
less odious than allowing a pro-independence UNSCR to go 
forward over Russian objections. Even abstaining from the 
vote could be seen as a failure, given Russia\'s strong public 
rhetoric in favor of the Serbs. 


ORTHODOX CHURCH VIEWS 


9. (C) Despite predictions by Russian Orthodox Church (ROC) 
representatives that the Church and like-minded politicians 
would seek to raise public awareness about Kosovo, we have 
yet to see indications of a public campaign. Father Nikolay 
Balashov, in the ROC\'s External Relations Division, stated 

that the interests of the Orthodox community would best be 
served if the Serbian minority and Orthodox religious sites 

in Kosovo were protected and if Kosovo retained \"some form of 
ties\" to Serbia that reflected the significance that Kosovo 

holds for the Serbian (and Orthodox) identity. Balashov 
acknowledged that Kosovo might not carry the same emotional 
weight with the Russian public that it did in 1999, but those 
feelings could be revived if the Serbian Orthodox community 
was under threat again. He reiterated that the ROC supported 
the position on Kosovo adopted in the Serbian Orthodox 
Church\'s November 2005 Holy Synod of Bishops. Balashov 
acknowledged that there were divisions within the Serbian 
Church over Kosovo and characterized Bishop Artemije, who had 
made a private visit to Moscow in September, as someone who 
espoused more radical views. 


SERBIAN EMBASSY 


10. (C) Despite GOR hints that it might veto a UNSC 

resolution on Kosovo if Belgrade was not in agreement, the 
Serbian Embassy\'s Sekulic said he doubted Russia would follow 
through. \"Russia will put relations with the West before 
Serbia,\" he said. \"If they veto, it will not be because they 

are looking out for the best interests of Serbia. It will be 

because they want to show the West they can be strong.\" 
Kosovo expert Pavel Kandel, of the Russian Academy of 
Science\'s Institute of Europe, agreed. Kosovo and Serbia 

were no longer hot political issues in Russia, as they were 

in 1999. Though Serbia and Kosovo still resonate among some 
of the Russian political elite, the average Russian did not 

care much about the issue these days. Public opinion could 

be swayed by a Kremlin-sponsored media campaign, but no such 
campaign had appeared, Kandel said. Sekulic added that 
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although a UNSC resolution on Kosovo\'s independence would be 
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bad from Belgrade\'s point of view, a veto would not be much 
better in the long run. In the event of a veto, Kosovo would 
unilaterally seek recognition with key international players 

-- such as the U.S. -- and would eventually be able to cement 
its legitimacy as an independent state. \"Once that process 
begins, it cannot be stopped,\" he said. 


COMMENT 


11. (C) The GOR is clearly dropping hints that it might veto 
a UNSCR on Kosovo independence in order to influence 
Ahtisaari\'s Kosovo package and pressure Contact Group members 
to consider a longer negotiating process. It is not yet 

clear whether this is a negotiating tactic or whether the GOR 
is seriously considering a veto. There is an increasing 
danger, however, that the GOR could box itself into a corner 
through it public commitments to Serbia, hints of a veto, and 
statements linking Kosovo\'s final status with other frozen 
conflicts. 
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(C) In response to reftel request, Emboffs met on December 4 
with Ministry of Economy, Trade and Industry (METI) Assistant 
Director for Latin America and Caribbean Office Yusuke Suzuki 
and on December 5 with MOFA Mexico and Central America 
Division Principal Deputy Director Daisuke Nakano to discuss 
Japan-Cuba economic relations. Below are answers to specific 
questions raised reftel. 


Q: What is the nature of investments (and names, if known) 
that host country businesses have in Cuba? 


A: There has been no reported Japanese direct or portfolio 
investment in Cuba in the past six months. (Note: The MOF 
reporting threshold for foreign investment is Y100 million 
(approx. $874,000). Any investment below this threshold is 
not included in the Balance of Payments Statistics.) 


Q: Are there any bilateral trade agreements between host 
country and Cuba? 


A: The Japan-Cuba Trade Agreement of 1960. Japan has no 
plans for new economic agreements with Cuba. Japanese 
exports to Cuba have grown sharply in recent years reaching 
JPY 19.2 billion (approximately USD 164 million) in 2005 up 
from JPY 3.5 billion in 2002. Over the same period, Japan\'s 
imports from Cuba were more stable reaching JPY 3.4 billion 
(USD 25 million) in 2005. Two-way trade is down for 2006 
with exports of JPY 12.1 billion (USD 104 million) and 

imports of JPY 1.75 billion (USD 15.2 million) in the first 

10 months of 2006 (USD 1= JPY 116.) According to Suzuki, 
about half of all exports are electronic equipment but the 
fastest growing sector is medical equipment, which has shown 
solid increases while other products were flat or declined 
slightly. On the import side, shrimp constitute the single 
largest import segment. According to Suzuki, Japanese 
companies are interested in increasing their purchases of 
Cuban nickel but have hesitated to do so given the continuing 
political uncertainty. The Cuban embassy in Tokyo has a 
biannual trade promotion event which Japanese officials 
usually attend but do not formally participate. 


Q: Are there any exchange programs between host country and 
Cuba? 


A: There are no official exchange programs. Cuban academics 
occasionally visit Japan and vice versa, but these trips do 
not involve government programs. 


Q: Has the host country, in Post\'s opinion, worked to 
promote the advancement of democracy and human rights in Cuba? 


Column 3 

A: Yes. Japan votes in favor of U.S.-backed resolutions 
condemning human rights abuses there every year, and supports 
civil society in Cuba through its Mission in Havana. Japan 

also held a \"Dialogue on Human Rights\" with Cuba twice, in 
October 2001 and May 2003. Japan regularly urges Cuba to 
implement reforms during high-level diplomatic visits. 


Q: Have there been any high-level diplomatic visits between 
Cuba and host country in the past six months? 


A: There have been three major high-level visits. In 

August, a group of Upper House parliamentarians visited 
Havana to &build friendship8 with the government of Cuba. 
Japan also sent five representatives including Parliamentary 
Vice Minister for Foreign Affairs Kiyohiko Toyama to the 
Non-Aligned Movement summit in Havana in September 2006. 
Cuban Vice Minister Marcos Rodriguez met with Japan Foreign 
Minister Aso in November as part of the annual Japan-Cuba 
policy dialogue. 

SCHIEFFER 


88462 

PP RUEHWEB 

DE RUEHAM #8754/01 3410713 

ZNR UUUUU ZZH 

P 070713Z DEC 06 

FM AMEMBASSY AMMAN 

TO SECSTATE WASHDC PRIORITY 5986 


SIPDIS 


\"NOTE BY CIB: DO NOT/NOT PROCESS GIVE TO EAO FOR GUIDANCE\" 


SENSITIVE 
SIPDIS 


NOT FOR DISTRIBUTION OUTSIDE USG 
FOR NEA/ELA 


E.O. 12958: N/A 
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SUBJECT: JORDANIAN CABINET FOLLOWING THE NOVEMBER 22 RESHUFFLE 


Refs: A) AMMAN 8572 B) AMMAN 8603 C) 05 Amman 9387 


1) (U) As reported ref A, the cabinet reshuffle announced 

November 22 added nine new ministers to the government of PM Marouf 
Al-Bakhit. Bakhit dismissed seven ministers (Abid Shakhanbeh, Azmi 
Khreisat, Saeed Darwazeh, Akef Zu\'bi, Sabri Rbiehat, Munir Nassar 
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and Omar Al Kurdi), and carved out two new portfolios, a Minister of 
State for Prime Ministry Affairs, and a Minister of State for Legal 
Affairs. Two ministers, Sharif Zu\'bi and Salim Khazaaleh, were 
assigned new portfolios. Meanwhile, the Parliamentary Affairs 
portfolio shifted from the Minister of Political Development to the 
Minister of Public Sector Reform. Paragraph 2 names the complete 
cabinet, and paragraph 3 provides biographical information on the 
new ministers. Ref C provided biographical information on the 
original cabinet, named November 27, 2005. 


2) (U) Complete list of cabinet members: 


-- Marouf Al Bakhit, Prime Minister and Minister of Defense 
-- Ziyad Fariz, Deputy Prime Minister and Minister of Finance 
-- Abdelelah Al Khatib, Minister of Foreign Affairs 

-- Nader Thuheirat, Minister of Municipal Affairs 

-- Eid Al Fayez, Minister of Interior 

-- Muhyiddine Toug (new), Minister of State for Prime 
Ministry Affairs 

-- Hosni Abu Ghaida, Minister of Public Works and Housing 
-- Khalid Tougan, Minister of Education and Minister of Higher 
Education and Scientific Research 

-- Sharif Zu\'bi, Minister of Justice (formerly Minister of Industry 
and Trade) 

-- Khalid Samara Zu\'bi (new), Minister of State for Legal 
Affairs 

-- Khalid Shraideh (new), Minister of Energy and Mineral 
Resources 

-- Saad Kharabsheh (new), Minister of Health 

-- Saud Nseirat, Minister of Transport 

-- Salim Khazaaleh, Minister of Industry and Trade (formerly 
Minister of Public Sector Reform) 

-- Suhair Al Ali, Minister of Planning and International 
Cooperation 

-- Khalid Irani, Minister of Environment 

-- Bassem Al Salem, Minister of Labor 

-- Mohammad Thuneibat (new), Minister of Public Sector Reform and 
Minister of State for Parliamentarian Affairs 

-- Abdul Fattah Salah, Minister of Awgaf and Islamic 

Affairs 

-- Thafer Al Alem, Minister of Water and Irrigation 

-- Mustafa Qurunfleh (new), Minister of Agriculture 

-- Adel Al Twaisi, Minister of Culture 

-- Mohammad Oran (new), Minister of Political Development 
-- Suleiman Tarawneh (new), Minister of Social Development 
-- Osama Dabbas (new), Minister of Tourism and Antiquities 
-- Bassem Rousan (new), Minister of Communications and 
Information Technology 


3) (SBU / NOT FOR DISTRIBUTION OUTSIDE USG ) Bios for the new 
ministers follow: 
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-- Muhyiddine Toug, Minister of State for Prime Ministry Affairs. 
Muslim, Circassian East Banker. Born in Amman in 1944. BA in 
philosophy from the University of Jordan; M.A. from Ball State in 

1970, and a PhD. in educational philosophy from a U.S. university in 
1972. Taught at the University of Wisconsin for one year; joined 
University of Jordan (UJ) in 1973; professor at the faculty of 

education in 1982; Dean of Students Affairs at UJ; Dean of the 

Faculty of Education at the University of the UAE from 1984 - 1990; 
President of Philadelphia University in Amman for one year; Director 

of Higher Education with UNESCO and UNRWA. Appointed Minister of 
Administrative Development in Zaid ben Shaker\'s third cabinet in 

1995. Appointed Director of UNRWA/UNESCO Department of Education in 
1996. Member of the Economic Advisory Council for King Abdullah II, 
and is a member of the Royal Commission on Human Rights in Jordan. 
Permrep to the United Nations in Vienna 2001-2003, during which time 
he was a key actor in negotiations to draft the UN Convention 

Against Corruption. Ambassador to Belgium and the EU in 2005. 
President of the Jordan Institute of Diplomacy until 2005. 


-- Khalid Samara Zu\'bi, Minister of State for Legal Affairs. 

Muslim, East Banker. Born in Ramtha in 1944. Studied law in Egypt, 
where he also obtained a PhD in general law. He held the portfolio 
of Minister of State for Legal Affairs in the government of Abdul 
Salam al-Majali twice, in 1995 and 1998. During his second tenure 
he also handled the parliamentary affairs portfolio. He was the 
President of al Zaytooneh University. Until he was appointed 
minister, ZuVbi served as a professor at the Amman Arab University 
and practiced law. No relation to Justice Minister Sharif Zu\'bi. 


-- Khalid Shraideh, Minister of Energy and Mineral Resources. 
Muslim, East Banker. Born in Irbid in 1948. Earned his BA, MA and 
PhD from Utrecht University in the Netherlands in physics and 
mathematics. Started his working life at the Royal Institute for 
Culture and Sciences from 1980-1981; the Higher Education Council 
from 1982-1986; physics professor at the University of Jordan from 
1986-1989; joined the Higher Council for Sciences and Technology in 
1989 and became its Secretary General in 2004. 


-- Saad Kharabsheh, Minister of Health. 

Muslim, East Banker. Born in Salt in 1950. He obtained his 
bachelors degree in medicine and surgery from Baghdad University in 
1975. Earned his MA in epidemiology from Ein Shams University in 
Egypt in 1987. Earned the Certificate of the Jordanian Board of 
Public Health in 1995; he served as the ministry\'s Director General 
for Primary Healthcare, a proponent of preventive care. He was 
appointed Secretary General of the Ministry of Health in 2003. Dr. 
Kharabsheh is married and has six children. 


-- Mohammad Thuneibat, Minister of Public Sector Reform and 
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Minister of State for Parliamentary Affairs. 

Muslim, East Banker. Born in Karak in 1950. Obtained aBA in 
political science in 1975 from the University of Jordan. Obtained a 
PhD in administration/human resources management from the University 
of Southern California. Dr. Thuneibat was a professor at the 
University of Jordan for several years. In 1992, he was a 

consultant at the Prime Ministry, and then became head of the 
Surveillance and Administrative Inspection Department until 1994. 
Appointed Minister of State for Administrative Development in 
1994-1995, and head of the Arab Association for Administrative 
Development. He is a member of the Civil Service Council, and the 
Royal Commission for Administrative Reforms. Appointed Minister of 
State for Administrative Development in Abu al Ragheb\'s first 
cabinet in June 2000. In addition to this portfolio, he also served 

as Minister of Culture in the second reshuffle of Abu al Ragheb\'s 
cabinet in October 27, 2001. Appointed Minister of Administrative 
Development in Abu al Ragheb\'s second cabinet in January 2002. In 
addition to this portfolio, he also served as Minister of 

Environment after the second reshuffle of the second Abu al Ragheb\'s 
cabinet in January 12, 2003. Thuneibat\'s brother, Abdul Majeed 
Al-Thuneibat, is a former Controller General of the Muslim 
Brotherhood. 


-- Mustafa Qurunfleh, Minister of Agriculture. 

Muslim, West Banker. Born in Jaffa in 1944. Obtained a BA in 
horticulture from the University of Cairo in 1969, an MA in 

horticulture from University of California-Davis in 1979, and a PhD 

in horticulture from Kansas State University in 1982. Served as 

Vice Dean of the University of Jordan\'s faculty of agriculture and 

was appointed Dean of the Faculty in 2003. Qurunfleh, who has been 
a professor since 1993, also served as chairman of the Department of 
Plant Production. Until his appointment as a minister, he was Vice 
President for Administrative Affairs at the University of Jordan. 


-- Mohammad al Oran, Minister of Political Development. 

Muslim, East Banker. Born in Tafileh, 1945. BS in medicine from 

St. George\'s Hospital in London. Served in the Royal Medical 
Services until 1974, after which he returned to England to earn 
membership of the Royal College of Physicians and went into private 
practice. Former council member of the Greater Amman Municipality. 
Oran, who was elected to the Chamber of Deputies in 1997, also 
served as president of the Jordanian Doctors\' Association for two 
terms from 2001 to 2005. Oran became Secretary General in 1997 of 
the Arab Land party, a leftist movement founded in 1996, which is a 
member of the National Coalition of Opposition Political Parties. 

As party leader and as head of the Doctors\' Association, he was a 
frequent critic of U.S. policy in the Middle East. He stepped down 
from both posts after joining the cabinet. 


-- Osama Dabbas, Minister of Tourism and Antiquities. 
Muslim, East Banker. Born in 1954. Obtained a Bachelors degree in 
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Business Administration in Britain, and an advanced diploma in 
tourism in Germany. Served as General Manager of the Aqaba 
Intercontinental Hotel until his appointment as minister. He was 
also a member of the Jordan Tourism Board. 


-- Bassem Roussan, Minister of Telecommunications and Information 
Technology. Muslim, East Banker. Born in Amman in 1947. Roussan 
holds a BA degree in electrical engineering from Ein Shams 

University in Egypt in 1970, and an MA degree in electrical 

engineering from Southern Methodist University in Texas. He served 
in the Royal Jordanian Air Force communications department, and then 
joined FastLink telecom company in 1997, where he served as director 
of the engineering department until March 2002. He was Deputy Chief 
Executive Officer of FastLink prior to his appointment as minister. 


VISIT AMMANVS CLASSIFIED WEB SITE AT 
HTTP://WWW.STATE.SGOV.GOV/P/NEA/AMMAN/ 
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SUBJECT: COTE DVIVOIRE: FINANCE MINISTRY OFFICIALS SIGNAL 
THAT THE GOVERNMENT WILL NOT PAY WORLD BANK ARREARS 


REF: A. A) ABIDJAN 1099 
B. B) MASSINGA-DESK UNCLASS EMAILS 


Classified By: EconChief EMassinga, Reasons 1.4 (b, d) 


1. (C) Summary. Finance Ministry officials are telling us 
that Cote dVlvoire does not intend to pay the balance of the 
arrears Cote dWlvoire owes the World Bank. Bank staff tell 
us the Bank would be willing to accept partial repayment, but 
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will not resume normal assistance until it receives the full 
amount. However, Ministry officials pretend not to be aware 

of this, and tell us that instead, the government expects the 
Bank to either forgive or reschedule the rest of the arrears. 
Bank staff believe the problem lies with senior Ministry 
officials still loyal to the former Minister, a Gbagbo crony 

who insisted that the World Bank and the IMF must give Cote 
d\'lvoire the money up front to pay off the arrears. Prime 
Minister Banny himself recently told the International 

Working Group (IWG) that he is confident he can cut the 
\"Gordian knot\" of the arrears problem. This may be one more 
issue on which the Gbagbo camp is working to thwart the Prime 
Minister. End Summary. 


1. (C) Econ Chief met with Ministry of Finance Cabinet 
Director Koffi Ahoutou on November 30 to discuss ongoing 
negotiations with shareholders of Cora de Comstar (ref B) at 
the request of Ahoutou. At the meeting, Econ Chief raised 
the issue of Cote d\'Ivoire\'s arrears to the World Bank. 


2. (C) Ahoutou said that Cote dVlvoire is unable to pay the 
arrears beyond the approximately $160m it raised in its 
May-June 2006 borrowing (vice the $225m mentioned in reftel 
A). The total arrears owned on Cote d\'Ivoire\'s debt to the 
World Bank is rapidly approaching $400m, a total that 
Ahoutoun said the Ministry of Finance has no plans at this 
point to pay. In response to a query concerning how the 
government will address this question, Ahoutou said that it 
will ask the World Bank to either accept the money raised and 
waive the rest, or find some mechanism to reschedule the 
debt. Ahoutou asked if the United States would be willing to 
support Cote d\'Ivoire\'s request to the WB in this regard, 
noting that Cote d\'Ivoire is now in a negative cash position 
vis a vis the IFls. Econ Chief said he doubted that 
Washington would look favorably upon such a request. 


3. (C) When Econ Chief asked Ahoutou directly why the 

Ministry hasn\'t paid the WB what it had raised in the 

mid-2006 borrowing, the Ministry official said the Bank 

refused to accept partial payment. When Econ Chief asked if 
perhaps the Bank had communicated to the Ivorian government a 
change in its position on that score (ref A), Ahoutou said it 

had not, according to his information (Note: this 

contradicts what Bank staff told Econ Chief in September. 

End Note). 


4. (C) Ahoutou explained the government refusal to pay the 
arrears by saying its fiscal position is so dire that it has 

no capability to use cash on hand, future receipts or 
additional borrowing to close the gap. Pointing to a French 
corporate creditor waiting in his lobby, Ahoutou said the 
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government cannot pay the $60m owed to the company hurriedly 
contracted by the Prime Minister\'s Office in September to 

clean up the toxic wastes dumped at sites throughout Abidjan 
(the creditor told Econ Chief after the latter\'s meeting with 
Ahoutou that he has been in Abidjan fruitlessly pursuing 

payment for two months). 


5. (C) Ina December 1 meeting with World Bank officials on 
the margins of the IWG meeting (septel), local WB officials 
told Pol/Econ Chief that they believed that the unwillingness 
to pay the arrears lies with some senior officials in the 
Ministry who remain loyal to the former minister, Bouabre 
Bouhoun, a Gbagbo crony who steadfastly insisted that the 
World Bank and the IMF must give Cote d\'Ivoire the money up 
front to pay off the arrears, and who refused even to discuss 
Cote d\'Ilvoire paying them off itself. At the same IWG, Prime 
Minister Banny, who is also the Finance Minister, himself 
acknowledged that the arrears are a serious obstacle 
preventing Cote dVlvoire from receiving the donor support it 
desperately needs to go forward with disarmament, 
reunification and elections. Banny said he was confident he 
could cut this \"Gordian knot\" because of his years of 
experience as a central banker. 


6. (C) Comment. The arrears question exasperates World 
Bank staff, who are anxious to move forward with support for 
disarmament, although that process itself remains stalled 
along with the overall peace process. And as with the peace 
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process, the arrears impasse poses a tough and growing 
challenge to the international community. This appears to be 
yet another issue on which the Gbagbo camp is seeking to 
thwart the Prime Minister. End Comment. 

Hooks 
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E.O. 12958: DECL: 12/04/2016 

TAGS: ECON, EFIN, IMF, IV, PGOV, PREF 

SUBJECT: COTE DVIVOIRE: FINANCE MINISTRY OFFICIALS SIGNAL 
THAT THE GOVERNMENT WILL NOT PAY WORLD BANK ARREARS 


REF: A. A) ABIDJAN 1099 
B. B) MASSINGA-DESK UNCLASS EMAILS 


Classified By: EconChief EMassinga, Reasons 1.4 (b, d) 


1. (C) Summary. Finance Ministry officials are telling us 

that Cote d\'Ivoire does not intend to pay the balance of the 
arrears Cote dWlvoire owes the World Bank. Bank staff tell 

us the Bank would be willing to accept partial repayment, but 
will not resume normal assistance until it receives the full 
amount. However, Ministry officials pretend not to be aware 

of this, and tell us that instead, the government expects the 
Bank to either forgive or reschedule the rest of the arrears. 
Bank staff believe the problem lies with senior Ministry 

officials still loyal to the former Minister, a Gbagbo crony 

who insisted that the World Bank and the IMF must give Cote 
d\'lvoire the money up front to pay off the arrears. Prime 
Minister Banny himself recently told the International 

Working Group (IWG) that he is confident he can cut the 
\"Gordian knot\" of the arrears problem. This may be one more 
issue on which the Gbagbo camp is working to thwart the Prime 
Minister. End Summary. 


1. (C) Econ Chief met with Ministry of Finance Cabinet 
Director Koffi Ahoutou on November 30 to discuss ongoing 
negotiations with shareholders of Cora de Comstar (ref B) at 
the request of Ahoutou. At the meeting, Econ Chief raised 
the issue of Cote d\'Ivoire\'s arrears to the World Bank. 


2. (C) Ahoutou said that Cote dVlvoire is unable to pay the 
arrears beyond the approximately $160m it raised in its 
May-June 2006 borrowing (vice the $225m mentioned in reftel 
A). The total arrears owned on Cote d\'Ivoire\'s debt to the 
World Bank is rapidly approaching $400m, a total that 
Ahoutoun said the Ministry of Finance has no plans at this 
point to pay. In response to a query concerning how the 
government will address this question, Ahoutou said that it 
will ask the World Bank to either accept the money raised and 
waive the rest, or find some mechanism to reschedule the 
debt. Ahoutou asked if the United States would be willing to 
support Cote d\'Ivoire\'s request to the WB in this regard, 
noting that Cote d\'Ivoire is now in a negative cash position 
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vis a vis the IFls. Econ Chief said he doubted that 
Washington would look favorably upon such a request. 


3. (C) When Econ Chief asked Ahoutou directly why the 

Ministry hasn\'t paid the WB what it had raised in the 

mid-2006 borrowing, the Ministry official said the Bank 

refused to accept partial payment. When Econ Chief asked if 
perhaps the Bank had communicated to the Ivorian government a 
change in its position on that score (ref A), Ahoutou said it 

had not, according to his information (Note: this 

contradicts what Bank staff told Econ Chief in September. 

End Note). 


4. (C) Ahoutou explained the government refusal to pay the 
arrears by saying its fiscal position is so dire that it has 

no capability to use cash on hand, future receipts or 
additional borrowing to close the gap. Pointing to a French 
corporate creditor waiting in his lobby, Ahoutou said the 
government cannot pay the $60m owed to the company hurriedly 
contracted by the Prime Minister\'s Office in September to 
clean up the toxic wastes dumped at sites throughout Abidjan 
(the creditor told Econ Chief after the latter\'s meeting with 
Ahoutou that he has been in Abidjan fruitlessly pursuing 
payment for two months). 


5. (C) Ina December 1 meeting with World Bank officials on 
the margins of the IWG meeting (septel), local WB officials 
told Pol/Econ Chief that they believed that the unwillingness 
to pay the arrears lies with some senior officials in the 
Ministry who remain loyal to the former minister, Bouabre 
Bouhoun, a Gbagbo crony who steadfastly insisted that the 
World Bank and the IMF must give Cote d\'Ivoire the money up 
front to pay off the arrears, and who refused even to discuss 
Cote d\'Ivoire paying them off itself. At the same IWG, Prime 
Minister Banny, who is also the Finance Minister, himself 
acknowledged that the arrears are a serious obstacle 
preventing Cote dVlvoire from receiving the donor support it 
desperately needs to go forward with disarmament, 
reunification and elections. Banny said he was confident he 
could cut this \"Gordian knot\" because of his years of 
experience as a central banker. 


6. (C) Comment. The arrears question exasperates World 
Bank staff, who are anxious to move forward with support for 
disarmament, although that process itself remains stalled 
along with the overall peace process. And as with the peace 
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process, the arrears impasse poses a tough and growing 


Column 3 

challenge to the international community. This appears to be 
yet another issue on which the Gbagbo camp is seeking to 
thwart the Prime Minister. End Comment. 

Hooks 
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SUBJECT: COCOA STRIKE ENDS WITH HARDLY A WHIMPER, 
UNDERSCORING OPAQUE NATURE OF THE SECTOR 


REF: ABIDJAN 1167 
Classified By: Econ Chief EMassinga, Reasons 1.4 (b,d) 


1. (C) Summary. The strike in the cocoa sector has come to 
a quiet, almost stealthy end although most of the putative 
demands made by strikers remain unaddressed. The harvest is 
proceeding, and a good crop is expected. According to 
industry observers, the government was essentially able to 
buy off the strikers, and cooperative executives never truly 
intended to push for reforms to benefit farmers. Prices paid 
to farmers remain very low, reflecting effective governmental 
control over the ostensibly farmer-run bodies that set the 
prices. The industry effectively remains a cash cow for the 
government and some of its supporters. End Summary. 


2. (SBU) In early November, the press reported that cocoa 
cooperatives had lifted their strike order after several 

weeks (reftel). After the government\'s announcement that it 
would \'loan\' the striking cooperatives $20 million, things 
quieted down considerably, even though the negotiators had 
yet to work out the main issue, i.e., the cocoa purchasing 
board\'s (BCC) offer of CFA 400/kg, which has effectively 
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stood firm. Since the early November reports of the 
suspension of the strike and the granting of the loan to the 
cooperatives, the 2006-2007 cocoa campaign has proceeded 
normally. Industry experts are predicting a good harvest, 
and world prices have remained stable despite brief supply 
disruption in the world\'s largest producer (approximately 
40%). There have been no reports in the press on the 
grievances of farmers or cooperatives, with the exception of 
back page articles detailing squabbling among cooperatives 
over use of the loan along with more recent complaints that 
the money has not, in fact, been received. But for all 
intents and purposes, the strike is over even though the 
issues that motivated farmers to action are unaddressed. 


3. (C) What happened? Multinational cocoa purchasing 
company executives and senior representatives of NGOs working 
with cocoa farmers are unsurprised at the turn of events 
(strictly protect). Local Cargill and ADM representatives, 

as well as senior local representatives from the USG-funded 
NGOs, Sustainable Tree Crops Program and Winrock 
International, all commented to Econ Chief in separate 
conversations that the principal aim of the main striking 
cooperative, ANAPROCI, had always been to receive 
governmental assistance to develop its internal 

organizational machinery (hiring cadres, purchasing 
equipment, office supplies, etc), and that demands related to 
the price of cocoa paid to farmers showed up in later demands 
circulated closer to the eve of the strike announcement. 

These industry and NGO sources confirm privately that once 
the private interests of the cooperatives\' chiefs were 
addressed, the main impetus behind the strike faded. 
Additionally, each opined that the loan was in effect a 

bribe, and was never expected to be repaid. 


4. (SBU) In describing the turn of events to Econ Chief, 
sources indicated the structure of the industry, subsequent 
to its liberalization in 1998-99, makes it vulnerable to 
governmental manipulation of its revenues. Cocoa generates 
over $2.0 billion annually in exports, second (for the first 
time ever accoring to the WB and IMF) only to oil and gas, 
with projected revenues of $3.0 billion for the first time in 
2006. From the world price for cocoa of approximately 800 
CFA/kg (492 CFA = USD 1), farmers receive a little over 200 
CFA/kgbefore they have to pay for inputs such as fungicides 
and fertilizers. This contrasts sharply with the 

approximately 650 CFA/kg Ghanaian farmers receive, a 
discrepancy that accounts for the significant level of 

illegal smuggling of cocoa across the border (reftel). 


5. (C) The \'98 liberalization of the cocoa industry was 
designed, in theory, to benefit producers, but has failed in 
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that aim. The liberalization plan created a brace of cocoa 
industry governing bodies that are all ostensibly controlled 

by farmers through elections: 

The Authority for the Regulation of Coffee and Cocoa (ARCC) 
that controls the issuance of export licenses, 

The Cocoa and Coffee Exchange (BCC) that sets the field price 
middlemen are to pay cooperatives, and 

The Cocoa and Coffee Financial Regulator (FRC), the 
administrator of the Cocoa and Coffee Development Fund 
(FDPCC) and the Prudential Reserve, which invests in rural 
electrification, roads, etc. and smoothes out price 

fluctuations, respectively. 

Given the supposed governance of these structures, the recent 
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strike\'s demand to raise the field price (400 CFA/kg for 
2006-2007) as well as reduce the fees (totaling 52 CFA/kg) 
paid to support these organizations and funds made, in 
theory, no sense. However, industry and NGO executives 
unanimously note that the government wields effective control 
over the BCC and other cocoa bodies (vice formally controls 
them, as erroneously reported in reftel). 


6. (SBU) Cooperatives justified their demand for reducing 
fees associated with the cocoa governing bodies by recalling 
long-standing complaints that money destined for the 
Prudential Reserve and FDPCC are not being paid by the 
government, despite that farmers are obligated to pay these 
fees immediately upon sale of their product to middlemen. 
Additionally, the interaction between the BCC, the government 
and middlemen is particularly suspect: middlemen (who are 
reportedly close to government officials) benefit enormously 

by the BCC\'s decision to keep prices paid in the field low 

thus keeping their margins fat when they sell to 

multinationals, who are in turn barred from contracting with 
farmers and cooperatives directly. Cooperatives play their 

role in squeezing farmers; of the 400 CFA/kg they get from 
middlemen, they pay the farmers themselves 250 to perhaps 300 
CFA/kg. After fees, producers are left with not much more 
than 200 CFA/kg. Between 200 and 300 CFA/kg (up to 40% of 
the world price) in the form of taxes and registration fees 

paid by exporters (multinationals are exempted 94 CFA/kg) go 
directly to government coffers. 


6. (C) Comment. The cocoa sector is a cash cow for the 
government and has played that role for many years, and it 
appears that little if anything has changed. The lack of 
transparency in the cocoa industry has been a long-standing 
concern for the international community; the IMF was unable 
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to audit the sector in 2003 due to the lack of cooperation on 
the part of the government. As mentioned to Econ Chief by 
World Bank representatives and others (septel), a similar 
lack of transparency plagues the oil and gas sector. In 

light of the continuing squeeze on official government 
revenues affecting the Ministry of Finance (septel), it 
appears likely the President\'s faction controlling these 
quasi-state bodies will not give up the benefits they provide 
easily. End Comment. 
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SUBJECT: A/S FRIED BRIEFS ADRIATIC THREE MINISTERS ON RIGA 
SUMMIT, KOSOVO STATUS 


REF: A. 12/29/06 RIGA DECLARATION (SEE NATO WEBSITE) 


B. 12/04/06 USNATO-EUR/RPM E-MAIL 
C. SECSTATE 179829 


Classified By: EUR A/S Fried for reasons 1.4 (b/d) 


SUMMARY: 


1. (C) EUR WS Fried briefed Albanian, Croatian, and 
Macedonian FMs December 3 on Riga summit outcomes and the 
upcoming decision on Kosovo,s final status. He urged their 
assistance in moderating both Serbian and Kosovar responses 
to this last unresolved Balkans security issue. The Adriatic 
Three responded warmly to Fried,s message and agreed to 
cooperate against extremism on either side. Bosnian, 

Serbian, and Montenegrin representatives who joined a 

follow-on session expressed surprise and satisfaction with 
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their invitations to join NATO,s Partnership for Peace. 
Serbia called for a Kosovo decision \"based on international 
law and negotiated in the spirit of compromise,\" and 
acknowledged its continuing ICTY obligations. See list of 
participants, para 8. End Summary. 


FOCUS ON KOSOVO 


2. (SBU) EUR Assistant Secretary Fried met with Adriatic 

Charter (&A-38 ) Albania, Croatia, and Macedonia) Foreign 
Ministers December 3 in Brussels to brief them on the Riga 
Summit and discuss the road ahead for Kosovo. He walked them 
through the Riga Declaration (REF A) language on Enlargement 
(para 30) and the invitation to Serbia, Bosnia and 

Herzegovina (BiH) and Montenegro to join the Partnership for 
Peace (PfP ) para 36), before focusing on the upcoming 

Kosovo Final Status decision. 


3. (C) Fried acknowledged that resolving the issue of 

Kosovo,s status, &the great unresolved question of the 
Balkans,8 was risky, but stressed that the status quo was 
unacceptable and unstable. He acknowledged the reality that 
Kosovo would have sovereignty, and asked the A-3 Ministers to 
work with the Kosovars to take on that responsibility and to 
work with Serbia to accept that solution and to move forward, 
with the rest of the Balkans, on the track of reform and 
Euro-Atlantic integration. 


A-3 PRIORITIES 


4. (C) Albanian, Croatian, and Macedonian FMs responded 
positively to A/S Fried,s presentation. They agreed with 

his analysis of the risks for Kosovo and for Serbia, and 

offered to help with the transition to final status. 

Albanian FM Mustafaj sought to allay fears of a &greater 
Albania8 encompassing parts of Macedonia and Kosovo by 
pointing out that none of the 30 parties active in Albania 

called for any change to the nation,s borders. He and 

Croatian FM Grabar-Kitarovic suggested ways they could mentor 
Kosovo through the transition to independence. Macedonian FM 
Milososki said he had urged moderation with Kosovar PM Ceku 
the previous week in Pristina, and had found him a 

&surprisingly mature8 politician. 


5. (SBU) The A-3 reps acknowledged that hard work remained to 
meet NATO standards by NATO,s 2008 Summit and described the 
status of their domestic economic, legal and defense reforms 

and Membership Action Plan (MAP) implementation. 
Grabar-Kitarovic announced an increase in Croatia,s 
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contribution to ISAF and its intention to soon take 

leadership of a PRT. Milososki announced the lifting of all 
caveats on Macedonia,s forces in Afghanistan. Mustafaj said 
that Albania would devote 2% of GDP to defense in 2007 to 
address &the density of tasks8 it had to address to receive 
an invitation to join NATO in 2008. 


NEW PARTNERS ACKNOWLEDGE OBLIGATIONS 


6. (C) In an expanded Adriatic Charter session including 
Bosnian, Montenegrin, and Serbian observers, Fried 
congratulated them on the Riga Summit invitation to join the 
Partnership for Peace, saying NATO had chosen &to put our 
faith and confidence8 in them to meet the standards of NATO 
Partners. He delivered the clear message that Kosovo,s 
final status resulted from unique historical and political 
factors, and should not be taken as a precedent. He urged 
&especially the Serbian government to find a place in Europe 
and put behind the horrible legacy of Slobodan Milosevic8 
and stressed that Serbia had to meet its ICTY obligations. 


7. (C) Bosnian FM Ivanic and Montenegrin FM Rocen expressed 
surprise and delight that they had received invitations to 

PfP. Ivanic said this would increase the determination of 

BiH to meet its ICTY obligations and press ahead with 

sensitive defense reform projects. Rocen said that 

Montenegro was working to establish new defense institutions, 
introducing a professional armed forces and implementing 
agreements concluded during SecDef,s recent visit to 

Podgorita. Serbian A/FM Sahovic made a moderate intervention 
(REF B) recognizing that &my government is fully aware of 

the necessity to continue activities related to the 

fulfillment of Serbia,s international obligations, and to 

achieve full cooperation with the ICTY.8 On Kosovo, he 

called for a final status decision &based on international 

law and negotiated in the spirit of compromise.8 All three 
repeated the request made at the April 2006 A-3 meeting at 
Brijuni, Croatia, to accede to the Adriatic Charter. 


PARTICIPANTS 


- EUR Assistant Secretary Fried 
- USNATO DCM Richard Olson 
- USNATO PolOff Underwood (notetaker) 
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Adriatic Three 


Albania (Chair) 


- FM Besnik Mustafaj 

- Ambassador to NATO llir Bocka 

- MFA NATO Director Agim Fagu 

- MFA Americas Director Mimoza Kondo 


Croatia 


- FM Kolinida Grabar-Kitarovic 
- Ambassador to NATO Davor Bozinovic 
- National Coordinator for NATO Pjer Simunovic 


Macedonia 


- FM Antonio Milososki 

- Ambassador to NATO Nano Ruzin 

- National Cooerdinator for NATO Nikola Dimitrov 
- MFA Director Zoran Dubik 


NATO 


- D/ASG Robert Simmons 
- Gabrielle Cascone 


Observers 


Bosnia and Herzegovina 


- FM Mladen Ivanic 
- NATO Mission Counsellor Sandra Radojevic 


Montenegro 


- FM Milan Rocen 

- Ambassador to EU Slavica Milacic 

- Acting Head of Mission Bojan Sarkic 
- A/FM Dragana Radulovic 


Serbia 


- A/FM Dejan Sahovic 

- Special Envoy to NATO Branislav Milinkovic 
- Mission to NATO Milena Mitic 

NULAND 
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E.O. 12958: DECL: 12/07/2016 
TAGS: PREL, PGOV, NP 
SUBJECT: TRIP REPORT: AMBASSADOR TRAVELS TO POKHARA 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) On December 1, in a speech in Pokhara, the 
Ambassador reaffirmed that the U.S. welcomed the signing of 
the recent peace deals and would now push for their 
successful implementation. Until Maoist actions matched 
their words, Maoists laid down their arms, and renounced 
violence and intimidation, the Ambassador said, the U.S. 
would continue to view the Maoists as terrorists. He 

clarified that the long history of U.S. assistance to the 

Nepali people would continue. The Ambassador clarified that 
the U.S. had no position on the monarchy but rather it was an 
issue for the Nepali people to decide. During separate 
meetings in Pokhara, local civilian officials and human 

rights organizations pointed to an increasing number of 
communities that were standing up to Maoist intimidation. 
Army officials worried that Maoists were planning to put new 
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recruits into cantonment sites, keeping seasoned fighters 
outside the arms management scheme. Army and police officials 
said they hoped their civilian leadership would begin to 

embrace its security forces, providing the support and 

direction needed. In a visit to a a local Tibetan refugee 

camp, camp leadership requested the Ambassador\'s assistance 
in pushing for movement on the U.S. resettlement offer of 

5,000 refugees. 


Tibetan Refugees Seek Continued U.S. Support and Quick 
Resettlement 


2. (C) In meetings with the Ambassador during his visit to 
Pokhara, Wangyal Lama, Director of the Lodrik Welfare Fund 
which supports two of the Tibetan refugee camps in the 
Pokhara area stressed his hope for quick movement on the U.S. 
offer to resettle 5,000 Tibetan refugees. Lodrik Welfare 
Society, with a total of 4,473 beneficiaries, is led by 

former U.S.-backed guerrillas from Mustang, a remote corner 
of Nepal bordering Tibet, who fought against the Chinese 
invading Tibet in the 1960s. The majority of the Mustang 
resistance force survivors, about 30 percent according to 
Wangyal, live in the Lodrik-managed camps as do their 
children. Wangyal highlighted the long relationship between 
the American government and Tibetan refugees and said he 
hoped U.S. support would continue. The Ambassador assured 
Wangyal that the U.S. would continue to push the GON to get 
the resettlement process underway. The Ambassador was 
enthusiastically received at Paljorling Settlement located 
within Pokhara with a population of 400 refugees. Wangyal 
described the difficulties of finding work within the camps 

and said many refugees were forced to look outside for jobs. 
The camp had lost some of its carpet weaving business, 
therefore more refugees were selling Tibetan handicrafts in 
tourist areas. 


Ambassador Stresses Important Role for Journalists in Peace 
Implementation 


3. (SBU) During closing remarks at a journalism training 
seminar hosted by the Nepal Press Institute (funded by an 
Embassy public diplomacy grant) and a speech in Nepali at the 
first National Congress of the National Network for Weekly 

and Fortnightly Papers of Nepal, the Ambassador stressed the 
important watchdog role journalists would play in ensuring 
successful implementation of Nepal\'s recently signed peace 
agreements. With a free and functioning press, the 
Ambassador emphasized to the over 120 representatives from 
newspapers across the country, abuses and violations of the 
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agreements could be addressed. The Ambassador pledged 
continuing U.S. support for a free press in Nepal. 


Maoist Deeds, Not Words Matter 


4. (C) During his speech, and in response to repeated 
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questions regarding perceived U.S. support of the monarchy, 
the Ambassador clarified that the U.S. had no position on the 
fate of the monarchy, but believed the decision was for the 
people of Nepal. The Ambassador said the U.S. had no 
attachment to the King and said that he guessed the Maoists 
propagated this rumor to avoid answering difficult questions 
about their own activities. The Ambassador also faced many 
questions about why the U.S. had not changed its position 
vis-a-vis the Maoists now that there was a peace deal and the 
Maoists would be entering an interim government. The 
Ambassador said the U.S. welcomed the signing of the recent 
peace deals but would now push for their successful 
implementation. Until Maoist actions matched their words, 
they laid down their arms, and they renounced violence and 
intimidation, the Ambassador said, the U.S. must continue to 
view the Maoists as terrorists. He clarified, however, that 

the long history of U.S. assistance to the Nepali people 

would continue. While having Maoists in an interim 
government would pose a challenge to assistance efforts, the 
Ambassador pledged continuing support. At the same time, the 
Unites Sates would ensure that such assistance did not 
benefit unreconstructed Maoists. 


Security Officials Call on Civilians to \"Own\" their Security 
Institutions 


5. (C) During a meeting with local civilian and security 
officials, army and police leaders said they hoped the 

civilian leadership would embrace the security forces, 
providing the support and direction needed to implement peace 
agreement provisions. Brigadier General Dilip Rana, Acting 
Commander of the Nepal Army\'s (NA) Western Division, and 
Brigadier General Mahesh Karki reiterated that the army 
accepted its subordination to civilian power, but described 
low morale within the NA due to the lack of appreciation or 
respect shown by civilian leadership for the NA\'s role in 
fighting the Maoist insurgency. Instead, Karki said, the Army 
was only blamed for past abuses and its association with the 
monarchy. 
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Nepal Army and Cantonment; Integration 


6. (C) Karki said NA officials who would take part in the 

joint Maoist-GON-UN Monitoring Teams (mandated in the recent 
arms management deal to oversee the cantonment process) would 
be deployed from Kathmandu rather than be drawn from local 
Army divisions near the cantonment sites. Rana expressed 
concern that tne Maoists going into cantonments were recent 
recruits, leaving their seasoned fighters outside the 

cantonment scheme. He said the Army accepted the peace deals 
and would work toward their implementation. However, they 

also would continue to be ready to respond if the situation 

were to fall apart and the Maoists resumed fighting. Karki 

said the issue of Maoist integration into GON security forces 
would likely not be addressed until after the Constituent 
Assembly was convened. He said that the Army had the firm 
position that any Maoists integrated would have to come in as 
new recruits. 


Reviving Law Enforcement 


7. (C) Deputy Inspector General of Police Amar Newbang 
Subba of the Nepal Armed Police Force (APF) said the Home 
Ministry, APF, and civilian police had begun extensive 
planning for providing security in the lead-up to Constituent 
Assembly elections next June. Subba said the APF role in 
election security would be to provide reinforcements to 
civilian police if needed. While still lacking extensive 
direction from civilian leadership, Subba said the peace 
agreement provisions calling for the re-establishment of a 
police presence in the countryside was enough for the police 
to move forward in planning. Karki felt that the police were 
challenged in re-establishing law and order in the 

countryside because they did not have the confidence of local 
populations and were not able to provide a sweeping enough 
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police presence in Nepal\'s remote areas. Numerous and 
widespread international monitors, he said, would be 
necessary as an intermediate measure to reestablish 
confidence in the countryside during the short election 
timeframe. When asked what would assist in encouraging a 
re-established police presence in the countryside, Subba said 
training and equipment. He said police recruitment was not a 
problem and described 3,000 applications he had received 
recently to fill 200 slots. The police officials said they 
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had heard no discussion of the Maoists being integrated into 
the police or APF. 


Meeting with Student Leaders at American Corner 


8. (SBU) In a meeting with 11 student leaders at the 
American Corner in Pokhara, the Ambassador described the 
important role the students could play in pushing for the 
internal democratization of their political parties, ensuring 

they allowed for diverse views and equal access to 
underrepresented groups, particularly in the lead up to 
Constituent Assembly elections. The students welcomed the 
November agreements between the GON and the Maoists, but said 
they were not fully satisfied, expressing concern regarding 
Maoist adherence to agreement provisions and the need for 
abolition of the monarchy. They mentioned mass student union 
meetings on December 13 in five regions to launch a campaign 
to advocate for a direct referendum to decide the fate of the 
monarchy (as opposed to decision through a Constituent 
Assembly vote). Some students said they were willing to 

begin another People\'s Movement if the King again came to 
power. The students also said that they had heard the U.S. 
was pushing for a ceremonial monarchy. Again, the 
Ambassador stressed that he was trying to reinforce publicly 

at every opportunity that the fate of the monarchy was in the 
hands of the Nepali population and that the U.S. remained 
neutral on the issue. 


9. (SBU) Many students raised the need for Nepal to 

maximize its use of natural resources and take advantage of 

the future potential of hydropower potential. The Ambassador 
emphasized the sweeping impact the focused and responsible 
development of Nepal\'s hydropower could have on the country\'s 
development. The Ambassador encouraged the students to look 
at models of natural resource development from other 

countries as well as demanding within their own parties that 

their politicians focus on hydropower development as a 

central issue. 


Human Rights Groups\' Role 


10. (SBU) In meetings with leaders of local human rights 
groups, the Ambassador described the important role the human 
rights community would have in monitoring adherence to the 
peace agreement. The human rights representatives said that, 
while Maoist violence continued, there had been a decline in 
Pokhara. Conditions in the neighboring district of Lamjung 
remained worrisome, however. They pointed to an increasing 
number of communities that were standing up to Maoist 
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intimidation and refusing to give in to Maoist demands. They 
reiterated that the police lacked confidence and must be 
supported to re-assume their role in security provision. The 
representative from the National Human Rights Commission\'s 
(NHCR) regional office said that NHRC monitors had visited 
some of the cantonment sites and planned more visits. He 
expressed some concern that Maoists would place recently 
recruited fighters in the cantonments and leave seasoned 
fighters out, pointing to the Maoists recent recruitment 

drive. The regional representative from the Office of the 

High Commissioner for Human Rights said that it was awaiting 
a UN Security Council mandate to determine its potential role 
in monitoring the cantonment process, but thought an OHCHR 
role was likely. All the groups felt they would have a role 

to play in monitoring agreement provisions. 


Local Political Party Leadership 
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11. (C) Inameeting with the Ambassador, local political 
leadership, including Yagya Bahaudur Thapa from the Nepali 
Congress, Nepali Congress-Democratic leader Soviet Bahadur 
Adhikary, and Communist Party of Nepal - United Marxist 
Leninist (CPN-UML) local chief Rabindra Adhikary, said they 
had begun campaign planning for the Constituent Assembly 
elections. The leaders of the three main parties, who said 
they meet daily to strategize, were generally optimistic 
regarding progress in the peace process, but remained 
concerned about continuing fear in the countryside due to 
Maoist intimidation. They referenced the many front 
organizations based on ethnic divisions the Maoists were 
propagating. The leaders said they were able to campaign in 
local villages, but described the challenges in reaching 
remote communities. They favored a delay in the tight 
election timeframe to increase the likelihood of a free and 
fair process. 


12. (C) The party leaders said they were proponents of more 
interaction and engagement between the Seven-Party Alliance 
(SPA) and the Maoists to promote the Maoists\' evolution as a 
political party. The national level should learn from the 
districts in terms of how to engage Maoists, they said. The 
CPN-UML representative said he thought security in the 
lead-up to elections could be improved if the Maoists and SPA 
signed a political party code of conduct. 


Comment 
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13. (C) The discussions in Pokhara reflected a generally 
optimistic yet wary outlook on the peace process, with 
concern focused on security to promote free and fair 
Constituent Assembly elections. While Maoist recruitment and 
intimidation continues, there are a few hopeful indications 

that Maoist power is declining, with some villages fighting 
back. Interlocutors repeatedly raised concerns that the 
Maoists will be putting new recruits into cantonment sites, 
while keeping seasoned fighters out. We will continue to 

push the UN to set up an effective registration and vetting 
process and the GON to create mechanisms to ensure Maoist 
adherence to arms management provisions. We will also look 
to support the police in re-establishment of a police 

presence in the countryside and planning for election 

security and will push for civilian leadership to \"own\" their 
security forces, providing necessary mandates, direction, and 
support. Police presence will be central to the achievement 

of free and fair elections. 


14. (C) Raised in almost every meeting with the Ambassador, 
rumors persist that the U.S. supports the monarchy, despite 
continued public statements by the Ambassador clarifying the 
issue. We were pleased when Kantipur, the nation\'s largest 
daily newspaper, published the full text of the Ambassador\'s 
speech in its December 2 edition. Several weeklies across 
Nepal also published the entire text. We will continue to 
counter at every opportunity Maoist claims that the U.S. is 
promoting the King. The Ambassador also faced repeated 
questions regarding when and if the U.S. will engage the 
Maoists as they come into Government. As the interim 
government forms, we will have to carefully and quickly craft 
a U.S. approach and red-lines for engaging a GON that 
includes Maoists. 

MORIARTY 
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USDOC FOR MROGERS 


E.O. 12958: N/A 
TAGS: ECON, ELAB, LO 
SUBJECT: WHAT DOES A GUY HAVE TO DO GET FIRED AROUND HERE? 


1. (U) Summary. Slovakia\'s Ministry of Labor and Social 
Affairs is busy preparing new legislation to overhaul its 
labor code in early 2007. Business interests are happy with 
the current law and concerned about forthcoming changes, 
especially since the drafter of the new proposal, MOL State 
Secretary Emilia Krsikova, is considered strongly pro-labor 
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and a tough customer in general. Krsikova has not released 
her plans to anyone, even to high-ranking members of her own 
party (Smer), and is not meeting with core stakeholders. 
Expected changes would primarily affect domestic industries, 
but U.S. investors will likely feel a pinch as Slovakia 
harmonizes its labor code with EU norms. The Embassy is 
weighing in by coordinating dialogue between companies and 
MOL on proposed changes. End Summary. 


Brief Background 


2. (U) Slovakia\'s labor code has been changed dramatically by 
each of the past two governing coalitions. In 2001, despite 

the presence of a primarily center-right coalition led by 

SDKU, pro-labor voices in the government were able to push 
through revisions that strengthened the hands of unions. 
Among other changes, the maximum number of working hours was 
set at 40, and employers had to get trade union approval in 
order to fire employees. In 2003, the new, uniformly 
right-of-center ruling coalition enacted a revised labor code 
that strongly favored business interests. The new law 
extended the working week to 48 hours, dramatically 
liberalized hiring/firing laws, authorized use of rolling 
indefinite-term contracts without benefits, and limited 
severance pay, among other changes. Trade unions retained 
the right to bargain collectively, but lost all mechanisms to 
provide leverage within the process. 


Labor Smer, Business Smer 


3. (SBU) Further changes are expected from the new government 
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since Prime Minister Robert Fico\'s Smer party is nominally 
the party of labor, enjoying support from the trade union 
confederation KOZ. To satisfy KOZ, the PM staffed the 
Ministry of Labor with ardent critics of the 2003 labor code 
reforms, including Minister Viera Tomanova and State 
Secretary Krsikova, both fellow Smer members. Fico\'s 
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promises to organized labor have always been vague, however, 
and the PM consults primarily with the business wing of his 
party, such as financier Juraj Siroky. (On December 5, Fico 
met with KOZ president Eugen Skultety for the first time 

since the June election.) Most coaltion members have limited 
interest in labor rights issues. In the past week, Smer- and 
HZDS-appointed State Secretaries at the Ministries of Finance 
and Economy have told us that they would oppose any 
significant changes to the labor code. In turn, Tomanova and 
Krsikova recognize that they have limited allies even within 

a Smer-led government, and are very secretive about 
forthcoming legislative changes. All stakeholders are 

excluded, even unions. For example, when Tomanova\'s advisor, 
MP Robert Madej, introduced an amendment earlier this month 
to change the administration of the social insurance system, 
KOZ had not been notified in advance and completely disagreed 
with the proposal. 


Outlines of a Proposal 


4. (SBU) Due to lack of information from the primary source, 
the contents of forthcoming labor legislation are now a 

matter of speculation for all parties. Based on 

conversations with business leaders, labor leaders, Smer MPs, 
and mid-level MOL officials, there seems to be a generalized 
consensus about what substantive changes are expected to be 
introduced as proposed legislation in early 2007. They 

include the following: 


- Businesses would not be allowed to employee long-term 
employees as contractors. The 2003 labor code enables 
employers to require many classes of employees to acquire 
tradesman licenses and work as contractors, which allows 
companies to entirely avoid paying Slovakia\'s high payroll 
taxes for health and other social insurance programs. 
Business associations argue that the current law provides not 
only greater flexibilty but also results in higher wages for 
workers as a result of lowered tax burdens. Unions argue 
that the system has created a growing class of workers 
ineligible for social benefits. Primary sectors affected by 
this law include construction, forestry, agriculture, and 
education -- all of which are domestic industries. While the 
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practice is widespread in Slovakia, international investors 
looking to attract a talented, stable labor force rarely 
utilize such contracts. 


- The 48-hour work week would be retained, but with more 
limited opt-out options and fewer available overtime hours. 

It is not expected that the change would fully enforce the 
1993 EU directive authorizing the rigid 48-hour work week (as 
only Italy and Luxembourg have done), but the proposal will 
more closely resemble countries such as Germany, which offers 
exceptions for emergency service workers but generally 
follows the directive. This marks a depature from the 
previous government, which closely aligned with the British 
position promoting maximum flexibility. The potential impact 
on U.S. and other foreign investors is quite real but 

difficult to assess at this point. 


- Collective bargaining between unions and employers may be 
required to reach settlement within the tri-partite 

negotiating process. According to changes made in the 2003 
labor law, businesses are required to bargain with unions but 
in case of an impasse the dispute can be sent to arbitration 
courts. Existing labor law broadly enables the courts to 
decide in favor of employers in case of labor stoppages, as 
they did during the 2003 railroad workers strike and the 2006 
health care workers strike. Proposed changes would have 
greatest potential affect on unionized businesses, including 
US Steel, and three major auto manufacturers, Volkswagen, 
Kia, and Peugeot-Citroen. Other foreign investors such as 
Dell and ATT&T have non-unionized workplaces. These 
companies generally have worker councils that do not enjoy 
collective bargaining rights. 


- The new legislation would remove the right to dismiss 
employees working on definite term contracts without stating 
an official reason. No one expects, however, that unions 
would regain their right to sign off on hiring and firing 
decisions. Nor is there any sign that the government would 
interfere in the hiring and firing process. 


- Part-time workers on definite contracts would receive 
health and social benefits equal to those of full-time 
workers. 


Reactions and Next Steps 


5. (SBU) The domestic and international business communities 
obviously view the proposed changes above with concern, 
though they have not been especially aggressive on the issue. 
Many are not even aware of the changes under discussion. To 
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gain further insight, the American Chamber of Commerce in 
Slovakia has tried to meet with Ms. Tomanova and/or Ms. 
Krsikova, but has not been granted an audience as of yet. To 
facilitate communication, the US Embassy will work to 

organize a lunch at the Ambassador\'s residence between 
Minister Tomanova and various US business interests. During 
a charity event sponsored by the Chamber on December 5, 
Tomanova and Ambassador Vallee spoke briefly on the subject. 
She tentatively agreed to attend a labor-code related 

luncheon in January. Also, the DCM told State Secretary 
Krsikova that MOL plans to make the labor code \"more like 
France, Belgium and Germany\" could undercut steps that made 
Slovakia so attractive to investment in the first place. 
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STATE FOR AF/W 
STATE FOR INR/AA 


E.O. 12958: DECL: 09/11/2016 

TAGS: PREL, PGOV, KDEM, NI 

SUBJECT: GOVERNOR KALU EVALUATES HIS PRESIDENTIAL PROSPECTS 
AND POLITICAL SCENE 


REF: LAGOS 607 
Classified By: Consul General Brian L. Browne for Reasons 1.4 (b and d) 


1. (C) Summary: In a meeting with the Consul General on 
November 19, Abia State Governor Orji Kalu discussed his 
plans for the Presidency. Kalu confessed the PDP nomination 
was a lost cause due to President Obasanjo\'s antipathy, thus 
Kalu would not bother to seek the People\'s Democratic Party 
(PDP) presidential nomination, but would run under another 
party\'s banner. Even in another party, Kalu saw himself as a 
Presidential long-shot but definitely as Vice-Presidential 
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material for former heads-of-state Ibrahim Babangida, 
Muhammadu Buhari, or Vice-President Abubakar Atiku. Kalu 
predicted Obasanjo would again seek to extend his tenure. 
Kalu warned civil disturbance or military intervention could 

be the result of such an Obasanjo misstep. End summary. 


2. (C) In a meeting with the Consul General on November 19, 
Abia State Governor Orji Kalu discussed his electoral plans. 

Kalu said President Obasanjo continues to try to strangle him 

by using the Economic and Financial Crimes Commission (EFCC). 
Kalu stated the EFCC went after his mother and other close 
associates to implicate him, but the case has collapsed and 

EFCC efforts were ultimately futile. 


3. (C) Kalu would not bother to seek the PDP presidential 
nomination. It would be an exercise in futility given the 

level of acrimony between him and Obasanjo. Kalu has been 
making arrangements to jump from the PDP to join his 
supporters who have already switched parties. However, Kalu 
did not mention the party to which he will ultimately flee. 

Kalu mentioned he continued to talk to Ibrahim Babangida and 
Muhammadu Buhari, as well as Vice-President Abubakar Atiku. 


4. (C) Evaluating his own chances, Kalu thinks he is a 
presidential dark-horse but a Vice-Presidential darling. 

Kalu stated that he and Buhari and Babangida have been 
courting each other assiduously. He predicted something 
would come of one of these dalliances. Also, he maintained 
close contact with Vice-President Atiku as a third option. 


5. (C) Despite a press statement of a brewing rapprochement 
between the PDP hierarchy and former Vice-President Alex 
Ekwueme, Kalu said nothing will come of it. He stated that 
the urbane Ekwueme continued to seethe inwardly at how 
President Obasanjo robbed him of the PDP presidential 
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nomination in both 1999 and 2003. Ekwueme would like nothing 
better than to exact revenge and get the last laugh, Kalu 
asserted. Thus, Kalu stated he is in close communication 

with Ekwueme about how to mobilize the Igbo southeast against 
Obasanjo. 


6. (C) Overall, Kalu commented the Nigerian political scene 
was as tense and as complicated as any he could remember. 
Kalu still believed Obasanjo would try to prolong his tenure. 
While Kalu did not discount reintroduction of a 

constitutional amendment he thought it more likely Obasanjo 
would cite electoral problems as the rationale for tenure 
extension. Kalu stated if Obasanjo used this ruse, eruption 
of civil disturbance was distinctly possible. Kalu also 

stated that many politicians have been engaged in 
anti-Obasanjo talk with key elements in the military. If 
Obasanjo sought to extend, Kalu measured it a toss-up whether 
the military would intervene at that point. 


7. (C) Comment: Kalu was as brash and confident as ever, 
but practical enough to realize he did not have a chance in 
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the PDP. Kalu sees greener pastures elsewhere. While a 
longshot as President he could have appeal as a 
Vice-President because of his long-time and unwavering 
criticism of Obasanjo. However Kalu\'s chances for either 

slot are not very good due to the perception of poor 
performance as Governor during his second term. If Obasanjo 
tries to extend tenure, expect Kalu to be as vocal as anyone 

in opposition, in hopes his garrulousness will increase his 
electoral stock with the Nigerian public. End comment. 
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EB/ESC/TFS (SHELIA HINDS); S/CT (PATTY HILL); INL/C/CP 
(STEVEN PETERSON); AND IO/PSC (JOHN SANDAGE); SCA/RA (LINDA 
LEE) 


E.O. 12958: DECL: 12/07/2016 

TAGS: ETTC, KTFN 

SUBJECT: TERRORISM FINANCING COORDINATING OFFICER (TFCO) - 
BANGLADESH 


REF: STATE 181096 
Classified By: A/DCM Dundas McCullough; reason 1.4(d) 


(SBU) Name and contact information for Post\'s Terrorism 
Financing Coordinating Officer (TFCO) and Deputy TFCO 
requested reftel are as follows: 


TFCO 

David Renz 

Chief, Economic & Commercial Unit 
8802 885-5500 x2532 (Office) 
8802 882-4008 (Unclassified Fax) 
renzdw@state.sgov.gov 


Deputy TFCO 

Nancy Langston 

Resident Legal Advisor 

8802 885-5500 x2516 (Office) 
8802 882-4008 (Unclassified Fax) 
langstonnI@state.sgov.gov 


2. (C) Bangladesh is not included in the CIA chart referenced 
at para 9(d) of reftel. Comparable information is set out 
below: 


-- National authority to freeze terrorist funds: Yes, de 
facto, Bangladesh Bank (the country\'s central bank). 


-- Signed/ratified UN Convention on Terrorism Financing: 
Yes. 


-- Implementation of UNSCRs 1267, 1373,1390 and 1455: Yes. 
-- Adopted anti-money laundering (AML) legislation: Yes. 
-- Established Financial Intelligence Unit (FIU): No. De 


facto unit operating, pending adoption of amendments to the 
AML expressly authorizing an FIU. 
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-- Egmont member: No. Draft amendments to AML currently 
under review, if adopted, would create legal framework to 
enable Bangladesh to join Egmont. 


-- Member of FATF or FATF-style regional body: Yes. Asia 
Pacific Group. 


-- Issued a freeze order on terrorist-linked assets: Yes. 


-- Thorough search of financial institutions for terrorist 
assets: Regularly. 


-- Timely sharing of terror finance information: Banking in 
Bangladesh is characterized by an extensive branch banking 
network. While head offices and many branches in major 
cities are automated, record keeping in other branches is 

often manual. Notice of designations under UNSCRs is passed 
in a timely fashion from the Ministry of Foreign Affairs to 

the Bangladesh Bank. Bank circulars requiring banks to 
search their records and report back to the central bank are 
also issued on a timely basis. Reports may take anywhere 
from several days to months to complete, however, due to lack 
of automation throughout the banking system. 


-- Outreach to US intelligence and law enforcement: The 
anti-money laundering unit at the Bangladesh Bank is 
responsive to requests for information but only occasionally 
proactive in sharing information it develops independently. 
This characterization also applies to the police and 
intelligence services. 

BUTENIS 
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PLEASE PASS TO DRL/MLGA AND IO/RHS 


E.O. 12958: N/A 
TAGS: PREL, PHUM, KTIA, UN, KS, SU 
SUBJECT: ROKG TO SUPPORT HRC RESOLUTION ON SUDAN 


REF: STATE 195763 


(SBU) On December 7, poloff delivered reftel urging support 
for the Finnish draft resolution on Sudan in the Human Rights 
Council (HRC) to Jang Hyun-cheol, Deputy Director of MOFAT\'s 
Human Rights and Social Affairs Division. Jang stated that 
the Republic of Korea, a HRC member, would support the 
resolution on Sudan and was just debating whether to 
co-sponsor the resolution or not. The ROK had supported 
earlier EU draft language on Sudan and backed the decision to 
hold a Special Session on Sudan. The ROK shared the same 
view as the United States and European countries on Sudan, 
Jang explained. 

VERSHBOW 
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E.O. 12958: N/A 
TAGS: ELAB, PGOV, PREL, KS 
SUBJECT: KOREA PASSES NON-REGULAR WORKER BILLS 


SUMARRY AND COMMENT 
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1. (SBU) After two years of delays and debate, the ROK 
passed three labor bills to address wage and benefit 
discrimination against non-regular workers who comprise more 
than one-third of the workforce in Korea. Although the bills 
layout a clear path for non-regular workers to become regular 
workers after completion of a two-year contract, the bills 
continue to receive opposition from the second largest trade 
union umbrella group as well as the Democratic Labor Party 
(DLP) who both feel the bills will only cause the number of 
non-regular workers to increase and allow employers to 
exploit wide loopholes that were never closed. The passage 
of the bills in the current political climate marked a win 

for the Roh administration as the ruling Uri Party and 
opposition GNP Party came together in support of the final 
affirmative vote, leading some pundits to speculate that 

there is still some chance left for the Roh administration to 
pass key legislation. END SUMMARY AND COMMENT. 


2. (SBU) The National Assembly approved three labor bills on 
November 30 after discussions between labor, management and 
the government dragged on for the last two years. The bills 

that go into effect starting in July 2007 ban companies from 
discriminating against non-regular (part-time or temporary) 
workers whose duties and productivity are comparable to 

regular workers in terms of wages. Currently, non-regular 
workers\' wages are typically half of their regular worker 
counterparts. Non-regular workers are also rarely afforded 
benefits such as social insurance or pensions. 


BACKGROUND ON NON-REGULAR WORKERS 


3. (SBU) The broader issue being contested is the nature of 
non-regular work in Korea. In their efforts to develop a 
dynamic and robust economy, Korean employers adopted the 
practice of using temporary workers to maintain a more 
flexible workforce. Temporary workers are not only less 
costly than regular workers, but when work slows down, they 
can be dismissed with no fear of legal repercussions. The 
result is that the current workforce in Korea is comprised of 
5.45 million non-regular workers, an enormous 35.5 percent of 
the total workforce. According to Dr. Kim Soh Yeong from the 
Korea Labor Institute (KLI), it was only after the 

International Labor Organization (ILO) pressured the ROK to 
address the disparity between regular and non-regular workers 
that the new bills were proposed. Kim also suggested that a 
fear of Korean enterprises moving to other Asian markets 
where labor costs are lower was also a factor for the ROKG in 
considering the labor reforms. 
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POTENTIAL PITFALLS 


4. (SBU) Contrary to the notion of stabilizing the workforce 

in Korea through these bills, many employers are fearful that 
their labor costs will rise as they will now be obligated to 
provide equal wages and equal benefits for all types of 
workers. Additionally, employers must now convert 
non-regular workers to regular status upon completion of a 
two-year contract or face fines up to $30,000. With the 
two-year mark looming over an employer\'s head, opponents to 
the bills fear that workers will be terminated just before 

the two-year point so that employers can avoid taking the 
worker on as a regular employee. National Assembly 
Representative Bae ll-do, a member of the Environment and 
Labor Committee, voiced this same concern about employee 
terminations but added that it was better to pass these bills 
now than continue to allow the discrimination of non-regular 
workers. Although workers had high expectations for support 
from the new law, the bills fall short on both wages and job 
security, Bae said. NOTE: Bae has the unique perspective of 
being a former labor union founder and president who has 
since left organized labor to join the National Assembly. 

END NOTE. 


UNION PERSPECTIVES 


5. (SBU) The largest trade union umbrella organization, the 
Federation of Korean Trade Unions (FKTU) was openly 
supportive of the bills and helped the government rationalize 
the approval of less potent bills that could be delivered to 

the workers now rather than further delaying the debate. The 
main opponents to the bills are the Democratic Labor Party 
(DLP) and the Korean Confederation of Trade Unions (KCTU), 
the second largest trade union umbrella organization. These 
two groups share the concern that the bills have opened the 
door for employers to hire even more non-regular workers to 
replace employees on leave due to childbirth or illness. 

They unsuccessfully lobbied the government to add language 
that would have limited the sectors in which non-regular 
workers could be employed. NOTE: The day after the bills 
were passed, KCTU organized a large protest on the grounds of 
the National Assembly to show their displeasure with the 

laws. Reports said that approximately 3,000 protestors 
attempted to enter 

the grounds of the National Assembly but were repelled by 

riot police using water cannons. END NOTE. 


COMMENT 
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6. (SBU) The passage of the bills presents a new challenge 
for Korea\'s workforce. Regular workers, backed by their 
unions, will not accept a decrease in wages as employers 
attempt to cut costs while equalizing wages between regular 
and non-regular workers. Non-regular workers, buoyed by the 
passage of the new laws, must be careful not to demand too 
much in order to avoid putting their employers in a situation 
where the prospect of sharply rising staffing costs forces 
them to make reductions. On a positive note, the consensus 
on the bills represented a rare meeting of the minds between 
the ruling Uri and opposition GNP parties although 

legislators have not disclosed their motives for the sudden 
willingness to cooperate. With the current legislative 

session winding down and a number of important budget and 
policy issues still pending, politicians on both sides may be 
doing some \"give and take\" in order to realize some 
late-session progress on these fronts. 

VERSHBOW 


88473 

OO RUEHCHI RUEHDT RUEHHM 

DE RUEHML #4918 3410848 

ZNR UUUUU ZZH 

O 070848Z DEC 06 

FM AMEMBASSY MANILA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4191 

INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS IMMEDIATE 
RHHMUNA/CDRUSPACOM HONOLULU HI IMMEDIATE","UNCLAS MANILA 004918 


SIPDIS 
SIPDIS 
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E.O. 12958: N/A 

TAGS: ASEC, PTER, CASC, RP 

SUBJECT: PHILIPPINE TERRORIST ACTIVITY REPORTS PROMPT EAC 
MEETING 


REF: A. 3/EE/4514-06 
B. 3/EE/4493-06 
C. 3/EE/4470-06 
D. 2/EE/3313-06 
E. MANILA 04481 
F. MANILA 04290 


1. The Ambassador chaired an Emergency Action Committee (EAC) 
meeting on December 7, 2006, to discuss reports received by 
various agencies within the Embassy of possible terrorist 
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activity in the province of Cebu, an island in central 
Philippines. Cebu is the site of the on-going ASEAN Summit 
and other related meetings. There are about 1,000 AmCits, to 
include one American consular agent, living in Cebu, and two 
Embassy officers are planning to attend the ASEAN Summit 
meetings. 


2. This recent threat information seems to be related to the 
same group from reftels E and F. 


3. Late yesterday afternoon, the Australian Embassy reported 
receiving the same type of information that U.S. Embassy 
agencies have received. Great Britan has updated its 
Philippine travel advisory in response to the information 
warning British citizens to cancel all travel to Cebu. The 
Australian Embassy has now updated its travel warning as well. 


4. The consensus of the EAC is that these individuals are 
capable of implementing their plans--they have bombed 
before--but may not be ready yet. Reporting also seems to 
indicate that the ASEAN meetings will be hard to hit, but 

there are other softer targets there that could make the same 
statement. RSO and CONS, with EAC concurrence, recommended 
that the Embassy should send out a warden message. ACS will 
send that out today. The information contained in all 

reftels has been passed to local Philippine Intel agencies 

and police. 

KENNEY 
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E.O. 12958: DECL: 12/07/2016 
TAGS: PREF, PGOV, PREL, PHUM, NP 
SUBJECT: NEPAL GOVERNMENT SLOW TO ADDRESS IDP PROBLEM 


Classified By: Ambassador James F. Moriarty for reasons 1.4 (b/d). 


Summary 


1. (SBU) The Maoist insurgency in Nepal has created 
significant population displacement, although the scope of 
the problem and location of internally displaced persons 
(IDPs) have been difficult to assess due to social 
stigmatization, lack of material assistance and Nepal\'s open 
border with India. UN officials are working with the 
Government of Nepal (GON) to re-formulate its IDP policy to 
meet international standards, as well as to include IDP 
advocacy groups and Maoists, to ensure successful 
implementation. The UN launched a publicity campaign 
December 4 to raise community-level awareness of this problem 
and to encourage a safe and dignified return of IDPs to their 
homes. With implementation of the Comprehensive Peace 
Agreement, many IDPs likely are eager to return home. Post 
is looking for ways the USG can assist with this humanitarian 
issue. 


Reasons for and Scope of the IDP Problem 


2. (SBU) The decade long conflict in Nepal has caused 
significant population displacement, although the magnitude 
of the problem has been difficult to assess for several 
reasons. Most displacement has been created through Maoist 
threat and intimidation, although actions by government 
security forces have also contributed to the problem. A UN 
study conducted in May 2006 identified the major reasons for 
internal displacement in Nepal as follows: 


-- Consideration either by the Maoists or the security forces 
as being an \"enemy collaborator.\" 


-- Inability to pay Maoist extortion demands. 


-- Maoist forcible recruitment or pressure to ally with the 
Maoist movement. 
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-- Community-based discrimination based on ethnicity or 
religious association. 


-- Maoist interference in the education system through 
threats, abductions and school closures. 


-- Maoist pressure against those involved in political or 
government activities at a local level. 


3. (C) According to Home Ministry officials, 19,000 people 

are registered as IDPs in Nepal. However, both the GON and 
UN estimate that between 100,000 - 200,000 persons have been 
displaced as a result of the conflict. On December 6, the UN 
Senior Advisor for the Internally Displaced, Bjorn 

Pettersson, explained that the problem of IDPs in Nepal was 
difficult to assess because displaced persons were reluctant 

to come forward and register with local government officials 
due to the social stigma associated with being an IDP. 
According to the UN May 2006 study, the first wave of IDPs in 
Nepal was composed largely of political party leaders and 
wealthy landowners whom the Maoists had targeted and labeled 
as \"political criminals\" or \"anti-revolutionaries.\" As a 

result, the term IDP is often associated with \"wrong doing\" 

at the local level. (Comment: While political party cadre 

and landowners were certainly targeted by Maoists, by far the 
majority of IDPs are average Nepalese, not landlords or party 
bosses, with virtually no family or financial support outside 

their communities. Post questions the UN assertion that a 

real social stigma is the principal factor impeding IDP 
registration and return. Local Maoist refusal to accept 

those displaced back into the community is a more likely 
cause. End Comment.) Pettersson said that in addition to 

the social stigma, the absence of material assistance or 
government services for IDPs had discouraged individuals from 
identifying themselves as such. Nepal\'s open border has 
allowed people who would otherwise be classified as IDPs to 
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flee quietly to India, he added. 


GON Policy Remains Inadequate, Non-Inclusive 


4. (C) According to Pettersson, the GON had established a 
\"Task Force on the Internally Displaced\" to re-examine and 
re-formulate its IDP policy. Despite previous consultations 
with the UN, the current policy, adopted in March 2006, 
failed to adequately define IDPs. (Note: The current 
definition of an IDP includes only those who are victims of 
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Maoist attack. End Note.) The term IDP did not include 
Nepalese who: 1) were displaced by the security forces; 2) 
were displaced as a result of threats and intimidation; and 
3) had family or landholdings elsewhere. Although the most 
recent draft of the policy redresses these problems, 
Pettersson was concerned that the GON\'s failure to include 
IDP advocacy groups and Maoists in the policy formulation 
process would result in poor implementation. Without Maoist 
participation in policy formulation, Pettersson feared that 
social stigmatization of IDPs would continue at the local 
level and reduce the likelihood of successful reintegration 
into their communities. 


5. (C) Pettersson noted that he was also working with the 
Task Force to ensure that IDPs would not be required to 
appear before public bodies or to make public statements 
explaining the reasons for their displacement. The GON 
policy needed to provide adequate compensation for personal 
property loss. It is critical that IDPs be able to make 

claims of restitution without fear of retribution, Pettersson 
said. 


UN Launches IDP Publicity Campaign 


6. (U) On December 4, the UN launched a three-week publicity 
campaign to raise community-level awareness of internally 
displaced persons (IDPs) in Nepal. With 60-second spots in 
local vernacular television and radio, the UN hoped to reduce 
the social stigma associated with IDPs and to encourage the 
right of all IDPs to voluntarily return in safety and dignity 

to their homes. The campaign, coordinated by the Office of 
the High Commissioner for Human Rights (OHCHR), United 
Nations High Commissioner for Refugees (UNHCR) and the Office 
for the Coordination of Humanitarian Affairs (OCHA), 
encourages the political parties and Maoists to work together 
to adopt and implement an IDP policy in Nepal. 


Comment 


7. (C) Now that the Comprehensive Peace Agreement has been 
signed, many Nepalese displaced by the conflict will be 
interested in returning home. Unfortunately, many will find 

their homes emptied or destroyed and lands either 

uncultivated or occupied by others. Moreover, continued 

Maoist atrocities will prevent the safe and dignified return 

of IDPs. A GON policy on IDPs will be a useful tool only if 

it is accompanied by genuine Maoist support for the safe 


Column 3 

return of IDPs. Local-level Maoists must be co-opted and 
held accountable in this effort in order to prevent IDPs from 
being displaced for a second time. Responsibility for 
compensating IDPs for property loss, which was primarily, but 
not solely, caused by Maoist forces, should not fall only on 
the Nepal Government. While the UN is encouraging inclusion 
of Maoists in IDP policy formulation, it does not appear to 
have addressed whether it expects Maoists to be held 
responsible in this regard. Without a proper assessment of 
the numbers and location of IDPs, it will be difficult to 

channel donor assistance to where it is needed most. Post 
will look for ways the USG can assist in this effort. 
MORIARTY 
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(U) Classified by Ambassador Khalilzad, reasons 1.4 (b) and 
(d). 


1. (C) Summary: In a December 3 meeting with the Ambassador, 
outgoing Turkish Ambassador Cevikoz relayed the GOT\'s 
contacts with Sunni Hewar party leader Mutlaq (reftel). The 
Ambassador told Cevikoz the U.S. opposes any 
extra-constitutional effort to change the GOI and suggested 
the GOT urge Mutlaq to play a more positive role. Cevikoz 
said de-Ba\'athification had been hard on Iraqi Sunnis; the 
Ambassador agreed de-BaVathification has gone too far but 
said that Sunnis have failed to take action to help 
themselves. Cevikoz confirmed the GOT will fund training for 
Iraqi police. The Ambassador said the timing is not right 

for a regional conference on Iraq, and any such proposal 


Column 3 
should come from the GOI. End Summary. 


U.S. and Turkish Meetings with PM Maliki 


2. (C) Cevikoz told the Ambassador PM Maliki\'s November trip 

to Turkey had been useful and fruitful, encompassing all the 
important bilateral issues. Cevikoz said the trip\'s had 

achieved its primary purpose: to demonstrate Turkish support 

for the GOI. The Ambassador gave Cevikoz a readout of the 

PM\'s November 30 meeting in Amman with President Bush, and of 
the progress of a small group of Iraqi leaders who are 

forming a moderate front. However, the Ambassador added, 
violence is impeding political progress. 


3. (C) Cevikoz agreed violence is too high and predicted that 
2007 would not be easy, particularly if \"some forces!" try to 

push a referendum on Kirkuk. In his meeting with PM Maliki, 

PM Erdogan tried to persuade him to resolve Kirkuk \"by 
consensus.\" Cevikoz also said PM Maliki needs to show Sunnis 
he is not sectarian. He noted that Sunni VP Hashimi is 

seeking to enhance the \"Sunni presence\" in the GOI. 


Turkey and Iraq\'s Sunnis 


4. (C) Cevikoz said that hard line Sunni Hewar party leader 

Saleh Mutlaq has been in touch with the GOI; Mutlaq claimed 

to have support from five blocs in Iraq\'s Council of 
Representatives (CoR), including lyad Allawi\'s Iragiyya bloc. 

The Ambassador asked what Mutlaq\'s aim appeared to be; 
Cevikoz said Mutlaq claims he is trying to form a \"national 

front\" bloc, ostensibly to enhance and stabilize the GOI. 

The Ambassador told Cevikoz the USG opposes any GOI changes 
outside the framework of Iraq\'s Constitution and elected CoR. 


5. (C) The Ambassador noted that Mutlaq had been working with 
hard line Sunni cleric Harith al-Dari, head of the 

Association of Muslim Scholars (AMS) and with CoR followers 
of radical Shiite cleric Moqtada al-Sadr. In the wake of a 
recent GOI warrant against him, al-Dari\'s statements had 
become more radical, including a call for governments to 
withdraw recognition of the GOI. Mutlaq had failed to agree 
to the original 33-point unity government plan, partly out of 
pique at not receiving a high GOI position. The Ambassador 
suggested that the GOT urge Mutlaq to play a more positive 
role. 


6. (C) Cevikoz noted that de-BaVathification has been 
\"disturbing\" for Iraq\'s Sunnis; GOI flexibility on 
de-BaVathification could ease Mutlaq\'s position and help 
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control Sunni violence. The Ambassador agreed 
de-Ba\'athification has gone too far and said the process 
should be changed to a judicial process for those who 
committed crimes. However, Iraq\'s Sunni political leaders 
are failing to take action on the issue; they should focus 
their efforts on working the CoRVs legislative process. 


Police Training; Regional Conference 


7. (C) Cevikoz noted that Turkey is prepared to train Iraqi 
police and to pay the costs. The Ambassador noted that 
President Talabani had been uncertain about who would fund 
the training (septel); Cevikoz confirmed the GOT will pay for 
training in Turkey. 


8. (C) Cevikoz asked the Ambassadon\'s opinion about a 
regional conference on Iraq. The Ambassador said the timing 
is not good now, given Iraq\'s internal situation. Iraq 

should first deal bilaterally with its neighbors, and any 
proposal for a regional conference on Iraq should come from 
the GOI. 
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SUBJECT: CZECH REPUBLIC REVIEW FOR WAIVER OF TITLE III OF 
THE LIBERTAD ACT 


REF: STATE 191752 


Column 3 
Classified By: POLITICAL AND ECONOMIC COUNSELOR 
MICHAEL DODMAN FOR REASONS 1.4 (B)(D) 


1. (C) SUMMARY: The USG applauds the Czech Republic 
for its strong support of democracy, human rights, 

and fundamental freedoms in Cuba. The Czechs do not 
recognize the transfer of power to Raul Castro, and 

continue to advocate for a tougher EU common position on 
the Castro regime that emphasizes human rights. Czech NGO 
People in Need (PIN), funded in part by the Czech MFA, is 
one of the few in-country promoters of democracy and human 
rights. Prominent Czech government officials and private 
citizens continue to visit Cuba and receive Cuban 

dissidents in Prague to focus the world\'s attention on the 
abuses of the Castro regime. As a result of the Czech 
opposition to the Castro regime, there are only marginal 
financial ties between the two countries, although there 

has been a recent spike in the trade volume with Cuba. 

END SUMMARY. 


2. (U) The Czech Republic is active in advocating for 
freedom and human rights in Cuba since its own transition 
from a totalitarian regime in 1989. Former Czech President 
Vaclav Havel, an internationally recognized human rights 
activist, and other members of the Czech leadership have 
assisted exiled dissidents and political prisoners jailed 

in Cuba during the severe crackdown on dissidents in 2003. 
The GOCR condemned the crackdown, issuing an official 
statement calling on the Government of Cuba to honor its 
international human rights commitments and obligations. 
Former FM Cyril Svoboda instituted a policy requesting all 
diplomats to raise the Cuba issue at international meetings. 
In addition, Czech President Vaclav Klaus and the Czech 
Parliament issued public statements in support of Cuban 
dissidents and condemning the situation in Cuba. 


3. (U) In July 2003, then Prime Minister Vladimir Spidla 
traveled to Florida to meet with representatives of Cuban 
dissidents, all of whom were political prisoners. In May 
2004, eight Cuban dissidents traveled to Prague to meet 
with Czech parliamentarians and President Havel. 


4. (SBU) Currently, the Czechs are advocating for a tougher 
EU common position that, among other things, would 
recognize political dissidents and provide sanctions for 

senior officials of the Castro regime. Among EU countries, 

the Czech Republic is one of the strongest supporters of 

the policy of inviting Cuban dissidents to National Day 
festivities. The Czechs provide training and support to 

Cuban civil society through the efforts of People in 

Need (PIN), the MFA\'s main NGO partner. Czech government 
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officials continue to travel to Cuba to meet with 
dissident leaders and to place pressure on the Castro 
regime. In April 2006, the Cuban regime expelled Czech 
diplomat Stanislav Kazecky in retaliation for his 
activities in support of the dissident movement. These 
activities highlight the committed engagement of the 
Czechs on the issue of Cuban human rights. 


5. (U) In recognition of this commitment, State 
Department\'s Cuba Transition Coordinator Caleb McCarry 
traveled to Prague in October 2005 to meet with Czechs 
actively working to promote democracy in Cuba, including 
GOCR officials, former dissidents, and PIN. 


6. (U) The Czech Republic does not have any foreign 
investments in Cuba. As an EU member state, the GOCR 
does not have any bilateral trade agreements, 

including with Cuba. There are, however, no trade 
restrictions on private companies that want to do 
business there. According to the Ministry of Industry 

and Trade Department (MPO), private trade between the 
two nations is on the rise. MPO U.S. Desk Officer 
Vaclav Maly reported that trade with Cuba went from 
USD 4 million in 2002 to USD 25 million for the first 

nine months of 2006. While a sharp increase, the 2006 
number is still comparatively small, as Cuba is the 
Czech Republic\'s 97th largest trading partner. There 
are no student exchange programs. 


IMPORTANCE OF TITLE III WAIVER 
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7. (C) COMMENT: A waiver of the right to bring an action 
against entities and nationals of the Czech Republic is 
necessary to U.S. national interests. Loss of this waiver 
would jeopardize our partnership with a country that has 
been at the forefront of efforts to force the Castro regime 

to adhere to international standards of human rights. From 
supporting the annual UN resolution on human rights in Cuba 
to engaging in high-level diplomatic efforts with Cuban 
dissidents, the Czech Republic\'s profile on this issue is 
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one of the strongest in Europe. This cooperation would 
definitely be impacted negatively if the GOCR were to 
lose the Title III waiver and feel that it is being 
\"punished,\" when in fact it has been one of our best 
partners on Cuba. 

GRABER 
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TAGS: KTFN, EFIN, ETTC, KVPR, PREL, PTER, EZ 
SUBJECT: CZECH REPUBLIC: TERRORIST LISTS 


REF: STATE 193615 


Czech Ministry of Finance Department of Financial Analysis 
(the Czech FIU) Director Karel Korynta confirmed that the 
Czech Republic does not/not maintain its own list of 

terrorist entities subject to sanctions. According to a new 

law on International Sanctions passed in 2006, the Czechs 
enforce punitive sanctions on subjects as defined or named by 
the Sanctions Committee of the United Nations Security 
Council. The Czechs will also impose sanction on entities 
listed by the European Union. 

GRABER 
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STATE PASS USTR (BELL), USPTO (ADLIN AND ADAMS), USAID (MCCLOUD) 
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E.O. 12958: N/A 
TAGS: ECON, ETRD, EFIN, ENRG, EAID, EPET, TS 
SUBJECT: TUNISIA ECONOMIC HIGHLIGHTS: Nov. 1 - Nov. 30 


REF: A. TUNIS 2848 
B. TUNIS 2749 

C. TUNIS 2303 

D. TUNIS 629 

E. 2005 TUNIS 2433 


1. (U) This cable contains highlights of recent economic 
developments in Tunisia on the following topics: 


A. Tunisia Plans to Build Nuclear Power Plant by 2020 

B. Tunisie Telecom Privatization Receipts To Reduce 
External Debt 

C. Central Bank Intervenes in Bank Lending 

D. GOT Subsidies Reach 0.7 Percent of GDP in 2006 

E. Central Bank Raises Reserve Requirements 


2. (U) On November 22, Mr. Othman Ben Arfa, head of state-owned 
power utility Societe d\'Electricite et de Gaz (STEG), announced 
Tunisia\'s decision to develop nuclear energy for power generation by 
2020. Ben Arfa stated that the project will begin with four years 

of feasibility studies that will explore technical, logistical, 

safety, and financial aspects. The GOT expects to finish the 

project in 2020, with seven years to build the nuclear power plant. 
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The plant will produce 900 megawatts, or nearly 20 percent of the 
country\'s current production capacity. By 2020, national power 
consumption is expected to reach 22 million megawatts, necessitating 
a doubling of current energy production. 


3. (SBU) Comment: Soaring oil prices and growing power consumption 
have made nuclear energy an attractive alternative for the GOT (Ref 
E). According to GOT statistics, each one USD increase in oil 

prices, beyond the level of 50 USD per barrel, increases GOT 
expenditures by 40 million USD per year. Oil imports have also 
contributed to growth in Tunisia\'s trade deficit and to lowered 
expectations for 2006 GDP growth (Ref B). End Comment. 


Tunisie Telecom Privatization Receipts 
To Reduce External Debt 


4. (U) Several local publications have recently reported that the 
GOT plans to use a portion of the hard currency receipts from the 
privatization of Tunisie Telecom to reduce external debt. Tunisian 
weekly magazine Ralits reports that 426.5 million dinars (330 
million USD) will be applied, while state-run Tunis-Afrique Presse 
reports that two-thirds of the receipts (approximately 1.53 billion 
USD) will go towards external debt repayment. The March 2006 
privatization of a 35 percent stake in Tunisie Telecom is Tunisia\'s 
largest privatization to date and earned 2.3 billion USD (projected 
to represent about 7.5 percent of GDP for 2006) (Ref D). According 
to the June 2006 IMF Article IV Report, external debt represents a 
sum equal to 68 percent of Tunisia\'s GDP. 


5. (U) On November 27, the online business magazine African Manager 
reported that the GOT directed state-owned Socit Tunisienne de 
Banques (STB) to deal with the debts and losses of the state-owned 
electromechanical construction company, SACEM, so that the company 
can be privatized with a clean balance sheet. The company 

registered roughly 11.75 million USD in debt and 3.13 million USD 
losses in 2005. This decision comes on the heels of a recent 

Central Bank directive for banks to reschedule approximately 250 
million dinar (roughly 194 million USD) in loans held by Tunisian 

olive oil producers and exporters. Tunisian olive oil exports fell 

below expectations in 2006, leaving many producers and exporters 

with unsold stocks (Ref C). The Central Bank\'s decision will allow 

local producers to borrow additional funds for the 2006-2007 
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agricultural season and postpone repayment until October 2007. 


6. (SBU) Comment: Non-performing loans (Ref A) continue to represent 
nearly 21 percent of assets in the banking sector. Despite the 

Central Bank\'s stated desire to reduce the level of non-performing 
assets, continued intervention in bank lending practices adds to 

this burden and perpetuates the cycle of poor credit risk analysis 

that created the high levels of non-performing loans in the first 

place. End Comment. 


7. (U) During parliamentary budget debates, Mr. Mondher Zenaidi, 
Minister of Commerce and Handicrafts, announced that the \"Caisse de 
Compensation\", the GOT subsidy fund, disbursed 284 million dinars 
(218 million USD) in 2006, remaining steady at 0.7 percent of GDP. 
In 2005, the fund disbursed 259 million dinars (200 million USD), 
also 0.7 percent of GDP. The fund is primarily used to subsidize 
cereals, vegetable oil, milk, cooking gas and pharmaceuticals, but 
notably does not include fuel and energy subsidies. Zenaidi 
projected that the fund would disburse 348 million TND (267.63 
million USD) in 2007 if prices increase according to GOT 
expectations. The subsidy fund was created in the 1960s keep basic 
products as food and pharmaceuticals at affordable prices. 


8. (U) On November 29, the Central Bank raised banks\' obligatory 
reserves on demand deposits, deposit certificates and other amounts 
owed to clients whose terms do not exceed three months to 3.5 
percent from 1.5 percent. Wire reports quote a Central Bank manager 
as attributing the raise as an effort to reduce the excess liquidity 

in the market. 

BALLARD 
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E.O. 12958: N/A 
TAGS: MOPS, PREL, PGOV, AF 
SUBJECT: PRT/LASHKAR GAH - AUXILIARY POLICE GRADUATE 


REF: KABUL 5284 


1. (SBU) SUMMARY: In what should be considered a positive 
start, the first class of Afghan National Auxiliary Police 

(ANAP) graduated in Lashkar Gah, Helmand Province, on 
November 16. DynCorp trainers reported that the training 
went smoothly and that the 100 trainees were enthusiastic and 
performed well. Drawn from eight districts, the ANAP were 
then deployed to three districts, with many of the graduates 
being assigned to man checkpoints. The second class 
graduated on November 30. Training expanded to neighboring 
Nahri Sarraj district on November 25, where 57 recruits have 
nearly completed the course. After some confusion, recruits 
from Musa Qala district joined the class in Lashkar Gah that 
commenced on December 2. The only significant problem 
encountered has been getting the ANAP paid, a problem 
officials report has been resolved. END SUMMARY. 


One hundred graduates deployed to three districts 


2. (SBU) Following the inaugural course in Qalat in October 
(REFTEL), the first class of Afghan National Auxiliary Police 
(ANAP) graduated in Lashkar Gah (LKG), Helmand Province, on 
November 16. Starting on November 4, one hundred recruits 
(of a starting class of 102, the other two fell ill and were 
scheduled to resume training in the next class) received a 

basic introduction to police work from a MOI syllabus, 

including conflict techniques, weapons familiarization, 
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checkpoint operation and field sanitation. Graduates also 
received equipment (uniform, weapon and ammunition). The 
training was conducted by DynCorp and Ministry of Interior 
(MOI) trainers, with assistance from PRT military personnel. 
DynCorp trainers described the recruits as enthusiastic about 
training, and said they performed well; the trainers also 
reported only a few logistical problems (e.g., no food for 

one day of training). 


3. (SBU) The trainees, drawn from eight districts, were 

mostly raw, though some obviously had familiarity with 
weapons. The recruiting process stemmed from an agreement 
between Chief of Police General Nabijan, the MOI and tribal 
leaders, with Nabijan and the MOI seeking assurances from the 
tribal leaders that the recruits will observe the police 

chain of command and the rule of law, otherwise they would be 
expelled. 


4. (SBU) Though the idea is to recruit locally and send back 
ANAP loyal to their communities and therefore less likely to 
engage in extortion (the reputation of the Afghan National 
Police (ANP) in Helmand is one of corruption), Nabijan will 
be able to distribute ANAP across Helmand, within limits set 
for each district. The graduates of the first class will not 

all be deployed to their own districts, with most going to 
Garmser district (south of LKG), some to the LKG reserve and 
smaller numbers to Nawa-|-Barakzayi (central district) and 
LKG district center. Many of the graduates are being used to 
man checkpoints. 


5. (SBU) At the end of their year contract ANAP course 
graduates can apply for a year,s extension or apply to the 
regular ANP. During their year in the ANAP they will receive 
one week of refresher training every three months, a 
modification of the initial course. 


Musa Qala recruits arrive for training 


6. (SBU) Training continues in LKG, with two classes already 
graduated (221 total) and the third underway. This third 
class has approximately 160 recruits, and includes 20 from 
Musa Qala district, where local leaders struck a deal with 

the provincial governor government about providing for their 
own security. Local leaders from the district accompanied 
the recruits for the first day, and later expressed an 

interest in sending additional recruits to future classes. 
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Training expands to second district 


7. (SBU) Training expanded to Nahri Sarraj, the district 
immediately to the north of LKG, on November 25 with 
approximately 60 participating. Due to security concerns in 
the district, the training in Nahri Sarraj is being conducted 
by UK military and two DynCorp trainers. (NOTE: The only 
recruitment center is in Lashkar Gah. The ANP is looking 
into sending ANP up to Nahri Sarraj to recruit there. END 
NOTE.) 


Recurring problem: Salary nonpayment 


8. (SBU) Combined Security Transition Command-Afghanistan,s 
(CSTC-A) Police Reform Directorate (PRD) finance team has 
included Helmand in its notably successful phased effort to 
establish a direct pay system nationwide that would ensure 
reliable payment of monthly salaries to individual policemen. 
Payment under this system initially envisions using a 
Ministry of Finance (MOF) agent, followed later by direct 
payments through a Lashkar Gah bank. Electronic funds 
transfers into individual bank accounts are the ultimate 

goal. In the November 23 ANP staff meeting in Lashkar Gah, 
director for training and education said that the ANAP had 

not yet been paid, and blamed the MOF for the delay. ANP 
officials promise that in the next pay period those ANAP 
should receive both regular and back pay. 


9. (SBU) In the months ahead, the hiring of security guards 
related to infrastructure projects in northern Helmand could 
present an attractive and lucrative alternative to the ANAP. 
Nabijan is aware of this, and will work with tribal leaders 

to prevent defections and hold ANAP to their year-long 
contracts. 


10. (SBU) COMMENT: The initial training course should be 
judged a success. The only significant problem arising, 
nonpayment of salary, has been a chronic problem in Helmand. 
A resolution seems at hand, hopefully an enduring one. END 
COMMENT. 

NEUMANN 
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Classified By: DCM Jeff Goldstein for reasons 1.4 (b) & (d) 


1. (C) Summary. On December 6, President Ilves\'s Foreign 
Affair Advisor, Sven Jurgenson, briefed us on Ilves\'s 

recent trip to Georgia. While in Tbilisi, Ives 

emphasized to Georgian President Saakashvili the need for 
the GOG to reduce tensions with Russia and take a more 
pragmatic approach to EU and NATO membership. End 
Summary. 


Relations with Russia 


2. (C) In a December 6 meeting with DCM, Sven Jurgenson, 
Foreign Affairs Advisor to President Toomas Hendrik 

lives, provided highlights from President Ilves November 
22-23 trip to Tbilisi and gave his own perspective on the 
current situation in Georgia. Ilves\'s principal message 

to the GOG was the importance of reducing tensions 
between Georgia and Russia. llves told Saakashvili that 
based on Estonia\'s own experience in dealing with Russia, 
it is better to praise meetings with the GOR and avoid 

finger pointing or complaining about lack of progress in 
public. Jurgenson commented that the Georgians appeared 
to have followed Ilves advice \"almost word for word\" in a 
subsequent Georgian-Russian meeting in Minsk. He also 
opined that Speaker Burjanadze had surprised everyone at 
the Riga Summit when she offered conciliatory language 
regarding Russia. 


3. (C) According to Jurgenson, the atmosphere in Georgia 
has improved over the last few weeks. Now, he said, 
people are not talking about an inevitable conflict with 
Russia, at least not in the immediate future. Still, 
Jurgenson said he sensed a palpable \"siege mentality\" in 


Column 3 

Tbilisi. Jurgenson said the Georgians told llves they 
will do their best not react to Russian provocations, but 
that for domestic political reasons it would be hard for 
them not to respond if the provocation is extreme, such 
as a large-scale kidnapping of Georgians in either South 
Ossetia or Abkhazia. 


NATO and EU Membership 


4. (C) Ilves also discussed NATO and EU membership with 
Saakashvili and shared experiences from Estonia\'s 
accession process. llves tried to convince Saakashvili 

that Georgia needs to be more pragmatic and less dogmatic 
about its EU and NATO aspirations and realize that its 

close relationship with the United States is not a trump 

card. He urged Saakashvili to work with Europe, 

especially Germany, to build Georgia\'s credibility among 
the other EU member states and NATO allies. Jurgenson 
expressed concern, however, that Saakashvili and other 
GOG officials are not absorbing constructive criticism 
regarding Georgia\'s shortcomings. \"The Georgians have a 
tendency to hear only what they want to hear,\" Jurgenson 
explained, and reject messages they don\'t like or the 
messengers that bring them, even when they are friends. 


5. (C) Jurgenson expressed his own apprehension about the 
Georgian tendency toward \"paranoia\" which were reflected 
in private comments some GOG officials made to him 
regarding setbacks in Georgia\'s NATO and EU membership 
efforts. These officials told him privately that they 

believe there are some European countries working against 
Georgia\'s accession and insinuated that senior U.S. State 
Department officials were \"sowing doubts in European 
capitals\" on Georgia\'s suitability for EU and NATO 
membership. Jurgenson told us he had personally chided 
his counterparts for expressing this attitude and told 

them that their paranoia would only hurt Georgia\'s 
aspirations. 


Some reflections: reform, reform, reform 


6. (C) Jurgenson also commented on the status of 

political and economic reform in Georgia. He said he was 
impressed by the progress the Georgians have made in 
implementing reforms, although many of the most difficult 
changes are still pending. He noted that in Estonia and 

all other eastern European countries, there is an inverse 
relationship between the rate of reform and the 
government\'s popularity, Jurgenson said. It was somewhat 
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surprising, therefore, that Saakashvili remains so 
popular, although Jurgenson agreed that the lack of a 
strong opposition was part of the explanation. He also 
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said, however, that Saakashvili remains popular in part 
by blaming cabinet members for unpopular and tough 
decisions while taking credit for the popular ones. 


7. (C) With respect to corruption, Jurgenson said he 
believes Saakashvili has made some real progress, 
although he had been forced at times to use rather heavy- 
handed methods. Jurgenson said it was probably 
unrealistic to expect the staggering scale of corruption 

in Georgia could be eliminated without \"getting one\'s 
hands dirty.\" However, in his opinion, Saakashvili and 
his government need to tread carefully so as to not 
undermine the rule of law. 

WOS 
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E.O. 12958: N/A 
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SUBJECT: ENGAGING GERMANY ON ENERGY AND CLIMATE: CEQ 
CHAIRMAN'S MEETINGS WITH GERMAN OFFICIALS AND GERMAN 
PRIORITIES FOR ITS G-8 AND EU PRESIDENCIES 


1. SUMMARY: White House Council on Environmental Quality 
Chairman James L. Connaughton met with senior German 
officials from the Environment, Economic, and Foreign Affairs 
Ministries as well as the Bundestag (parliament) and 
Chancellery to discuss environment and energy policy as 
Germany prepares to take over the EU and the G-8 presidencies 
in 2007. The meetings took place following the High Level 
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Dialogue on Climate, Clean Energy, and Sustainable 
Development October 24-25 in Helsinki. Comments from 
interlocutors at all agencies indicate Germany approaches 
climate change as an integrated policy approach with a 
recognition of the economic potential of exporting clean 
technologies to India and China. Germany\'s goals for the EU 
and G-8 presidencies will include a focus on energy 
efficiency and promoting clean energy technologies, 
biodiesel, and clean coal. Interlocutors agreed with 
Conanaughton these are areas where the U.S. and Germany can 
and should cooperate. German officials were eager for 
follow-on discussions that would lead to further cooperation. 
Officials for the Bundestag, Ministry of Foreign Affairs, 

and Chancellery explained that Berlin remains committed to 
the Kyoto Protocol, and to the post-2012 framework 
discussion. 


2. Connaughton used his meetings to make key points on clean 
coal, biodiesel, energy efficiency, and international climate 
change negotiations. Connaughton also made a presentation on 
U.S. climate policy at the Friedrich Ebert Foundation, 
highlighting U.S. domestic and international policies that 
advance the development and deployment of cleaner and more 
efficient technologies that reduce greenhouse gas emissions, 
improve air quality, and lead to greater energy security. 

German public opinion of U.S. environmental policy is 

generally very critical and Connaughton did some much-needed 
public outreach in an exclusive interview with Die Zeit, a 

leading national newspaper. END SUMMARY 


CLEAN COAL 


3. On the topic of clean coal, Connaughton shared with his 
interlocutors U.S. plans to commercially deploy advanced coal 
power technology, including FutureGen, the world\'s first 
integrated sequestration and hydrogen production research 
power plant. He said the federal government will shortly 
announce approximately USD 1 billion in tax credits to 
encourage commercial construction of advanced clean coal 
plants. Connaughton encouraged Germany to pursue a parallel 
strategy on a similar scale to that of the U.S. so that both 
countries would test different clean coal technology 

platforms and learn the true economics of the technology. He 
noted China has been reluctant to invest so heavily in clean 
coal, but transatlantic cooperation on this issue could 

change things. If we are successful in lowering clean coal\'s 
capital costs and accelerating commercial deployment, he 
suggested, we will be in a stronger position to urge China 

and other developing countries to adopt the technology. 


4. Officials from all agencies acknowledged the U.S. and 
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Germany, as two of the largest coal users and the leading 
innovators of clean coal technology, have a common interest 
in promoting clean coal at home and abroad and the G-8 could 
provide the forum to do so. Foreign Ministry Director 

General for Economics and Sustainable Development and G-8 
Sous Sherpa Peter Ammon said clean coal will be a 
\"centerpiece\" of the German presidency and recommended 
forming a contact group. Johannes Kindler, Deputy Director 
General for Industry, Energy, and Telecommunications at the 
Chancellery asked Connaughton to convey Germany\'s interest in 
bilateral cooperation on clean coal to the President. 

Kindler said the time is ripe for U.S.- German cooperation on 
clean coal at the government and industrial levels and noted 
GE has expressed interest in cooperating with Munich-based 
Siemens. For its part, he said, German industry is eager to 
cooperate with U.S. counterparts. 


5. Clean coal cooperation was also advanced by Ministry of 
Environment State Secretary Matthias Machnig, who said the 
U.S. and Germany should use the G-8 sherpa process to explore 
promoting clean coal in third countries. He cautioned that 

there is still serious public concern about the safety of 
underground carbon storage which poses a challenge to 
investment in clean coal technology in Germany. Machnig 
noted a public endorsement of the importance of clean coal by 
Chancellor Merkel, an East German and former Environment 
Minister, would send a powerful political signal in support 

of this technology to the international community. He 
suggested that if the German public knew that by 2020 all new 
power plants would have to be equipped for carbon capture and 
sequestration (CCS), innovation would take off. While 
acknowledging the G-8 cannot articulate such a specific goal, 
he said it would be very useful if G-8 leaders emphasized the 
importance of speeding up the commercial deployment of clean 
coal technology. 


6. In Connaughton\'s meeting with Parliamentary State 
Secretary Peter Hintze at the Economic Ministry, Andreas 
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Obersteller, Deputy Director General for Sustainable Energy, 
Efficiency, Coal, and Mining, explained clean coal is part of 
Germany\'s graduated process of increasing energy efficiency. 
The first step is making existing traditional power plants 

and new plants more efficient. He said there are already new 
German power plants (i.e., 2000 MW plants currently being 
built by RWE in North Rhine Westphalia) that are utilizing 

the best available technology and are more efficient than 

their predecessors. Building clean coal facilities is the 

next step after achieving greater efficiency in traditional 

power plants. Connaughton pointed out, and Economic Ministry 
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interlocutors agreed, that Germany\'s G-8 presidency would be 
an opportunity to articulate to the public the role of clean 

coal in this process. 


7. Speaking on behalf of the Bundestag Environment 
Committee, Deputy Chair and Left Party member Eva 
Bulling-Schroeter told Connaughton that the Bundestag also 
sees clean coal as an increasingly important part of 
Germany\'s approach to climate change. 


ENERGY EFFICIENCY 


8. Connaughton suggested Germany use its role as G-8 
president to shift attention to a greater focus on energy 
efficiency. He noted energy efficiency is a good way to 
engage China on greenhouse gas emission reductions, given 
Beijing\'s goal of increasing efficiency by 20 percent by 

2010. Connaughton explained that Asia Pacific Partnership 
(APP) task forces are currently identifying targets and 
projects for investment in energy efficiency in each 

industrial sector under the APP. 


9. Interlocutors at the Chancellery and MFA emphasized 
energy efficiency will be on Germany\'s EU and G-8 presidency 
agendas. The Environment Ministry\'s Machnig also stated it 
would be helpful if the U.S. made clear, in the G-8 context, 

its strong interest in energy efficiency and suggested 
identifying specific areas for cooperation. 


10. At the Economic Ministry, Obersteller commented that 
Germany\'s approach to energy efficiency, in contrast to that 

of the European Commission, is market-oriented. As an 
example he explained Brussels is considering mandating 
(currently voluntary) carbon emissions reductions in the 
automobile sector but Germany advocates consumer labeling of 
vehicles so people know how much fuel a car consumes before 
they buy it. 


BIOFUELS 


11. Connaughton noted the U.S. is focusing on the 
development and deployment of second generation biofuels, 
including ethanol and biodiesel. He mentioned to 
interlocutors the U.S. has mandatory target of producing 7.5 
billion gallons of biofuel by 2012. The U.S. may produce as 
much as 12 billion gallons, he explained, depending on market 
demand. On biodiesel, he noted German biodiesel standards 
favor rapeseed while U.S. standards favor soybeans and 
emphasized that harmonizing standards is essential for the 
development and global interoperability of biofuels and other 
key new energy saving/emissions cutting technologies. 
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12. The Chancellery agreed that biofuels is an area ripe for 
U.S.- German cooperation in the context of their upcoming EU 
and G-8 presidencies. Kindler suggested the U.S. and EU 
bolster their clean technology sectors by working to jointly 

set standards and efficiency criteria. In comments made 
before MFA State Secretary Georg Boomgaarden joined their 
meeting, Ammon told Connaughton he wants to see more 
U.S.-German cooperation on biofuels. He noted German 
companies, such as Daimler Chrysler, are pushing forward on 
second generation biofuels and biomass-to-liquid (BTL) 
development and emphasized the need for the U.S. and German 
governments to engage industries in their bilateral 

discussion. He also pointed out that biofuels makes sense as 
a fuel source for the U.S. and Germany, who both want to put 
surplus agricultural productions capacity to good use. 


INTERNATIONAL PROCESS STILL KEY 


13. While showing strong interest in cooperating with the 

U.S. on clean coal technology, energy efficiency, and 

biofuels, interlocutors from the MFA, Ministry of 

Environment, Chancellery, and Bundestag nonetheless expressed 
Germany\'s unwavering commitment to international discussions 
on climate change, both through the Kyoto Protocol and the 
discussions on a follow-on agreement. 


14. Connaughton stressed the importance of engaging China 
and India on climate protection as part of a broader agenda, 
including energy security and environmental quality. He 

noted that China and India rank climate change lower than 

energy security and air pollution and are not organized 

around the goal of reducing greenhouse gas emissions. 
Connaughton explained that the Asia Pacific Partnership was 
created in part to help promote such a dialogue. He said the 

EU made a mistake at Montreal by assuring China and India 

that they would not be obligated to make emissions reductions 

in a post-2012 regime and stressed that the U.S. will not 

join an international framework in which developing countries 
have no commitments. Connaughton explained the U.S. supports 
a dialogue among all UN members within the UNFCCC but a more 
focused discussion among environment, economic, energy, and 
industry interests of the 15-20 leading emitters of carbon 

dioxide would be more effective in coming up with real 

solutions. He noted British Prime Minister Tony Blair started 

this kind of \"leadership dialogue\" on climate change at 
Gleneagles. 


15. MFA State Secretary Boomgaarden\'s first comment in his 
meeting with Connaughton was that it is important to have the 
U.S. \"in the boat\" in post-2012 discussions, along with India 


Column 3 

and China. Boomgaarden said he is optimistic clean coal and 
other technologies can become economically viable. He 
stressed the importance of the Kyoto process and the inherent 
value of approaching climate at the international level and 

of having specific goals for carbon emissions reductions. 
Boomgaarden acknowledged U.S. reticence to commit to a target 
for absolute carbon emissions reductions, but pointed out 

that the U.S. has targets in other areas. He said on aid to 
Africa, for example, Americans are comfortable with setting a 
number goal. 


16. Boomgaarden, however, acknowledged the value of a 
smaller-scale discussion on climate among key industrialized 
countries. He said it was useful that UK Prime Minister Tony 
Blair stared the G-8 dialogue on climate at Gleneagles and 

noted the G-8 process is an easier way to engage ministries 

of Economics/Energy than within the UNFCCC. He concluded by 
reiterating the need for a minimum binding goal such as 
preventing a global temperature rise of more than 2 degrees 
Celsius above pre-industrial levels. There are different 

ways to achieve such a goal, he said, but stressed \"the 
discussion doesn\'t make sense without the context of binding 
goals.\" Ammon qualified Boomgaarden\'s remarks by commenting 
\"it doesn\'t make sense for the U.S. and Germany to have a 
religious war\" about how to approach climate when there is 

there is so much the two countries have common, such as 
interest in engaging in China, which will soon be the biggest 
emitter of carbon dioxide. 


17. Members of the Bundestag from all parties similarly 
advocated strong support of the Kyoto process. Dr. Axel 

Berg, Social Democrat member of the Economic Committee, said 
that while he is \"no great fan\" of Kyoto, he does not see 

Kyoto commitments and support for technological innovation as 
mutually exclusive. Both the U.S. and Germany want to sell 
clean coal technology to China, he continued, and Germany 
wants to use the Clean Development Mechanism under the Kyoto 
Protocol as a mechanism to do so. Michael Kauch, Left Party 
member of the Environment Committee, supported Berg\'s 
comments but noted that the German public\'s impression of 

U.S. environmental policy is tainted by the U. S. refusal to 
discuss Kyoto. 


18. Machnig touched on the topic of international 

cooperation on climate by raising the issue of adaptation. 

He said there needs to be a signal at the G-8 level that we 

take the concerns of developing countries seriously and will 
support their adaptation to climate change. Connaughton 
agreed but explained the U.S. sees adaptation as part of a 
broader, sustainable development agenda. Machnig insisted on 
the importance of signaling to the developing world that we 
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support adaptation by putting money into the World Bank 
Energy Investment Framework for this cause. 


19. This message has been cleared by CEQ. 
TIMKEN JR 
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TAGS: PREL, PGOV, KDEM, IR 

SUBJECT: SPAIN ON IRAN\'S FLAWED ELECTIONS 
REF: STATE 192971 


Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 
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1.(C) The DCM discussed Iran\'s upcoming elections with MFA 
Director General for Foreign Policy Rafael Dezcallar on 
December 5. Reviewing reftel talking points, the DCM 
emphasized the U.S. objective of highlighting the profound 

flaws in the Iranian electoral process. 


2.(C) Dezcallar said that Spain realizes that the 

democratic system in Iran is highly imperfect, and Spain 
laments the apparent shifting of influence from more moderate 
voices to the extremist positions of Knameini and 
Ahmedinejad. He said that Anmedinejad was the driving force 
of a populist nationalism in Iran that promotes 
one-dimensional answers to the country\'s complex problems. 


3.(C) However, Dezcallar underlined that Spain does not 
consider Iran a totalitarian society, though he conceded that 
itis an authoritarian regime. He said that Iran is in 

reality more open than its exterior of Islamic theocracy 
suggests. Spain feels that a small amount of political space 
exists for moderate voices, and Dezcallar said that Spain 
will continue to work with the EU to try to create more space 
for moderates in Iran. 


4.(C) Dezcallar said that Spain would take note of the 

U.S. position. He added that, while Spain understands U.S. 
apprehension toward Iran and would not presume to tell the 

U.S. how to conduct foreign policy, Spain would view direct 
contact between Tehran and Washington at some future point as 
a positive development. 

Visit Embassy Madrid\'s Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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E.O. 12958: DECL: 12/07/2016 

TAGS: PREL, PGOV, PTER, KDEM, MOPS, LE, SP 

SUBJECT: SPAIN: PRESERVING THE DEMOCRATICALLY ELECTED 
GOVERNMENT OF LEBANON 


REF: STATE 193090 
Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


1.(S) The DCM met with Spanish MFA Director General for 
Foreign Policy Rafael Dezcallar to discuss the ongoing effort 

of Syria and Hizballah to destabilize the legitimately 

elected Lebanese government of Prime Minister Fouad Siniora. 
The DCM reviewed reftel demarche with Dezcallar and 
emphasized that now is not the time to send encouraging 
signals to Syria. 


2.(S) Dezcallar replied that Spain\'s unequivocal policy is 
to support and bolster the Siniora government, as it 
represents the best chance for democracy and stability in the 
region. He said that Spain is under no illusions about the 
destabilizing role which Syria is playing in the region, both 
directly and through its proxy, Hizballah. However, 

Dezcallar noted that if one were to take a snapshot of the 
current political situation in the Middle East, one would see 
that Syrian President Al-Assad presently has no incentive to 
change his course. Dezcallar emphasized that the Western 
approach to Syria has been all stick and no carrot; as such, 
Spain has tried to reach out to Syria to offer an avenue for 
dialogue with the West. He reiterated, however, that Spain\'s 
primary objective is to help preserve the Siniora government. 


Visit Embassy MadridWs Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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E.O. 12958: DECL: 01/17/2011 
TAGS: PREL, PGOV, LO 
SUBJECT: PM FICO ALLEGED TO HAVE HEART PROBLEMS 


REF: BRATISLAVA 879 


Classified By: Ambassador Rodolphe M. Vallee for reasons 1.4 
(b) and (d) 


1. (SBU) Summary. PM Fico is alleged to be suffering from 
high blood pressure and high cholestorol. Local media have 
speculated that he will have to curtail his public schedule 

or risk suffering the fate of his father, who died of a heart 
attack in his 50s. Fico himself suggested his only problem is 
erratic fluctuations in blood pressure. Appearing more rested 
than usual, he is plunging on with his schedule. End summary. 


2. (C) Prof. Igor Riecansky, Head of the Department of 
Cardiology at the Slovak Institute of Cardiovascular 
diseases, told Ambassador December 4 that he is in frequent 
contact with Fico\'s personal cardiologist, and that Fico 
suffers from high blood pressure and high cholesterol. 

Fico\'s doctors are particularly concerned because Fico\'s 
father died in his 50s from a heart attack. Riecansky said 
Fico, age 42, had passed a bike stress test, and is on 
medicine, presumably for both conditions. 


3. (C) Minister of Education Jan Mikolaj told DCM that Fico 
had confided in him that he feels too young for such health 
problems, and that he hasn\'t been taking the medicine 
prescribed to him. (Comment. Mikolaj is a nominee of the 
Slovak National Party (SNS) and Post has not heard previously 
that he is an especially close confidant of the PM. End 
comment.) 


4. (SBU) Fico has been reported to be suffering from medical 
problems for several weeks now, but has been unwilling to 
discuss what he considers his \"personal affair\" in the media. 
On the day Ambassador talked to Riecansky, the tabloid-style 
daily \"Plus Jeden Den\" ran a front page story warning that 
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Fico was at risk of a heart attack. The daily claimed that 
surgeons will attempt to alleviate Fico\'s heart problem by 
inserting a stent into a main blood vessel to prevent it from 
narrowing. Fico\'s spokesperson, seeking to discredit the 
story, said the only thing that could cause the PM to have a 
heart attack was the spurious tabloid article. 


5. (C) After several weeks absence, Fico showed up for a 
weekly hockey game with the Ambassador on December 6. Fico 
was accompanied by DefMin Kasicky and IntMin Kalinak. 
Although somewhat of a \"puck-hog\", Fico played for the entire 
hour and a half, no more winded than the rest of the Gretsky 
wannabes. Asked by the Ambassador about his health, Fico said 
he had passed a stress test and that the only problem he 

faces is wild fluctuations in his blood pressure (120/70 to 

180/70 in a matter of minutes), and that none of his doctors 

can figure out why. Fico speculated that it was emotionally 
related to stress, but that he is loyally taking his 

medicine. Fico said he is getting enough sleep, six or seven 
hours per night, which is better than the four hours per 

night he suggested was his previous norm. 

VALLEE 
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USDOC FOR 532/0EA/M. NICKSON-DORSEY/JAY HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 

USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 

STATE FOR EB/ESP 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: NATIONAL 
GEOPHYSICAL RESEARCH INSTITUTE, HYDERABAD, LICENSE NO. D351494 
REF: USDOC 04401 


1. Unauthorized disclosure of the information provided below is 
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prohibited by Section 12(c) of the Export Administration Act. 


2. BIS requested a Post-shipment Verification (PSV) at National 
Geophysical Research Institute (NGRI), website: www.ngri.org.in. 
NGRI was listed as the Ultimate Consignee for one Geotomographie 
borehole hydrophone controlled under ECCN 6A001. The license 
applicant was Geometrics Inc. (Geometrics), San Jose, CA. 


3. On August 11, 2006, ECO sent a formal request to Deputy Secretary 
(AMS) Viraj Singh (Singh), GOI Ministry of External Affairs (MEA) to 
set up a PSV at NGRI for one Geotomographie borehole hydrophone to 
be used for research and development. 


4. On August 23, 2006, Singh sent an email response to ECO stating 
that NGRI informed him that the full equipment had not yet been 
received by NGRI. The partial shipment received was also not to be 
opened by NGRI until and in the presence of the supplier\'s 
representative, Electrotek International Inc., GEO Division, 

Chennai, so that there was no confusion on what has not been 
supplied by the supplier. NGRI further stated to Singh that NGRI 
expects the installation and commissioning of the system, to be done 
by Geotomographie, Germany, during the month of September 2006, 
after the full shipment arrived. 


5. On October 13, 2006, Singh was transferred to another MEA 

Division and Under Secretary (AMS) Prashant Agrawal (Agrawal) 
replaced him. On October 26, 2006, Agrawal sent an email update to 
ECO stating that the PSV could not be scheduled earlier as the 
equipment was held up with Indian Customs. He stated the complete 
equipment had now been received by NGRI. NGRI informed MEA that as 
soon as the installation is complete, the PSV would be scheduled. 


6. ECO regularly followed up with Agrawal to arrange the PSV as 
early as possible. On November 2, 2006, Agrawal informed ECO the 
equipment would be installed in the first week of November 2006. On 
November 20, 2006, ECO sent an email again reminding Agrawal that 
the case had well past the EUVA deadline and the PSV should be 
arranged as soon as possible, even if the equipment is not 
operational. MEA did not proide any further updates on the status 

of the hydrophone nor when a PSV was to be scheduled. 


7. Recommendation: As the PSV request is currently 117 days old and 
89 days past the EUVA deadline, MEA has been unable to arrange a 
verification visit for this transaction. No on-site inspection has 

been conducted nor transaction documentation provided other than 
specifications. ECO cannot verify the end-use of the listed 

commodity and reliability of the National Geophysical Research 
Institute. Post recommends an unfavorable Post-shipment 
Verification. (MKRUFE) Mulford 
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RR RUEHAG RUEHAST RUEHBZ RUEHDA RUEHDBU RUEHDF RUEHDU RUEHFL RUEHGI 
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ZNR UUUUU ZZH 

R 070932Z DEC 06 

FM AMEMBASSY VATICAN 

TO RUEHC/SECSTATE WASHDC 0580 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RUEHZO/AFRICAN UNION COLLECTIVE 

RUEHROV/AMEMBASSY VATICAN 0608","UNCLAS VATICAN 000254 


SIPDIS 
SIPDIS 
DEPT FOR EUR/WE JLARREA, OGAC DYBUL 


E.O. 12958: N/A 

TAGS: PREL, PHUM, KHIV, SOCI 

SUBJECT: POPE CALLS FOR END TO DISCRIMINATION AGAINST HIV/AIDS 
PATIENTS 


REF: A. VATICAN 11 


B. VATICAN 18 
C. VATICAN 26 
D. VATICAN 89 


1. (U) Pope Benedict XVI told the audience at his Sunday 

prayer service November 26 that he hoped World AIDS day would 
\"serve to foster greater responsibility in curing the disease, 

as well as in the commitment to avoid all discrimination of 

those who have been affected.\" The pope went on to praise \"the 
many initiatives which the Church supports in this field.\" 

[Note: The Catholic Church and affiliated organizations are 
leaders in HIV/AIDS relief work, administering care for some 25% 
of all AIDS patients worldwide.] 


2. (SBU) The timing of the pope\'s comments was welcome, as Post 
will host a December 20 conference addressing the role of 
faith-based organizations in the fight against HIV/AIDS. 

Cardinal Javier Lozano Barragan, President of the Vatican\'s 
Pontifical Council for Health Pastoral Care, will deliver the 

keynote address, and the Ambassador will highlight U.S. 

initiatives in the area. 
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PP RUEHWEB 

DE RUEHRO #3243 3410933 

ZNR UUUUU ZZH 

P 070933Z DEC 06 

FM AMEMBASSY ROME 

TO RUEHC/SECSTATE WASHDC PRIORITY 6669 
RUEHBS/USEU BRUSSELS PRIORITY 4444 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE PASS TO USTR STAN MCCOY AND RACHEL BAE 


E.O. 12958: N/A 

TAGS: ETRD, EINV, KIPR, PGOV, IT 

SUBJECT: ANTI-COUNTERFEITING TRADE AGREEMENT (ACTA): 
ITALY\'S INTEREST 


REF: A. ROME 3205 B. STATE 182554 


This cable is SBU please protect accordingly, not for 
Internet distribution. 


1. (U) This is an action request. Please see para 4. 


2. (SBU) The presumed GOI lead for ACTA, Fabrizio Pagani, 
Chief of Staff to the Undersecretary to the Prime Minister, 

has asked whether there will be an ACTA \"launch\" session in 
January. He has also asked whether Washington agencies have 
responded to his concerns we conveyed in ref A. 


3. (SBU) COMMENT: Although GOI officials expressed 
reservations about ACTA in our initial demarche to them, 
Pagani\'s follow-up call signals GOI interest. END COMMENT. 


4. (U)Please provide guidance on the possible January 
meeting and how to respond to Pagani\'s concerns (ref A). 
END ACTION REQUEST. 


BORG 
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OO RUEHCI 

DE RUEHKT #3178/01 3410934 

ZNY CCCCC ZZH 

O 070934Z DEC 06 

FM AMEMBASSY KATHMANDU 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4128 
INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 5108 
RUEHLM/AMEMBASSY COLOMBO PRIORITY 5370 
RUEHKA/AMEMBASSY DHAKA PRIORITY 0538 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 3369 
RUEHLO/AMEMBASSY LONDON PRIORITY 4737 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 0644 
RUEHNCI/AMCONSUL CALCUTTA PRIORITY 2905 
RUEKJCS/SECDEF WASHDC PRIORITY 
RHEFDIA/DIA WASHDC PRIORITY 

RHMFISS/CDR USPACOM HONOLULU HI PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY","C ON FIDENTIALSECTION 01 OF 02 KATHMANDU 01 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, PTER, SNAR, NP 

SUBJECT: SECURITY FORCES IN EASTERN NEPAL: MAOISTS HAVE TO 
EARN TRUST 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) In separate meetings on December 3, Nepal Army (NA) 
and Nepal Police (NP) contacts in Sunsari District in 
south-eastern Nepal told Emboff that the Maoists had to earn 
the trust of the public for the peace process to succeed. An 
NA Major told emboff that some soldiers believed the NA did 
not have the support of the civilian political leadership, 

and worried that the political leadership might turn its back 

on the NA if something went wrong. He added that the NA did 
not have supply problems or command and control issues and 
felt comfortable in the district. An NP Sub-Inspector 
confirmed that the Maoists had attempted to establish joint 
patrols with the NP in the district, but that he and other 

police officials had declined. The biggest problem at the 
border crossing from India into Nepal was illegal drugs 
smuggling. 


Column 3 


Maoists Need to Earn Trust 


2. (C) In separate meetings on December 3, NA Major 
Purushottam KC, Commander of the unit guarding the Koshi 
Tappu National Wildlife Reserve in Sunsari District, and NP 
Sub-Inspector Dhan Bahadur Rajbanshi, Officer-In-Charge of 
the police post at the Koshi River Barrage in Sunsari, told 
Emboff that the Maoists needed to earn the trust of the 

public and the security forces for the peace process to 
succeed. Major KC was hopeful that such reconciliation would 
occur, but stressed that such trust-building would take time. 
He declared, \"No one can expect me and my enemy to become 
friends again overnight.\" Rajbanshi said he was concerned 
that the Maoists would not give up violence, but expressed 
hope that the peace process would bring the Maoists into the 
mainstream. 


NA Needs Civilian Support 


3. (C) Major KC stated that he and other mid-level officers 
did not believe that the NA had the full support of the 

civilian political leadership, even though the NA had fully 
submitted to civilian control. He worried that if something 
bad happened in the NA (such as a soldier committing a 
flagrant human rights violation), the entire NA would be 
blamed and the government would not publicly support the NA 
or might attack the NA in the media itself. KC stressed that 
there would always be a few bad soldiers in any army. The 
important thing was that the NA punish wrongdoers. He also 
expressed concern that the civilian leadership might turn its 
back on the NA out of political expediency. 


Supplies for the NA Are Not a Problem 


4. (C) Major KC said that the unit at Koshi Tappu did not 

have any supply problems or command and control issues. He 
said that the superior officers supported the unit well, and 

he was in contact with Central Division Headquarters on a 
regular basis. He told Emboff that the unit was outfitted 

with Indian Small Arms System (INSAS) rifles but had no 

firing range for training. However, under the Comprehensive 
Peace Agreement (CPA), the unit was still permitted to carry 
out armed patrols throughout the wildlife reserve and around 
its perimeter. 


Nepal Police Deny Maoists, Go After Drugs 
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5. (C) Sub-Inspector Rajbanshi said that Maoist militia had 
approached him and other officers in the district to propose 
joint patrols of the area, an offer the NP had consistently 
rejected. Rajbanshi stated that there had been a Maoist camp 
(with PLA and militia) located just across the river (about 

one kilometer) from the NP post, but that it had been 
disbanded after the CPA was signed. He told Emboff that the 
NP\'s primary activity had been to intercept illegal drugs 
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coming across the border from India. The Indian border is 
only 2 kilometers from the police post, which is adjacent to 

a Nepal Customs office. He said that the biggest 
drug-addiction problem in the area was abuse of prescription 
drugs, such as valium. The police at the post had not 
arrested anyone in the past month, but had counseled and 
confiscated drugs from a few individuals. 


Comment 


6. (C) The NA and NP in Sunsari District seem cautiously 
optimistic about the prospects for peace. That said, the 
Government of Nepal has some work to do to convince the NA\'s 
soldiers that the government \"has their back.\" Building such 
trust will take time and effort. It is noteworthy and 

welcome news that the NP post at the border is enforcing law 
and order, even if only on the issue of illegal drugs. 

MORIARTY 
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OO RUEHFL RUEHNP 

DE RUEHRO #3246 3410934 

ZNY CCCCC ZZH 

O 070934Z DEC 06 

FM AMEMBASSY ROME 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6670 
INFO RUEHFL/AMCONSUL FLORENCE PRIORITY 1942 
RUEHMIL/AMCONSUL MILAN PRIORITY 8041 
RUEHNP/AMCONSUL NAPLES PRIORITY 2076 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 0674 
RUEAWJA/DEPT OF JUSTICE WASHDC PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 
RUEHBS/USEU BRUSSELS PRIORITY 4445","C ON FIDENT1IAL ROME 003246 


SIPDIS 


SIPDIS 


Column 3 
STATE EUR/PGI, LONNI REASOR 


E.O. 12958: DECL: 12/06/2016 

TAGS: EFIN, ETTC, KTFN, PTER, IT 

SUBJECT: TERRORISM FINANCE: GOI REQUESTS USG VIEWS ON UNSCR 
1267 DELISTING REQUEST 


REF: KEVIN BRADY-LONNI REASOR EMAIL 11/20/2006 
Classified By: ECMIN THOMAS DELARE FOR REASONS 1.4 (B) AND (D) 
1.(U) This is an action request. See para 4. 


2.(C) Cristina Collura, Director of the Ministry of 

Finance\'s Financial Crimes Prevention Office, gave Econoff 
November 16 the names of two naturalized Italian citizens 
who have petitioned the GOI for delisting from UNSCR 1267 
designation. (Ref email transmitted two petition request 
texts.) Collura informed Econoff that the GOI wished to 
receive USG views on these two delisting requests by 
December 15. 


3. (C) Names and summary data of the two persons are as 
follows: 


-- Youssef Nada. Born May 17, 1931 in Alexandria, Egypt. 
Italian citizen. 


-- Ghaleb Himmat. Born June 16, 1938 in Damascus, Syria. 
Italian citizen. 


4.(C) Action Request. Post requests Washington views on 
delisting these two persons be transmitted via front channel 
message as soon as possible. End Action Request. 
SPOGLI 
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PP RUEHAG RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHMD #3007 3410935 

ZNY CCCCC ZZH 

P 070935Z DEC 06 

FM AMEMBASSY MADRID 

TO RUEHC/SECSTATE WASHDC PRIORITY 1421 

INFO RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RUEHBM/AMEMBASSY BUCHAREST PRIORITY 1390 
RUEHSF/AMEMBASSY SOFIA PRIORITY 0723 
RUEHKO/AMEMBASSY TOKYO PRIORITY 0667 
RUEHBJ/AMEMBASSY BEIJING PRIORITY 0659 
RUEHLA/AMCONSUL BARCELONA PRIORITY 2276 
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RUEKJCS/SECDEF WASHDC PRIORITY 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 0275 

RUEHIN/AIT TAIPEI PRIORITY 0064 

RUEAIIA/CIA WASHDC PRIORITY 

RHEFDIA/DIA WASHDC PRIORITY""CONFIDENTIAL MADRID 003007 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: DECL: 12/07/2016 
TAGS: PARM, PREL, PGOV, PHUM, EUN, SP, CH 
SUBJECT: DEMARCHE TO SPAIN ON CHINA ARMS EMBARGO 


REF: STATE 194456 
Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


1.(C) The DCM discussed the EU\'s reconsideration of the 
China Arms Embargo with MFA Director General for Foreign 
Policy Rafael Dezcallar on December 5. Dezcallar assured the 
DCM that Spain is not seeking to lift the embargo, nor would 

it support such an effort. He noted that he had recently 
visited Tokyo and heard strong objections from Japanese 
officials to any thought of lifting the embargo. Dezcallar 
expressed his personal opinion that the embargo would be 
unsustainable in the long term. He said that today\'s China 

is not the same as the China of Tiananmen Square and has 
changed for the better. Spain views China as a conservative 
power that has not taken a destabilizing or threatening 
posture in world affairs. Dezcallar said that Spain has been 
following with interest China\'s growth into a major economic 
power, and he speculated that future negotiations on the arms 
embargo would likely be tied to concessions on transparency 
on arms procurement, cooperation on non-proliferation 
matters, and reforms in governance and human rights. 
Dezcallar reiterated that Spain\'s official position is to 

support the embargo. 


2.(SBU) Separately, MFA Subdirector General for the 
European Union Carlos Fernandez-Arias told Poloff on December 
5 that Spain would support language in the GAERC conclusions 
to the effect that the European Union would commit to study 
and consider alterations to the embargo at such time when the 
political and human rights situation in China has improved. 

He said the conclusions should remain general and not cite 
specific concerns because it ought not be seen as a list of 
conditions for lifting the embargo. Fernandez-Arias added 

that Spain would not support any change in European posture 
that failed to take into account the legitimate security 


Column 3 

concerns of China\'s neighbors, and he acknowledged that the 
United States considers itself a neighbor in the security 
context. 


Visit Embassy Madrid\'s Classified Website; 
http://www .state.sgov.gov/p/eur/madrid/ 
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OO RUEHWEB 

DE RUEHBU 2705/01 3410940 

ZNR UUUUU ZZH 

O 070940Z DEC 06 

FM AMEMBASSY BUENOS AIRES 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6702 

INFO RHMFISS/CDR USSOCOM MACDILL AFB FL//SCJ2// 
RULGPUA/USCOMSOLANT","UNCLAS BUENOS AIRES 002705 


SIPDIS 


STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, 
WHA/EPSC 
CDR USSOCOM FOR J-2 IAD/LAMA 


SIPDIS 


E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL, MEDIA REACTION 

SUBJECT: IRAQ; CHAVEZ; ECUADOR; MYLES FRECHETTE IN BUENOS AIRES; 
12/06/06; BUENOS AIRES 


1. SUMMARY STATEMENT 


Key international stories today include the US Pentagon\'s director 
Robert Gates\' statements regarding the war in Iraq; the aftermath of 
Venezuelan President Chavez\' re-election; and the outcome of 
Ecuadorian elections. 


Conservative \"La Prensa\", business-financial \"InfoBae\" and \"Ambito 
Financiero\" report on yesterday\'s PAS press round table with 
Ambassador Myles Frechette. 

2. OPINION PIECES 


- The (US) Pentagon admits \'We are not winning the war in Iraq\" 


Ana Baron, Washington-based correspondent for leading \"Clarin,\" 
writes (12/06) \"\'The US is not winning the war in Iraq.\' \What we 
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are doing is not satisfactory.\' WThere is a certain risk of a 

regional confrontation.\' \'We can dramatically reduce the number of 
US soldiers.\' Everything Robert Gates, the new head of the US 
Pentagon, said yesterday is to some extent obvious... 


\"Nevertheless, on the verge of entering a government that has 
systematically denied the simplest truths, his statements 

represented a spectacular sign that things are starting to change in 
Washington, perhaps in spite of the president himself. Former 
advisors to his father, like Gates, the so-called Vrealistic group,\' 
finally managed to replace neo-conservatives and start designing new 
geopolitics that will impact the whole world.\" 


- \"The intervention\" 


Marcelo Cantelmi, international editor of leading \"Clarin,\" writes 
(12/06) \"The statement made by the new head of the US Pentagon 
reveals a reality that is widely known in spite of the White House\'s 
insistence to deny it. 


\"However, there is an extraordinary element in Robert Gates\' 
testimony - it entails a viewpoint change on the war in Iraq, which 
does not seem to have taken into account the position of US 
President George W. Bush and his VP, Dick Cheney. 


\"Gates\' statement... acted just like an advanced of a takeover of 
the USG. It is not hard to imagine where Bush and his power will 
stand when this powerful group known as \'the realistic ones\' states 
that everything was wrong and that negotiation should be sought, 
even with Iran. It is a tremendous sign of weakness of both Bush and 
his staff. It is the collapse of fundamentalist positions and it 
announces, in the form of an emergency, a new global policy.\" 


- \"Mercosur could lose trade benefits with the US\" 


Conservative \"La Prensa\" (12/06) reports \"The USG will shortly 
review its GSP and Argentina could lose a tariff umbrella that in 
2005 resulted in exports for 616.5 million dollars. The White House 
wants to use this program for the benefit of the poorest countries 
and several senators also want to use it to punish countries that 
hindered the progress of the Doha Round and the FTAA. 


\"This is what Myles Frechette, a former member of the Foreign 
Service and current international consultant on commercial issues, 
said during a round table with journalists at the US Embassy.\" 


-\'VArgentina and Brazil could pay for their rejection of the 
FTAA\\" 


Business-financial \"Ambito Financiero\" (12/06) reports \"Myles 
Frechette, a former head of the Council of the Americas and Americas 
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Society and currently an expert in foreign trade and a member of a 
consulting company in Washington, said that \'President Kirchner\'s 
change of attitude regarding the US does not seem long standing. 
There is obvious relief in Washington, because the President set 
aside his aggressive public tone against the US, but | do not see 
substantial changes. 


\"\I believe the Doha Round is unlikely to be accepted by the US. The 
Trade Promotion Authority will fall due next July 7. If no deal is 
reached, we will have to wait several more years. Chances that 
Washington agrees to the terms are next to zero. It depends on 
Europe lowering farm subsidies, then the US would follow suit. This 
is not going to happen.\' 


Y... The FTAA does not exist as a possibility as long as farm 
subsidies are not removed. However, the US will make progress on 
bilateral deals and could make up a free trade area with (Colombia, 
Peru, Ecuador, Bolivia), something that would help bring more 
investment to the region." 


- \"More labor reforms to attract investment" 


Business-financial, center-right \"InfoBae\" reports (12/06) \"Invited 
by the US Embassy, Myles Frechette, an international consultant on 
commercial issues, gave a conference in which he spoke about 
globalization and trade deals.\" \"In his viewpoint, the FTAA has 
given way to bilateral deals.\" 


\"... Frechette acknowledged that ever since the FTAA vanished as a 
possibility, Washington has attempted to \'harmonize bilateral deals 
with Latin America.\' 


\"He pointed out that \'this would help to attract investment to all 
the countries and possibly in one year we could have deals with 
Ecuador and Chile. And we would also like to reach (trade deals) 
with Argentina and Brazil.\' 


3. EDITORIALS 

- "Renewed support for Hugo Chavez\" 

Leading \"Clarin\" editorializes (12/06) \"Venezuela has just renewed 
its support for President Chavez and re-elected him for another 
six-year term... 

\"... With this overwhelming support, Chavez has the path cleared to 
consolidate his policies of heavy state interventionism in the 


economy... 


\"The political direction Venezuela has taken under Chavez is also 
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the result of the crisis and collapse of a political system that ran 
the country during four decades and was unable to successfully 
tackle the challenges and changes of the \'90s. 


\"... Chavez\'s political and economic influence will continue to 
spark controversy, opportunities, expectations and mistrust in the 
region.\" 


- \"A change of direction in Ecuador\" 


An editorial in daily-of-record \"La Nacion\" reads (12/06) \"The 
victory of the nationalist left-winger Rafael Correa will mark a 
strong economic and social change in the country following a long 
period of political instability. 


Y... Although Correa won after having toned down his discourse and 
taking some distance from Hugo Chavez..., he will obviously try to 
quickly fulfill his campaign promises..., which included the 

decision not to renew the agreement with the US for the rental of 
the Manta naval base, and, in contrast with Colombia and Peru, not 
to reach an FTA with the US, a situation that will fracture the free 
trade Andean corridor and the prospects of sub-regional 

integration. 


\"Correa\'s task during the next four years will not be easy. In 
addition to his little governmental experience, he will not control 
the fragmented national Congress, which is in hands of the 
opposition, and will be compelled to hold permanent negotiations 
and, perhaps, to moderate his stances.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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SIPDIS 
SIPDIS 


NEA/MAG 
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E.O. 12958: N/A 

TAGS: OTRA, MO 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR DRL/SEAS DAMON 
STEVENS 


REF: SECSTATE 193586 


1. Embassy Rabat is pleased to grant country clearance to 
DRL/SEAS Damon Stevens to travel to Rabat, Morocco, December 
10-11, 2006 for the purpose of attending meetings with local 

and government officials, and Religious Leaders on the issue 

of anti-Semitism. 


2. Control Officer for the visit is Political Counselor Craig 
Karp who can be reached at: 

Phone: 212 037-665-061 

Cell: 061-37-35-14 

email: karpcm@state.gov 


3. Casablanca POC is Political Officer Amy Wilson who can be 
reached at: 

Phone: 212-022-26-45-50 ext. 4151 

Cell: 061-42-01-41 

email: wilsonam@state.gov 


4. Hotel reservation has been confirmed at the Rabat Hilton 
Hotel for the evening of December 10. ConGen Greene has 
offered traveler dayroom facilities in Casablanca upon 
arrival. 


5. Airport drop-off and pick-up from the Casablanca airport 
will be provided. 


6. Post will arrange in country meetings as requested. 
7. ICASS Policy: 


A. Due to ICASS funding reductions, we regret that Post has 
had to curtail services and pass the cost of select services 
through direct charging of non-ICASS contributors visiting 
Post through direct charging. Therefore we request that each 
visitor, regardless of length of stay, bring/forward fiscal 

data to pay for direct costs of the visit and share copies 

with their control officer and FMO. Each agency, 
organization, or visiting delegation will be charged for the 
actual costs attributed to their visit. Direct charge costs 
include, but are not limited to: American and LES staff 
overtime (e.g., expediter, airport pick-up and drop-off, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
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office supplies and all other costs that are directly 
attributable to visitor needs. Please note that all visitors 
should be prepared to be charged approximately ninety-five 
dollars (subject to periodic adjustment) for airport pick-ups 
and drop-offs that occur after normal business hours. 


B. In accordance with worldwide ICASS policy, TDYers over 
thirty (80) days, are subject to a charge for ICASS support 
services. If your sponsoring agency is not signed up for 

ICASS services at post, please be prepared to sign an MOU for 
ICASS support services upon arrival. The agency should 
provide post with written communication, generated by the 
traveler\'s headquarters, that confirms the agency will pay 
ICASS charges for the TDYer and provides the agency ICASS 
billing code to which TDY support charges should be applied. 


C. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. We regret that due to budget 
restraints, Post will not provide service to a TDYer staying 

in excess of thirty days without provision of this 
documentation. We thank you in advance for your 
understanding. 


8. Security Concerns 


A. Mandatory personal security training 
(ref: 04 state 066580, state 93760 and FSI 
1421): 


Effective January 1, 2005, American personnel requesting 
country clearance to perform extended temporary duty (TDY 
defined as more than 30 days) at overseas locations must 
complete appropriate overseas personal security training 
(\"safe\" course). This safe course requirement does not apply 
to career state department Foreign Service employees. It does 
apply to state department civil service employees, employees 
of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Casablanca on 
May 16, 2003. Additional attacks have been thwarted by the 
vigorous efforts of Moroccan law enforcement since then. 


Although U.S. government facilities were not the target of 
the Casablanca attacks (and no Americans were killed or 
injured), the potential for violence against American 
interests and citizens remains high in Morocco. 
Establishments which are readily identifiable with the United 
States are potential targets for attacks. these may include 
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facilities where us citizens and other foreigners congregate, 
including clubs, restaurants, places of worship, schools, 
hotels, movie theaters and public areas. Such targets may 
also include establishments where activities occur that may 
offend religious sensitivities, such as casinos or places 
where alcoholic beverages are sold or consumed. While in 
Morocco it is important to be vigilant to one\'s surroundings, 
and to maintain a low profile. Travelers should stay abreast 
of recent developments within country and read the latest 
state department consular information sheet covering travel 
to Morocco and any current worldwide caution messages about 
travel to the Middle East and North Africa before arrival in 
country. The mission takes all information concerning 
terrorist incidents and terrorism very seriously. The 

mission investigates all incidents fully in conjunction with 
Moroccan authorities. All travelers are expected to report 
any suspicious incidents or information to the RSO 
immediately, 24 hours a day, at tel. 037-76-96-39. 


C. Crime: 


The threat level for crime in Morocco has been designated 
\"high.\" Crimes ranging from aggressive panhandling, pick 
pocketing, purse snatching, theft from vehicles, and 
harassment of women occur periodically. Attempted break-ins 
of mission residences by burglars have occurred, but in 
general crime in Morocco tends to be non-violent. Most 
criminals look for opportunities to steal by stealth rather 

than confrontation but there are exceptions. 


Women walking alone in certain areas of cities and rural 

areas are particularly vulnerable to verbal harassment from 

young men. Women are advised to travel with a companion or in 

a group when possible and to ignore any harassment. Some 

women who have responded to verbal harassment have come under 
physical attack. If physical provocation occurs, visitors 

are urged not to resist in order to avoid injury and to 

report the incident to the regional security officer 

immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers, especially in outdoor shopping areas, 
tourist attractions, and in transportation centers. Taxis 

and trains in Morocco are relatively safe, city buses are not 
considered safe. Avoid carrying large sums of cash, and 
credit cards should be secured in the safe deposit box at 
your hotel. In the event you are victimized by crime, or an 
attempted crime, or experience any security-related incident 
during your stay in Morocco, please report the incident to 
the RSO as soon as possible. 
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D. Demonstrations/Harassment: 


When regional tensions increase many diplomatic missions, 
including ours, from time to time receive threatening phone 
calls, e-mails and harassing letters/faxes. Should you 
receive any ofthese while at post, contact marine post one 
and/or the RSO immediately. Further, the mission has received 
several white powder letters through the local mail. Please 
note: mission policy strictly prohibits any unopened mail, 
packages or boxes from being brought into any facility prior 
to screening by the embassy and consulate mailroom staff. 
There are no exceptions to this policy and all personnel are 
expected to abide by it rigidly for the protection of the 
mission and its personnel. 


Finally, demonstrations do occur with some frequency in 
Morocco during periods of heightened tension. Occasionally, 

a few of these demonstrations have been anti-American/western 
with a small number of these resulting in some minor 
destruction of personal and public property. Travelers 

should be cognizant of the current levels of tension in the 

region, always be alert to their surroundings and avoid large 
crowds. Demonstrations and suspicious incidents should be 
immediately reported to the marine security guard (post 1) 

and the RSO. 


E. Electronic Devices: 


Privately owned laptops, PSC, cellular telephones, cameras 
and similar devices are strictly prohibited in controlled 
access areas (CAA\'s) of the chancery and consulate. 
Travelers with USG unclassified and classified 
laptop/notebook computers must notify the information 


management officer (IMO) through marine post one or the RSO 
before bringing these machines into the embassy or consulate. 
Questions concerning other types of electronic devices must 

be directed to either the IMO or the RSO. 


F. Cultural Awareness: 


Travelers need to be cognizant of the fact that Morocco is an 
Islamic country despite the appearance of some aspects of 
western culture. Generally, women should not travel alone and 
should dress conservatively for all occasions to avoid 
harassment from young men in public or offending Moroccan 
interlocutors during social occasions. Men should not wear 
ostentatious apparel that draws attention. The purchase and 
consumption of alcohol is permitted in Morocco but Islamic 
conservatives in Moroccan society are fundamentally against 
its sale or use. Travelers should let common sense prevail 
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and only buy or consume alcohol in shops, restaurants and 
hotels where it is readily available and permitted. 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days or longer 
should request that their sponsoring office schedule a 
security briefing for them with the RSO. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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Classified By: DCM Hugo Llorens, reason 1.4 (D) 


1. (C) Spain is believed to be the largest foreign investor 

in Cuba, though Spanish companies avoid publishing precise 
data out of concern that such information will be used to 
further U.S. enforcement actions under the Libertad Act. 
Cuba is the third-largest market for Spain in Latin America, 
after Mexico and Brazil, and Spanish exports to Cuba in 2005 
were valued at $488 million. Spain is also Cuba\'s 
second-largest supplier of non-petroleum goods, accounting 
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for approximately 13 percent of Cuban imports. However, the 
Zapatero government has not reinstated the provision of risk 
insurance through the \"Spanish Credit Insurance Company\" 
(CESCE) for sales to and investments in Cuba; CESCE suspended 
insurance for Cuba due to delays in Cuba\'s repayment of $600 
million in debts. Spanish analysts believe two-way trade 

between Spain and Cuba would increase by $200 million if 

CESCE resumed insurance coverage for business deals with Cuba. 


2. (C) Although there is no indication that CESCE insurance 
will be resumed in the near future, both Spanish businesses 
and the Spanish government believe Spain has important 
long-term commercial interests in Cuba. This perception, 
combined with strong cultural and family bonds between Spain 
and Cuba, limits Spain\'s readiness to confront the Castro 
regime. There is also broad-based Spanish antagonism towards 
the Libertad Act and other Cuba sanctions. This antagonism 
cuts across party lines; both the ruling Socialist Party and 

the opposition Popular Party would likely seek retaliatory 
action by the EU in the event of an enforcement action 

against a Spanish Company under the Libertad Act. 


//MEDIA COVERAGE OF EFFECTS OF U.S. CUBA SANCTIONS// 


3. (C) Spanish media have covered the complications resulting 
from the purchase by U.S. companies of Spanish tourism 
ventures with significant involvement in Cuba. Spanish 
companies send about 250,000 travelers to Cuba on an annual 
basis, of whom approximately 192,000 are Spanish citizens. 
Affected Spanish companies include \"Iberostar\" (now 
\"Orizonia\"), in which the Carlyle Group purchased a 60 
percent stake. Orizonia controls several travel agencies 

that, prior to U.S. investment, offered many travel packages 

to Cuban destinations. The Spanish cruise company 
\"Pullmantur\" reportedly shifted its base of Caribbean 
operations from Havana to Puerto La Romana in the Dominican 
Republic after being purchased by Royal Caribbean. Also, 
Boston-based TA Associates recently acquired the Spanish 
company \"eDreams,\" Spain\'s country\'s largest internet-based 
travel agency, which will presumably make it impossible for 
eDreams to continue booking travel to Cuba. 


//RESPONSES TO NSC TASKING// 


4. (C) Responses below are keyed to questions posed in 
reftel, paragraph 5: 


What is the nature of Spanish investments in Cuba?: 


- The \"Association of Spanish Companies in Cuba\" (AEEC) 
represents over 170 Spanish businesses that trade with or 
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invest in Cuba. Spanish companies, mostly small and medium 
sized businesses, account for approximately 25 percent of 
foreign investment in Cuba. These companies are well aware 
of the potential for U.S. legal action against them under the 
Libertad Act and are careful to obscure information related 

to their investments in Cuba. Spanish companies are 
particularly active in tobacco, hotels and tourism, 

foodstuffs, construction, and light manufacturing. The 
following information describes the major Spanish investments 
in Cuba: 


-- Grupo Altadis: Tobacco. Unspecified location. Investment 
amount unknown, but believed to represent the single largest 
Spanish investment in Cuba. According to news reports, Cuba 
sold 160 million cigars in 2005 through Altadis, mostly to 

Spain and other EU countries, accounting for approximately 
$350 million in sales. 


-- Grupo Sol Melia: Hotel/Tourism. Sol Melia has 21 

locations in Cuba, including in Havana, Varadero, Cayo Largo, 
Cayo Santa Maria, Ciego de Avila, Cayo Largo del Sur, Cayo 
Guillermo, Playa Esmeralda, and Santiago de Cuba. The 
company announced plans to open a new 925-room hotel Cayo 
Santa Maria in 2006. The total investment amount is unknown, 
but Sol Melia invested at least $50 million in Cuba during 
2004-2005. Sol Melia is the largest foreign hotel chain in 


MADRID 00003008 002.2 OF 003 


Cuba, managing nearly 6,000 rooms. 


-- Repsol YPF: Energy. Investments in Cuban territorial 
waters. According to press reports, total Repsol investment 
is $25-40 million. 


-- Barcelo: Hotel/Tourism. Investments in Varadero, Cayo 
Largo del Sur, and Cayo Coco. Investment amount unknown. 


-- Inversiones Ibersuiza: Commercial investment. Investments 
in Cienfuegos and Santiago de Cuba. According to press 
reports, Inversiones lbersuiza has invested a total of $150 
million in various Cuban projects. 


-- Occidental Hotels and Resorts: Hotel/Tourism. Investments 
in Havana and Playa Yuraguanal. Investment amount unknown. 


-- Grupo Pinero: Hotel/Tourism. Investment in Varadero. 
Investment of at least $2 million according to press reports. 


-- Iberostar: Hotel/Tourism. Investments in Varadero, Cayo 
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Coco, and Trinidad. Investment amount unknown. 


-- NH Hoteles: Hotel/Tourism. Investments in Havana. 
Investment amount unknown. 


-- Grupo Riu: Hotel/Tourism. Location in Varadero. 
Investment amount unknown. 


-- Hotetur: Hotel/Tourism. Investments in Varadero and 
Havana. Investment amount unknown. 


-- Aguas de Barcelona: Utility. Investment in Havana in 

joint venture with Aguas de La Habana. Initial investment of 
$2 million in 2002, subsequent investment amounts unknown. 
Press reports indicate that Aguas de Barcelona is considering 
selling its Cuba operations as part of the company\'s general 
withdrawal from small markets in Latin America. 


-- Grupo Freixenet: Alcoholic Beverages. Unspecified 
location. 


-- Iberia Airlines: Transportation. Investment in Varadero. 
Investment amount unknown. 


In addition, Spanish energy company Iberdrola has previously 
undertaken projects in Cuba to refurbish power plants. Also 
Spanish banks Banesto and BBVA have financed construction of 
hotels and other investments in Cuba. We have no information 
regarding current operations in Cuba by these companies. 


5. (C) - Are there any bilateral trade agreements between 
Spain and Cuba?: 


There is a bilateral \"Commission on Economic-Industrial 
Cooperation\" between Spain and Cuba that is intended to 
promote bilateral trade and investment. The work of the 
Commission has been suspended for several years due to 
disputes over Cuba\'s non-payment of debt to Spanish entities 
and other differences. 


6. (C) - Are there any exchange programs between Spain and 
Cuba?: 


-- There are no exchange programs between Spain and Cuba. 
However, Spanish regional governments have substantial 
assistance programs in Cuba. Over 90 percent of Spanish 
development assistance to Cuba comes from regional 
governments, with less than 10 percent provided by the 

central government. Such assistance is channeled primarily 
through the Cuban government, and to a lesser degree through 
multilateral aid organizations. 
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7. (C) - Has Spain worked to promote the advancement of 
democracy and human rights in Cuba?: 


-- The Spanish government supports democratic objectives in 
Cuba, but, unlike the USG, believes that when Castro passes 
from the scene, a succession is preferable to a rapid 
transition. Spain\'s view is conditioned by the experience of 
its own democratic transition (which took place over more 
than five years) and its fear that rapid change may 
destabilize Cuba and lead to a humanitarian disaster. As a 
result, Spain is focused on building relationships with 
potential successors to Castro, believing Spain will be able 

to steer them in a positive direction after Castro\'s death. 

This outlook limits Spain\'s willingness to take a tough stand 
against the Castro regime. In response to USG suggestions of 
coordination on Cuba, Spain has indicated a desire to 
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coordinate transition planning with the USG. These 
discussions form part of a broader effort to strengthen 
U.S.-Spain coordination in Latin America. 


-- Within the EU, Spain is unlikely to deviate from its 

support for continued engagement with the Cuban government. 
The Embassy, in coordination with the Department, has called 
on Spanish officials to work with its EU partners to issue a 
statement promoting democratic reforms in Cuba, in light of 
the developing situation there. We have received mixed 
signals in response to this request, since some Spanish 
officials argue that it is more important to preserve 
communication with Castro\'s likely successors than it is to 
pressure them now for immediate changes. 


8. (C) - Have there been any high level visits by Spanish 
officials to Cuba in the past six months?: 


-- Deputy Foreign Minister Bernardino Leon is the 
highest-ranking Spanish official to visit Cuba in the last 

six months. The primary purpose of his visit was to attend 

the Non Aligned Movement Summit, though he also met with a 
broad range of dissidents. 
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Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (C) In meetings with the Ambassador on December 6, March 
14 officials reacted with skepticism to Amr Moussa\'s plan to 
solve the Lebanese political crisis. They believed that 

Nabih Berri, Michel Aoun, and Hizballah will find ways to 
reject it. Or, if they do accept it, that will signal that 

March 14 has been tricked on the cabinet balance. 
Nevertheless, our contacts in March 14 and the GOL told us 
that they will accept the Moussa initiative in principle if 

the other side does as well. The details will still need to 

be worked out by the Lebanese themselves through 
negotiations. Such negotiations cannot take place under 
duress, so acceptance in principle must trigger the end of 

the demonstrations. Our contacts prefer a different cabinet 
formula -- with three neutral ministers -- that would provide 
better guarantees against the Hizballah-Berri-Aoun alliance, 
and they hope Maronite Patriarch Sfeir blesses their 
approach. Regardless of their skepticism, March 14 officials 
find the Moussa proposal useful, in that Berri, Aoun, and 
Hizballah cannot summarily dismiss a proposal from the Arab 
League. In terms of USG reactions to Moussa\'s ideas, the 
March 14 contacts urge us not to get bogged down into 
details. Instead, the USG should force Moussa to focus on 
the real issue -- not the cabinet allocations but rather that 
one Arab League member strives to undermine its neighbor. 
Moussa must consider the stakes for the Arab League, for 
Sunni Muslims, and for Egypt, if an Iranian-backed plan to 
take over Lebanon succeeds because of Syria. Remind him of 
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Iraq and Kuwait circa 1990, one contact argued, and what that 
did to Arab credibility. Claiming it to be a Berri 

initiative to show his usefulness to Damascus, our contacts 
also dismissed the argument that Syrian-Saudi reconciliation 
would help solve Lebanon\'s problems. End summary. 


AMR MOUSSAYS INITIATIVE 


2. (C) On December 6 in separate meetings, the Ambassador 
saw several close advisors to March 14 leaders: Marwan 
Hamadeh (close to Walid Jumblatt), Mohamed Chatah and Rola 
Noureddine (advisors to PM Fouad Siniora) and Ghattas Khoury 
(part of Saad Hariri\'s inner circle). While there were some 
variations in the details, all described Amr Moussa\'s 

proposal to address Lebanon\'s political crisis as containing 

the following elements: 


-- Quick study by all parties of the Special Tribunal for 
Lebanon documents, with quick approval by Lebanon\'s cabinet 
and parliament; 


-- Expansion of the cabinet to 30 members, with 19 belonging 
to March 14 and its allies, 10 belonging to the 
Hizballah-Amal-Aoun alliance, and 1 neutral minister (picked 
by Berri but approved by Siniora); 


-- Early presidential elections, proposed for February, by 
the existing parliament; 


-- Anew cabinet (required whenever presidential elections 
take place), possibly with the \"blocking minority\" 
(one-third-plus-one) given to Hizballah-Amal-Aoun at this 
point; 


-- Discussion and adoption of a new parliamentary election 
law; 


-- early parliamentary elections (or, some insisted, 
discussion of this possibility but not yet a commitment to 
early elections). 


MARCH 14 SKEPTICAL 


3. (C) Our contacts were skeptical about the Moussa 
proposal. If it is serious, then Hizballah, Amal, and Aoun 
will probably scramble in looking for politically acceptable 
ways to reject it, they said: Hizballah doesn\'t want the 
tribunal, Aoun will see how difficult it is for him to become 
president, and Berri loathes the possibility of early 
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parliamentary elections in which he might lose his Speaker 
position. If, on the other hand, Berri signals support, then 
there\'s probably a trick that the clever Berri has inserted 
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into the deal. Hamadeh said that he expected Berri has so 

far remained studiously ambiguous about Moussa\'s proposal for 
two reasons: first, he awaits the return of two Amal MPs he 

sent to Damascus, to gauge Syrian reactions. Second, Berri 

(\"a clever fox\") is trying to come up with a way to assign 

the neutral minister in way to be able to argue that the 

19-10-1 cabinet split actually gives the March 8-Aoun 

alliance the blocking minority they have sought all along. 


BUT MARCH 14 STILL FINDS 
MOUSSA INITIATIVE USEFUL 


4. (C) Nevertheless, our contacts agreed, March 14 would 
accept the Moussa proposal in principle, if the other side 

does the same. Acceptance of the proposal by both sides in 
principle should trigger the dismantling of the sit-in in 
downtown Beirut and an end to the March 8-Aoun 
demonstrations. March 14 refuses to discuss the details with 
(as Khoury put it, referring to ongoing demonstrations) \"guns 
pointed at our heads,\" At that point, the two sides can sit 
down together to flush out the details of how this might 

work. As Chatah and Noureddine argued, the Moussa proposal 
is useful in that Berri, Aoun, and Hizballah cannot reject an 
Arab League initiative out of hand, as they have the 

proposals forwarded by March 14 and GOL officials. Hamadeh 
speculated that the Higher Shia Council communique that 
afternoon, calling on the Arab League to be \"neutral,\" was, 
however, an ominous sign, as that hints at a Shia campaign to 
brand Moussa\'s initiative as unacceptably Sunni in nature or 
too close to GOL positions. 


LOOKING FOR PATRIARCH\'S BLESSING 
ON ANOTHER IDEA FOR CABINET SPLIT 


5. (C) Chatah and Hamadeh briefed the Ambassador on another 
initiative that they are hoping Maronite Patriarch Sfeir will 

bless: most of the elements echo Moussa\'s plan, but the 

cabinet would split 18-9-3, a variation on Siniora\'s earlier 
proposal of a 19-9-2 division. The three neutral ministers 

(who would not vote in the case of a split between March 14 

and March 8-Aoun) would represent the Sunni, Shia, and 
Christian communities. March 14 would give up one of its 
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ministerial portfolios to increase the number of seats for 

the neutral ministers. In this way, while March 14 would not 
be able to push through any decrees without support from some 
ofthe March 8-Aoun ministers, it would be less likely that 
March 8-Aoun could find a way to get an additional minister 

to topple the cabinet at will, as would be possible in the 

split proposed by Moussa. Chatah reported that Sheikh Michel 
Khoury, the octogenarian/senior statesman son of Lebanon\'s 
first president, would meet with Patriarch Sfeir to seek his 
blessing. (Note: The Ambassador will dine with Sheikh 

Michel on 12/7 for a read-out. End note.) But all of these 
cabinet changes depend on acceptance of the special tribunal, 
Chatah and Hamadeh emphasized. 


SAUDI-SYRIAN RECONCILIATION 
A TRICK TO PROMOTE BERRI? 


6. (C) Khoury noted that Moussa had proposed a second 
initiative that was immediately rejected by March 14: an 

Arab quadripartite delegation (Egypt, Saudi Arabia, Jordan, 
and Syria) to come to Beirut and negotiate a settlement among 
the Lebanese. This, Khoury said, moves Lebanon exactly in 
the wrong direction. Hamadeh and Chatah expressed deep 
skepticism as well about Nabih Berri\'s push for a 
reconciliation between Saudi Arabia and Syria as key to 
solving the problem in Lebanon, In their view, a 

Saudi-Syrian rapprochement will just embolden the Syrians, 
but it will prove to the Syrians the value of Berri himself. 

With Syria relying ever more on Hizballah and less on Berri, 
the Speaker is \"desperate\" to show that he is useful to 
Bashar. Thus, Hamadeh concluded, Berri is exploiting 
people\'s concern about Lebanon in order to advance something 
Syria wants and for which he can then claim credit. WDonWt 
fall in this trap,\" Hamadeh urged, referring to the logic 

that Syrian-Saudi friendship might help Lebanon. 


USG URGED TO FORCE MOUSSA 
TO FACE \"REAL ISSUE\" OF SYRIA 


7. (C) Asked what the USG reaction should be to the Moussa 
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plan, our four interlocutors were united: we should not get 
drawn into the details. Discussing what the details mean or 
the possible variations should be left to the Lebanese. 
Moreover, engaging Moussa on the details gets Moussa off the 
hook regarding what is actually going on and what should be 
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the focus of Arab League concern. Lebanon\'s political crisis 
actually has very little to do with cabinet allocations, 

Hamadeh noted, especially since all but two of the 4,800-plus 
cabinet decisions taken by the Siniora government since July 
2005 were taken by consensus, with the Shia on board. So the 
U.S. should not talk about cabinet allocations with Moussa. 
\"Don\'t let him pretend that\'s the real issue.\" 


8. (C) Instead, the U.S. should force Moussa to acknowledge 
that the real problem is Syria -- one Arab League member is 
using all tools at its disposal in order to undermine the 
democratically elected, constitutional government of another 
Arab League member. \"Remind him of Iraq and Kuwait, circa 
1990,\" Hamadeh urged, \"only this is worse because of Iran\'s 
ambitions\" Moussa should be made to see clearly the negative 
implications for the Arab world, for the Arab League, for 

Sunni Muslims, for Egypt, and for Moussa himself, should Iran 
succeed because of Syrian actions to take control of Lebanon. 
Arab credibility and especially Arab League credibility 

should be Moussa\'s real concern. \"Get Moussa to focus on the 
cause, not the symptoms, Chatah said, \"that\'s where his 
value-added should be.\" There are lots of initiatives that 

can be floated, but if Syria orders it allies to reject them 

all, then nothing can be done. 
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Classified By: Ambassador Marie L. Yovanovitch, Reason 1.4 (b) and (d) 


1. (C) SUMMARY: In a December 1 meeting, the Ambassador and 
Foreign Minister Jekshenkulov discussed the current 

political, economic and security situation; the Procurator 
General\'s probe into the National Democratic Institute (NDI), 
International Republican Institute (IRI) and IFES;, and 
Kyrgyz-U.S. bilateral relations. On all fronts, the FM 

appeared positive, but he said concrete steps were needed to 
improve the economic situation. Jekshenkulov said that 
Kyrgyzstan would naturally maintain closer ties with CIS 
countries, implying that strengthening ties with the West was 
difficult because of the systemic and geographic distances. 

The FM acknowledged the effective manner in which Kyrgyzstan 
and the U.S. have worked together on security and economic 
development issues. Jekshenkulov said he had written to the 
Procurator General regarding the probe into our democracy 
partners, and he cautioned against considering the probe a 
\"political action.\" The Ambassador thanked the FM for the 
Kyrgyz Government\'s cooperation in the investigation of the 
abduction/car-jacking of the USAID Country Representative\'s 
wife. END SUMMARY. 


THE NEED FOR A STRONG ECONOMY, ABOVE ALL 


2. (C) On December 1, the Ambassador met with Foreign 

Minister Alikbek Jekshenkulov to preview key issues prior to 

the FM\'s meeting with SCA DAS Evan Feigenbaum December 3 at 
the OSCE Ministerial in Brussels. They discussed the current 
political, economic, and security situation; the Procurator 

General\'s investigation of NDI, IRI and IFES; and Kyrgyz-U.S. 
bilateral relationship. The FM was generally positive about 
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the bilateral relationship, as well as Kyrgyzstan\'s political 

and economic development, but he also emphasized the 
importance of U.S. assistance to economic development. As an 
example of the ways in which the U.S. could provide 

assistance in this area, Jekshenkulov referred to the 
Kyrgyz-American Business Council and the Fund for the Support 
of Entrepreneurs -- two mechanisms that existed some years 
ago. Jekshenkulov added that once the overall economic 
situation improved, all other bilateral political and 

security issues would \"fall into place.\" The Ambassador 
detailed for the FM some U.S. projects in the economic 

sphere, including an update on the Regional Energy Market 
Assistance Program (REMAP). Jekshenkulov appeared 
interested, but said that detailed information about the 

project is necessary to determine priorities. 


3. (C) The FM noted that closer political and economic 

relations were easier to achieve with the countries of the 

CIS, than with the U.S., due to historical, systemic, and 
geographic ties with those countries. Jekshenkulov said that 
Kyrgyzstan was \"far from Europe\" and the West, and thus \"had 
no choice\" but to stay closer to the Commonwealth. The 
Ambassador said that a balance can exist with the West and 
CIS, referencing Kyrgyzstan\'s potential for increased energy 
exports and the USG\'s willingness to provide assistance in 

that area. 


CONFUSION OVER ACTIVITIES OF PROCURATOR GENERAL 


4. (C) Regarding the Procurator\'s probe into the local 
activities of NDI, IRI and IFES (Refs A and B), Jekshenkulov 
said that he sent a letter to the Procurator General, 

inquiring about the investigation. He urged the Ambassador 
not to view the Procurator\'s activities as a \"political 

action. Jekshenkulov claimed that he was not aware of the 
details surrounding the probe, and that more information was 
needed before the MFA could respond to the Embassy\'s 
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diplomatic note on the matter. The FM added that even Kyrgyz 
sometimes have trouble understanding each other and their 
motivations, making it much more difficult to comprehend what 
was happening. The Ambassador said that it was difficult to 
understand the Procurator\'s probe as anything but a political 
signal, since the Procurator did not have a specific 

complaint against any of the three organizations, and all 

three are U.S. democracy NGOs. 
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COOPERATION KEY FOR SECURITY 


5. (C) The Ambassador thanked the FM for the government\'s 
assistance and cooperation in the investigation into the 
abduction of the wife of the USAID Country Representative 
(Refs C and D). Unaware of the particulars surrounding the 
case, Jekshenkulov did point out that crime -- organized 

crime in particular -- remains a problem in Kyrgyzstan, 
affecting MFA employees as well. To help curb the activities 
of criminal elements throughout the country, the FM hoped 
that U.S. and Kyrgyz authorities could continue to cooperate 

in a constructive manner, to avoid the possibility of the 
Embassy having to issue a travel warning for Kyrgyzstan. The 
Ambassador added that if the Embassy\'s Surveillance Detection 
Team had been in place, the incident might have been 
prevented. The Ambassador also told the FM that she had 
already requested PM Kulov to take the matter of the SD Team 
under his jurisdiction for resolution, adding that the safety 

of Embassy employees and their families is a matter of great 
importance for all concerned parties, including the MFA. 


6. (C) COMMENT: We are not certain to what the Foreign 
Minister was referring when he brought up the 
\"Kyrgyz-American Business Council" and the \"Fund for the 
Support of Entrepreneurs.\" We have asked the MFA for 
additional information. Over the years, there have been 
different proposals to promote business cooperation between 
the U.S. and Kyrgyzstan. Several years ago, current MP 
Bolotbek Maripov and a group of Kyrgyz businessmen approached 
the Embassy to set up an organization that would enable 
Kyrgyz businesses to interact with their American 

counterparts, but the idea soon died without funding. There 
was also a small group of businessmen and bankers that met on 
an ad hoc basis. According to preliminary information from 

the MFA, a \"Kyrgyz-American Business Council was set up 
seven or eight years ago; it initially participated in 

meetings in the U.S. during Kyrgyz ministerial visits, but 

has otherwise been inactive. (Note: The FM was not 

referring to the American Chamber of Commerce in Kyrgyzstan, 
which was established in 2005 and has grown to approximately 
70 members. End note). With the \"Fund for the Support of 
Entrepreneurs,\" the Foreign Minister may have been referring 
to request made earlier this year to USAID to funda 
\"Competitiveness Support Fund\" and a proposal in 2004 to 
establish a \"Kyrgyz-American Fund for Business Cooperation.\" 
We will continue to work with the MFA to develop further 

details of the FM\'s ideas, but we have our doubts whether 

such programs could produce positive results until Kyrgyzstan 
takes concrete steps to improve its business and investment 
climate. 


Column 3 
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E.O. 12958: N/A 
TAGS: EAID, EAGR, CASC, SOCI, RP 
SUBJECT: NEXT STEPS TO ASSISTING TYPHOON REMING VICTIMS 


REF: MANILA 4916 
1. (U) THIS IS AN ACTION MESSAGE -- SEE PARA 5. 


2. (U) A December 6 on-the-ground assessment by a joint 
USAID-JUSMAG team provided a snapshot of the area in southern 
Luzon recovering from Typhoon Reming, which struck the 
Philippines November 30-December 1. The disaster affected 
more than a million Filipinos, and left over 500 people dead, 

at least another 600 missing, and approximately 40,000 homes 
totally destroyed. A survey of Legaspi City and the towns of 
Santo Domingo and Cagsawa indicated widespread devastation. 
Water, power, and sewage systems are completely disrupted, 
and there is a pressing need for emergency shelter and 

medical assistance. President Arroyo declared a State of 
Calamity for the area on December 4. 


3. (U) According to the Task Force Mayon Commander, Colonel 
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Roberto Morales, what is most needed is short-term assistance 
in the form of water purification systems, emergency 
generators, medical teams, and engineering units to help 
restore electrical power. Morales fears that without this 

help, contaminated water supplies could lead to the outbreak 
of cholera, dysentery, and other water-borne diseases. 


4. (U) U.S. military assistance in responding to the 

disasters in Quezon and Aurora provinces in 2004 and the 
Leyte mudslides in 2006 helped the Philippine government cope 
with these crises, and built up a tremendous reservoir of 

good will among the Philippine population. On December 7, a 
U.S. Marine and JUSMAG contingent joined the Ambassador in 
off-loading a chartered USAID aircraft bringing relief 

supplies destined for distribution by the Philippine National 

Red Cross to the stricken population of the Bicol Region. 

U.S. military help now would help underscore the benefits to 
the Philippines of the Visiting Forces Agreement. 


5. (U) ACTION REQUEST: Embassy Manila requests that the 
Department of State send the required message to the U.S. 
Department of Defense to obtain assistance in providing 
short-term water purification, emergency power, engineering, 
and medical assistance to Philippine authorities conducting 
disaster response efforts in the Bicol region of southern 

Luzon. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, SOCI, KHIV, BM 
SUBJECT: BURMA: OPPOSITION WINS HEARTS ON WORLD AIDS DAY 


1. SUMMARY: The National League for Democracy (NLD) and 
members of the 88 Generation Students (88GS) used World AIDS 
Day to show compassion and care for HIV/AIDS victims and 

their families and to help raise greater awareness among the 
public. The NLD honored over 100 HIV/AIDS health workers and 
HIV/AIDS patients at its Rangoon headquarters. 88GS 

volunteers distributed 400,000 HIV/AIDS awareness pamphlets 

to the public and donated food to AIDS sufferers in a Rangoon 
hospital. There were no reports that authorities tried to 

stop any of their activities. END SUMMARY. 


2. Both the NLD and the 88GS members conducted HIV/AIDS 
activities for the public on World AIDS Day. The NLD has 
marked World AIDS Day for several years but this year\'s event 
drew many more participants. The NLD held an open house at 
its Rangoon headquarters to honor health workers who assist 
HIV/AIDS patients, joined by thirty HIV/AIDS patients and 
another seventy family members, double the number they 
anticipated. 88GS members told us younger NLD members pushed 
to conduct even more extensive HIV/AIDS awareness raising 
activities outside of the party headquarters, but the 
ever-cautious NLD Uncles insisted on restricting NLD 

activities to their Rangoon office. 


3. 88GS members marked World AIDS Day for the first time, by 
photocopying over 400,000 HIV/AIDS awareness pamphlets and 
distributing them in markets, bus stations, and other public 
areas in Rangoon and its suburbs. The UNDP office also gave 
them additional pamphlets to distribute. The public 

willingly accepted the pamphlets, and 88GS reps told us that 
local authorities did not attempt to stop or question their 
volunteers. 


4. Some 88GS members also visited Rangoon\'s Waybagi Hospital, 
a facility the Ministry of Health set aside to treat highly 
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communicable diseases, including HIV/AIDS, tuberculosis, and 
avian influenza. Although the medical superintendent had 
previously assured the 88GS members they could visit AIDS 
patients, when they arrived, the senior physician would not 

let them meet the patients. Instead, the doctor accepted 

their food packets and promised to deliver them. 


5. 88GS members said that their colleagues also distributed 
HIV/AIDS awareness pamphlets at Chauk, Magway Division 
(central Burma). They reported that some people in town tore 
down their HIV/AIDS posters and questioned the volunteers. 
Although local authorities watched carefully, they did not 
intervene or arrest any of the activists. 


6. COMMENT: The NLD and the 88GS members used World AIDS Day 
to demonstrate that their activities reach beyond political 

activism and include humanitarian concerns. In the midst of 

UNSC debate on Burma and the regime\'s efforts to discredit 
international reports on Burma\'s dangerous rate of HIV/AIDS 

infection, actions by the 88GS and NLD help demonstrate their 

concern for the lives of ordinary people and keep the 

spotlight on the regime\'s lack of health care support. END 

COMMENT. 

VILLAROSA 
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E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: TAIWAN'S POLITICAL SITUATION, CROSS-STRAIT 
RELATIONS 


1. Summary: As the upcoming Taipei and Kaohsiung mayoral elections 
stayed in the spotlight of the Taiwan media, news coverage on 
December 7 also focused on Taiwan\'s winning two gold medals in soft 
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tennis in the Asian Games in Doha Wednesday. In terms of editorials 
and commentaries, an editorial in the pro-unification \"United Daily 
News\" strongly criticized President Chen Shui-bian and his 
administration\'s performance over the past six-and-a-half years. 

The article said Taiwan\'s survival depends on the rapidly declining 
legitimacy of President Chen\'s reign. An editorial in the 
limited-circulation, pro-independence, English-language \"Taipei 
Times,\" on the other hand, discussed the \"absurd\" and \"meaningless\" 
name of \"Chinese Taipei,\" a tag Taiwan\'s athletes have to bear when 
they take part in international events. End summary. 


2. Taiwan\'s Political Situation 


\"Eye of Typhoon: Taiwan\'s Chance of Survival Lies in the Weakening 
of Chen Shui-bian\" 


The pro-unification \"United Daily News\" [circulation: 400,000] 
editorialized (12/7): 


\"... Over the past six-and-a-half years, Chen Shui-bian has 
shattered Taiwan\'s dreams - in addition to the plunge of the stock 
market, the exhausted economic situation, and the island\'s 
marginalization, we have also seen disillusionment over deepening 
democracy and frustration in the ideals for reform. ... Now that 
there is nothing left of Chen\'s legitimacy, Taiwan has paradoxically 
entered a moment of tranquility, as in the Veye of typhoon. For 
the island, the moment when the legitimacy of Chen\'s reign is 
rapidly declining, it is exactly where this nation and society\'s 
chance of survival lies. Chen is trying desperately to rise to 

power again using this year\'s Taipei and Kaohsiung mayoral 
elections. Will Taiwan lose the tranquility of the Veye of typhoon\' 
and fall into the heavy storm caused by Chen again should he regain 
his power?\" 


3. Cross-Strait Relations 
\"Let\'s Dump \'Chinese Taipei\\" 


The pro-independence, English-language \"Taipei Times\" [circulation: 
30,000] editorialized (12/7): 


\"Viewers around the world were wowed by the creative spectacle of 
Friday\'s opening ceremony for the Asian Games in Doha. As the 
audience applauded the entrance of delegates from 45 Asian nations 
and regions into the stadium, many Taiwanese viewers couldn\'t help 
but feel frustrated when they saw the delegation from Taiwan 
marching under the absurd \'Chinese Taipei\' banner. ... \'Chinese 
Taipei\' is a meaningless moniker. Taiwan is a sovereign state with 
its own government, elections, currency and territory. Taiwan 
negotiates its own treaties and has its own president. ... It is 

unfair to force the nation\'s 399 athletes - the fourth-largest Asian 
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Games delegation after China, Japan and South Korea - to compete 
under such a meaningless name when they work just as hard as their 
counterparts from other countries. 


\"It is disheartening to see the oblivious response of the 
international community to the obvious unfairness of this situation, 
especially when it has arisen just to placate the nation\'s lunatic 
neighbor across the Taiwan Strait. It is even more frustrating to 
witness the government\'s utter failure to make progress on this 
issue, even though it has spent a fortune on public relations firms 
and commercials to back the nation\'s bids to participate in the UN 
and the WHO. The bottom line is that the DPP has done very little 
to highlight the nation\'s plight on an international stage such as 
that provided by the Asian Games, in effect choosing to lamely 
accept the ridiculous convention of \'Chinese Taipei.\' ...\" 


YOUNG 
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E.O. 12958: N/A 
TAGS: ETRD, ECON, WTRO, VM 
SUBJECT: NEW REGULATION ON COSMETICS REGISTRATION 


(U)THIS CABLE IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET 
DISTRIBUTION. 


1. (SBU) Summary: U.S. cosmetics firms have expressed concerns over 
the Ministry of Health\'s (MOH) recent Decision No. 35/2006-QD-BYT 
that implements a new registration process for cosmetics products. 

The Decision, which takes effect December 20, subjects more 


Column 3 

categories of cosmetics products for registration than previous 
regulations. One immediate concern is the impact the new 
registration process will have on products already on the shelves or 
shipments of new products en route to Vietnam. Econ Counselor met 
with MOH officials to raise general questions and concerns about the 
new regulations. MOH officials said they were aware of the 

concerns, had consulted with industry, and were in the process of 
working on ways to make sure they would not impede trade. End 
Summary. 


2. (SBU) U.S. firms have recently raised concerns over anew MOH 
regulation, Decision 35/2006-QD-BYT, dated November 10, 2006. 
Decision 35 outlines the process for registering cosmetics products 
in Vietnam, including imports. The Decision was published in 
Vietnam\'s Official Gazette on December 5 and takes effect 15 days 
later on December 20. An appendix to the Decision lists 20 
categories of cosmetics that are subject to the registration process 
outlined in the Decision. This newly-formulated list incorporates 
categories such as hair care products and mascara, among others, 
which were not previously subject to import registration 
requirements. 


3. (SBU) According to one industry representative, the MOH 
registration process typically takes three months. U.S. firms are 
concerned about the impact of Decision 35 on existing products on 
the shelves already or en route to Vietnam that did not previously 
require registration. More broadly, firms are concerned that the 
new registration requirements will cause additional expenses and 
delays. 


4. (SBU) Econ Counselor met with Mr. Nguyen Van Thanh, Deputy 
Director General of the Drug Administration of Vietnam in the 

Ministry of Health (MOH) on December 7 to ask general questions and 
raise concerns expressed by industry. He also referred generally to 
the Bilateral Trade Agreement and the Technical Barriers to Trade 
(TBT) agreement of the WTO. In response, Mr. Thanh pointed to a 
letter in hand MOH had already received signed by a number of 
cosmetics firms, including Proctor and Gamble and Avon, that had 
raised the same questions. 


6. (SBU) Thanh said the new system is designed to bring Vietnam into 
compliance with other ASEAN countries. While the old registration 
system nominally covered five categories of products, those 
categories were broad enough actually to cover 15 of the 20 
categories listed under the new system, he said. He stressed that 
MOH had already consulted with cosmetic firms through seminars and 
other meetings in the drafting of the new regulation. He also said 

they did not want to impede trade and were considering how they 
could work with the Customs administration to make sure they did not 
interrupt trade. One idea, for example, would be to allow importers 

to submit the paper work some time after the importation had taken 
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place. He also maintained that registrations for existing products 
would remain in effect until their normal expiration. Asked about 

the role of the Ministry of Trade in the process, Thanh said MOH had 
consulted with all the appropriate government agencies. 


7. (SBU) MOH officials and Econ Counselor agreed to stay in touch on 
further developments. Post will also follow up with a meeting with 
Ministry of Trade on this issue. 


MARINE 
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E.O. 12958: DECL: 12/06/2016 

TAGS: MCAP, MOPS, PREL, PGOV, PTER, PHUM, AF 

SUBJECT: PRT JALALABAD - DIFFERING VIEWS ON THE CROSS 
BORDER JIRGA 


Classified By: ACTING POLITICAL COUNSELOR MARTIN MURPHY FOR REASONS 1.4 
(B) AND (D) 


1. (SBU//RELS NATO/ISAF) Summary: While meeting with 
Provincial Council Chairman Fazlhadi Mslimyar, PRT 
officials were introduced to three Pakistani 

journalists visiting Jalalabad and Kabul to discuss 

the proposed cross border jirga. In a lively 
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discussion, two of the Pakistanis and the Afghan 
Council Chairman expressed widely differing views on 
the cross-border jirga with Pakistan. End summary. 


2. (SBU/RELS NATO/ISAF) Chairman of the Nangarhar 
Provincial Council Fazlhadi Muslimyar invited PRT 
officials to his office for a meeting November 26 to 
discuss various topics. While there, a group of three 
Pakistanis journalists on a fact finding mission for 

the proposed cross border jirga joined in the meeting, 
and a lively discussion ensued. The Pakistanis 

included: Hasan Khan, Controller of Current Affairs 

and host of a well known Pashtun TV political program 
\"Current Affairs\" for the AVT Channels in Islamabad, 
also known as Khyber TV; Aimal Khatak, son of former 
Pakistani Senator Ajmal Khatak, an opposition 

politician and Pashtun nationalist; and Noor Rehman 
\"Shirzad\", a correspondent for the AVT Channel. 
(Comment: President Karzai has mentioned the Pashtun 
Khyber TV as an important player in the cross border 
jirga.) Shirzad did not speak, but Khan, Khatak, and 
Muslimyar all expressed both hopes and concerns about 
the proposed jirga. 


3. (SBU/RELS NATO/ISAF) Khan described their visit 
to Jalalabad and Kabul as a trip to \"cover prospects 
for the jirga, and to see how the people in 
Afghanistan feel about it" He said that they would 
go to the Pashtun regions in Pakistan next. Khan did 
not think that the jirga would be a single event with 
immediate results, but rather \"a good exercise\" and 
the start of a longer process that would continue 

until all disputes were resolved. He confided that he 
is optimistic, but that he has found apprehensions on 
both sides of the border. He pointed out that the 
social landscape of the region has changed, as the 
long tradition of tribal society is now being 

influenced by money and power outside of this 
traditional structure. 


4. (C//RELS NATO/ISAF) PRT Commander asked what the 
actual conflict or issue to be addressed by the jirga 

will be, and whether it will really be a jirga to 

reach a resolution of a problem, or a shura that would 
simply promote discussion. Provincial Council 

Chairman Muslimyar said that Pakistani President 
Musharraf would come to Afghanistan first, followed by 
Afghani President Karzai going to Pakistan. Both 

sides would sit together to come up with solutions, 

and the US and UN would only be observers. Muslimyar 
said that both sides crave the same things, including 
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identifying their mutual enemies and improving 

security on both sides of the border, no matter where 
the problems come from. He believes that the 
Pakistani Inter Services Intelligence Agency (ISI) is 
supporting a large insurgency in Afghanistan and asked 
the US to put pressure on Pakistan to end this. He 
also said that based on the years that he lived in 
Pakistan, he found that some Pashtuns there, including 
those in the Punjab areas, do not think of themselves 
as Pakistanis. 


5. (SBU/RELS NATO/ISAF) Pakistani journalist Khan 
said that there is a \"low level of excitement\" about 

the jirga in Pakistan. Khatak noted that they have 

not made any preparation for it there. (Comment: PRT 
Afghan employees confirmed that they see much more 
interest in the jirga among people in Afghanistan than 
on the other side of the border in Pakistan.) Khan 
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said that Pakistanis are interested, but Afghan 
President Karzai is trying to include too many people 
in the process. He said that it should involve the 
people actually in the conflict first, with the 

warring tribes coming forward. He complained that 
Karzai is trying to expand it too much so that it 
would become only a public meeting with speakers, 
possibly even using Urdu or English rather than 
Pashtu. Khan feels the jirga should be a Pashtun to 
Pashtun event, with priority given to those currently 
involved in the conflicts. Following this, it could 

be expanded to include others who have an interest in 
the area. 


6. (SBU//RELS NATO/ISAF) All three agreed that 
\"foreigners\" or \"outsiders\" are a big part of the 
problem, though they did not exactly agree on who 
these foreigners are. Muslimyar said that Pashtuns 
have no conflict among themselves, and any Pashtuns 
involved in the conflict have been trained by 

outsiders. Khatak said that \"non state actors\" are 
causing the conflict, suggesting these are foreign 
fighters from other countries such as Tajikistan or 
Chechnya. Khan agreed that \"foreigners\" are the 
problem, and the ones who are causing trouble on both 
sides of the border. He said that Pashtuns can always 
tell whether a person is Pashtun or not, even if they 
do not know the person. He also pointed out that the 
jirga is an Afghan tradition that foreigners do not 
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have, so there is the question of which \"foreigners\" 
would be allowed to attend the event. 


7. (SBU/RELS NATO/ISAF) PRT Commander asked how any 
agreement reached at the jirga would be enforced. 
Pakistani politician Khatak said that would be 

problem. He noted that the \"disruptive foreigners\" 
currently in the Pashtun areas could not be there now 
without the support of the people. The Taliban had 
been allowed to re-emerge, and he asked who could 
enforce jirga decisions if the population is not 
controlling the Taliban now. He declared that one-man 
rule and lack of a democratic system in Pakistan is a 
big part of the problem, and asked why the western 
powers allow this to continue. Hassan agreed that it 
would be much easier to handle the \"foreigners\" in a 
democracy. 


8. (SBU//RELS NATO/ISAF) Comment: Though the initial 
excitement in the province has cooled and the jirga 
process is no longer the leading story in the press, 

there is still interest and discussion about what form 

the jirga might take or what results could be 

expected. No conclusions or agreement were reached 
during this meeting, and the three Pakistanis left the 
meeting to head to Kabul for four more days of 

interviews and discussions. End comment. 

NEUMANN 
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SUBJECT: RUSSIAN PROVOCATIONS FALL FLAT IN ESTONIA 


REF: MOSCOW 12612 
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1. (SBU) Summary: In recent weeks, several Russian 
attempts to provoke Estonia with Soviet-style propaganda 
have fallen flat. A Duma resolution on the Soviet 
soldiers\' memorial in downtown Tallinn (the so-called 
\"Bronze Soldier\"), a well-timed declassification of 
documents \"proving\" U.S. and British complicity in the 
Soviet occupation of the Baltics, and GOR complaints 
about draft legislation that would ban public displays 

of both Nazi and Communist symbols in Estonia have 
merited little reaction from GOE officials or the 
Estonian media. End Summary. 


2. (U) On November 15, the Russian Duma adopted a 
statement (reftel) protesting the Estonian Parliament\'s 
discussion of legislation which, if approved, would 
allow the GOE to relocate war monuments away from the 
center of Tallinn. The Duma statement accused the 
Estonian Parliament of \"glorifying fascism\" by 
considering this legislation, which has passed the first 
of three readings in the Parliament. In a November 16 
BNS story, Prime Minister Andrus Ansip said Estonia 
should not justify Russian accusations by reacting to 
them. He pointed to the lack of reaction by Italy and 
Spain after a recent EU-Russia summit during which 
Russia equated those countries with mafia and 
corruption. 


3. (SBU) On November 23, Estonian media outlets 
published excerpts from a Russian foreign intelligence 
service (SVR) press release on the declassification of 
400-pages of documents from World War Il. The SVR, 
which released the documents just subsequent to Queen 
Elizabeth IIVs Baltic tour and only days before 

President Bush\'s visit to Tallinn and the Riga NATO 
summit, claims the documents prove Britain and the 


United States tacitly approved of the Soviet occupation 

of the Baltics after the War. Official Estonian 

reaction to SVR comments and the release of the 
documents was extremely muted. In conversations with 
us, MFA officials dismissed the information as a \"non- 
issue.\" Foreign Minister Urmas Paet publicly stated 

that the GOE has no plans to look into Russian claims. 
Prominent parliamentarians Mart Laar and Marko Mihkelson 
noted in Postimees that the release of the documents and 
the corresponding Russian media campaign was perfectly 
timed to coincide with President Bush\'s travel to the 
region. Laar also said that Estonians will not be 

tricked by \"new revelations\" and concluded that he 
believes Russia hopes to spread fear and dissension 
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among the Baltic States and give the impression that the 
United States and United Kingdom betrayed them. (Note. 
Embassy Tallinn obtained an electronic copy of the 
Russian documents and forwarded them to EUR/NB. End 
Note.) 


4. (U) Subsequently, on December 1, BNS published an 
article on the Russian reaction to draft Estonian 
legislation banning public displays of Nazi and 
Communist symbols. Russian Foreign Minister Sergei 
Lavrov called the bill \"immoral\" and complained that it 
equates Nazi crimes with Soviet achievements and 
detracts attention from \"real problems\" including those 
faced by Russian speaking minorities in Estonia and 
Latvia. Again, Estonian media largely ignored the 
Russian reaction to the bill. 


5. (SBU) Comment: Even a few years ago, these types of 
provocative actions and remarks by the Russians would 
have elicited a much stronger response from Estonia, but 
these days neither the GOE nor the press is taking the 
bait. However, it is likely that nationalist parties in 

Estonia will try to mobilize their base by inciting 
anti-Russian sentiment in the run up to spring 
Parliamentary elections. This will certainly put the 

GOE\'s pragmatic approach to the test. End comment. 
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SUBJECT: KHOST SECURITY AGREEMENT NOT LIKE MUSA QALA: 
AMBASSADOR NEUMANMN'S NOVEMBER 25 MEETING WITH KHOST 
GOVERNOR JAMAL 


REF: A. KABUL 5604 
B. KABUL 5435 


Classified By: Classified by Ambassador Ronald E. Neumann; reasons 1.4( 
b) and (d). 


1. (C) Summary: Governor Jamal underlined that the November 
23 Khost Security Resolution was \"totally different\" from the 
Musa Qala agreement, and that there was nothing in the 
resolution that would limit the operation of ISAF/Coalition 

forces or Afghan National Security Forces (ANSF). He asked 
when USG-funded construction on the Khost-Gardez road would 
begin. The Ambassador explained that funding for the 
construction was available, but that some additional 
sub-contracting and surveying were required. Governor Jamal 
asked whether it would be possible for the USG to identify 
specific U.S. development funding that the Khost provincial 
government could co-manage with USG counterparts. He said 
that the Afghan Border Police (ABP) deployed in Khost faced 
significant equipment shortages, and concurred with the need 

to respect tribal/ethnic balance in ANAP recruitment. 

Governor Jamal expressed concern that some operations by 
Coalition Forces (CF) -- specifically, the apprehension of 
terrorist suspects -- were not properly coordinated with 

Afghan officials. End Summary. 


2. (U) Ambassador Neumann met with Khost provincial Governor 
Arsala Jamal at the Governor,s compound in Khost City on 
November 25. MG Freakley (CUTF-76), MG Layfield (ISAF 
DCOM-Security), and Carl Rahmaan (D/USAID Mission Director) 
accompanied the Ambassador. Afghan Minister of 
Communications Engineer Amirzai Sangin also was present 
during lunch. 
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3. (SBU) The Ambassador asked Governor Jamal about the Khost 
Security Resolution signed by provincial tribal elders and 
religious leaders on November 23 (reftel A). Jamal 

underlined that the resolution was \"totally different\" from 

the Musa Qala agreement, and that there was nothing in the 
resolution that would limit the operation of ISAF/Coalition 

forces or Afghan National Security Forces (ANSF). The 
Ambassador encouraged Jamal to explain to the media why the 
Khost resolution was different than the Musa Qala agreement, 
observing that the Khost resolution draws the local people 
closer to the GOA in working to improve security, rather than 
creating more distance (as in the Musa Qala arrangement). 
The Governor indicated that he already was reaching out to 

the media on the issue, including the BBC. 


4. (SBU) Governor Jamal thanked the Ambassador for his visit 
to Khost, saying that such visits are important for boosting 

the confidence of the people of the province in the face of 

the difficult security situation. He said that he had held a 
number of security-related jirgas, emphasizing that suicide 
bombings are contrary to Islam. Jamal suggested that these 
efforts had borne fruit, citing an example in which locals 
identified and surrounded a would-be suicide bomber who ended 
up detonating his bomb-laden vest (killing only himself), 

rather than surrender. The Governor also mentioned another 
recent case in which locals had alerted ANSF to someone who 
was seeking to plant a mine in a mosque. He added that 
province officials were doing quite well in locating IEDs 

prior to attacks. 


5. (SBU) Governor Jamal asked when USG-funded construction on 
the Khost-Gardez road would begin, lamenting that \"everywhere 
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other provinces are getting roads -- we hope construction on 
this road will begin in 2007.\" The Ambassador explained that 
funding was available, but that some additional 
sub-contracting and surveying would be required before work 
could begin in 2007. Jamal said that, due to snow, it would 
not be possible to begin construction from the Gardez end of 
the road until late April; however, weather would present no 
barrier to beginning construction on the Khost end. At the 
Ambassador\'s quest, USAID agreed to provide monthly status 
reports on the road that could be conveyed to the people by 
the Khost government. 
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6. (SBU) In the context of discussing the Khost-Gardez road 
project, Governor Jamal said that he had been considering 
trying to support some smaller projects that would complement 
the construction ofthe road. He wondered whether it would 

be possible for the Provincial Development Council (PDC) to 
use Governor,s funds for such a purpose. The Ambassador 
commented that the idea was an interesting one, but that the 
GOA budget machinery might not be flexible enough to support 
such an effort. Deputy USAID Mission Director Rahmaan 
reported that the Ministry of Finance was planning pilot 
projects in three provinces aimed at increasing the GOA,s 
ability to extend such funding resources more effectively 

into the provinces, but that these pilot projects probably 

would not be funded in the current budget year. 


7. (SBU) Continuing on the funding theme, Governor Jamal said 
that he had been thinking of establishing a special kind of 
Governor,s fund, similar to the CERP funds used by U.S. 
PRTs, that would allow him to support quick impact projects. 
He remarked that the people of Khost currently go directly to 
the PRT to request project support, which, he observed, does 
not increase the authority of the GOA. He asked whether it 
would be possible for the USG to identify specific U.S. 

funding that the Khost provincial government could co-manage 
with USG counterparts. Jamal emphasized that this would help 
to put an \"Afghan face\" on the projects while enhancing the 
image and the budget planning skills of the PDC. 


8. (SBU) The Ambassador explained that much work was ongoing 
to try to make the GOA more responsive to PDC funding needs. 
He encouraged Jamal to contribute to defining a way forward, 
based on an Afghan model that would be sustainable. MG 
Freakley said that limitations on CERP fund authorities would 

not allow for the transfer of CERP fund control to the Khost 
government. However, the PRT could work in support of the 
Governor, coordinating closely on near-term priorities 

identified by the PDC. 


9. (S) Referring to notes, Governor Jamal said that the 
Afghan Border Police (ABP) deployed in Khost faced the 
following equipment shortages: 
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-- 373 AK-47s 

-- 94 PK machine guns 

-- 74 RPGs 

-- 990 RPG rounds (out of 1,000 requested, only ten were 
received) 

-- 47 trucks 


(CSTC-A Comment: A solution is in sight. There is one 
inaccuracy in which CSTC-A only shows a shortage of 14 RPGs. 
CSTC-A expects that the shortages in AK-47s, RPGs, RPG 
ammunition and Light Tactical Vehicles will be partially 
addressed by the end of December. CSTC-A is starting to 


KABUL 00005734 003 OF 004 


realize a tremendous influx of equipment due to the recently 
committed additional USG funds. Nationwide ANP equipment 
shortages will begin to be addressed in the immediate future 
and the following equipment will be provided in December to 
the 2nd ABP Brigade in Khost: 200 AK-47s, 5 RPGs, and 30 
more trucks. Ammunition is constantly ordered and supplied, 
and shortages or surpluses vary from day to day. End CSTC-A 
Comment) 


10. (S) Jamal said that he had written a letter to the MOI 

outlining these shortages, but that thus far there had been 

no response. He went on to mention that, three days before 

the Eid-al-Fitr holiday, nearly the entire ABP force in Khost 
deserted their posts. (Comment: The actual number of ABP 
desertions in Khost was somewhere in the neighborhood of 20 
percent, and the majority subsequently returned; see also 

reftel B. End Comment) The Ambassador remarked that he had 
heard this was partially the result of a conflict between the 

Khost ABP Commander and the Commander,s Deputy. Jamal 
replied that the real problem was the equipment shortages, 
arguing that, \"if | have a poorly-functioning AK-47 and only 

60 bullets, | will not stay at my ABP post, no matter how 

good my commander is." (CSTC-A Comment: The 2nd ABP Brigade 
in Khost has over 400,000 rounds of AK-47 ammunition, with 
50,000 more rounds scheduled to be delivered in December, and 
112,000 rounds of pistol ammunition -- which is 150 percent 

of the authorized amount. End CSTC-A Comment) 


11. (C) MG Freakley said he would get a full list of the 

equipment needs from the Provincial Coordination Committee 
(PCC) and would work on any problems. The Ambassador assured 
Jamal that no one was discriminating against Khost in the 
distribution of equipment, but that some shortages were 

inevitable. Jamal said that he did not feel that Khost was 

receiving unfair treatment, but emphasized the need for the 
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equipment, arguing that Khost is a province with security 
challenges on a par with Kandahar and Uruzgan, given Khost,s 
location. 


12. (SBU) The Ambassador explained to Governor Jamal that the 
Afghan National Auxiliary Police program currently was being 
restricted to six provinces (Farah, Helmand, Kandahar, 
Uruzgan, Zabul, and Ghazni). The emphasis was on quality 
over quantity, with particular care to be given to ensuring 

that the ANAP are recruited locally and reflect the 
tribal/ethnic balance of the local area. This was to avoid 
creating a \"hollow force\" that would only exacerbate the 
security situation. Governor Jamal said that he was aware of 
these issues and that Khost province was conscious of the 
need for tribal balance as it conducted its ANAP recruitment. 


13. (C) Governor Jamal expressed concern that some operations 
by Coalition Forces (CF) -- specifically, the apprehension of 
terrorist suspects -- were not properly coordinated with 

Afghan officials. While perhaps some operations would occur 
without the knowledge of Afghan officials, \"not every 

operation should be that way.\" Jamal remarked that he does 
not mind \"getting calls in the middle of the night\" informing 

him of such operations, noting that it is easier for him to 

deal with press and public queries after an operation if he 

knows what happened. 


14. (C) The Governor advocated involving Afghan officials, 
such as National Directorate of Security (NDS) personnel, in 
such operations, suggesting that they could work with the 
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local people to smooth things over, turning \"hard knocks\" 
into \"soft knocks\". In this context, he referred to a recent 
incident in which he had been informed by Afghan officials 
that Coalition Forces had held NDS personnel at gunpoint to 
keep them away from the scene of an ongoing operation. 
NEUMANN 
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SUBJECT: ISRAEL MEDIA REACTION 


2. Iran 


Leading media (banner in HaVaretz) cited the recommendations of the 
Iraq Study Group (a.k.a. Baker-Hamilton committee), which were made 
public at the US Senate on Wednesday. HaVaretz quoted President 
Bush as saying that the US administration will reflect on the 
recommendations but that it does not pledge to adopt them. The 
media said that the Group\'s report called for a \"Madrid Conference 
framework,\" referring to the 1991 Madrid Conference, as well as 

direct Israeli-Syrian negotiations that could lead to a return of 

the Golan Heights. The Group said that the US must support PA 
Chairman [President] Mahmoud Abbas and the creation of a Palestinian 
national unity government. Leading media reported that PM Ehud 
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Olmert\'s bureau and other GOI officials are not concerned about 
President Bush modifying his Mideast policy. Olmert said in a 
speech today that the report is primarily a domestic American issue, 
and that President Bush and senior US officials recently assured him 
that they do not support Israeli-Syrian talks over the Golan 

Heights. The Jerusalem Post quoted senior diplomatic sources in 
Jerusalem as saying on Wednesday that the White House will not 
pressure Israel into talking to Syria. The media also cited the 

main recommendations of the report: shifting the role of US forces 
in Iraq from fighting to training the Iraqi military, diminishing 

the number of American soldiers in Iraq, and encouraging direct 
talks between the US and Iran and Syria. The Jerusalem Post 
reported that Knesset members from across the political spectrum 
noted how drastically relations between Israel and the US had 
changed in the past year. 


Yediot reported that Deputy Defense Minister Ephraim Sneh (Labor 
Party) was an adviser to the Iraq Study Group. 


Israel Radio quoted Defense Secretary-appointee Robert Gates as 
saying at a Senate confirmation hearing on Wednesday that Israel has 
nuclear weapons. Yaron Dekel, the radio\'s Washington correspondent, 
said that Gates infringed the ambiguity policy that had been 

maintained by all Israeli governments and embraced by successive US 
administrations. 


Maariv quoted senior GOI sources as saying that Israel accepts the 
original Saudi initiative (as made public at the time by New York 
Times newsman Thomas Friedman, among others). The newspaper 
reported that the US and Israel are holding confidential contacts in 
order to adapt the \"Arab initiative\" to Israel\'s diplomatic 

limitations and reach an agreed-upon formula that would the start of 
negotiations with the \"Arab Quartet\" composed of Saudi Arabia, 
Jordan, Egypt, and the United Arab Emirates. Maariv wrote that 
those four countries are involved in the contacts. Maariv quoted 
Saudi sources as saying that, should Israel accept the principles of 
the Saudi initiative, this would change the entire region and Saudi 
Arabia would lead that change. 


Israel Radio quoted Egyptian President Hosni Mubarak as saying on 
Wednesday en route to Europe that the negotiations over the release 
of kidnapped IDF soldier Cpl. Gilad Shalit have reached their last 
stage and that Hamas\'s assent is being awaited. However, Mubarak 
was quoted as saying that other elements are intervening -- in 
contradiction with the Palestinians\' interest. HaVaretz reported 

that among those whose release Hamas intends to demand is Abbas 
Sayed, the mastermind of the massacre at the Park Hotel in Netanya 
over Passover in 2002, in which 29 civilians were killed. Israel 

Radio quoted the Palestinian daily Al-Ayyam as saying that 
Palestinian factions in Gaza, with the exception of Hamas, have 
devised an expanded \"tahdiya\" (calm period) for 2007, during which 
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Israeli forces would pull out from Palestinian cities and make other 
concessions. 


Major media cited an IDF report released on Wednesday that IDF 
soldiers Ehud Goldwasser and Eldad Regev are thought to have 
suffered serious injuries-- one of them critically -- at the time of 
their abduction last July by Hizbullah. The media cited the 
dissatisfaction of the abductees\' families over Olmert\'s recent 
statements that they may not be alive. 


HaVaretz and Maariv reported that French President Jacques Chirac 
told FM Tzipi Livni in Paris on Wednesday that Israel should stop 
flying warplanes over Lebanon in what Israel says is an effort to 
gather intelligence on Hizbullah arms smuggling. The Jerusalem Post 
quoted French FM Philippe Douste-Blazy as saying at a press 
conference with Livni that the overflights cannot be considered a 
separate element of UN Security Council Resolution 101, and that all 
elements need to be implemented. Maariv cited Livni\'s belief that 
the crisis over the overflights is over. Various media reported 

that Livni told Chirac that the flights are for intelligence 

purposes only. 


Maariv reported that Olmert will meet next week with Pope Benedict 
XVI in the Vatican, and that the two are expected to discuss Iran\'s 
nuclear program and the situation in the territories. Olmert\'s trip 
will include Germany and ltaly. 


The Jerusalem Post quoted a member of the Hamas-led PA government as 
saying on Wednesday that Hamas officials have managed to smuggle 
more than USD 66 million in cash through the Rafah border crossing 

in the past eight months. Citing the Palestinian news agency Maan, 
Hatzofe quoted a Hamas source as saying that several European 
countries, including the UK and France, have started a channel of 

talks with Hamas. Hatzofe quoted Palestinian Legislative Council 
member and chair of the Palestinian prisoners\' committee Issa Karaka 
(phon.) as saying that the Palestinian government has paid hundreds 
of thousands of shekels to Israel (one shekel equals approximately 
USD 0.24) for the release of Palestinian cabinet ministers who were 
detained in Israel. 


The Jerusalem Post and Maariv reported that serious unexplained 
technical glitches are plaguing the Iranian nuclear program. The 
newspapers cited a Western assessment that the malfunctions will be 
fixed in two months. HaVaretz, Yediot, and The Jerusalem Post 
reported that Iran\'s Foreign Ministry will hold a conference next 

week at which scholars from 30 countries will discuss the scale of 

the Holocaust and whether the Nazis really used gas chambers to kill 
Jews. 


Major media reported that in a report he presented to the IDF\'s 
General Staff in November, Maj. Gen. Amiram Levine was highly 
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critical of the conduct of Northern Command during the recent war in 
Lebanon. 


The Jerusalem Post reported that Israel plans to set up a 160 
million-shekel (approximately USD 38 million) private equity fund to 
help develop the businesses of the country\'s Arab citizens over the 
next decade. 


HaVaretz printed a Reuters story about heart surgery performed by 
Israeli doctors on Palestinian children. 


Washington correspondent Shmuel Rosner wrote on page one of the 
independent, left-leaning HaVaretz: \"About half the report covered 
something allegedly unrelated to the matter at hand -- a 
comprehensive solution to the Middle East problem centered on an old 
idea that never loses its vitality.\" 


Foreign News Editor Arik Bachar wrote in popular, pluralist Maariv: 
\"The message conveyed in the recommendations of the Iraq Study 
Group] Report is weakness -- American exhaustion in the face of the 
fanatical determination of Islamic extremists.\" 


Zalman Shoval, senior Likud member and former ambassador to the US, 
wrote on page one of the conservative, independent Jerusalem Post: 
\"Israeli diplomacy ... must now make a major effort to resist the 
attempts to \'Palestinianize\' the situation in Iraq, with Israel 

being asked to pay for it.\" 


Washington correspondent Orly Azolai wrote in the mass-circulation, 
pluralist Yediot Aharonot: \"Bush now has the opportunity of showing 
how much he loves Israel.\" 


Military correspondent Alex Fishman wrote in Yediot Aharonot: \"The 
report that was submitted on Wednesday by Baker and Hamilton about a 
change in American policy in the region reflects the process in 

which the momentum of the extremist ShiVites in the region has 

gained strength, while the VAmerican regional order,\' which peaked 

in 2003, is in decline.\" 


Arab affairs correspondent Zvi BarVel wrote on page one of HaVaretz: 
\"The solution must be found within Iraq, among the various political 
and ethnic forces that constitute that nation.\" 


Block Quotes: 
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I. \"Old Idea Still Fresh\" 


Washington correspondent Shmuel Rosner wrote on page one of the 
independent, left-leaning HaVaretz (12/7): \"About half the report 
covered something allegedly unrelated to the matter at hand -- a 
comprehensive solution to the Middle East problem centered on an old 
idea that never loses its vitality: Resolving the Arab-Israeli 

problem is the key to stabilizing the entire region. US 

administrations from Eisenhower to Clinton have thought so, James 
Baker apparently thinks so, having proven it throughout his term as 
secretary of state. The report could be seen as a policy proposal, 
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but no less as the chair\'s ego trip as well. Baker proposes a 
summit Vlike MadridW and refers positively to the measures of the 
early \'90s. The Baker Report undermines everything Bush and his 
aides have believed, everything they have declared in recent years. 
The question is how they will neutralize the clauses that bother 
them without angering a public thirsty for new solutions.\" 


II. \"Call When You Find a Serious Palestinian Leadership\" 


Foreign News Editor Arik Bachar wrote in popular, pluralist Maariv 
(12/7): \"In an uncharacteristic outburst for the No. 1 American 
diplomat, [then Secretary of State James] Baker made public the 
phone number of the White House in 1990 and told the Israelis: 
\'Please call when you are serious about the peace process\.... The 
message conveyed in the recommendations of the Iraq Study Group] 
Report is weakness -- American exhaustion in the face of the 
fanatical determination of Islamic extremists chasing the West from 
all sides. When America is tired of fighting, it is easy to look 

for solutions under the streetlamp, especially if it is in some 
negligible Israeli settlement in Samaria [the northern West Ban]. 
This is easier than understanding that the enemy facing the United 
States will not express his thanks for solving the Palestinian or 

Iraqi problem, and return to his cave.... We can only tell [James 
Baker] that the phone number of the Prime Minister\'s Office in 
Jerusalem is 02-6705555. Let him call when he finds a serious 
Palestinian leadership.\" 


Ill. WIsrael Must Not Pay Price For Iraq Mess\" 


Zalman Shoval, senior Likud member and former ambassador to the US, 
wrote on page one of the conservative, independent Jerusalem Post 
(12/7): Though common sense should show that the Palestinian 
problem or the Golan have nothing to do with Iraq -- the combination 

of Arab fears of a ShiVite Crescent and European attitudes in 

general (as we saw in the recent Spanish-French-ltalian initiative) 

and American frustration over Iraq could lead to a situation in 
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which, in the absence of real solutions for Iraq, attention will be 
shifted to matters directly affecting us. Israeli diplomacy, which 
has not been too successful in recent times in making its positions 
clear -- including with the Europeans but also with the victorious 
Democrats in Congress and perhaps even with parts of the 
administration -- must now make a major effort to resist the 
attempts to \'Palestinianize\' the situation in Iraq, with Israel 

being asked to pay for it.\" 


IV. \"Bush\'s Opportunity\" 


Washington correspondent Orly Azolai wrote in the mass-circulation, 
pluralist Yediot Aharonot (12/7): \"President Bush\'s personal and 
political history shows repeatedly that the moment he understands 
that he is about to lose everything, his stubbornness dissolves as 
well and he makes a U-turn.... Bush now has the opportunity of 
showing how much he loves Israel. This is what Israel\'s supporters 
on both sides of the political arena in the United States believe. 

If he adopts the Baker-Hamilton document, he will be able to present 
an initiative that will lead to two routes of enmity: against the 
Palestinians and Syria. Should he decide, however, to throw the 
recommendations away, this would be akin to pointing a gun at his 
temple and pressing the trigger.\" 


V. \"An Iranian Victory\" 


Military correspondent Alex Fishman wrote in Yediot Aharonot (12/7): 
\"An analysis of the mood in the Iranian leadership shows that the 
Iranians feel that no effective front is forming against them -- on 

the contrary. Israeli security establishment officials say that the 
Iranians were pleased to hear the statements that were made by the 
incoming secretary of defense, Robert Gates. Gates\' statements -- 
during a Senate hearing this week -- that the US would use military 
force against Iran only as a last resort, strengthened the sense in 
Iran that they had bought themselves some more time in which they 
could to continue to work on acquiring nuclear weapons without any 
impediment. And that is precisely what they have been doing, said 
Israeli security officials, at a heightened pace. The security 

officials said that the current round of American-lranian 
arm-wrestling ended with an Iranian victory.... As a rule, note 
political officials in Jerusalem, the Iranian influence in the 

region has been on the rise, while the American influence has been 
fighting a rearguard action. The report that was submitted on 
Wednesday by Baker and Hamilton about a change in American policy in 
the region reflects the process in which the momentum of the 
extremist ShiVites in the region has gained strength, while the 
VAmerican regional order,\' which peaked in 2003, is in decline with 
the entanglement of the American warfare in Iraq. This process will 
have an impact on all the countries in the region, including Israel, 
say the political officials.\" 


Column 3 
VI. \"Irag Will Solve Iraq\'s Problems\" 


Arab affairs correspondent Zvi Bar\'el wrote on page one of HaVaretz 
(12/7): \"Following the excitement stirred by the Baker-Hamilton 
report, because it referred to Iran and Syria as essential partners 

to solving the problem in Iraq, a small question remains: Will these 
two be willing to voluntarily take this role upon themselves? 

Without asking for something in return? And, can the countries of 

the region, Egypt and Saudi Arabia foremost among them, help Iraq in 
view of the chaos there?.... The solution must be found within Iraq, 
among the various political and ethnic forces that constitute that 
nation.\" 


The conservative, independent Jerusalem Post editorialized: \"Now it 
falls to President Bush to reveal whether Gates\' thinking reflects 

his own, or whether he is still committed to preventing the world\'s 
most dangerous regime from obtaining the world\'s most dangerous 
weapons.\" 


Block Quotes: 


\"Gates\' Shocking Thinking on Iran\" 


The conservative, independent Jerusalem Post editorialized (12/7): 
\"[Defense Secretary-nominee Robert] Gates assures us that although 
Ahmadinejad may be wacko, his Iranian leadership higher-ups have got 
to be more responsible. These moderate, reasonable, Iranian 
leaders, Gates calmly explains, have perfectly understandable 
reasons to want nukes to defend themselves. Not to worry, it\'s just 
the Cold War Iranian-style. Israel, the US, and Pakistan have nukes, 
why not Iran? But what if this sunny analysis is wrong and Iran 

lobs a weapon of mass destruction at Israel? Well, that\'s a risk 

that Gates seems willing to take.... Gates has now made the case for 
tolerating an Iranian nuclear weapon and against taking military 

action to prevent that eventuality. In doing so, he elicited no 
discernible alarm from his Senatorial inquisitors. We wish one of 
them had pointed out that an Iranian nuclear weapon would 
dramatically increase both Tehran\'s capability to inflict increasing 
damage against US interests and the likelihood of Iran doing just 

that. Now it falls to President Bush to reveal whether Gates\' 
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thinking reflects his own, or whether he is still committed to 
preventing the world\'s most dangerous regime from obtaining the 
world\'s most dangerous weapons.\" 


JONES 
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E.O. 12958: DECL: 12/07/2016 

TAGS: ECON, ENRG, PREL, RS, GA, AJ, AM 

SUBJECT: ARMENIA\'S CONTINGENCY PLAN FOR IF-AND-WHEN RUSSIA 
CUTS THE GAS 


REF: A) YEREVAN 127 B) YEREVAN 1537 C) BAKU 1771 


Classified By: EconOff E. Pelletreau for reasons 1.4 (b,d). 


1. (C) As winter approaches and tensions continue between 
Georgia and Russia, Armenians are increasingly concerned that 
Russian gas, shipped to Armenia through Georgia, will be cut 
off as happened in January 2006 (ref A). According toa 
USAID-funded expert, Armen Arzumanyan, if Russian gas is cut 
off, Armenia\'s existing natural gas reserves could last for 

15 to 20 days at current consumption levels. If the GOAM 
takes steps to limit consumption, the reserves might last as 

long as 30 days. Deputy Energy Minister losif Isayan gave us 
more conservative estimates, saying that Armenia could 
continue with current rates of consumption if the cutoff were 
expected to last 12 days or less, but that if the GOAM 

thought the cutoff would last for a longer period, it would 

begin limiting consumption immediately. Isayan estimated 

that, even with radical steps to limit consumption, the GOAM 
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could not shield residential consumers from the effects of a 
gas cutoff for more than 30 days. He said the GOAM\'s first 
reaction to a cutoff would be to limit industrial gas use. 

He noted, however, that limiting industrial access to gas 
might have a long-term negative economic impact, even if 
residential customers are not directly affected. END 
SUMMARY. 


2. (C) Annual gas consumption in Armenia is estimated to be 
1.7 billion cubic meters (BCM). Of this, 619 million cubic 
meters (MCM) serves to power Armenia\'s thermal power plants 
which generate approximately 30 percent of Armenia\'s 
electricity. Local industry uses approximately 770 MCM 
annually and residential use accounts for 310 MCM. In early 
2006, the pipeline which transports Russian gas through 
Georgia to Armenia was damaged, halting gas exports to both 
Georgia and Armenia (ref A). Armenia was able to reduce 
consumption and rely on existing natural gas reserves to 
weather the 8-day cutoff. Given the deteriorating state of 
Russian-Georgian relations, many Armenians consider it 
probable that Russian gas exports to Armenia will be 
disrupted again this year or in early 2007. 


3. (C) According to Arzumanyan, Armenia\'s current gas reserve 
storage of 110 MCM is sufficient to cover local demand for 
15-20 days depending on local consumption and weather 
conditions. If the GOAM instructs the country\'s two largest 
cement factories to suspend operations, the life of the 

reserve could be extended for an additional five days. The 
GOAM could also limit operations at the Hrazdan Thermal Power 
Plant, as it did earlier this year, potentially extending 

reserves for five more days, for a total of roughly 30 days 
reserve supply. Armenian Deputy Energy Minister losif Isayan 
gave us more conservative estimates. While he declined to 
speculate directly on the life of the reserve, he said if the 
GOAM believes the cutoff will be for 12 to 15 days, it will 

not need to take steps to limit consumption. If, however, it 
appears that the cutoff will last for a longer period, the 

GOAM will take steps to limit consumption immediately. The 
GOAM\'s priority would be residential users, Isayan told us, 
therefore the GOAM would seek to limit industrial gas use 
first. The GOAM could also limit operations at Armenia\'s 
thermal power plants, but eventually this would impacQ 
residential electricity consumers. He estimated that, if 

radical steps are taken to limit industrial consumption, 
residential consumers could be shielded from the affects of a 
gas cutoff for approximately 30 days. Even if residential 
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consumers are not affected, there could be potentially 
devastating effects on Armenia\'s business reputation and 
future business development, Isayan cautioned. 


4. (C) Another option would be for the GOAM to resume full 
operations at the Sevan Hydro Power Plant (HPP). According 
to Arzumanyan, the Sevan HPP is capable of generating enough 
energy to replace the thermal power plants for a limited 

time, but the environmental cost would be severe. (NOTE: 
Since 1995, the GOAM has been working to restore the lake\'s 
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water level which fell 19 meters in the 1960s and 1970s as a 
result of excessive irrigation and power generation, causing 
serious problems for fishing and tourism and also threatening 
Armenia\'s drinking water supply. Full-scale operation of the 
Sevan HPP would likely undermine much of the painstaking 
progress which has been made on these issues. END NOTE.) 
Furthermore, if consumers who currently rely on gas heat are 
forced to use electric heat instead, the increased pressure 

on the electrical distribution network may lead to network 
failures. Isayan dismissed the possibility of resuming full 
operations at the Sevan HPP. He said the GOAM had witnessed 
the devastating impact of full-scale operations at Sevan in 

the early 1990s and that \"everyone\" knows Lake Sevan is a 
nonrenewable resource that would take decades to replenish. 
\"It is possible to experience cold, but no one would want to 
risk the potential catastrophe of that (i.e. of full-scale 
operations at Sevan)\" he added. 


5. (C) Armenia\'s new gas pipeline with Iran may serve to 
mitigate the impact of a gas cutoff from Russia, but the 
pipeline is not yet operational. The GOAM has announced that 
the pipeline will be completed by December 20, but Arzumanyan 
told us that gas will not flow until mid-January at the 

earliest. Even once the pipeline is up and running, the 

second leg of the pipeline, needed to transport gas from the 
southern city of Kajaran to the Ararat Valley and Yerevan, 

has limited capacity (less than 1 MCM per day). Given that 
average consumption in Armenia during winter months is 7-8 
MCM daily, the gas imported through the pipeline with Iran 
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will not be sufficient to fully replace Russian gas imports 
unless and until the Kajaran-Ararat pipeline is upgraded (ref 


6. (C) Estimating how long Armenian gas reserves will last if 
Russian gas is cut off is acomplicated business which 
depends on temperature, local consumption and steps the GOAM 
may take to limit consumption. It seems reasonably safe to 
say that the impact of a short-term 10-15 day disruption 

would be relatively limited. A longer-term disruption would 

be much more serious. Armenia, however, has very little 
capacity to influence the situation. In January 2006, the 

dire situation in Georgia was one reason why there was such 
significant pressure on Russia to restore the pipeline. If 
Georgia is able to secure alternate sources of gas (ref C), 
Armenia may be lobbying alone for restoration of the pipeline 
in the event of a cutoff. Some local analysts fear that 
Georgia\'s success in identifying alternatives to Russian gas 
may actually increase the risk for Armenia--which lacks 
Georgia\'s access to Caspian Sea gas--by emboldening Georgian 
leaders to take a harder line with Russia. While it seems 
unlikely that Russia will want to leave Armenia out in the 

cold, other factors, including sending a strong message to 
Georgia, may take higher precedence, leaving Armenia in very 
dire straits indeed. 

GODFREY 
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E.O. 12958: DECL: 10/30/2011 

TAGS: KPAO, PREL, QA, ALJAZEERA 

SUBJECT: AL JAZEERA ENGLISH HEAD OF NEWS CAUTIOUSLY 
OPTIMISTIC, SEEKS FEEDBACK 


REF: DOHA 1659 
Classified By: Ambassador Chase Untermeyer, reasons 1.4 (b&d) 


1. (U) PAO met December 6 with Ibrahim Helal, Deputy Managing 
Director for News and Programming of Al Jazeera English 
(AJE). The Egyptian-born Helal is 36 years old and worked as 
program editor for the Al Jazeera Arabic (AJA) channel from 

its founding in 1996 until 1999. He then worked for Abu Dhabi 
TV as head of news from 2000 to 2001, before returning to AJA 
as editor-in-chief. He left AJA when current AJA MD Wadah 
Khanfar took over the reins in 2003 and worked at the BBC 
World Service Trust as Project Director for the Middle East 

and North Africa, where he was responsible for training and 
development of Arab media organizations. He joined AJE in May 
2006. 


2.(U) When asked for his assessment of AJE\'s performance so 
far, Helal said cautiously \"so far, so good,\" but that he was 
reluctant to pronounce \"so soon\" (Per reftel, AJE launched 
three weeks ago, on November 15). He was anxious to hear 
PAO\'s assessment of AJE\'s performance so far. PAO said it was 
early days yet, but the launch seemed to have gone very well 
and the overall reaction in international media to date 

seemed to have been positive. She noted that AJE has 
certainly delivered on its promise to bring news of \"the 

South to the North\", with its extended focus on developing 
country issues, and asked to what extent Helal thought this 

sort of focus may prove alienating to broader international 
audiences. 


3. (U) Helal agreed it was a danger (making specific 
reference to a current, very extended, series of programs on 
the problem of malaria) and said that part of AJE\'s balancing 
act at this point is to ensure that it has specific 

objectives for its \"South to North\" programming. Some of the 
program editors are so eager to fulfill this mandate, that 

they do not question what the specific objectives may be. AJE 
has to consider the ethical lines in question here, he said. 

A television station cannot set itself up to act as a 

political tool in order to force change in any arena -- that 
would take it beyond its journalistic mandate. Helal said 

this was an issue he had had with Al Jazeera Arabic -- where 
many of the reporting and editorial staff wanted to be 
perceived as activist and to feel activist, but in the last 
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analysis, had no coherent specific objectives behind their 
programming and editing choices, not to mention the fact that 
activism runs counter to TV journalism imperatives. 


Middle East coverage 


4. (U) A large part of AJE\'s strength will be the texture it 
brings to coverage of Middle East issues, which, because of 
their potential and actual impact, are actually 

international, rather than regional issues, Helal said. 

Taking the recent assassination of Pierre Jemayl in Lebanon 
as an example, Helal said that AJE was able to bring a much 
more accurate sense of the Lebanese realities to the 
English-speaking screen, highlighting complexities that are 
glossed over by Western media. But \"is it too much for the 
average viewer?\" he worried. Does the average viewer want 
that level of detail? 


Iraq 


5. (C) PAO asked how AJE was managing Iraq coverage. Helal 
said AJE had asked the Al Maliki government for access and 
had spoken to \"the Iranians\" about the issue as well. He said 
the Iranians, who \"seemed to be speaking for the Al Maliki 
government\" gave a positive response to the AJE request, but 
so far permission from the Al Maliki government has not been 
forthcoming. Like AJA, he said, AJE can operate in the north 

of Iraq and otherwise procures footage from local production 
houses and manages quite a comprehensive coverage of events 
in Iraq from Doha. He asked PAO if the USG could help with 
getting Iraq access for AJE and PAO responded that that would 
be a decision for the Iraqi government to make. 


Terrorist videotapes 


6. (U) PAO asked what the AJE policy would be should it 
DOHA 00001715 002 OF 003 

receive a tape from Al Qaeda and their ilk. Helal said AJE\'s 
policy would be the same as AJA\'s -- \"if it is newsworthy, we 


will air it.\" 


Personnel issues 


7. (U) Helal noted that AJE is still about 20 percent 
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under-staffed, which will affect its ability to switch to 

24-hour live news coverage (Note: The channel launched with 
12 hours of live news a day - noon to midnight GMT - and has 
now expanded to 17 hours, from 1000 GMT to 0300 GMT). He did 
not anticipate being able to reach 24-hour coverage before 

next February. He acknowledged difficulty with hiring Arab 
nationals to work at AJE. \"We had PR about having 30 percent 
Arabs on our staff before launch, but we don\'t,\" he said. He 
estimated that Arab staff are less than 20 percent of news 

staff, and blamed stymied clearances by the Qatari Government 
-- few Arab candidates receive the OK from the GOQ internal 
security, he said. 


Getting feedback 


8. (U) Helal said the process of gathering feedback is 

largely done by AJE\'s PR department, who gather and analyze 
commentary, and share trends and specifics with the news 
staff. \"We also have many friends at CNN, BBC and so forth, 
who let us know what they think," but no formal ratings data 

is available yet in the region. Helal saw that as something 

AJE would focus on at a later stage of its establishment. He 
claimed, laughing, that CNN and BBC had emergency strategy 
meetings when AJE launched, to assess the impact of the new 
channel and define strategies to meet its new challenge. He 
noted he was pleased with the lack of negative feedback from 
the Al Jazeera Arabic channel: WI know we have many, many 
enemies over there, and we would have heard right away if 
there had been problems\" from their perspective with AJE\'s 
coverage of Middle East issues, he said. 


Interaction with AJA 


9. (U) He noted that interaction with AJA has proved fruitful 
for AJE so far. \"We meet every day with their editorial 
team,\" he said. AJE did a recent special on Congo, which 
relied heavily on AJA access and contacts during its 
production. AJE has used AJA\'s Bahrain correspondent for 
actual reporting - \"he happens to speak good English, and | 
thought, why not?\" said Helal. Similarly, he said, AJE used a 
translated report from an AJA reporter \"for variety\" during 
recent events in Lebanon, and has also used some of AJA\'s 
exclusive footage. 


Assessment of Al Jazeera Arabic 


10. (U) PAO asked Helal how he saw AJA currently. He said AJA 
has made a lot of progress in the last few years in many 
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areas, but still has work to do. It now has 75 reporters 
worldwide, for example. \"That is huge,\" he said, and noted 
that problems with \"TV-readiness\" quality control therefore 
abound. He said AJA is very strict on accuracy and Doha staff 
review each AJA report for accuracy at several points before 
it goes to air - including having Doha staff edit the package 
if necessary just before it goes to air. At AJE, \"we are not 
so strict. We trust our reporters,\" he said, adding that AJE 
field-produced segments frequently go directly to air with 
little or no Doha review. Therefore, he said, although the 
AJA reports are accurate, have all the right interviewees and 
present all the facts, they are written for newspaper or 

radio, they are not written for TV, he said. 


Comment 


11. (C) Helal appears young, energetic, knowledgeable and 
articulate and is clearly very much aware of the history Al 
Jazeera English is building upon and of the opposing pitfalls 

- among Middle Eastern and Western audiences alike -- facing 
the new channel. He was brought to AJE by Wadah Khanfar in 
May 2006 at the height of tensions between the Arabic and 
English channels, when significant numbers of the former were 
concerned that a \"Westerner-run\" AJE would hijack Al 
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Jazeera\'s hard-won brand and Arab identity. His history with 
Al Jazeera Arabic and his strong regional/cultural 

credentials have no doubt been an important element in 
quieting those tensions. He will certainly have a key role in 
determining whether those tensions are eventually resolved or 
whether they flare up again He urged PAO to keep in touch 
and not to hesitate to provide feedback at any time or to 
request clarification if something \"does not appear clear.\" 
UNTERMEYER 
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E.O. 12958: DECL: 12/06/2016 
TAGS: PGOV, PHUM, PREF, ASEC, CD, SU 
SUBJECT: JEM\'S KHALIL IBRAHIM VISITS CHAD 


REF: EMAIL EXCHANGE BETWEEN AMBASSADOR WALL AND 
AF/SPG DIRECTOR LANDIS OF DECEMBER 4 AND 5 


NDJAMENA 00001402 001.2 OF 002 


Classified By: ECONOMIC/CONSULAR OFFICER JITU SARDAR FOR REASONS 1.4 (B 
) and (D) 


1. (C) SUMMARY: Instability in Chad is a result of the 
Government of Sudan\'s plans to destabilize the Deby regime, 
destroy indigenous populations, and permit the migration of 
Arab communities to these areas, according to Justice and 
Equality Movement\'s Khalil Ibrahim. Khalil would not openly 
admit that the JEM had military assets in Chad, but stressed 
that it opposed the overthrow of the Deby regime by force. 

The JEM and other Sudanese rebel commanders of the National 
Redemption Front, he noted, had demonstrated that they can 
soundly defeat the Sudanese Armed Forces. The NRF, according 
to Khalil, was ready to negotiate with the GOS and regional 
actors, but the international community must step up efforts 

to provide an alternative to the Darfur Peace Agreement. 

While he did not oppose an international peacekeeping 
presence in Darfur, Khalil expressed concern that the lack of 

a comprehensive peace plan would make any peacekeeping 
operation extremely difficult. END SUMMARY. 


2. (C) On December 5, Justice and Equality Movement\'s 
Chairman Dr. Khalil Ibrahim met with the Ambassador to 
discuss perspectives on current relations with Chad and Sudan 
as well as prospects for peace in the region. Khalil said 

that his visit to Chad was part of a wider trip to meet with 

JEM representatives in Europe and other African countries, as 
well as government officials from countries that directly 
bordered Sudan, such as Chad, Libya and Sudan. Khalil noted 
that his meetings in Tripoli with President Qadhafi, Sudanese 
authorities, and non-signatories were productive, even though 
little concrete progress was made. Qadhafi, according to 
Ibrahim, understood the need for dialogue and unity among 
African and non-African leaders in the region. This made 
Qadhafi the counterweight to President Bechir\'s plans to 
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create a gap between African Arabs and non-Arabs, with an 
eventual intent to destroy indigenous African communities and 
pave the way for the spread of Arabic influence from Sudan. 


3. (C) The current threat against the Chadian regime was 

part of Bechir\'s master-plan, according to Khalil. By 
overthrowing the Chadian regime, and destroying ethnic 
Chadian communities in the process, Sudanese Arabs would be 
able to expand into Chadian territory, establish communities 
and prosper off the lands that originally belonged to the 
indigenous peoples. Khalil said that his organization could 

not allow this injustice (which he equated to the suffering 
against Darfurians at the hands of the Sudanese military and 
Janjaweed militias) to take place, and was opposed to any 
forceful overthrow of the government of President Deby. When 
asked whether that meant military support, Khalil quickly 

said that JEM forces were not in Chad helping the Deby 
regime, and were focused only on fighting the Sudanese armed 
forces in Darfur. Nevertheless, JEM did benefit from the 
movementVs normalized relations with Chad by having a 
diplomatic ally that permitted travel and transit for 
representatives of the rebel movement. 


4. (C) Khalil stated that the JEM and their allies in the 

National Redemption Front were firmly in control of a large 
amount of territory extending from El Geneina to the 
Sudan-Libya border. He claimed that NRF forces outnumbered 
any military elements loyal to Sudanese presidential advisor 
Minni Minawi, and noted that the NRF had soundly defeated the 
SAF in Kulkul, Um Sidr, and Kariyari in the past several 
months. According to Khalil, the ability of the NRF to 

militarily counter the Sudanese army should be an indication 
that the GOS cannot bring peace through military means, which 
was Bechir\'s original plan. He added that the NRF\'s military 
victories should be an indication to the international 

community that the NRF must be included in any plans to reach 
a comprehensive peace in Darfur. 


5. (C) Khalil contended that the DPA was a failure, and that 
new negotiations must take place to provide a lasting peace 
for Darfur. He argued that rather than solving the external 
complexities of the Darfur crisis (which appeared to be the 
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original intent of the DPA), a lasting peace would have to 
clearly address the root causes of the crisis. Specifically, 

a new peace agreement would have to include clearer 
indications of proportional representation for the Darfurian 
people, individual compensation, and enhanced security 
measures, such as clear timelines for the disarming of 
Janjaweed militias. The JEM and NRF would accept being a 
part of Sudan, and even accept the legitimacy of President 
Bechir\'s regime, but would accept the current inequities that 
existed on the ground. Khalil said that he would reconsider 
a second stab at apeace agreement, so long as the JEM could 
actively participate in the negotiations. 


6. (C) The JEM chairman continued to say that the rejection 
of the DPA by the Sudanese refugee and IDP populations was 
another sign that a new agreement must be negotiated. Khalil 
stated that the formulation of a new agreement should be 
comprehensive, bringing in all non-signatories and splinter 
groups of the Sudanese Liberation Movement. Excluding some 
rebel groups and accepting others would only create further 
discord and prevent the achievement of a lasting accord. In 
addition, the mediation efforts should be dictated by 

countries directly implicated by the conflict, which would 
include Chad, Eritrea, Libya, Central African Republic and 
Egypt, and be supported by the international community. 
However, according to Khalil, the African Union should have a 
limited role in the negotiations, as their role in the past 

had been to manipulate agreements without allowing any input 
from the negotiating parties. 


7. (C) Khalil said that the NRF would not oppose the 

presence of an international force along the Chad-Sudan 
border. However, he expressed concern that the lack of a 
durable peace would impede the work of a peacekeeping force, 
and threaten the lives of the peacekeepers themselves. Fora 
mission to be successful, a new agreement accepted all 

parties would have to be in place. Khalil reiterated that 

the JEM was willing to work with the rest of the rebel 
movements, the United States, and the international community 
to develop a new framework for a comprehensive agreement. 


ATTEMPTS AT INTRA-ZAGHAWA FENCE-MENDING 
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8. (C) Khalil told tne Ambassador on his way out that he was 
working to encourage a rapprochement between President Deby 
and Timan Erdimi, the leader of the main Zaghawa-based rebel 
faction. He said that he was advising Deby to accept Timan 
Erdimi\'s demands with the exception of Erdimi\'s insistence 

that Deby steps down as president. Khalil was confident that 
the feuding Zaghawa leaders could patch things up soon. 


COMMENT 


9. (C) Khalil\'s obstructionist tactics in the Abuja peace 

talks and since then have endeared him to virtually no one. 
But like it or not, he remains the leading voice in one of 

the key Darfur rebel movements. In this meeting, he stressed 
his interest in constructive contacts with us and sought to 
downplay any continuing associations with his Turabist past. 
Special Envoy Natsios\'s visit to Chad next week may provide 
an opportunity to pursue discussions with him, if we consider 
them desirable. If so, we should keep that in mind before 
moving forward now on travel bans or asset freezes against 
Khalil. 


10. (U) Tripoli Minimize Considered. 
WALL 
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SUBJECT: ISLAMIC BANKING IN SYRIA: DESIRED, BUT VULNERABLE 


Column 3 
REF: 05 DAMASCUS 01157 


Classified By: Classified By: Charge d\'Affaires Michael Corbin, reasons 
1.4 b/d 


1. (C) SUMMARY: Clearly behind the rest of the region in 
allowing Islamic banking, the SARG is now prematurely rushing 
forward on opening the sector, as it has done with the stock 
market and other \"economic reforms,\" to assert that just like 
its Arab neighbors, it too has joined the modern global 
economy. Moreover, with the recent licensing of the first 

two Islamic banks in Syria, the SARG has expanded its efforts 
to highlight specifically Islamic enterprises as an important 
feature of its broader economic reform plans. Secular 

banking contacts agree that Islamic banking will play well in 
Syria by encouraging poor and rural Syrians to enter the 

formal banking sector and creating an attractive product for 
investors. Nevertheless, without first implementing broader 
banking reforms, the SARG\'s push to be \"Islam\'s champion!" is 
leaving the Islamic banking sector, which lacks the 

regulatory structures of conventional banking, particularly 
vulnerable to instability and corruption in the Syrian 

context. END SUMMARY. 


2. (C) SARG HYPING ISLAMIC BANKING: Although Syria is 
entering Islamic banking much later than its Arab neighbors, 

it is striving to make up for lost time. In May 2005, 

President Asad signed Legislative Decree 35, the Islamic 
Banking Law, to widespread SARG publicity, and after little 
more than a year of development (in contrast to the several 
years it took to open the first private commercial banks), 

the SARG is now eagerly promoting the recent licensing of the 
first two Islamic banks in the government-owned press and at 
a spate of government-sponsored financial conferences. 
Unlike the avowedly secular regime\'s rejection of Islamic 
propaganda in times past, the SARG has more recently been 
shoring up its legitimacy with Islam, and Islamic banking is 
just one of numerous recent initiatives it has used to 

burnish its Islamic credentials. The recent publicity also 
focuses on Islamic banking as a sign of Arab investor 
confidence in a \"modernized\" Syrian banking system and an 
improved investment climate, but also emphasizes the broader 
potential for Islamic investments in Syria, with two Islamic 
insurance companies also recently licensed. 


3. (C) ABOUT THE TWO ISLAMIC BANKS: The two Islamic banks 
recently licensed are Al Sham Bank, backed largely by Kuwaiti 
investors, and the Syrian International Islamic Bank (SIIB), 

backed primarily by the Qatar International Islamic Bank. 

Islamic banks are required to have a starting capital of $100 

million and operate as joint ventures, with a maximum foreign 
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ownership of 49 percent. The banks are expected to begin 
operations in early 2007, but both have already publicly 
offered all 51 percent of the shares for Syrian investment. 
The Islamic banks are supposed to be different from the eight 
private commercial banks, offering all shares publicly and 

not reserving a portion for \"strategic Syrian partners." 
Nevertheless, while the SARG is publicly underscoring the 
plebeian benefit of these banks, financial contacts confirm 
that the same major players, including the Sabbagh family 
from Aleppo, Rami Makhlouf, and others, do control prominent 
shares. 


4. (C) OPPORTUNITIES FOR ISLAMIC BANKS IN SYRIA: Though some 
contacts, like Sultan Al Zuibi, General Manager of the 
International Bank for Trade and Finance in Syria, discount a 
long-term growing demand for Islamic banking, many of our 
contacts believe that Islamic banking has a successful future 

in Syria. To make that point, Georges Sayegh, General 

Manager of Syria and Overseas Bank, recently told us that the 
rate of demand for Al-Sham,s subscription will leave them 

ten to fifteen percent oversubscribed. Walid Abdel Nour, 

Deputy General Manager of Byblos Bank, summed up the positive 
comments of others on the sector when he commented that there 
is a strong market for Islamic banks in Syria separate from 

the market share for commercial banks, and that these banks 

will encourage those who remain leery of public and private 
banks, especially in poor and rural areas, to enter the 

formal banking sector. Beyond local demand, many in the 
financial sector in Syria also argue that there is 

corresponding foreign investor interest in Islamic banking, 

with Wissam Merhej of Deloitte and Touche reporting that 
high-profile Gulf investors are actively appealing to the 

SARG for additional Islamic banking licenses. 


5. (C) AND CHALLENGES AHEAD: The local and foreign demand 
notwithstanding, there are serious challenges facing Islamic 
banking in Syria. According to Basel Al-Hamwi, General 


DAMASCUS 00005371 002 OF 002 


Manager of Audi Bank, and others, the lack of local expertise 
in Islamic banking practices and the continued deficiencies 

in the Syrian regulatory system leaves Islamic banks 
vulnerable to speculation and corruption, particularly as 

they operate on a contractual basis. The lack of operational 
capacity at the Central Bank to handle Islamic banking issues 
was underscored by Raed Karawani, a commercial lawyer 
assisting banks with the Syrian licensing process. Karawani 
reported that the Central Bank has been rushing to train 

staff members and calling in foreign Islamic banking experts 
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to stand up a system for managing Islamic banks. He further 
noted that these bureaucratic concerns have led to a delay in 
additional licenses, despite more than ten applications 
pending with the Central Bank, including strong requests from 
Al-Baraka Bank of Saudi Arabia and the Dubai Islamic Bank. 
And in addition to these operational and structural issues, 
Hamwi underscored another challenge, commenting to us that 
unlike the Syrian commercial banks that use the well-known 
names of respected parent banks, Syrian Islamic banks operate 
without this benefit and often have multiple foreign 

investors that do not necessarily have the same long-term 
stake in their success. 


6. (C) COMMENT: There is little doubt that there is strong 
local demand for Islamic banking in Syria that will help to 
generate profits for those investing in the sector. However, 
with continuing deficiencies in the broader Syrian banking 
sector, Islamic banking, which according to banking experts 
requires even greater oversight than commercial banks against 
malfeasance, is susceptible to speculation and corruption. 
The likelihood for corruption is underscored by the fact that 
the usual cronies, like Rami Makhlouf, are already active in 
this new sector. Despite its awareness that Syrians may be 
negatively affected, the SARG leadership is nonetheless 
pressing forward with this initiative, at least in part to 
burnish its Islamic credentials and assert that it is 

achieving the financial modernization of other Arab states. 
Islamic banking also provides a platform for the SARG to 
appeal to poor and rural elements in Syria and bring them 
into the formal sector, and to appear to be actively 
attracting foreign investment, especially from the Gulf. END 
COMMENT 
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PERSONNEL SELECTED FOR LEADERSHIP COURSE 


1. This is an action request - see paragraph 2. 


2. In order to comply with Leahy vetting requirements, this cable 
forwards the names and biodata of 15 Afghan National Police officers 
working in the Narcotics Interdiction Unit. This unit receives 

funding from the Department of State, Bureau of International 
Narcotics and Law Enforcement, in coordination with the U.S. Drug 
Enforcement Agency. Post has reviewed the information available on 
these individuals and has found no derogatory information. These 
checks have included checks through DEA and FBI criminal databases. 
This vetting is being conducted so that that officers listed below 

can participate in a leadership course that will be taught in 

Ankara, Turkey, for drug unit commanders. Request Department 
response by December 21 (10 working days). 


3. Following is biographical data for the 15 individuals: 


Name: Muhammad Asif Jabarkill 
Father\'s Name: Muhammad Aslam 
DOB: 29 Nov 52 

POB: Laghman 

Ethnicity: Pashtun 

Current Job: Narcotics Interdiction Unit 


Name: Aqa Mohammad 

Father\'s Name: Gul Ahmad 

DOB: 01 Jun 51 

POB: Laghman 

Ethnicity: Pashtun 

Current Job: Narcotics Interdiction Unit 


Name: Zabiullah 

Father\'s Name: Sakhidat 

DOB: 23 Sep 75 

POB: Kabul 

Ethnicity: Pashtun 

Current Job: Narcotics Interdiction Unit 


Name: Zabiullah Zahidi 

Father\'s Name: Nasrullah 

DOB: 5 May 79 

POB: Kabul 

Ethnicity: Tajik 

Current Job: Narcotics Interdiction Unit 


Name: Sayed Farug Agha 
Father\'s Name: Mohammad Sediq 
DOB: 5 Dec 80 
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POB: Paghman 

Ethnicity: Pashtun 

Current Job: Narcotics Interdiction Unit 


Name: Lutfullah Hamadi 

Father\'s Name: Abdul Qadoos 

DOB: 11 Nov 68 

POB: Konar 

Ethnicity: Pashtun 

Current Job: Narcotics Interdiction Unit 


Name: Muhammad Gul 

Father\'s Name: Muhammad Yaqoob 
DOB: 1 May 62 

POB: Panjshir 

Ethnicity: Tajik 

Current Job: Narcotics Interdiction Unit 


Name: Gulnoor Sangar Sangar 
Father\'s Name: Muhammad Noor 
DOB: 7 May 72 

POB: Laghman 

Ethnicity: Pashtun 

Current Job: Narcotics Interdiction Unit 


Name: Yama Ziahiu 

Father\'s Name: Nor Muhammad 
DOB: 6 Sep 83 

POB: Logar 

Ethnicity: Tajik 

Current Job: Narcotics Interdiction Unit 


Name: Emal Oryakhef 

Father\'s Name: Amanullah 

DOB: 29 Apr 79 

POB: Kabul 

Ethnicity: Pashtun 

Current Job: Narcotics Interdiction Unit 


Name: Abdull-Baset Hazem 
Father\'s Name: Muhammad Zia 
DOB: 7 Jul 83 

POB: Panjshir 


Ethnicity: Tajik 
Current Job: Narcotics Interdiction Unit 


Name: Sayed Ahmadullah Khalil Zad 
Father\'s Name: Sayed Bismillah 
DOB: 8 Apr 64 

POB: Kabul 
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Ethnicity: Pashtun 
Current Job: Narcotics Suppression Bureau 


Name: Ghulam Muhammad Jabarkill 
Father's Name: Noor Muhammad 
DOB: 9 Aug 76 

POB: Laghman 

Ethnicity: Pashtun 

Current Job: National Interdiction Unit 


Name: Jawid Wafa 

Father\'s Name: Abdul Sabor 

DOB: 7 Aug 85 

POB: Paghman 

Ethnicity: Pashtun 

Current Job: National Interdiction Unit 


Name: Muhammad Khabir 

Father\'s Name: Suhrab 

DOB: 27 May 61 

POB: Kabul 

Ethnicity: Pashtun 

Current Job: National Interdiction Unit 
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REF: STATE 195607 
On December 6, Polchief faxed Reftel talking points to Ministry of 


Foreign Affairs and urged the skeleton staff on hand to deliver them 
to Multilateral Division Director Susan Gordon at the earliest 
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possible opportunity. Unfortunately, all the substantive decision 
makers at MFA, including Gordon, are away from their offices this 
week, attending a major foreign policy review and planning meeting 
with T&T\'s ambassadors and high commissioners abroad. 


SWEENEY 
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E.O. 12958: N/A 

TAGS: EFIN, ETTC, KTFN, KVPR, PREL, PTER, AU 
SUBJECT: TERRORIST LISTS IN AUSTRIA: NO SEPARATE 
LIST FROM UN AND EU LISTS 


REF: STATE 193615 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED Q PLEASE 
PROTECT ACCORDINGLY. NOT FOR INTERNET DISTRIBUTION. 


1. (SBU) The Austrian National Bank (ANB) maintains 
two sets of lists for individuals and entities 

identified as terrorists/terrorist organizations. The 

first set of \"national\" lists in Austria comprises the 

EU Council Regulations, such as EC 881 of May 27, 
2002 imposing restrictive measures against certain 
persons and entities associated with Usama bin Laden, 
the Al-Qaida network and the Taliban (UNSC 1267 and 
subsequent UNSCs). These Council regulations are 
directly and immediately applicable law into Austrian 
law, not requiring any implementing action. 


2. (SBU) The second set of national lists is the 
ANB\'s official announcements, which the ANB publishes 
on the basis of the Austrian Foreign Exchange Act and 
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with the GoA\'s approval. Sources for the ANB\'s 

official announcements are names of EU or third 

country individuals or organizations that are not 

covered by a EU Regulation as described in paragraph 1 
above, but which EU member states agreed to list in a 
Common Position, such as 2001/931/CFSP from December 
28, 2001. 


3. (SBU) The relevant ANB official announcement is 

DL 2/2002 of September 2, 2002, as amended by DL 

3/2002 of January 2003, DL 2/2003 of September 2003, 

DL 1/2004 of March 2004, DL 2/2004 of October 2004, 

and DL 1/2006 of August 2006. The German language 

version of these announcements is available under the 
following link: 

http://www.oenb.at/de/ueber_die_oenb/rechtl_g rundlagen 
/kundmachungen/verordnungen_nach_dem_deviseng esetz.jsp 


4. (SBU) The Austrian authority authorizing and 
transmitting national positions regarding individuals 

and entities proposed for listing is the Austrian 

Federal Ministry for Foreign Affairs, in agreement 

with Interior Ministry\'s intelligence agency, the BVT. 

To our knowledge, the GoA has not forwarded any names 
for inclusion in these lists. 


MCCAW 
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REF: BEIRUT 3766 

CLASSIFIED BY: POLITICAL MINISTER-COUNSELOR JOSIAH ROSENBLATT, 
REASONS 

1.4 (B) AND (D). 


PAGE 02 RUEHFRA7698 CONFIDENTIAL 

1. (C) SUMMARY: LEBANESE A/DCM GHADY EL-KHOURY TOLD US 
DECEMBER 6 HE BELIEVED HIZBALLAH HAD THE UPPER HAND IN THE 
CURRENT CRISIS IN LEBANON THANKS IN LARGE PART TO ITS 
DOMINATION OF LEBANON'S SHIVA COMMUNITY. EL-KHOURY ASSESSED 
THAT MANY LEBANESE SHIITES WITH NO LOVE OF NASRALLAH\'S 
IDEOLOGY -- INCLUDING MEMBERS OF NABIH BERRIVS OWN FAMILY -- 
HAD CONCLUDED THAT SUPPORTING HIZBALLAH WAS THE BEST WAY TO 
ENSURE THEIR INTERESTS IN A VOLATILE POLITICAL CLIMATE. HE 
SUGGESTED THAT THE BEST WAY TO ERODE HIZBALLAH\'S POWER BASE 
WAS TO BRING IT BACK INTO THE GOVERNMENT, WHERE IT WOULD 
INEVITABLY BE TARNISHED BY WHAT HE TERMED \"LEBANON\'S CULTURE 
OF CORRUPTION.\" EL-KHOURY EXCULPATED MICHEL AOUN OF ANY 
RESPONSIBILITY FOR THE POLITICAL IMPASSE AND ARGUED THAT 
AOUN\'S SUPPORT AMONG LEBANESE CHRISTIANS WAS GREATER THAN 
COMMONLY BELIEVED BY EXTERNAL OBSERVERS. HOWEVER, HE 
CONCEDED THAT AOUN WAS BADLY DAMAGED BY THE ASSASSINATION OF 
PIERRE GEMAYEL AND ADMITTED HE WAS UNSURE WHETHER 
HIZBALLAH/SYRIA WOULD EVER ALLOW AOUN TO BECOME PRESIDENT. 
EL-KHOURY SUGGESTED FARID AL-KHAZAN, DEAN OF POLITICAL 
SCIENCE AT THE AMERICAN UNIVERSITY OF BEIRUT, WOULD MAKE AN 
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EXCELLENT COMPROMISE CANDIDATE FOR THE PRESIDENCY. END 
SUMMARY. 

HIZBALLAH IN THE DRIVER\'S SEAT? 

2. (C) LEBANESE A/DCM GHADY EL-KHOURY, IN A DECEMBER 6 

MEETING WITH NEA WATCHER, EXPRESSED HIS BELIEF THAT HIZBALLAH 
CURRENTLY ENJOYED THE UPPER HAND IN THE CURRENT LEBANESE 
CRISIS (REFTEL). EL-KHOURY (A CHRISTIAN) ATTRIBUTED 

HIZBALLAH\'S STRENGTH TO ITS DOMINATION OF THE SHIVA POLITICAL 
SCENE. TO ILLUSTRATE THE IN-ROADS HIZBALLAH HAD MADE AMONG 
SECULAR SHIVA AND SUPPORTERS OF THE SMALLER AMAL PARTY, 
EL-KHOURY RECOUNTED A RECENT DISCUSSION WITH A NEPHEW OF 
AMAL-LEADER NABIH BERRI, IN WHICH THE NEPHEW EVINCED A 
STARTLING DEVOTION TO HIZBALLAH LEADER HASSAN NASRALLAH. \"I 
WAS REALLY SURPRISED,\" SAID EL-KHOURY, WHO ADDED THAT HE WAS 
EVEN MORE SHOCKED BY HIS WIFE MONA\'S ACCOUNT OF A RECENT 
LUNCH WITH NABIH BERRIVS DAUGHTER, IN THE COURSE OF WHICH 
BERRIS DAUGHTER CASUALLY MENTIONED \"HIZBALLAHS PEOPLE\" IN 
THE LEBANESE MFA. WHEN AN INCREDULOUS MONA EL-KHOURY ASKED 
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QUIETLY POINTED TO HERSELF. 

3. (C) GIVEN HIZBALLAH\'S STRENGTH, EL-KHOURY ASSESSED THAT 

THE ORGANIZATION WAS LESS BEHOLDEN TO SYRIA THAN IS GENERALLY 
SUPPOSED. HE PREDICTED THAT NASRALLAH WOULD ACQUIESCE TO THE 
CREATION OF AN INTERNATIONAL TRIBUNAL (OVER SYRIA\'S 
OBJECTIONS) SO LONG AS NASRALLAH ACCOMPLISHED HIS PRIMARY 
GOAL OF ACHIEVING A BLOCKING MINORITY IN THE GOVERNMENT. 
MOREOVER, EL-KHOURY PREDICTED THAT HIZBALLAH WOULD REFRAIN 
FROM INITIATING VIOLENCE, NOT OUT OF ANY GOODWILL OR CONCERN 
FOR LEBANON\'S INTERESTS, BUT BECAUSE NASRALLAH WAS CAREFULLY 
CULTIVATING HIS IMAGE IN THE BROADER ARAB WORLD. NASRALLAH 

HAD THEREFORE ORDERED HIS DEMONSTRATORS NOT TO START FIGHTS 
AND, MORE IMPORTANTLY, HAD DISPATCHED \"MUSCLE\" TO KEEP THE 
DEMONSTRATORS IN LINE. WHEYS GOT MORE MUSCLE ON THE STREETS 
THAN HE HAS DEMONSTRATORS. IN FACT, HE PROBABLY HAS MORE 
PEOPLE IN BEIRUT TO CURB THE DEMONSTRATIONS THAN THE LEBANESE 
ARMED FORCES DO,\" SAID EL-KHOURY. 

CORRUPTION THE KEY 


4. (C) THE KEY TO DISCREDITING HIZBALLAH, EL-KHOURY 
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CONTINUED, WAS TO BRING IT BACK INTO THE GOVERNMENT AND TO 
ASSIGN IT MINISTRIES (E.G., HOUSING) THAT WERE RIFE WITH 
CORRUPTION. HE PREDICTED THE COMBINATION OF THE RIGHT 
MINISTRIES AND LEBANON\'S PERVASIVE \"CULTURE OF CORRUPTION\" 
WOULD QUICKLY TARNISH HIZBALLAH\'S REPUTATION FOR HONESTY AND 
EFFICIENCY. 

UNDERSTANDING THE AOUNISTS 

5. (C) TURNING TO THE ALLIANCE BETWEEN HIZBALLAH AND FREE 
PATRIOTIC MOVEMENT LEADER MICHEL AOUN, EL-KHOURY CLAIMED THAT 
WASHINGTON\S UNDERSTANDING OF THE ALLIANCE WAS BLURRED BY THE 
TEMPTATION TO VIEW PROBLEMS IN TERMS OF \"GOOD GUYS\" AND \"BAD 
GUYS,\" WHICH HAD LED THE U.S. AND OTHERS IN THE INTERNATIONAL 
COMMUNITY TO MISJUDGE AOUNYS SUPPORT AMONG THE CHRISTIAN 


COMMUNITY. HE CLAIMED THAT AOUN HAD MOBILIZED SOME 100,000 
CHRISTIAN DEMONSTRATORS OVER THE COURSE OF THE LAST WEEK, A 
FIGURE HE SAID WAS PARTICULARLY SIGNIFICANT GIVEN CALLS BY 
PATRIARCH SFEIR AND HIS GREEK ORTHODOX COUNTERPART FOR 
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CHRISTIANS NOT TO PARTICIPATE IN THE DEMONSTRATIONS. (NOTE: 
WE DON\'T KNOW THE SOURCE OF GHADYS ESTIMATE, BUT FRENCH 
ESTIMATES OF CHRISTIAN PARTICIPATION IN THE DEMONSTRATIONS 
HAVE BEEN MORE CIRCUMSPECT. PRESIDENT CHIRACS ADVISOR FOR 
THE MIDDLE EAST, DOMINIQUE BOCHE, OBSERVED TO US THAT MANY 
ALLEGED CHRISTIAN DEMONSTRATORS APPEARED TO BE BEARDED 
SHIITES WEARING ORANGE T-SHIRTS. END NOTE.) MOREOVER, 
EL-KHOURY CLAIMED THAT BERRI, NOT AOUN, WAS THE OBSTACLE TO 
SOME SORT OF RECONCILIATION BETWEEN THE MARCH 14 FORCES AND 
FPM/AMAL. 

6. (C) AS FOR THE LOGIC OF THE ALLIANCE ITSELF, EL-KHOURY 

SAID THAT AOUN\'S BACKERS BELIEVED THAT ONLY AOUN HAD 
ESTABLISHED THE NECESSARY TRUST WITH NASRALLAH TO EVENTUALLY 
PERSUADE HIZBALLAH TO DISARM. MOREOVER, THEY BELIEVED THAT 

IF HIZBALLAH WERE TO BREAK WITH AOUN, THEN IT WOULD FINALLY 

BE \"EXPOSED AS A BUNCH OF LIARS.\" POLOFF REBUTTED THESE 
ARGUMENTS AS ANCHORED IN WISHFUL THINKING AND PLAYING INTO 
HIZBALLAH\'S STRATEGY OF STRINGING AOUN ALONG SO AS TO KEEP 
THE CHRISTIAN COMMUNITY DIVIDED AND WEAK. EL-KHOURY, WHO WAS 
CLEARLY UNCOMFORTABLE AT BEING REMINDED OF HOW POORLY AOUN IS 
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VIEWED IN WESTERN CAPITALS, CONCEDED THAT AOUN HAD \"SUFFERED 
THE MOST\" (IN TERMS OF LOSS OF POLITICAL SUPPORT) FROM THE 
ASSASSINATION OF INDUSTRY MINISTER PIERRE GEMAYEL. EL-KHOURY 
ALSO ADMITTED BEING UNCERTAIN WHETHER HIZBALLAH/SYRIA WOULD 
EVER ACQUIESCE TO AOUN BEING ELECTED PRESIDENT. 

THE EL-KHOURY PLAN 

7. (C) EL-KHOURY SUGGESTED ONE WAY OUT OF THE CURRENT LOGJAM 
WOULD BE FOR THE MARCH 14 LEADERS TO INVITE AOUN TO DESIGNATE 
ONE OF HIS OWN FOLLOWERS TO BE THE NEXT PRESIDENT (IN 
CONJUNCTION WITH AGREEMENTS ON LIMITING THE SCOPE OF THE 
INTERNATIONAL TRIBUNAL, GIVING THE MARCH 8 FORCES A BLOCKING 
MINORITY OF CABINET POSTS, AND REACHING AGREEMENT ON APPROVAL 
OF THE ELECTIONS LAW). EL-KHOURY SUGGESTED FARID AL-KHAZAN, 
DEAN OF POLITICAL SCIENCE AT THE AMERICAN UNIVERSITY IN 

BEIRUT, WOULD BE AN EXCELLENT CANDIDATE. HE NOTED THAT 
AL-KHAZAN, A SPEAKER AT THE ORIGINAL MARCH 14 RALLY, ENJOYED 
AOUN\S TRUST YET MAINTAINED EXCELLENT RELATIONS WITH 
PATRIARCH SFEIR, DRUZE LEADER WALID JUMBLATT, AND LEBANESE 
FORCES LEADER SAMIR JAVJAY. 
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8. (C) WE REPORT EL-KHOURYS COMMENTS NOT BECAUSE WE ARE 
PERSUADED BY HIS ANALYSIS OR HIS POLICY RECOMMENDATIONS, BUT 
TO ILLUSTRATE THE UNCOMFORTABLE INTELLECTUAL CONTORTIONS TO 
WHICH AT LEAST SOME AOUN SUPPORTERS ARE RESORTING IN THE WAKE 
OF THE GEMAYEL ASSASSINATION. IN THE FINAL ANALYSIS, WE 

THINK EL-KHOURY\'S REASONING BOILS DOWN TO A CRUDE CALCULATION 
THAT BY SIDING WITH HIZBALLAH, AOUN -- WHATEVER HIS FAULTS -- 

IS BETTING ON THE WINNING SIDE. 

PLEASE VISIT PARIS\' CLASSIFIED WEBSITE AT: 

HTTP://WWW .STATE.SGOV.GOV/P/EUR/PARIS/INDEX.C FM 

STAPLETON 
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SUBJECT: DOD U/S FOR POLICY EDELMAN'S PARIS CONSULTATIONS: 
MAKING PROGRESS ON AFGHANISTAN 


Classified By: Deputy Chief of Mission Karl Hofmann, Reason 1.4 B/D 


1. (C) Summary: Senior French officials agreed with U/S of 
Defense for Policy Eric Edelman that significant progress had 
been made on Afghanistan at the NATO Riga Summit. The GOF 
highlighted its recent decisions to ensure that its 
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Tajikistan-based planes continue to support ISAF and OEF 
through 2007, to increase the number of French trainers of 
the Afghan army, and to authorize the temporary deployment of 
French forces outside the Kabul zone to assist fellow allies, 
although only on \"a case by case basis.\" France explained 
that its proposal for a Contact Group for Afghanistan is 
essentially an effort to ensure more effective coordination 
and delivery of international assistance and reconstruction 
efforts, and welcomed U.S. suggestions. The question of 
whether to include Iran in the contact group was left open. 


2. (S) French officials were cautiously receptive to U/S 
EdelmanWs proposal that France join the U.S. and the UK ina 
counter-insurgency conference to share past experiences and 
lessons learned. The MOD confirmed French and European 
interest in exploring potential military uses for the Galileo 
satellite network, with U/S Edelman strongly warning against 
violating the agreement not to overlay the GPS signal and the 
dangers of technology transfer to China; both sides agreed 
that further discussions were warranted. France conveyed its 
intention to avoid a trainwreck on Turkey\'s EU accession 
negotiations at the EU\'s 14 December Council meeting. End 
Summary. 


Afghanistan: French open to suggestions 


3. (C) On December 1, Department of Defense Under Secretary 
for Policy Eric Edelman met with MFA Political Director 

Gerard Araud, MFA Strategic Affairs Director Philippe Carre, 
MOD Strategic Affairs Director Jean de Ponton d\'Amecourt, and 
Presidential Diplomatic Advisor Maurice Gourdault-Montagne. 
U/S Edelman and his French interlocutors expressed general 
satisfaction with the outcome of the NATO Riga Summit, 
focusing on Afghanistan and next steps for the international 
community. U/S Edelman concurred with an assessment 
presented at Riga by Defense Minister Alliot-Marie that the 
challenge in Afghanistan was greater than had been 

anticipated, especially with reference to the reconstruction 
needs. U/S Edelman accordingly stressed that NATO will need 
to better coordinate reconstruction efforts, and ensure that 
commanders have the required flexibility on deciding how to 

use NATO forces on the ground. 


4. (C) MFA Political Director Araud agreed, noting that 

France had taken on board Washington\'s message that Alliance 
members needed to do more in Afghanistan. He reviewed the 
major steps France had decided to undertake in support of 
ISAF, including keeping French planes in Dushanbe through 
2007 for ISAF and OEF missions and allowing French forces in 
Kabul to support Allies in other Afghan regions on a \"case by 
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case basis.\" French Director for Strategic Affairs Philippe 
Carre emphasized the \"case by case\" nature of these potential 
temporary deployments, but without providing any further 
clarification on modalities. (Comment: In a subsequent 
discussion with Carre\'s deputy, we were told that the GOF had 
not worked out how the \"case by case\" decisions would be 
made, but more than likely these would be handled through 
French military channels, as opposed to requiring commanders 
to seek a political decision on potential troop deployments. 

End comment.) 


Contact Group for Afghanistan 


5. (C) Carre stated that France had concluded that ISAF was 
the only successful institution operating in Afghanistan. 
Coordination and reconstruction efforts by the UN, 
G8-coordinator, and the EU, among others, were not 
satisfactory or up to the standards, he added. It is 

therefore important for \"shareholders\" to drive the 
reconstruction process, hence the French proposal for a 


\"Contact Group.\" The intent behind the creation of a contact 
group was not to manage technical assistance, but to provide 
political and intellectual guidance for reconstruction 

efforts, he concluded. Araud volunteered that France would 
share further elaboration of this proposal with the U.S. and 
the UK, and also welcomed our suggestions. He added that it 
was important to develop a pragmatic process of coordination 
for reconstruction efforts; that it was important that the UN 
maintain a highly visible profile, and at the same time, that 
the international community provide the moral and political 
authority to persuade NGOs, warlords and others to work 
together in Afghanistan. U/S Edelman replied that the U.S. 
did not favor one particular institution over another for 
reconstruction, so long as the economic reconstruction and 
military efforts were coordinated. 


6. (C) Ponton d\'Amecourt, expanding on the contact group 
idea, said the aim was to demonstrate that the international 
community had a political strategy for Afghanistan and that 
it was not just \"about bombs and destruction.\" Ponton 
d\'Amecourt also highlighted the new French initiatives for 
Afghanistan, including the addition of 50 military personnel 
to train the Afghan army. He was particularly pleased that 
France was able to do more, noting that he had been made 
aware in meetings with his Canadian counterparts how much the 
Canadians had felt betrayed by the lack of Allied support for 
its troops in southern Afghanistan. 


7. (C) Presidential Diplomatic advisor (NSA-equivalent) 
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Gourdault-Montagne reiterated his colleagues\' assessments 
that the international community needed to be more engaged on 
the reconstruction of Afghanistan. Referring to France\'s 
proposal for a contact group, Gourdault-Montagne suggested 
the inclusion of regional partners, such as Pakistan and 
Tajikistan. Gourdault-Montagne said excluding Iran from the 
contact group would be \"regrettable,\" although he conceded 
that it might be necessary to find some other channel for 
engaging the Iranians on Afghanistan. U/S Edelman pushed 
back by noting that not all Iranian behavior in Afghanistan 
had been as constructive as MGM seemed to believe. It was 
important that the international community not reward Iran 
for bad behavior. MGM suggested it might be possible to 
include Iran in discussions on countering Afghanistan\'s drug 
production problem. He noted that Iran had previously sought 
French assistance (e.g., night-vision systems) in developing 
its border monitoring capabilities (ostensibly for 
counter-narcotics purposes). Further, with respect to the 
formation of a contact group, U/S Edelman stressed that it 
was essential that the contact group not be viewed as 
\"running Afghanistan." and undercutting President Karzai\'s 
efforts to extend Kabul\'s authority. 


GOF cautious on counter-insurgency conference idea 


8. (C) U/S Edelman explained that with the expansion of ISAF 
to other regions, NATO had taken on the formal responsibility 
for counter-insurgency. In support of these Allied efforts, 

U/S Edelman proposed to Araud and Ponton dVAmecourt a NATO 
counter-insurgency conference with French, British and U.S. 
participants to draw on their respective and painful 
counter-insurgency experiences in Algeria, Vietnam, Malaya 
and in other areas. U/S Edelman also shared with the French 
a compilation of articles edited by General Petraeus on the 
lessons learned from various counter-terrorism and 
counter-insurgency operations. 


9. (C) Araud, although receptive in principle to the idea of 

a conference, cautioned that it should not be a public event, 

as the \"memories of Algeria were still very sensitive in 
France. Ponton dVAmecourt echoed this view, observing that 
Algeria remained a delicate topic because of the role the 
French armed forces played, and which had almost resulted in 
a coup attempt. Relations with Algeria remain difficult, he 
added, hence it was important that the conference be properly 
packaged. (Comment: On the margins of Araud\'s meeting, his 
special assistant informed us that in the minds of many in 

the French public, the military role in Algeria is closely 


identified with the practice of torture. He suggested that 
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for France it might be useful if the conference had a broader 
mandate than counter-insurgency. End comment.) U/S Edelman, 
seeking to address French concerns, suggested that the 
conference could be held at the NATO college in Rome or at 
Oberammergau and that it include commanders, colonels, and 
maybe some civilians. All agreed to follow up discussions on 

the concept of a conference. 


Missile Defense; looking for a third site 


10. (S) U/S Edelman confirmed to Araud and Ponton d\'Amecourt 
that the U.S. was considering a third missile defense site to 

be located in Europe. In order to allay Russian concerns, 

U/S Edelman and Missile Defense Agency\'s General Obering had 
briefed the NATO-Russia Council on U.S. intentions and 
capabilities, noting that U.S. interceptors could not 

realistically intercept Russian ICBMs from a site in Central 
Europe. \"We think the Russians understood our message, U/S 
Edelman observed. Araud responded that the Russians had 
conveyed their political concerns to France. Russia is 

interested in venting its resentment at having interceptors 

based in former Warsaw Pact territory, he added. Carre 

stated that the Russians had expressed greater concern over 

the interceptors than with the accompanying radars. 


Galileo 


11. (S) In response to U/S Edelman\'s query about reported 
French interest in using Galileo for military purposes, Araud 
agreed to look into the issue, as he had no immediate 
information on French planning. Ponton dVAmecourt said many 
EU members were interested in the potential military uses of 
Galileo, hence the French decision to raise it at a technical 
level at NATO. France and others are keen on having a secure 
European signal for such activities as police operations, 

fire fighting and sea rescue operations. It is an encryption 

issue for the police and the military services, Ponton 
d\'Amecourt added, explaining further why France had presented 
it at NATO as a means to provide extra security. U/S Edelman 
strongly conveyed U.S. concerns that the Europeans adhere to 
their agreement to maintain the separation of GPS and 

Galileo. There is a danger of overlay onto the GPS signal, 

he stressed. There is also a danger of transfer of 

technology to China. Ponton dVAmecourt agreed about the 
danger with China and ventured that this concern would be 
factored into the discussions. (Comment: Ponton d\'Amecourt 
explained that questions on Galileo policy were the 
responsibility of the Prime Minister\'s office, which may 

explain why the MFA had not had an immediate response. End 
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comment.) U/S Edelman and Ponton d\'Amecourt agreed that the 
Embassy would follow up on U.S. concerns. 


Other Issues -- Turkey 


12. (C) Araud volunteered that in an effort to avoid a train 
wreck, France would seek to find a way forward on Turkey\'s EU 
candidacy atthe 14 December EU Council meeting. It was 
essential not to close the door on Turkey, he stated. France 
believes that Turkish PM Erdogan had been surprised by the 
adverse conclusions in the Commission\'s recent report on 
Turkey, and he hoped that Erdogan would take stronger action 
to reinforce Turkey\'s candidacy. Araud observed that French 
President Chirac had two main issues of concern: EU 
membership is seen as \"a machine to provide European norms\" 
to applicant countries; it was therefore unfortunate that 

Turkey was not subscribing fully by the accession criteria. 

His second concern was to maintain GOF support for Turkey in 
the face of a French public which does not favor Turkey\'s EU 
candidacy. 


13. (U) This message was approved by U/S Edelman. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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TOWNS 


REF: A. KAMPALA 2193 
B. KINSHASA 1831 


Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (C) Summary: Non-integrated troops loyal to renegade 

general Laurent Nkunda clashed with integrated forces of the 
Congolese military (FARDC) December 5 at the DRC border post 

of Bunagana. Elements of the non-integrated 83rd Brigade 

captured Bunagana and the nearby towns of Runyoni and Jomba. 
Integrated FARDC troops re-took Bunagana and Jomba December 6 
and are awaiting reinforcements before launching a renewed 
offensive on Bunagana. End summary. 


2. (U) MONUC military reports said elements of the 
non-integrated 83rd Brigade loyal to renegade general Laurent 
Nkunda attacked positions of the FARDC 9th Integrated Brigade 
(IB) at the village of Runyoni near the Ugandan border early 

on the morning of December 5. The renegade soldiers 
subsequently attacked the nearby towns of Bunagana and Jombe. 
Troops from the 9th IB fled their posts after a few hours of 
fighting. The attack prompted a wave of displaced persons 

which reportedly crossed the border into Uganda (ref A). 


3. (U) The FARDC\'s 91st Integrated Battalion launched a 
counter-attack in Bunagana the morning of December 6. MONUC 
reports said that by 0800 integrated FARDC troops had 
re-occupied the town and that forces from the 83rd had fled 
south towards Runyoni. Integrated FARDC troops also 
re-captured Jombe December 6. 


4. (C) Colonel Bernard Mbyamungu, who abandoned Nkunda\'s 
ranks December 4 (ref B), told MONUC military debriefers 
December 5 the attack on Bunagana and Runyoni was aimed at 
securing a re-supply route from Uganda. Mbyamungu claimed 
that many soldiers have left Nkunda\'s forces in recent weeks, 
and the renegade general is facing \"an acute shortage\" in 
arms, ammunition and manpower. Nkunda reportedly ordered a 
battalion of the 83rd Brigade from the area around Tongo 

(near Rutshuru) to clear a corridor for the movement of 
reinforcements and supplies. MONUC officials told us they do 
not discredit Mbyamungu\'s claims, but have not yet found 
evidence of a resupply shipment from Uganda. 


5. (C) MONUC-Goma military spokesman Major Ajay Dalal told us 
December 7 the areas around Bunagana remained peaceful 
overnight. He said the FARDC\'s integrated 111th Battalion, 
commanded by Colonel Ngumba Ramazani, is being sent to the 
area to reinforce the 9th IB and is expected to be in place 
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the afternoon of December 7. 


6. (C) Dalal said MONUC officials will attempt to establish a 
dialogue with members of the 83rd Brigade still in Runyoni. 
The goal, he said, is to convince these soldiers to lay down 
their weapons, abandon Nkunda\'s ranks, and integrate into the 
FARDC. The number of 83rd troops still in the town is 
unknown. Dalal told us if the effort is unsuccessful, the 

FARDC will attack the 83rd\'s positions once reinforcements 
are in place. A new offensive could be launched as early as 

the afternoon of December 7. 


7. (C) Comment: These most recent events do not appear to be 
a part of a major offensive driven by Nkunda or his 

loyalists, but demonstrate he remains a threat to the 

province\'s stability. Bunagana and Runyoni are normally well 
outside Nkunda\'s zone of operations. This could well indicate 
his forces are looking for new sources of supply and manpower 
and have been weakened by recent fighting and desertions. The 
fighting also suggests that Nkunda can still project 

selective military capability beyond his base in Masisi 

district. End comment. 

MEECE 
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E.O. 12958: DECL: 12/07/2016 

TAGS: ASEC, CASC, KG, PGOV, PINR, PREL 

SUBJECT: BISHKEK EAC MEETING ON RECOMMENDATION TO REOPEN 
USAID OFFICE IN OSH 
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REF: A. BISHKEK 1602 
B. BISHKEK 1621 


Classified By: Amb. Marie L. Yovanovitch, Reasons 1.4(b) and (d) 


1. (SBU) The Ambassador chaired an EAC meeting the morning 

of December 6. In attendance were AMB, DCM, POL/ECON, 
POL/RA, PAS, MGT, DAO, CONS, CLO, Peace Corps, USAID, MED, 
RSL, Manas Airbase, and RSO. Also attending was USAID 

Regional Deputy Director Delaney from Almaty. 


2. (C) The Bishkek EAC met to discuss making a 
recommendation to send forward to the Department (as required 
by State 344921, Subject: Guidelines for Temporary Closure to 
the Public) on whether to reopen the USAID office in the city 

of Osh in Southern Kyrgyzstan. Operations in the Osh office 
were suspended on November 16 due to security concerns 
following the abduction of the USAID Country Representative\'s 
spouse at gun point on November 11 (See Reftels). 


3. (C) DCM briefly reviewed the case and reported that in 
the three weeks since the incident there have been a few new 
leads, but nothing leading to apprehension of the named 
suspect who drove the stolen vehicle to Osh. The FBI sent a 
forensics team to Osh to collect DNA, fiber, and other 
evidence from the recovered stolen vehicle, but without a 
suspect the evidence is of little value to the investigation. 
While driving the stolen vehicle from Bishkek to Osh, the 
suspect had an accident. The other driver in the accident 
has been interviewed and provided the suspect\'s name and 
description and may be able to identify the suspect if he is 
apprehended. 


4. (C) To date no link has been discovered between the 
abduction in Bishkek and the stolen vehicle being dropped off 
in the parking lot of the USAID office in Osh. If the driver 

of the stolen vehicle could be apprehended, he may be able to 
clarify this issue. There is a scrap metal company with 

offices in the same USAID office building in Osh. The 
company is rumored to have a connection with a member of 
Parliament, who is believed to have an affiliation with 
organized crime in Osh, but so far no link has been 
established nor is there proof of the alleged links to an MP. 


5. (C) The investigation has revealed no indications of a 

specific threat to USAID employees in the Osh office. As 

there also has never been an indication of a threat against 
USAID employees in the Bishkek office (aside from the 

specific threat to the Country Representative and his wife), 
USAID\'s Bishkek operations have remained open since the 
incident. The Ambassador, DCM met with the Osh employees on 
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December 6, who expressed their desire to return to work and 
made some suggestions for improving security atthe Osh 
building. They recommend a step already considered by RSO: 
arming all three MVD guards on site, instead of just one as 

is currently the case. They noted that, in their view, 

keeping operations suspended actually draws more attention to 
them than would resuming operations. RSO will reiterate to 
MVD the importance of investigating the possible link of the 
firm in the building to the member of Parliament who may be 
involved with organized crime. RSO noted that security could 
be enhanced by exploring the possibility of restricting 

parking around the Osh office building and request Diplomatic 
Security (DS)to add recording capability to the security 
monitors that are installed around the interior and exterior 

of the building. DCM also recommended, with RSO support, 
that the Embassy request DS send a Threat Assessment Team on 
an urgent basis to assess the Osh office and its location, as 
well as USAID offices in Embassy Bishkek, and to recommend 
additional security upgrades if necessary. 


6. (C) RSO pointed out that the stolen vehicle was moved to 
the MVD compound in Osh where the FBI Team collected forensic 
evidence, so the large MVD presence drawing attention to the 
USAID office is no longer there. The office does not have 
signage visible from the street identifying it as a USG 

office, but diplomatic plated vehicles are parked in the lot 
behind the building. Osh is a small town, and it is likely 

that most long-term residents know the office exists even if 
they are not aware of its exact location. RSO stated that 

the office does not meet DS setback requirements. MGT 
officer stated that, given the security problems of the 

current office, this may be the ideal time to relocate to a 
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different office site that does not pose such risks. 
Ambassador noted that such situations transform a security 
issue into a budget issue, and that relocating to a new 
building would likely take several months, leading to 
open-ended suspension of operations in Osh. 


7. (C) Following discussion of several scenarios for 

resuming operations at the USAID office in Osh, Ambassador 
proposed that the Embassy recommend to the Department to 
authorize resumption of operations in Osh next week, once the 
USAID Osh Director Shelton, who returns from leave December 
9, has had an opportunity to reassess the situation on the 
ground. Resumption of activities should be contingent on 

all three MVD guards being armed. The other steps proposed 
by the RSO to upgrade security would be pursued concurrent 
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with resumption of operations. The committee agreed 
unanimously with this recommendation. 


8. (SBU) In accordance with the EAC, the Embassy has 
submitted a cable to the Department recommending resumption 
of operations atthe USAID Osh facility, under the conditions 
outlined above. Another EAC meeting will be convened as 
needed. 

YOVANOVITCH 
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E.O. 12958: N/A 
TAGS: KPAO, AU, OPRC 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: December 06, 2006 


No Government until Christmas 


Although coalition talks between the SPOe and the OeVP continue 
today, the formation of a government by Christmas is becoming 
increasingly unlikely. A range of issues is still up for discussion, 
including foreign and education policies and the controversial 
Eurofighter deal. On ORF radio, SPOe floor leader Josef Cap said he 
doubted a new cabinet would be presented by the end of the year, and 
blames the OeVP and its decision to suspend coalition talks for 

three weeks in November for the delay. 

Liberal daily Der Standard is reporting a \"freeze\" between the SPOe 
and the OeVP in the ongoing coalition negotiations. Chancellor 
Wolfgang Schuessel in a recent speech criticized what he called the 
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Social Democrats\' \"make-a-wish\" negotiation demands. The SPOe\'s 
ideas were not financeable, the Chancellor continued, and he was 

\"not in possession of a cash cow. The SPOe meanwhile responded that 
it considers Schuessel\'s statements \"completely misplaced.\" Party 
manager Doris Bures harshly criticized the Chancellor, calling him 

the \"coalition bogeyman.\" Such a sweeping blow, she added, was 
simply \"bad form.\" 


Haubner Decree to Remain in Place 


2. The controversial regulation issued by Social Affairs Minister 

Ursula Haubner earlier this year, which denies family benefits to 

the children of some foreign-born women, will not be lifted, despite 
massive criticism. The OeVP and the BZOe announced yesterday that 
the laws forming the basis for the regulation instead will be put to 
Parliament for review and amendment. Haubner and Health Minister 
Maria Rauch-Kallat said at a press conference that experts would be 
looking at the about 150 hardship cases. 

Like all Austrian media, mass-circulation tabloid Kronen Zeitung 

writes that the OeVP-BZOe governmentVs decision not to overturn the 
Social minister\'s controversial ruling attracted massive criticism 

from the Social Democrats and the Greens. SPOe party manager Doris 
Bures complained that with the move Chancellor Wolfgang Schuessel 
has \"lost credibility. It would have been possible to axe the 

regulation with a mere stroke of the pen,\" Bures emphasized. The 
SPOe would not \"simply stand by and watch the Conservatives and the 
BZOe postpone a solution indefinitely,\" she added. The Greens 
meanwhile staged protests outside the Chancellery, pointing out that 

in their opinion \"every child is equally valuable.\" 


EU Presidency to Freeze Turkey Talks 


3. Speaking in Brussels, Finnish EU Council President Matti Vanhanen 
said he wants to implement a proposal by the EU Commission to put on 
partial hold the Turkish EU membership talks. As Turkey still 

refuses to comply with the so-called Ankara Protocol, which calls 

for the opening of Turkish ports to Cypriot ships and planes, \"the 
Commission\'s proposal now forms a good basis for a Council 
decision,\" Vanhanen stressed. 

Semi-official daily Wiener Zeitung writes in a front-page report 

that Berlin and Paris have increased pressure on Turkey in order to 
guarantee implementation of the Ankara Protocol. German Chancellor 
Angela Merkel has suggested suspending Turkish membership talks in 
certain areas for 18 months, followed by a vote within the EU ona 
potential continuation of the entry talks. 

According to mass-circulation tabloid Oesterreich, the two major 
Austrian parties, the SPOe and the OeVP, hold equally negative views 
regarding Turkey\'s EU membership. The Social Democrats and the 
People\'s Party both argue that Turkish membership should hinge on 
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implementation of necessary reforms. Further, the parties say the 
outcome of entry talks with Ankara must remain open, with a 
referendum held on its membership. Should Turkey not join the EU, a 
cooperation agreement should be concluded. 


NATO Knocking on Austria\'s Door 


4. At the NATO summit in Riga the Alliance declared its new Response 
Force ready for deployment. At the same time, however, NATO has been 
urging its member states to provide more troops. Now, the Alliance 

is also said to be planning to approach non-member countries 
unofficially -- reportedly including Austria -- suggesting 

participation in the force. The Austrian Defense Ministry, however, 

said Austria did not plan to take part, though a spokesman noted 

there has been no official invitation yet. 

According to reports by ORF online news and Austrian Press Agency 
APA, NATO may soon offer Austria, as well as Finland and Sweden, a 
role in the Alliance\'s Response Force, newspaper reports in 

Stockholm and Helsinki suggest. Neutral Austria and Ireland, as well 

as non-aligned Sweden and Finland, have been taking part in NATO\'s 
Partnership for Peace (PfP) since 1995. Ahead of the Riga summit at 
the end of November, sources said individual NATO states including 

the US planned to offer certain states more extensive cooperation. 

On Tuesday afternoon, however, a negative response came from Vienna 
Defense Ministry spokesman Martin Brandstoetter. He said that \"from 
an Austrian point of view there is no plan to take part.\" In any 

case there had been \"no formal invitation.\" The NATO Response Force 
(NRF), with a total of 25,000 personnel, has been built up over the 

past four years. The force, with a mobilization time of no more than 

five days, will take over civilian duties, but also classical combat 
missions. Its mobilization time will be no more than five days. 


Iraq Study Group to Present Report 


5. In the US, the bipartisan expert group reviewing policy in Iraq 

will issue its report today. The Iraq Study Group of ten former 

senior officials is expected to recommend a gradual withdrawal from 
Iraq of US troops over the next 18 months. The group is also 
expected to support a regional conference on Iraq involving Syria 
and Iran, and call for a comprehensive Middle East peace plan. 
Mass-circulation daily Kurier writes that the group headed by former 
Secretary of State James Baker is trying to present a way for the US 
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to get out of the Iraq impasse. While many hope the Commission\'s 
report will provide some kind of \"miracle plan,\" the Kurier says, it 
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is doubtful whether US President Bush will implement the group\'s 
proposals. According to ORF radio news Morgenjournal, President Bush 
has indicated he will look closely at the recommendations, but not 
necessarily follow them. Centrist daily Die Presse online, however, 
argues that in the face of mounting violence in Iraq, the US 

President is increasingly under pressure to change his strategy. 


Gates Outspoken on Iraq 


6. The US Senate\'s Armed Services Committee voted unanimously to 
recommend Senate confirmation Robert Gates as the next US Defense 
Secretary. At his hearing yesterday, Gates presented a critical 
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assessment of the Iraq situation, and told the panel the US was \"not 
winning\" there. The current situation in Iraq was \"not acceptable,\" 
he said, and urged a change of course in Washington\'s Iraq policy. 
ORF radio early morning news Morgenjornal quotes Robert Gates as 
stressing that \"developments in Iraq over the next year or two will, 

| believe, shape the entire Middle East, and greatly influence 

global geopolitics for many years to come. We need to work together 
to develop a strategy that does not leave Iraq in chaos.\" According 
to liberal daily Der Standard, the designated Pentagon chief also 
underscored all options were on the table, and that he was \"open to 
alternative suggestions.\" His comments have been welcomed by 
Republicans as well as Democrats, who said Gates\' statements were 
\"refreshingly\" new in tone. Gates\' confirmation is considered 
certain. Washington correspondent for centrist daily Die Presse 
Norbert Rief meanwhile argues that Gates\' outspoken and realistic 
approach could indicate an imminent change of course in the White 
House\'s Iraq policy. 

McCaw 
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CLASSIFIED BY: Davison, Mark, Leader, PRT Najaf, POL, Dept. of 
State. 
REASON: 1.4 (a) 


1. (C) Begin Summary: Supported by both the Coalition, PRT 
Najaf and the REO, SRSG PolAd Wilfred Buchta and an advance team 
traveled to Najaf City on 5 December to lay the groundwork for a 
visit in early 2007 of the SRSG to meet with Grand Ayatollah 
Sistani and Shia radical cleric Muktada Al Sadr. Confined to 
Special Forces Camp David, Buchta was unable to meet with 
representives of either, but was able to discuss the logistics 

of such a visit with military on the ground, as well as meeting 

at Camp David with the Governor of Najaf and the Head of the 
Provincial Council. The Governor spoke of his desire to 
maintain Najaf as a secure environment and for this he needed 
Baghdad to apply principles of federalism and decentralization. 
End Summary 


2. (C) Spurred by the desire of the Special Representative of 
the Secretary General of the UN (SRSG) to visit the Province of 
Najaf and to meet with Grand Ayatollah Sistani and radical Shia 
cleric Muktada Al Sadr at the end of January 2007, the SRSG\'s 
Political Advisor, Wilfred Buchta, carried out an advance vist 

to Najaf City on 5 December 2006. While there, he met with the 
Governor of Najaf and the Head of the Provincial Council, but 
did not meet with any representatives of either Sistani or Al 
Sadr. Buchta was accompanied by one of the SRSGVs Military 
Advisors, LtCol Michael Donoghue of the Army of New Zealand, and 
three UN security officers. (Note: earlier reporting on this 
subject provided to PolSec by way of PRT Najaf Weekly NCT 
Sitreps.) 


THE UN CAN PROVIDE AN ESSENTIAL LINK TO THE GOVERNOR AS 
FEDERALIST 


3. (C) In an evening debrief, Buchta told PRT Najaf Leader 
Davison the following: 


It is the desire of the SRSG to capitalize on Buchta\'s developed 
contacts with the Shia in Najaf so as to provide a key link 
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between Sistani and Al Sadr on the one hand (who refuse to meet 
directly with the Americans) and the US Embassy; 

Buchta is very appreciative of the support given by PRT Najaf 
and the REO to his advance visit -- notwithstanding that he did 
not meet with representatives of Sistani or Al Sadr, he was able 
to lay the groundwork for the movement of the SRSG, both to Camp 
David and to the eventual locales for those meetings in the 
future; 

He had a very productive and informative meeting with the 
Governor, who characterized the Province of Najaf and the South 
Central region as secure and peaceful, putting into perspective 
the about once per week \"notable security incidents\" in Najaf 
Province; 

The Govenor is a keen advocate of both federalism and 
decentralization -- with the deteriorating security situation in 
Baghdad, provincial capitals, particularly in South Central, 

must be given the resources to provide for their own security, 
to defend themselves against the terrorists, as well as for 

their own prosperity; 

A highly centralized state, according to the Governor, is as 
undersirable now as under Saddam Hussein -- even worse, the 
central authority now has its hands full with the security 
situation in Baghad -- better that the provinces, both in the 
north and south, are able to look after themselves; 

The Governor attributes provincial secuirty incidents to the 
former Baathist and Al Quaida undergrounds; 

Notwithstanding his general view that Najaf was secure, the 
Governor said that he would not be standing in the next 
provincial election for the Provincial Council and thus would 

not continue as Governor -- he characterized his remaining in 
office as \"too dangerous.\" 


(Note: these reported comments by the Governor on federalism 
track with our record of his meetings with the Coalition in 
Baghdad, preparatory to the move to Provincial Iraqi Control 
(PIC), scheduled for mid-December.) 


MOVEMENT, COMPLICATED BY SECURITY CONSIDERATIONS, AND POSSIBLE 
SRSG SCENARIO 


4. (C) As Baghdad is aware, travel from REO Al Hillah to Najaf 
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overland is at present problematic and movement is made on a 
case-by-case basis. Buchta arrived yesterday at the REO (the 
closest site to Najaf with overnight facilities) and we have 

supported his stay and that of his team. However, Buchta\'s 
movement today was facilitated by Coalition air lift capability. 
Buchta and his colleagues were transported by helicopter from 
REO Al Hillah to Special Operations Camp David; the Governor and 
the Head of the Provincial Council met him at Camp David and 
there was no movement by Buchta or his team outside the Camp. 


5. (C) Buchta spoke of the possible scenario for the SRSG to 
meet with Sistani and Al Sadr in the near term. The SRSG would 
be taken by helicopter to Camp David and then transported to 
former FOB Hotel for either meetings with the Governor and/or 
staging for travel to the homes of Sistani and Al Sadr. During 
consultations at Camp David today, the Coalition offered 

military transport; in his de-brief, Buchta told PRT Leader 
Davison that he the SRSG would not like such transport, 
preferring a UN armored vehicle, as he felt to be ina HumVee 
made him look \"imbedded\" with the miliary. LtCol Donohugh is 
working closely with Coalition elements, both at Camp David and 
in Kalzu to make the SRSG\'s January trip a logistic reality. 


6. (C) Comment: Buchta is both dynamic and well-informed; his 
good contacts within the Shia religious and political community 
will facilitate any desires the SRSG holds to make an impact for 
the UNAMI in Najaf Province and with the Shia themselves; it 
remains to be seen if the SRSG can or will be able to follow 
through on this initiative by his Political Advisor. 


7. (C) PRT Najaf leaves further distribution of this cable to 
the discretion of the Political Counselor. 
VIERGUTZ 
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DEPT FOR WHA/CCA 

E.O. 12958: DECL: 12/07/2016 

TAGS: PREL, ETRD, ETTC, CU, NL 

SUBJECT: NETHERLANDS/CUBA: LIBERTAD ACT REVIEW 
REF: STATE 191752 

Classified By: DCM Chat Blakeman; reasons 1.4 (b, d). 

1. (C) Summary: Dutch investments in Cuba are minimal, and 
post is aware of no bilateral trade agreements between the 


Cuban and Dutch governments. Post is aware of no exchange 
programs. The GONL is a leading EU advocate for human 
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rights, and both the government and Dutch NGOs are active in 
promoting human rights in Cuba. Post is aware of no high 
level diplomatic visits between Cuba and the Netherlands in 
the past six months. End summary. 


2. (C) The GONL considers questions related to implementation 
of the Libertad Act a European Union matter. It prefers to 

allow the EU to issue a common response to our questions. 

The GONL shares, however, our interest in promoting democracy 
and human rights in Cuba. Moreover, the Netherlands has been 
extremely useful in promoting a more robust European Union 
engagement in Latin America. 


Dutch investment in Cuba minimal 


3. (SBU) Dutch investment in Cuba remains minimal. Demex 
Shipyards, which operates a facility in Santiago (El Nispero 
Shipyard), is the largest Dutch business interest. UK-Dutch 
consumer products company Unilever maintains a sales office. 


4. (SBU) The large Netherlands-based bank, ING, operates a 
joint venture in Curacao with two Cuban based companies. The 
joint venture is the Curacao-based Netherlands Caribbean Bank 
N.V. (NCB). On the basis that NCB is \"substantially\" owned 
by Cuban entities, Treasury\'s Office of Foreign Asset Control 
(OFAC) recently blacklisted it. Dutch press have reported 

that an ING office in the U.S. had transferred money, through 
NCB\'s Curacao branch, to NCB\'s Havana branch. These press 
reports also said that ING\'s U.S. office may be subject to 

fines for these actions. ING is investigating the matter 
internally. 


5. (SBU) Post is not aware of any bilateral trade agreements 
between Cuba and the Netherlands. 


Exchange programs: None 


6. (SBU) Post is aware of no exchange programs between the 
Netherlands and Cuba. 


Dutch actively promote democracy and human rights in Cuba 


7. (C) The Netherlands actively promotes a common EU position 
in Cuba, with the long-term goal of democratic change. The 
Dutch are closely following developments in Cuba, and are 
anxious to coordinate with the U.S. on transition planning. 
Senior MFA officials have acknowledged that the EU policy of 
engagement has failed. 
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8. (SBU) Several Dutch NGOs (or Dutch braches of NGOs) 
continue to focus public attention on human rights in Cuba, 
including Pax Christi, HIVOS, NOVIB and Cuba Futuro. 


No high level diplomatic visits 


9. (SBU) Post is not aware of any high level diplomatic 
visits between Cuba and The Netherlands in the past six 
months. 

ARNALL 
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SIPDIS 
STATE FOR EAP/CM 
STATE ALSO FOR INL/THOMAS BROWNE 


E.O. 12958: DECL: 12/7/2016 
TAGS: SNAR, PGOV, PHUM, CH 
SUBJECT: MIXED MESSAGES ON NARCOTICS TREATMENT IN KUNMING 


REF: CHENGDU 1083 


CLASSIFIED BY: James Boughner, Acting Consul General, Chengdu, 
Department of State. 
REASON: 1.4 (b), (d) 


1.(C) Summary. Officials from the Ministry of Public Security 
(MPS) in Beijing recently visited Kunming\'s Daytop Drug Abuse 
Treatment and Rehabilitation Center (Daytop) Director facilities 
to learn more about its treatment and counseling centers, in 
addition to methadone maintenance clinics and needle exchange 
programs funded by other donors. However, Daytop officials tell 
of routine arrests and harassment by local security officials of 
narcotics users attempting to visit their \"drop-in\" treatment 
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and counseling centers. End summary. 


2. (SBU) During a November 30-December 3 visit to Kunming by INL 
Training Coordinator Thomas Browne, Econoff met with officials 
from the Yunnan Institute for Drug Abuse (YIDA) and visited 
Daytop\'s main treatment facility and a \"drop-in\" center located 
in an area of Kunming notorious for drug use. The purpose of 
the visit was to observe Daytop\'s current operations, to discuss 
possibilities for expansion of the Daytop model to other areas 

in China, and to discuss with YIDA the possibility of using that 
agency\'s facilities for training of rehabilitation therapists. 

A previous visit to Daytop was reported reftel, and included a 
full explanation of Daytop\'s operations and treatment model. 


3. (C) Daytop Director Yang Maobin told Econoff and Browne that, 
the day before their arrival, several officials from Beijing 

(whom Yang identified as coming from MPS) had visited Kunming. 
Yang said he had accompanied them to Daytop\'s residential 
treatment facility, and the visitors had taken many photographs 

of the facility, as well as talking to staff. 


4. (C) However, during a visit to one \"drop-in\" counseling and 
treatment center located in an area of Kunming notorious for 
drug trafficking and use, Yang and center staff complained of 
arrests by local police of drug users just outside the center\'s 
exit. According to Yang, this has resulted in a significant 

drop in the number of drug users taking advantage of the 
centers services. During Econoff\'s visit, the only activity 

was a meeting of a Narcotics Anonymous chapter, consisting of 
addicts in recovery who have supposedly ceased using drugs. 


5. (C) Comment: Daytop\'s treatment model may be getting welcome 
attention from China\'s central government, but local police 

intent on fulfilling arrest quotas still see users as easy 

targets, even when those users are seeking help. The short 
message is that, in drug treatment as in other areas of 

government activity, lack of coordination between central 
government policy and local government action can hinder 
implementation of what on paper could be effective policies. 


6. (SBU) This cable has been cleared by INL Training Coordinator 
Thomas Browne. 


BOUGHNER 
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SIPDIS 
SIPDIS 
REL UK 


E.O. 12958: DECL: 12/06/2016 

TAGS: ECON, ENRG, EPET, ETRD, IR, IZ, PTER, SENV 
SUBJECT: PRT TIKRIT: BAYJI FERTILIZER PLANT BACK IN 
BUSINESS FOR NOW 


Classified By: Classified by Stephanie Miley, PRT Team Leader, for reas 
ons 1.5 (b) and (d). 


1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2. (C) SUMMARY. The Bayji fertilizer plant, one of two 
large-scale petrochemical production sites in Iraq, resumed 
production at 45 percent of total capacity on November 21. 
The plant has operated only 15 days out of the entire 2006 
calendar year due to sporadic energy supply, dilapidated 
equipment, and shortages of spare parts. Important to 
overall economic recovery, increased accessibility for 
farmers to nitrogen-based (urea) fertilizers at lower cost 
would significantly affect the agricultural sector by 
increasing yields for fewer dinars throughout Iraq. However, 
continued production at the plant is tenuous, and will 
require significant investment and support by GOI and the 
Ministry of Industry and Minerals (MoIM) to ensure success. 
END SUMMARY. 


3. (C) The Bayji Fertilizer Plant, located on a sprawling 
industrial site twenty miles north of the city of Tikrit in 

Salah ad Din (SaD) province, has the potential to produce 35 
percent of Iraq,s total fertilizer demand. However, this 
potential has never been realized, largely due to 

intermittent power and natural gas supplies, spare parts 
deficiencies, and other mechanical issues. During a November 
16 visit the plant director, Riyad Aldahas, explained that 

the operational output of the plant was approximately 80 
percent of total capacity (1750 tons per day) in the early 
1990s, diminishing to 50 to 60 percent in 1996 due to a 
shortage of spare parts, and finally ceasing in 2003 after 
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the invasion. He stated that since its inception, the plant 
has never produced at full capacity. Despite occasional 
attempts to commence production, the plant was dormant from 
2003 until this month. However, the visit served as the 
catalyst for a same day attempt to &warm-up8 the plant for 
partial capacity (the plant must run for four consecutive 
days before fertilizer is actually created, making the entire 
process five to six days). Aldahas reported to IPAO via 
email on November 23 that fertilizer was actually produced 
and distributed, physically confirmed by military personnel 
on the ground. 


4. (C) Aldahas was hopeful that production would be 
maintained at 800 to 1000 tons per day (or approximately 45 
to 55 percent of total capacity). However, he admitted that 
this would be a difficult if not impossible task without 
significant support from the MoIM (Ministry of Industry and 
Minerals), the USG, and private investors. He listed the 
following keys to ensuring productivity in priority order: 
protection of the natural gas pipeline from Kirkuk, an 
uninterrupted supply of electricity, replacing the plant,s 
decrepit equipment with new spare parts, obtaining a new 
boiler, and overcoming organizational and labor issues. 


5. (C) Aldahas and his chief engineer expressed their concern 
to IPAO that inconsistent supply of natural gas made it 
difficult, if not impossible, to maintain consistent 

production. AIF have attacked the pipeline from Kirkuk 
several times each year from 2003 until 2006, interrupting 
deliveries at critical times. Aldahas did state that Abdel 
Khadar, Director General of Production at the Bayji Oil 
Refinery, always guaranteed that the plant,s gasoline and 
diesel fuel needs were met. 


6. (C) Intermittent electric power grid failures also hinder 
production, estimated by Aldahas to cause at least 20 percent 
of the plant\'s disruption. Ten megawatts of electricity is 
required to support full capacity (seven megawatts for 

reduced capacity), so three generators could supply enough 
power to run the plant independently of the power grid. 

Electric power outages damage the plant,s complex equipment 
and create huge inefficiencies; each time power is cut, four 
days of &warm-up8 are required to restart production. 
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7.(C) The lack of spare parts became an operational issue in 
1991 and continues to this day. Aldahas stopped short of 


BAGHDAD 00004476 002 OF 002 


blaming sectarianism, but expressed frustration with the MoIM 
for being slow to replace older equipment. According to 
Aldahas, Bayji urgently requires a new boiler, repairs on its 
existing waste heat boiler, and additional compressors. 

After a tour of the plant, IPAO can concur that numerous 
pipes/pumps looked as though they might explode as he was 
walking underneath them. 


8. (C) Aldahas acknowledged that organizing, motivating, and 
managing his labor force will be a major challenge. There 
are a total of 1500 full-time employees and 300 part-time 
employees who are living at the plant and have been idle ) 
but still paid by MoIM - since 2003. Of these, about 1000 

will be working under reduced capacity production. 

Interviews conducted by IPAO on November 16 illustrated that 
most of them see little to gain personally by restarting 
production. In addition to continuing to be a major cost for 
the facility, Aldahas stated that there were many workers he 
would like to replace, but did not have the authority to do 

so. 


9. (C) Assuming that fertilizer is produced, a challenge 
remains in securing its delivery to Iraqi farmers. The plant 
sells the fertilizer to the Ministry of Agriculture, which 
contracts private trucking companies for distribution. 
Aldahas admitted that fertilizer transport is beset with 
rampant corruption and security problems; however he noted 
that he had little or no control of the fertilizer once it 

left the plant. 


10. (C) The repercussions stemming from the lack of 
environmental safeguards and infrastructure in the Bayji 
industrial area are already significant and could worsen. 
The only functioning water treatment plant is often unable to 
treat the pollutants produced at the fertilizer factory, 

which are then dumped in adjacent evaporation ponds, 
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resulting in numerous complaints of contamination by local 
residents. As increased future production will lead to 

greater amounts of waste products, this problem will likely 
become more acute unless a significant investment is made by 
the GOI and MoIM to build another water treatment plant, or 

at least expand the capacity of the present one. The Deputy 
Governor expressed to IPAO on November 16 his commitment to 
addressing environmental concerns and attempts to avoid a 
future catastrophe. 


11. (C) Representatives of the Iraqi Farmer,s Union, an 
organization claiming to represent thousands of farmers, 
estimated on November 15 that the high price of inputs (such 
as fuel and fertilizer) depressed agricultural productivity 

by as much as 50 percent. This view was echoed on November 
16 by the Deputy Governor of Salah ad Din (SaD) province, 
General (ret.) Abdullah H.M. Jubara, who expressed to IPAO 
that ensuring cheap fertilizer would be a key in revitalizing 

the local economy. General Abdullah, whose family,s farming 
experience stretches back for generations, explained that 
most farmers presently depend upon Iranian fertilizer 

imports, often more expensive and lower quality than the 

Iraqi product. 


12. (C) Iraqi farmers regularly emphasize that the high price 
of inputs is the primary impediment to growth. Access to 
low-cost, high-quality fertilizer is critical to increasing 

crop yields and could be the first step in reducing 
unemployment and stimulating agri-business development in 
economically depressed areas such as Salah ad Din province. 
However, the upcoming boon in fertilizer may prove to be 
temporary if the GOI and MoIM do not place a high priority on 
technical and financial support for the fertilizer plant and 
related industry. 

Khalilzad 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR EUR/CARC, EUR/PPD 


E.O. 12958; N/A 
TAGS: PGOV, PHUM, OPRC, KPAO, AM 
SUBJECT: ARMENIAN NEWSPAPER PRESSES ALMOST STOP ROLLING 


REF: YEREVAN 1529 


(U) Sensitive but unclassified. Please protect accordingly. 


1. (U) Armenial's leading printing company announced on December 1 
that it had run out of newsprint and would cease printing Armenian 
newspapers December 6. The company said it could no longer import 
paper due to Russia\'s closure of the Upper Lars checkpoint on the 
Georgian border, as well as the weather-related suspension of a 
ferryboat line running from llichevsk in Ukraine to Poti in Georgia. 
However, on December 5 the company announced that the 
llichevsk-Poti route had re-opened and the printing house would only 
close for about a week while it waited for the newsprint to arrive. 
Newspaper editors have voiced concern, with one blaming Armenian 
authorities for not creating better relations with Armenia\'s 

neighbors, and another blaming Russia for closing its border with 
Georgia. End Summary. 


2. (SBU) Vrezh Markosyan, director of the Tigran Mets printing 
house, told us that due to the closure of the Upper Lars checkpoint, 
150 tons of newsprint that was supposed to be delivered to Armenia 
was initially stuck in Vladikavkaz, Russia. According to him, after 
Russia closed the checkpoint due to disagreements with Georgia, the 
company decided to send its paper through llichevsk to Poti. 
Markosyan told us that the ferry route was subsequently closed due 
to inclement weather conditions, leaving 220 tons of newsprint 
stranded in llichevsk. However, the llichevsk-Poti ferryboat route 
re-opened on December 5, and the newsprint was to be shipped 
December 6. Markosyan estimated that it would take 10-11 days for 
the newsprint to arrive, leaving the print house without paper for 
approximately 7-8 days. The majority of newspaper directors said 
they would pay extra to have Armenia\'s second printing house publish 
their newspapers while Tigran Mets was closed. The directors of 
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Hayastani Hanrapetutiun and Novoye Vremya newspapers, however, told 
us they had not decided whether their newspapers would be printed 
during this time. 


3. (U) A number of newspaper editors published articles expressing 
concern about the situation. Nicol Pashinyan, editor of Haykakan 
Zhamanak newspaper, blamed Russia, writing sarcastically that, 
\"Armenia\'s links with the rest of the world are being restricted 

step by step by our \'strategic partner Russia.\\" Aravot newspaper 
editor Aram Abrahamyan also wrote an editorial, saying that while he 
did not believe the Armenian government had deliberately created the 
situation to restrict the freedom of the press, he blamed Armenia\'s 
leadership for not maintaining normal relations with the country\'s 
neighbors and for failing to end the \"blockade\" of the country 
(meaning Armenia\'s sealed borders with Turkey and Azerbaijan). 
Abrahamyan commented that while today Armenia has a shortage of 
newsprint, tomorrow it could have a shortage of fuel or grain. 

Hakob Avedikyan, editor of Azg newspaper, stated that the situation 
showed that Foreign Minister Vartan Oskanian was mistaken when he 
said that Armenia could develop for another century without the 
Turkish and Azerbaijani borders being opened to trade. (NOTE: 
Importers in other sectors are successfully sending products to and 
from Russia, but report a 30 percent or greater increase in 
transportation costs (reftel). END NOTE.) 


4. (SBU) Armenia\'s main printing house running out of newsprint is a 
telling example of Armenia\'s vulnerability to the political 

situation between its neighbors and the impact of its geographical 
isolation and closed borders. While the press and some members of 
government continue to speculate about the negative impact of the 
Russian-Georgian border closure, most businesses have been able to 
find alternate transportation routes. For industries which are 

locked into specific shipping routes, however, the potential impact 
remains serious, as this case shows. 


GODFREY 
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SENSITIVE 
SIPDIS 


DEPT FOR SCA/CEN 


E.O. 12958: DECL: 12/07/2016 
TAGS: PGOV, PREL, KG 
SUBJECT: AIRBASE DIP NOTE 


BISHKEK 00001732 001.2 OF 002 


Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 
1. (U) This is an action request. See para 4 below. 


2. (C) On December 7, the Embassy received a diplomatic 
note from the Ministry of Foreign Affairs regarding the 
shooting death of a Kyrgyz citizen at Manas Air Base. The 
note \"demands\" that the U.S. revoke the diplomatic immunity 
of the U.S. Airman who shot the Krygyz citizen, and \"insists\" 
that the Airman remain in Krygyzstan to allow for a full 
investigation. Finally, it notes that Kyrgyzstan retains the 

right to seek full compensation from the U.S. for the 

incident. Informal Embassy translation is at para 5 below 


3. (C) With respect to the request to revoke diplomatic 
immunity, Embassy notes that Article 32 of the Vienna 
Convention specifically grants this right to the discretion 

of the sending party. In addition, the December 5, 2001 
U.S.-Kyrgyz agreement on Manas Air Base accords diplomatic 
immunity to all military and civilian personnel of DOD and 
specifically grants the U.S. side criminal jurisdiction for 

all such personnel. With respect to the request to keep the 
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Airman in Kyrgyzstan, the Embassy notes that at present the 
Airman remains on base, but has been removed from duty. OSI 
anticipates that it will complete most aspects of the Kyrgyz 

portion of its investigation in approximately three weeks. 

Given GOKG concern over the speed at which Major Metzger was 
returned to the U.S., the Embassy would recommend retaining 
the Airman on base until the joint investigation has 

completed their part of the investigation, at which time a 

decision could be made regarding his return to the U.S. 


4. (C) Action Request: That the Department provide 
guidance on how to respond to the diplomatic note. 


5. (LOU) Begin informal Embassy translation of the 
diplomatic note: 


Ministry if Foreign Affairs of the Kyrgyz Republic presents 

its compliments to the Embassy of the United States of 
America in the Kyrgyz Republic and has the honor to note the 
following: 


On December 6, 2006 approximately at 3:00 pm U.S. serviceman 
Zachary Hatfield shot Ivanov Alexander Stepanovich to death 
at the Manas airport vehicle inspection point. 


The Ministry, in accordance with Article 32 of Vienna 
Convention on Diplomatic Relations of April 18, 1961 and 
Agreement between the Government of the Kyrgyz Republic and 
the United States Government on status of military and 

civilian personnel of the U.S. Department of Defense in the 
Kyrgyz Republic dated December 5, 2001 demands that the 
United States Government revoke immunity for the U.S. 
serviceman Zachary Hatfield who shot the Kyrgyz citizen dead. 


The Ministry insists that the U.S. side not allow the 
departure of U.S. serviceman Zachary Hatfield outside the 
Kyrgyz Republic for the purposes of objective and 
comprehensive investigation of this tragic incident. 


The Kyrgyz side with regard to this tragic incident retains 
the right to claim appropriate compensation from the U.S. 
side to the full extent. 


The Ministry of Foreign Affairs of the Kyrgyz Republic avails 
itself of this opportunity to renew to the Embassy of the 
United States of America in the Kyrgyz Republic the 
assurances of its highest consideration. 

Bishkek, December 7, 2006 


End informal Embassy translation. 


Column 3 


BISHKEK 00001732 002.2 OF 002 


YOVANOVITCH 


88522 

OO RUEHWEB 

DE RUEHMK #2008 3411237 

ZNY CCCCC ZZH 

O 071237Z DEC 06 

FM AMEMBASSY MANAMA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6134 

INFO RUEHTG/AMEMBASSY THE HAGUE PRIORITY 0309 
RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 
RUEHGV/USMISSION GENEVA PRIORITY 0239 
RHBVAKS/COMUSNAVCENT PRIORITY","C O NFIDENTIALMANAMA 002008 
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SIPDIS 
FOR NEA/ARP, ISN/CB 


E.O. 12958: DECL: 12/07/2016 

TAGS: PARM, PREL, BA, ROW 

SUBJECT: BAHRAIN: CHEMICAL WEAPONS CONVENTION NATIONAL 
IMPLEMENTATION OBLIGATIONS 


REF: STATE 193643 
Classified By: DCM Susan L. Ziadeh for reasons 1.4 (b) and (d). 


1. (C) Pol/Econ Chief December 5 delivered reftel demarche 
concerning Chemical Weapons Convention (CWC) national 
implementation obligations to MFA Director for International 
Organization Affairs Ghassan Shaikho. Referring specifically 
to the third obligation, drafting and enacting CWC-related 
penal legislation, Shaikho said that all relevant Bahraini 
ministries had already signed off on a draft law, which now 
was with the Cabinet for approval before delivering it to the 
parliament. Shaikho expects no problems or issues in either 
the Cabinet or the parliament and anticipates that the law 

will be passed easily. 


2. (C) Shaikho said that the MFA had sent an unofficial copy 
of the draft law to the CWC secretariat, both to inform the 
secretariat of the status of the legislation and to elicit 
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comments. The secretariat had no negative observations, 
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saying it was in accordance with the terms of the Convention. 
Shaikho noted that there were two models used by countries 

in drafting the legislation. Bahrain had chosen the longer, 

more comprehensive approach, which most other countries had 
used. 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PGOV, KDEM, PHUM, PREL, KISL, KWMN, BA, POL 
SUBJECT: SHURA COUNCIL APPOINTED; TEN WOMEN, POLITICAL 
MODERATES, BUSINESS PEOPLE AMONG MEMBERS 


REF: MANAMA 2004 


Classified By: DCM Susan L. Ziadeh for reasons 1.4 (b) and (d). 


1. (C) The King December 5 issued a decree appointing the 40 
members of the upper house Shura Council. Twenty-three of 
the appointees are returning members while 17 are new to the 
Shura, although two of the newcomers previously served as 
deputies in the elected lower house Council of 

Representatives (COR). Ten women were appointed, four more 
than served in the previous Council, and one of the women, 

Dr. Bahiya Al Jishi, is rumored to be in line for election as 

the second deputy chair. The focus of the King\'s 

appointments was on moderates, centrists, and technocrats 
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hailing from a wide range of professional and personal 
backgrounds. According to an insider, the composition of the 
new Council was designed to balance the elected members of 
the COR, which has many Islamists and oppositionists. The 
politiciQs and political society members chosen are all 
moderates, with many from the government-friendly Al Meethaq 
society. The King also appointed some well-known business 
people who will bring their expertise to budgetary, economic, 
and financial matters. Although Shura Council members are 
fundamentally loyal to the Royal Family and government, they 
bring their diverse backgrounds and perspectives to bear on 
the range of issues before the Council, and the proceedings 
at times can become heated. End Summary. 


2. (SBU) King Hamad December 5 issued Decree 28 for 2006 
appointing the 40 members of Bahrain\'s upper house of 
parliament, the Shura Council. Members consist of 23 people 
reappointed from the outgoing Shura Council and 17 new 
members - 14 who are entirely new to parliament and two 
former deputies from the elected lower house COR. There are 
20 Sunnis, 18 Shias, one Christian, and one Jew, and ten 
women received appointments, an increase of four over the 
previous Council. Two members of the ruling Al Khalifa 

family were selected. While no decisions have yet been made, 
outgoing Minister of Municipalities and Agriculture Ali Saleh 

Al Saleh (Shia) is expected to be elected chairman, and 
returning Shura members businessman Jamal Fakhro (Sunni) and 
women\'s rights activist Dr. Bahiya Al Jishi (Shia) are 

rumored to be in line for the first and second deputy chairs. 


2. (C) The focus of the King\'s appointments was on political 
moderates, centrists, and technocrats. Following the 
precedent set in 2002, members hail from a wide range of 
backgrounds, including politics, human rights advocacy, 
engineering, poetry, business, law, the clergy, and 
journalism. Royal Court political advisor Abdullah Al Aali 
(Shia), one of the newly appointed members, told PolEcon 
Chief December 6 that one of his duties at the Court was to 
put together a list of possible Shia appointees to the 

Council. He noted that the members of the new Council were 
selected to balance the heavy representation of Islamists and 
oppositionists in the COR (reftel). In fact, none of the 
appointees are from the opposition (flying in the face of 
persistent rumors before the announcement that the King might 
ask a few oppositionists to join the Shura). Similarly, the 
Islamists that were chosen are widely regarded as being very 
close to the government and Royal Family, in contrast to the 
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more extreme and activist Islamists in the COR. 


3. (SBU) The women Shura Council members are: Bahiya Al 
Jishi (returning member), Alice Samaan (returning member, 
Christian), Wedad Al Fadhel (returning member), Dr. Fawziya 
Al Saleh (returning member), Dalal Al Zayed (lawyer), Sameera 
Rajab (anti-American Baathist journalist), Muneera bin Hindi 
(advocate for the handicapped), Houda Nonoo (human rights 
organizer, Jewish), Rabab Al Arrayedh (lawyer), and Dr. Aisha 
Mubarak. Several of the women are involved in the activities 

of the Supreme Council for Women and a few have participated 
in MEPI women\'s pillar programs. 


4. (SBU) In a nod to political centrists, the King appointed 

ten members of the Al Meethaq political society to the Shura. 
Named after the National Action Charter released by the King 
that initiated the political reform and reconciliation 
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process in Bahrain, Al Meethaq is a moderate non-sectarian 
group with Sunni and Shia members that is friendly to the 
government. Al Meethag ran or supported seven candidates in 
the COR elections but none made it past the first round. 

(Note: Only one liberal won a seat in the COR, Sunni 
oppositionist Abdul Aziz Abul.) Apparently to compensate for 
this lack of electoral success, the King appointed several 
political moderates, including Abdul Rahman Jamsheer, Anmed 
Behzad, and Jihad Bukamal. 


5. (SBU) Likely in recognition of the dearth of COR members 

with economic backgrounds, the Shura appointees include many 
prominent business people. Khalid Al Moayyed and Essam 

Jenahi are two of the country\'s most successful business 

leaders and Jamal Fakhro, Abdul Rahman Jamsheer, Abdul Rahman 
Jawahiri, and Jihad Bukamal all run Qsinesses. The 

government will be able to count on this group to thoroughly 

vet and understand budgetary, economic, and financial 

legislative initiatives. 


6. (C) Under the 2002 constitution, the Shura Council has 
powers equal to those of the Council of Representatives. 
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Because each of the members has been personally selected and 
appointed by the King, they will at a fundamental level 

remain loyal to the Royal Family and government. But they 

also bring a diversity of backgrounds and perspectives to 

bear on issues before the Council and proceedings have become 
heated at times. In choosing an unprecedented number of 
women along with political moderates, business people, and 
technocrats as members, the King has assembled a Shura 
Council that is in many ways the polar opposite of the almost 
entirely male, mostly Islamist COR. 
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SUBJECT: ETHIOPIA\'S BFIF PROJECT PROPOSALS: ADDIS CHAMBER 
INTERNATIONAL TRADE FAIR PARTICIPATION; OUTREACH TO 
REGIONAL CHAMBERS 


REF: A. STATE 189849 
B. ADDIS ABABA 000904 


PROPOSAL 1: TRADE FAIR PARTICIPATION 


1. The Addis Ababa Chamber of Commerce will hold its 11th 
Addis Chamber International Trade Fair (ACITF) February 
22-28, 2007. ACITF is the largest, most important trade fair 
in Ethiopia attracting over 260 local and foreign exhibitors. 
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In 2006, post displayed a new, modern, and 
professionally-designed USA booth, provided one-on-one 
counseling for local businesses, and held a half-day seminar 

on doing business with the United States. Post\'s 

participation received wide media coverage as the Ambassador, 
the Minister of Trade and Industry, and wide range of 
entrepreneurs and established industry heavy weights opened 
our new USA booth. Throughout the trade fair, the USA Booth 
was visited by several hundred businessmen and women. 


2. The overall objectives of post\'s participation on the 2007 
ACITF are to introduce American investors, with a focus on 
those of Ethiopian origin, to trade and investment 

opportunities in Ethiopia; promote U.S. products and services 
to Ethiopian companies; highlight USG programs and polices to 
support private sector development; provide Ethiopian 
companies with information on how to do business with United 
States; and encourage business linkages between U.S and 
Ethiopian firms. 


3. For the 2007 ACITF, post is proposing a special focus be 
placed on engaging the Diaspora. The million-strong 
Ethiopian Diaspora in the United States can play an important 
role in Ethiopia\'s economic development and growth by 
providing critically needed financial capital, promoting the 
transfer of skills and technology, and building human 
resource Capacity. Stronger trade and investment ties with 
Ethiopia by the Ethiopian Diaspora in the United States can 
also serve as an important mechanism to constructively engage 
Ethio-Americans in Ethiopia\'s development by providing them 
with a stake in the country\'s economic growth and 
democratization. Given the limited experience of many local 
producers with exporting to the U.S. market, partnerships 
with Ethio-American-owned and -operated companies is a 
natural first step in doing business with the United States. 
The Government of Ethiopia has actively worked to attract 
investment from the Diaspora, including the adoption of 
legislation that grants foreign nationals of Ethiopian origin 
special privileges and incentives for trade and investment. 


4. Milestones: The 11th Addis Chamber International Trade 
Fair (ACITF) is scheduled to take place February 22-28, 2007. 
Planning milestones include: 


- January 1: Develop trade show theme and program with 
State, USAID and its partners, and local American businesses. 
- January 5: Identify and invite prominent business people 

in the Diaspora to the trade fair. 

- January 10: Register and make payments to Addis Ababa 
Chamber of Commerce. 

- January 15: Invite U.S. companies with local 
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representation (such as Coca-Cola, Pepsi-Cola, Boeing, etc.) 
to take part in the trade fair. 

- January 22: Seek sponsorship partners. 

- January 29: Hire planning/event manager. 

- February 1: Complete agenda and program for half-day 
seminar on doing business in the United States. 

- February 15: Complete staffing plan for the USA booth. 

- February 22-28: Trade Fair 


5. Funding Request: Post is requesting early FY 07 BFIF funds 
for USG participation in the 2007 Addis Chamber International 
Trade Fair for a total amount of USD 9,700. A summary of the 
budget is a follows: 


- Booth Rental/ Registration fee = USD 

5,000.00 

- Event Manager (hiring of staff inc.) = USD 3,200.00 

- Publications/Reproduction Materials = USD 500.00 
- Miscellaneous Expenses = USD 500.00 

- Half Day Seminar (room rental/catering) = USD 

500.00 


Total estimated cost = USD 9,700.00 


PROPOSAL 2: DOING BUSINESS WITH THE US: AN OUTREACH PROGRAM 
TO THE ETHIOPIAN REGIONAL CHAMBERS 


6. The Ethiopian Chamber of Commerce (ECC) is an umbrella 
national chamber of commerce made up of 15 city chambers. It 
is the single largest all-encompassing trade promotion and 
private sector development institution in the country. Its 
mandate is to promote Ethiopia\'s products to the world, 
develop international trade and promote investment in 
Ethiopia, and foster the development of a vibrant and dynamic 
private sector in the country. All of the city chambers 

except The Addis Ababa Chamber of Commerce and Sectoral 
Association lack skilled man power, business resource 
materials, information on how to use the internet, and 
knowledge of how to get in touch with U.S. businesses. 


7. Post will prepare an information kit on U.S. Embassy 
commercial section services and basic guidelines on how to 
find U.S. suppliers. Post will establish direct lines of 
communication with local chambers to keep the chambers and 
their constituents abreast of upcoming trade shows in the 

U.S. and programs like the International Buyers Program. 
Different businesses operating in the regions will gain basic 
skills on how to do business with U.S. firms. Businesses 


Column 3 

involved in the export sector would be briefed on AGOA 
provisions programs and its advantages. Outreach events 
would increase entrepreneurial capacity of the local business 
people in developing country markets. Information would be 
available to regional entrepreneurs on what U.S. businesses 
seek and they would be encouraged to take advantage out of it. 


8. Milestones: The two-week outreach program is scheduled to 
take place in April 2007. The exact date will be determined 
after consultation with city chambers. Post has chosen four 
representative city chambers for this program: Bahir Dar, 
Mekele, Dire Dawa, and Awassa. A maximum of 3 days is 
allocated for each city chamber and the rest for traveling. 
Planning milestones include: 


- February 20: Submit proposals of outreach program to 
regional chambers. 

- March 22: Finalize program schedule with regional chambers. 
- March 26: Prepare flyers, information kit and lecture 

notes. 

- April 2-5: Arrive at Bahir Dar and start out reach program. 

- April 10-12: Arrive at Mekele and commence out reach 
program. 

- April 16-18: Conduct outreach program at Dire Dawa Chamber 
of Commerce. 

- April 19-20: Resume Outreach program at Awassa Chamber of 
Commerce. 

- April 23-28: Prepare trip/outreach report. 


9. Funding Request: Post is requesting BFIF funds for 
financing the commercial out reach program. A summary of the 
budget is a follows: 


- Travel/per diem for Embassy Personnel = USD 
1,636.00 

- US Business Directories (CD Rom) = USD 1,200.00 
- Publications/Reproduction Materials = USD 350.00 

- Miscellaneous Expenses = USD 500.00 


Total Estimated Cost: USD 3,686.00 
10. POINTS OF CONTACT: 


Mr. Nicholas Namba 
Economic/Commercial Officer 
US Embassy Addis Ababa 
Tel.: 251-11-517-4111 

Fax: 251-11-124-2405 
E-mail: namban@state.gov 


Mr. Fassil Yilma 
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Commercial Specialist (LES) 
US Embassy Addis Ababa 
Tel.: 251-11-517-4450/51 
Fax: 251-11-124-2431 
E-mail: yilmaf@state.gov 
YAMAMOTO 
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SENSITIVE 
SIPDIS 


FOR SCA/CEN AND INL 


E.O. 12958: N/A 
TAGS: PREL, SNAR, PGOV, PINR, TI, AF 
SUBJECT: NOVEMBER 06 TAJIK BORDER WRAP-UP 


REF: DUSHANBE 2153, DUSHANBE 2109, DUSHANBE 1945 


1. (U) This cable summarizes Post\'s border security, 
counterterrorism and counternarcotics activities for November 
2006. 


2. (SBU) Border Guard Training Center Visit: EmbOffs visited 
Dushanbe\'s Leninsky Training Center, where the Russian military 
trains the Tajik Border Guards. Decorated with propaganda 
pictures and monuments commemorating Soviet World War II battle 
victories, the Russian-run training facility for Tajik troops 

has some modern conveniences, but the training program relies on 
Soviet educational methods to teach under-educated Border Guards 
the basics. This Soviet-style facility provides acceptable 

living conditions with working heat and electricity, but the 

fact that new recruits fire only nine shots over a 40-day 

training period suggests a weak curriculum, larger funding 
shortages and an alarming lack of preparedness for actual combat 
(Dushanbe 2153). 
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3. (SBU) BIWG: EmbOffs attended a November 22 Border 
International Working Group (BIWG) meeting, a monthly forum of 
donors and implementers to discuss border-related issues. At 
this meeting, International Law Enforcement and Narcotics (INL) 
announced that an INL-funded Drug Enforcement Agency (DEA) 
mobile training team would visit Tajikistan to conduct 
counternarcotics training as part of a NATO-Russia Council 
Project December 4-14. Neither Russia nor European NATO 
partners planned to provide any trainers. Post requested that 
both sides reconsider these decisions, and Russia and Greece 
subsequently agreed to provide one trainer each. 


4. (SBU) Drug Detecting Dogs: In late 2005, INL funded a 
program to provide the Tajik Border Guards with drug-detecting 
dogs. The Border Guards cannot account for all the dogs 
provided, and post has previously suspected that local Border 
guards sold the pups of these dogs for personal profit. During 
October and November visits to the Bog and Bakhorat border 
posts, EmbOffs observed other INL-donated dogs posted outside in 
sub-zero temperatures to serve as watchdogs, which adversely 
affects their intended purpose of detecting narcotics. COMMENT: 
Post is deeply disturbed by the misuse of INL-provided dogs. 
While this project is designed to help fortify the border from 

the illicit narcotics transit, the Border Guards have made no 
sincere effort to integrate the dogs into their work program. 

Post\'s Senior Law Enforcement Advisor attended an unproductive 
National Canine Strategy Interministerial Subcommittee meeting. 
The Interministerial group has failed to come up with government 
resources to maintain the dogs. As a result, Post has decided 
that until the National Canine Strategy is finalized with clear 
delineation of responsibilities among the Tajik law enforcement 
agencies, we will not conduct any dog-related program. Nor will 
we agree to provide additional dogs, unless they are first 

neutered and spayed to preclude breeding for sale. END COMMENT. 


5. (U) Uniforms: In November, INL awarded a contract to a local 
company to provide 10,000 winter uniforms to the Border Guards. 
This is the first time that Post has awarded a contract to a 

local company. While there were initial issues with the fabric 
quality the contractor used, the situation is resolved for the 

time being. At first, the fabrics were mis-matched and of 

extremely cheap quality. The women making the uniforms had also 
not been paid for their work. INL has worked to correct these 
problems with the contractor and the work has improved. 


6. (U) Vehicles: INL is providing five KAMAZ and five UAZ 
vehicles to the Shurabod and Muskovski border posts. 


7. (U) Japan: The Japanese International Cooperation Agency 
(JICA) has a supplemental budget to spend in Central Asia by 
March 2007. The agency plans to spend $220,000 to provide 
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equipment to the Tajik Customs authorities and hopes to receive 
additional funding in the future. 


8. (U) EXBS: Post\'s Export Control and Border Security (EXBS) 
office recently donated CT30 drug and radiation detecting kits 

to the Tajik Border Guards. EXBS is also funding a biologist to 
Tajikistan December 11-14 to conduct additional training on 
these items. 


9. (U) New Bridge: His Highness the Aga Khan officially opened 

a bridge between Tajikistan and Afghanistan at Ishkashim 
November 14, financed and constructed by the Aga Khan 
Development Network. The bridge is one of five supported by 
AKDN in Gorno-Badakhshan Autonomous Region along the Afghan 
border. 
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DEPARTMENT FOR SCA/INS 

E.O. 12958: DECL: 12/07/2016 

TAGS: PHUM, PGOV, PREL, PTER, CE 

SUBJECT: SRI LANKA: MINISTER GIVES ASSURANCES ON HUMAN 
RIGHTS UNDER NEW ANTI-TEROR REGULATIONS 


REF: A) COLOMBO 2015 B) COLOMBO 2021 C) COLOMBO 2020 
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Classified By: DCM JAMES R. MOORE, for reasons 1.4(b, d). 


1. (C) SUMMARY: In a December 6 meeting, the Minister for 
Disaster Management and Human Rights gave Ambassador his 
readout of Cabinet deliberations over the promulgation of new 
powers for security forces in the fight against LTTE 

terrorism. He assured us, however, that the new regulations 
adequately safeguarded human rights. Ambassador conveyed 
U.S. concern about increasing violations of human rights in 

Sri Lanka. He gave Minister Samarasinghe a copy of an 
internal USAID report on the deteriorating situation and 

urged the government take concerted action to reverse the 
trend. Samarasinghe told Ambassador he would continue 
participating as chairman of the High-Level Committee on 
Humanitarian Access, despite a recent row between him and the 
Defense Secretary. End Summary. 


MODERATES KEEP DOOR TO NEGOTIATIONS OPEN 


2. (C) On December 6, the Ambassador met Minister for 
Disaster Management and Human Rights Mahinda Samarasinghe to 
get his readout of the day\'s Cabinet meeting and convey our 
concern that human rights and civil liberties in Sri Lanka 
were rapidly declining. Samarasinghe said the Cabinet had 
decided against a proposed ban on the LTTE (ref a) because 
the ban would only strengthen sympathy forthe LTTE cause. 
Instead, the Cabinet effectively reimposed certain suspended 
provisions of the Prevention of Terrorism Act (ref b). 
Samarasinghe thought this would \"keep the door open to the 
peace process\" and create pressure on the LTTE to return to 
the negotiating table. 


3. (C) The Ambassador questioned the impact of the decision 
on civil and human rights. Samarasinghe said past 
Presidential directives safeguarded civil liberties 

adequately and were effectively enforced through random 
visits to police stations to ensure that the police were 

following the directives. These require the police to notify 

a family member of the arrest of a detainee, provide 
detainees with a copy of the police report in a language the 
detainee understands and write the statements of any 

illiterate detainees. Samarasinghe added that while the new 
regulation extends the period suspects can be detained, it is 
not indefinite. He pointed out that international NGOs, 

peace negotiators and development workers were exempt from 
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the detention provisions. 


NEED FOR ACTION ON HUMAN RIGHTS VIOLATIONS 


4. (C) The Ambassador presented a report prepared for USAID, 
\"Democracy and Governance Assessment: Sri Lanka; Presentation 
of Preliminary Findings\" outlining the serious deterioration 

of democratic values and human rights since 2005. The 
Ambassador told Samarasinghe we did not intend to release the 
report, but were sharing it with him and with Foreign 

Minister Mangala Samaraweera (ref c) as a courtesy. 
Ambassador pointed out that the report confirmed UN Special 
Advisor on Children and Armed Conflict Allan Rock\'s charge 
that elements of the breakaway Eastern faction of the LTTE 

led by Colonel Karuna (ref d), including the allegation that 
government forces aided Karuna\'s group in the forced 
recruitment of child soldiers. 


5. (C) It did not make sense that Karuna would need the 
security forces\' help to round up child soldiers, 

Samarasinghe replied, adding that Rock had not provided 
\"strong and credible\" evidence. Without names, dates, and 
other details, the GSL could not investigate incidents based 

on Rock\'s report. Ambassador responded that the GSL should 
start its own investigation. 


6. (C) The Ambassador stressed that rather than issuing 
blanket denials in reaction to allegations of human rights 
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violations, the GSL should seize the opportunity to reverse 

the negative trend. Otherwise, Sri Lanka\'s reputation will 
continue to suffer and pressure will grow for formal 

international monitoring. The Ambassador recommended the GSL 
start by appointing an independent candidate to the 

Constitutional Council to restore legitimacy to this 

institution and the others that depend on it. 


SAMARASINGHE TO REMAIN CHAIRMAN OF GROUP ON NGO ACCESS 


7. (C) Samarasinghe assured the Ambassador he will remain 
chairman of the High-Level Committee on Humanitarian Access 

-- despite his threat to quit after the last such meeting 

ended in acrimony. The Ambassador let Samarasinghe know that 
as current convenor of the Co-Chairs in Colombo, he planned 

to attend future meetings of the group. He strongly urged 

the Minister to continue his crucial role as chairman. 


Column 3 

Samarasinghe said President Mahinda Rajapaksa had called him 
the day before, asking him to continue as chair and to call 

the next meeting of the High-Level Committee. 


8. (C) COMMENT: Samarasinghe appeared receptive to our 
message on the need to improve the government\'s performance 
on human rights. However, it is not clear whether he and 

other moderates such as Foreign Minister Samaraweera have the 
political clout to prevail against government hardliners. 

They won a round recently by heading off an ill-considered 

sharp reaction (such as banning the Tigers) to the 

assassination attempt against Presidential brother Gothabaya 
Rajapaksa. They have also kept the peace process alive by 
convincing the President to refrain from an open breach of 

the Ceasefire Agreement. Further, it is encouraging that the 
President continues to put a high priority on the liaison 

group on Humanitarian Access. Still, the sweeping new powers 
granted to security forces by the presidential promulgation 

of new anti-terrorism measures give rise to concerns that 

human rights abuses may continue to escalate. We and other 
observers of Sri Lanka will need to monitor this closely. 

BLAKE 
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E.O. 12958: N/A 
TAGS: ETRD, ETTC, PREL, BO, CU 
SUBJECT: BELARUS: LIBETDACT 


REF: STATE 191752 


1. Summary: The GO is building economic ties with Cuba, 
strongly spports the Cuban government, and has no interest 
n promoting democracy, the protection of human rigts or 
free market reform. End summary. 


Belarsian-Cuban Investment, Trade and Exchanges 


Column 3 

2. Question 1: Belarus and Cuba actively seek spheresof 
economic cooperation. On November 22, Belaruian Foreign 
Minister Viktor Gaisyonok stated at he Belarusian-Cuban 
Commission on Trade and Econmic Cooperation, \"today we are, 
above all, intersted in the stabilization of trade between 

Belaru and Cuba, the development of relations in the baning 

and finance spheres, cooperation in biomedicne and an 

increase in supplies of medicines and quipment to Cuba.\" 


3. As of November 1, the OB reported that 
Belarusian-Cuban trade and investment totaled USD 17.7 
million, up 25.7 percent from this time last year. 

Belarusian exports to Cuba totaled USD 6.2 million in goods, 
including trucks (USD 2.4 million), engines (USD 1 million), 
tractors (USD .5 million), spare parts for machinery (USD .2 
million) and radio equipment (USD .3 million), tires (USD .2 
million), busses, vehicles, footwear, petrochemicals, and 
electronics. Cuban exports to Belarus totaled USD 11.5 
million and included raw sugar cane, medicine, tobacco 
products, hard liquor, and citrus products. 


4. Belarusian traders and investors in Cuba include the 
National Bank of Belarus, Belvneshekonombank, Priorbank, 
Belagroprombank, Belarusbank, Belinvestbank, Minsk Tractor 
Works, MAZ (bus and truck factory), Minsk Engine Plant, BelAZ 
(dump truck factory), Belarusian State Television and Radio 
Company (BSTRC). OAO Amkodor plans to open a construction 
equipment factory in Cuba. Cuban companies investing in 
Belarus include Cuba\'s Central Bank and Cuban Institute of 
Radio and Television. 


5. Question 2: On September 3, 2000, Belarus and Cuba 
signed two separate trade agreements, the Agreement Between 
the Government of the Republic of Belarus and the Government 
ofthe Republic of Cuba on Trade and Economic Cooperation and 
the Agreement Between the Republic of Belarus and Republic of 
Cuba on Friendly Relations and Cooperation, which sought to 
promote and protect mutual investment, develop mutual trade, 
assist businesses in the respective countries in conducting 

joint investment projects, and create financial and 

industrial groups and joint ventures. On February 26, 2003, 
Belarus and Cuba signed the Agreement Between the Committee 
on Standardization, Metrology and Certification with the 

Council of Ministers of the Republic of Belarus and the 

National Bureau on Standardization of the Republic of Cuba, 
which allowed for freer movement of goods between the nations. 


6. In addition, press reports indicate that the GOB has 
ratified other bilateral agreements within the past two 
months, which promote greater cooperation and exchange in 
transportation, air service, politics, legal matters, 
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information exchange and municipal services. New agreements 
are currently in the works to enhance cooperation between the 
central banks and increase trade of potash fertilizers, 

fabrics, clothes, and dried milk. 


7. Question 3: On November 23, Belarus and Cuba signed an 
accord to reinitiate educational exchange programs, which 
have been frozen since the fall of the Soviet Union. On the 
same day, the Belarusian State Television and Radio Company 
signed an agreement with the Cuban Institute of Radio and 
Television allowing the two institutions to exchange radio 

and TV news, culture, music and entertainment programs. 


Belarus and Cuba: Friends Forever 


8. Question 4: Belarus considers Cuba to be one of its few 

close friends and allies on the world stage and has no 

interest in promoting democracy or human rights in Havana. 

Belarus actively supports Cuban initiatives in international 

fora. On November 9, Cuban Ambassador to Belarus Omar Medina 
Quintero expressed his country\'s gratitude to Belarus for its 

support and assistance in the international arena and in 

opposing one of the great powers (i.e. the United States). 


9. This support in the international arena is mutual. On 
October 30, Belarusian Prime Minister Sergey Sidorskiy 
expressed Belarus\' mutual gratitude to a visiting Cuban 
delegation led by parliamentary president Dr. Ricardo Alarcon 
for Cuba\'s support of Belarus policies and initiatives, 

stating \"we feel the personal support of Ricardo Alarcon, 
which he renders to Belarus in international organizations as 
a professional in politics.\" 


10. Question 5: In September, President Aleksandr 

Lukashenko traveled to Havana for the Non-Aligned Movement 
Summit. Following his visit, representatives from Cuba\'s 

Central Bank came to Minsk on October 8-12 to discuss a 
possible bank cooperation agreement. On October 30, the 
Cuban National Assembly President Dr. Alarcon called on the 
Belarusian Parliament in Minsk to discuss measures to promote 
closer economic cooperation between the two countries. In 
conjunction with the Belarusian-Cuban Commission on Trade and 
Economic Cooperation on November 21-23, Cuban Deputy Prime 
Minister for foreign investment and economic cooperation 
Ricardo Guerrero Blanca visited Minsk. 

Stewart 
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TAGS: MARR, MASS, MOPS, PGOV, PINR, PREL, SI 

SUBJECT: SLOVENIAN CHIEF OF DEFENSE TACKLES HOST OF HOT 
TOPICS OVER LUNCH WITH THE COM 


Classified By: COM for reasons 1.4 (b) and (d) 


1. (C) Summary. Slovenian Defense Chief Gutman told COM the 
MoD is working to lift caveats, eager to take on troop 
deployment in Kosovo, enthusiastic about USG military 
education programs, and committed to realizing its spending 
target of 2% of GDP soon. Gutman shied away from discussing 
defense acquisition issues, including a tender for simulation 
systems that included a U.S. bidder, but did mention the 

GoS\'s efforts to get serious about interdicting traffickers 

on the sea and in the air. End Summary. 


2. (SBU) COM hosted a lunch on November 27 for Major General 
Mason C. Whitney, the Adjutant General of the Colorado 

National Guard. The lunch was attended by General Whitney 
and staff, Slovenian Chief of Defense (CHOD) Lieutenant 
General Albin Gutman, Commander of Slovenian Armed Forces 
(SAF) Doctrine, Development, Training and Education Command 
Brigadier General Jozef Zunkovic, Adjutant to the CHOD Major 
Matjaz Zirovnik, and Commander of the 1st Brigade Colonel 
Anton Tunja. 


3. (SBU) At the top of the lunch Gutman asserted that the GoS 
continues to have a long-term commitment to funding the MoD 
at 2% of GDP. He acknowledged that it will not hit that 
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target this year or next, but said that defense expenditures 
will definitely rise as the SAF continues to add personnel 

and equipment. He said he hoped to see the MoD hit the 2% 
target in the next few years. 


4. (C) Regarding caveats, Gutman said that SAF troops in 
Kosovo currently do not have any caveats and that the troops 
in Afghanistan have \"caveats regarding location\" like many of 
the other troops in Afghanistan. This does not match the 
Embassy\'s understanding of current restrictions on the SAF\'s 
troops in Kosovo. Without wanting to get too specific, 

Gutman said that lawyers were struggling with the idea of 
giving military police authority to operate outside of 

military premises. He also noted the difficulty in letting 

troops take action against demonstrators, saying that for 
Slovenes deployed in the Balkans, \"historical issues 
immediately flare up.\" Ultimately, Gutman said the issue was 
a \"problem for the lawyers\" and hoped that wording in the SAF 
Military Service Act would solve the problem by producing a 
solution that is \"written in law.\" In contrast, a working 

level staffer at the MoD privately told EmbOff that the law 

is unlikely to change the current situation on caveats (The 
SAF Military Service Act is currently under consideration in 

the government with plans to send it to Parliament in 
December). 


5. (C) Gutman raised the upcoming deployment of nearly 700 
troops to Kosovo. He said that he is eager to see the SAF\'s 
10th motorized battalion deployed to Kosovo now that it has 
been certified by NATO. He added that it is good to get 
troops out in the field to gain experience and that this will 

be helpful in evaluating how the SAF is doing with its 
transformation. The 10th motorized battalion is on track to 
deploy to the town of Pecs in Kosovo in February 2007. When 
it joins the 214 SAF troops already in Kosovo with KFOR, it 
will be the largest international deployment in the history 

of Slovenia as an independent state. 


6. (C) In an about-face from the MoD\'s policy in recent 

years, CHOD Gutman said the Ministry would submit applicants 
for consideration to the U.S. Air Force Academy and West 
Point (two per year for the next five years). Sending cadets 

to U.S. service academies, if it comes to fruition, would be 
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a major financial commitment (approximately USD 100,000 per 
year/cadet) given that the total MoD training budget is 
approximately USD 3,000,000. It would represent the SAF,s 
serious, ongoing interest in sending its best and brightest 

to train alongside U.S. forces and develop SAF leaders with 
American experience. It would also show a MoD that is 


beginning to understand that it must shoulder more of the 

costs of education and training exchange as Slovenia 
completes its transition into a NATO partner and an exporter 

of security. As to the high cost of training at a U.S. 

service academy, Gutman made clear that \"not getting the best 
training was ultimately more expensive.\" 


7. (C) Gutman demurred on COM inquiries regarding a decision 
on the latest SAF defense acquisition with U.S. interests - 

the purchase of a combat simulation system for Slovenia\'s 
planned combat training center - and chose not to engage on 
the highly controversial decision in summer 2006 to acquire 
8x8 armored vehicles from Finish company Patria instead of 
the U.S.-affiliated Slovenian bidder. On December 5, Major 
Robert Sipec informed the Office of Defense Cooperation that 
the SAF awarded the tender for the combat simulation system 
to the Swedish company SAAB, marking a continuation of the 
recent string of MoD decisions unfavorable to U.S.-affiliated 
defense contractors. 


8. (C) In an interesting side discussion that began with a 
reference to Slovenes! love for aeronautics, Gutman and 
Brigadier General Zunkovic talked about the GoS\'s efforts 
over the past year to focus seriously on patrolling the 
Slovenian airspace and coastline to stave off the trafficking 
of persons and drugs and improve the country\'s border 
security. Gutman said that in the past, Slovenia was only 
paying attention to big ships in the water off its coast, but 
now it is increasingly focused on all ships, big and small. 
Likewise, they said that while the government formerly 
watched only the airspace around Brnik and Cerklje airports, 
it will expand this vigilance to all of Slovenian airspace. 
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9. (SBU) Gutman concluded with a mention that current SAF 
Director of General Staff Steiner was promoted to Major 
General and would soon become his number two (the Deputy 
Chief of Staff to the General Staff). Steiner attended 

National Defense University through the IMET program in 2004. 
Steiner is not alone among the ranks of recently announced 
SAF leadership who have attended programs in the U.S. 
Steiner\'s replacement as Director of General Staff will be 
Brigadier General Branimir Furlan who attended the Army War 
College in 2000, and new Commander of Forces Command, 
Brigadier Alan Geder, attended Army War College in 2004, both 
through the IMET program. 


10. (U) Major General Whitney, the Adjutant General of the 
Colorado National Guard, paid his last visit to Slovenia as 
Adjutant General from November 26 to 30 as part of an annual 
assessment of the Colorado National Guard\'s State Partnership 
Program with Slovenia. The visit included consultations with 
Slovenian Chief of Defense Gutman and other top SAF leaders, 
as well as a visit to Cerklje Air Base (which the GoS is 
upgrading to meet NATO standards) and the partially complete 
Cadet School in Maribor. The Slovenian - Colorado 
partnership has been in existence since 1993 and has proved 
to be incredibly popular within the SAF and was instrumental 

in Slovenia\'s invitation to join NATO in 2002 and its 

readiness to participate in NATO operations worldwide. 


11. (C) Comment. MG Whitney\'s final visit celebrated what 
has been a highly successful bilateral relationship for the 
Colorado National Guard and the SAF. Gutman and his staff, 
many of whom have known Whitney for years, were eager to 
share their successes and their plans to continue the SAF\'s 
transformation during the visit and at the COM\'s lunch. 
Gutman said almost all the right things (about the budget, 
international deployments, education and training, the 
importance of U.S./Slovenian bilateral relations) but was 

less encouraging on caveats. Gutman knows and appreciates 


the American perspective. However, his reticence in 
discussing acquisitions may indicate he is not powerful 

enough to push through more contested MoD decisions that are 
in the U.S. interest. End Comment. 

ROBERTSON 
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E.O. 12958: DECL: 09/09/2015 
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SUBJECT: PRESIDENT CALLS IN AMBASSADOR OVER 12/6 SHOOTING 
INCIDENT 


REF: A. A) BISHKEK 1732 
B. B) BISHKEK 1722 


BISHKEK 00001733 001.4 OF 002 


Classified By: Ambassador Marie L. Yovanovitch, for reasons 1.4 (c) AND 


(d). 


1. (C) Summary. On December 7, President Bakiyev called 
in the Ambassador to discuss the December 6 shooting incident 
at the Manas Air Force Base. He requested that the U.S. keep 
the Airman who shot the Kyrgyz national in the country until 

the end of the investigation and that no constraints be put 

on the investigation. The President said he wants to amend 
the bilateral MOU so that U.S. airmen no longer have 
immunity, but are subject to Kyrgyz law. Later the MFA sent 

a diplomatic note \"demanding\" the U.S. government lift the 
immunity of the Airman who shot the Kyrgyz truck driver. END 
SUMMARY. 


2. (C) On December 7, President Bakiyev called in the 
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Ambassador to discuss the December 6 shooting incident at the 
Manas Air Force Base (ref A). Ambassador was accompanied by 
Commander of the Base, Colonel Scott Reese. The President 
was accompanied by Presidential Chief of Staff Abdyldayev and 
Foreign Policy Advisor lbragimov. The meeting was 
approximately 40 minutes and media was present for the first 
fifteen minutes 


PRESIDENT WANTS TO CHANGE MOU; MFA WANTS USG TO LIFT AIRMAN\'s 
IMMUNITY 


3. (C) The President opened by asking the Ambassador to 
explain what had happened. He requested that the U.S. keep 
the Airman who shot the Kyrgyz national in the country until 
the end of the investigation and that no constraints be put 

on the investigation. The President said he had asked 
Abdildayev and the Foreign Ministry to review the 2001 
Diplomatic Exchange of Notes (which constitutes our MOU) with 
a view to changing the terms of the presence of the military 

at the Air Base. Specifically, he said Kyrgyzstan wants the 
U.S. military to be subject to Kyrgyz law. Although the 
President did not raise this, later the Embassy received a 
diplomatic note \"demanding\" the U.S. government lift the 
immunity of the Airman, and retaining the right to full 
compensation (Bishkek 1732). 


FRUSTRATION OVER LACK OF PROGRESS ON AIR COLLISION 


4. (C) The President noted that this is not the first 

incident and recalled that several years ago, Base personnel 
were involved in a car accident in which two Kyrgyz women 
died. He raised the September airplane collision and noted 
that the U.S. has not provided its report and \"nothing has 
happened.\" At this point, the media departed and the 
President acknowledged that all of the incidents were 
accidents, but stated that when there is a crime, people need 
to answer for it. Bakiyev said the public would not 
understand what happened in the shooting incident and that 
the Kyrgyz government has \"no control\" and \"cannot influence\" 
the process. 


FRUSTRATION OVER INABILITY TO BRING AIRMAN TO JUSTICE 


5. (C) The President said that the knife that the victim had 
was small, and he could not understand why it was necessary 
to shoot him. He continued that he would understand the 
victim\'s death if Kyrgyzstan was at war, but the Kyrgyz are 
not fighting. The Kyrgyz have provided a Base to help the 
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U.S. in the fight against terrorists in Afghanistan, but 

\"what happens is that a Kyrgyz citizen dies.\" \"| am the 
President, and | cannot allow this,\" he said. Acknowledging 

that the investigation continues, he said he still doesn\'t 
understand why two shots were necessary, and wondered why the 
Airman did not shoot to wound. He concluded that there is a 
sense in Kyrgyzstan that U.S. military members believe they 

can do whatever they want, and that they are unaccountable. 
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AMBASSADOR RESPONDS 


6. (C) Ambassador conveyed her regret that the incident 
took place and her condolences to the President and the 
family. She said that OSI and MVD had established a joint 
investigation and were working together cooperatively. She 
said that the Airman falls under the Military Code of Justice 
and there would be a courtmartial if there is reason to 
believe that the Airman acted improperly. She noted that the 
Base would be reviewing its procedures. When the media 
departed, she provided a description of the self-defense 
shooting incident. Regarding the air collision, she said the 
Accident Investigation Board(AlB) is finalizing its report; 

the process is detailed and in-depth, and therefore 
time-consuming. Ambassador said that she had not seen the 
AIB report, but understood there might be discrepancies with 
the Kyrgyz report; the U.S. would seek to present a 
constructive way forward when we share the AlB report with 
the Minister of Transportation. 


7. (C) Ambassador noted that the Air Force is committed to 
safety and over the years has made substantial improvements 
at the Manas Airport with safety in mind. After the 

collision, the working level immediately made certain 

changes, she said. In addition, Base leadership and Kyrgyz 
counterparts were slated to meet to discuss safety issues 

later in the day, and on December 11 the Head of CENTAF 
Safety would meet with MIA and KAN. Ambassador thanked the 
President for his partnership in the fight against terrorism 

and his partnership in the investigation. She concluded that 
the U.S. wanted to be a good partner to Kyrgyzstan and a good 
guest in Kyrgyzstan. 


COMMENT 


8. (C) The President focused on two issues. One is cultural 
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and reflects the difference in how Americans and Kyrgyz fight 
and train. The Kyrgyz - from the President on down - do not 
understand why a warning shot wasnWt fired, why two shots 
were necessary, why deadly force was used at all. In this 
incident, Americans perceive that the victim posed a threat; 
to the Kyrgyz, the shooting incident demonstrates that it is 
Kyrgyz civilians who are at risk by having armed U.S. service 
members at the airport. 


9. (C) The second issue is frustration at what the Kyrgyz 
perceive to be U.S. lack of cooperation on issues related to 

the base, and the Kyrgyz inability to influence our 

processes. In this shooting incident, Kyrgyz lack of 
sovereignty is clearly also a factor. The President\'s 
discussion of the air collision incident, which we were led 

to believe would be a central part of the conversation, 

turned out to be more of an aside and was cited as an example 
of a pattern of U.S. behavior that the Kyrgyz perceive to 
demonstrate U.S. indifference to Kyrgyz concerns. 


10. (C) The President called in the Ambassador at least in 

part to demonstrate that he is on top of things and defending 
Kyrgyz citizens. However, it is unlikely that the issue will 

fade away, especially since a sharply worded diplomatic note 
\"demands\" that we revoke the Airman\'s immunity, and \"insists\" 
that the Airman not leave Kyrgyzstan. While the former is a 
non-starter, we can appear responsive by not transferring the 
Airman from Manas for at least the next 2-3 weeks, by which 
time the OSI anticipates having completed their interviews 

and all the investigative work except for the lab analyses 

that will need to be conducted in the U.S. Longer term, we 

are expecting the MFA to follow up soon with a request to 
amend the MOU on the question of immunity. How we respond 
to each of these issues will do much to shape our further 
engagement. 

YOVANOVITCH 
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NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 
STATE FOR NEA/ELA, NEA/FO:ATACHCO 


E.O. 12958: DECL: 12/07/2016 

TAGS: PGOV, PREL, PTER, LE 

SUBJECT: LEBANON: BERRI FOR BOTH SINIORA AND CABINET 
EXPANSION, SEEKS SAUDI-SYRIAN SOLUTION 


REF: BEIRUT 3775 
Classified By: Jeffrey D. Feltman, Ambassador. Reason: 1.4 (d) 


SUMMARY 


1. (C) In a meeting with the Ambassador, a curiously jubilant 
Speaker Berri laid out his positions: he is for the current 
GOL, including PM Siniora, staying; opposed to any confidence 
or no-confidence vote or a new Ministerial Declaration; but 

in favor of the opposition obtaining a \"blocking minority\" in 
the cabinet (one-third-plus-one), due to their representation 
by 44 percent of the Parliament. Berri would offer the PM 
guarantees that the opposition would not employ their 
one-third-plus-one to force the resignation of the cabinet; 
those guarantees might include assurances from regional 
governments, and Berri talked up the need for a Saudi-Syrian 
agreement. Berri would not consider using the Parliament to 
change the President under current circumstances, in 
opposition to March 8-Aoun. Berri categorically ruled out 
calling a new Parliamentary session now -- doing so would 
provoke MP resignations -- and assured us that Hizballah 
would take no action against UNIFIL or to split the LAF. In 

a private conversation with the Ambassador at the end, he 
said that his bottom line regarding the Special Tribunal for 
Lebanon never appear before the Lebanese parliament. He also 
suggested Michel Aoun has a deeper relationship with Syria 
that Aoun will acknowledge and pushed hard for Syrian-Saudi 
reconciliation as the key to solve Lebanon\'s crisis. End 
Summary. 


LAUGHING ON THE WAY 
TO THE POLITICAL GRAVEYARD 


2. (C) The Ambassador called on Chamber of Deputies Speaker 
Nabih Berri at his Ain-al-Tina office on December 6. Berri\'s 
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advisor Ali Hamdan as well as his brother Mahmoud Berri also 
attended the meeting; Polchief was notetaker. In contrast to 
the generally gloomy mood in Beirut, Berri was in a visibly 
ebullient mood. The Ambassador joked to Berri that, with 
President (\"Rais al-Jumhuria\") Lahoud in diplomatic isolation 
and Prime Minister (\"Rais al-Wuzara\") Siniora surrounded by 
protesters, Berri as Speaker of the Parliament (\"Rais Majlis 
al-Nuab\") is the only \"Rais\" of the three presidents 
remaining with whom we could meet. Berri, who has often been 
reticent to meet with USG visitors, welcomed the Ambassador 
warmly and, in fact, admitted into his office an unusually 

large gaggle of press photographers for a photo spray, 
laughing and joking with the Ambassador as the cameras 
rolled. Security at Ain-al-Tina was noticeably high. 


3. (C) Berri also encouraged us to call on Siniora, saying 

\"it will be good for him." He brushed aside the suggestion 
that a highly visible U.S. Embassy motorcade winding its way 
through protesters to the Serail could undermine Siniora, as 
his opponents denounce him as a U.S. puppet. (Note: We are 
not visiting Siniora now at the PM\'s own request, who fears 
that our visits would simply reinforce the image of him as a 
U.S. proxy. But we are in regular communication with Siniora 
by phone and via advisors. End note.) 


REDUCING MEDIA INCITEMENT 


4. (C) The Ambassador offered condolences to Berri on the 
death of an Amal supporter who was shot by a suspected Sunni 
extremist the night of December 3. But these sorts of 
incidents are inevitable in the tense situation that has been 
created by the ongoing demonstrations. \"Thank God,\" Berri 
replied, \"that if that had to happen -- if it had to happen 

-- that it happened to an Amal supporter\" and not to a 
Hizballah or Mustagbal (Hariri movement) member. Berri 
agreed with the Ambassador that feelings are very tense in 
Beirut and that any violence could quickly get out of hand. 
Berri assessed that the competing television stations 
Mustagbal and Manar are both pushing extreme views and 
inciting their respective March 14 and opposition supporters 
to ever-higher emotions. He told us he is embarked on an 
effort to persuade both stations to lower their tone. 
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AL-QAEDA THREAT GROWING 
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5. (S) Al-Qaeda is a growing concern, the Ambassador informed 
Berri, and while their operatives would gladly target the 

U.S. Embassy they would, in Lebanon, also likely target a 

Shia leader like Berri, especially when the Shia are now seen 

as attacking Lebanon\'s Sunni politicians and institutions. 

The Speaker replied that in the eyes of al-Qaeda, the 
Christians, Jews and Sunni Muslims are \"people of the Book,\" 
and therefore (generally) immune to killing but, he lamented, 
Shia Muslims are fair game. The Ambassador underscored that 
Hizballah\'s actions to destabilize Lebanon and threaten 

Sunnis and their interests here are completely 
counterproductive to Shia interests, as they can be used to 
recruit and incite al-Qaeda to action. Berri agreed. 


BERRI LIFTS SERAIL SIEGE 


6. (C) Berri spent much of the meeting recounting for us his 
efforts throughout the crisis, and throughout the duration of 

the Siniora government, to mediate between the two opposing 
sides and attempt to stave off a confrontation. Apparently 
forgetting he had also talked with the Ambassador by phone on 
the subject, he told us that on December 1, the first full 

day of the opposition \"sit-in\" in Riad al-Solh Square, he was 
awakened from a nap (either an unlikely or an irresponsible 
activity by a Shia leader on that particular day) by a 

frantic call from the Prime Minister: the Grand Serail was 
surrounded and cut off from the rest of the city. Lebanese 
Armed Forces (LAF) G-2 Georges Khoury and Commander Michel 
Sleiman also called, with the latter telling Berri he \"would 

have to attack\" to drive the protesters away from the 

Serail\'s entrances. Berri told Sleiman he would have a path 

to the Serail open within 30 minutes, faster than the LAF 

could. He accomplished it in 35, he told us, by liaising 

with March 8 leaders. 

BERRI WANTS ARMY TO BE NEUTRAL, 

WON'T PARTICIPATE IN SPLITTING LAF 


7. (C) The Speaker reported that he had also told Sleiman 

that, in the event that large-scale arrests become necessary, 
he must act equitably toward all parties. If Amal supporters 
create problems, they should face arrest in equal measure 

with supporters of every other group. When the Ambassador 
asked whether Hizballah would order Shia members of the LAF 
and civil service to leave their posts, Berri said that if 

that should happen he would order that they remain in their 
jobs. Splitting the LAF was a red line Berri would not 

permit to be crossed. 


ASSIGNING BLAME FOR CURRENT MESS 
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TO MARCH 2005 DEMONSTRATIONS 


8. (C) Berri could not resist revisiting the events of March 

2005 with an air of I-told-you-so. The March 14 crowd had 
\"prepared the ground\" for the current demonstrations then, he 
averred, with their own (anti-Syrian) sit-in of Martyr\'s 

Square, where small groups of youth camped out from March 
until the departure of the Syrian troops in late April. Due 

to diplomatic pressure, especially from the West, the 
demonstrators were held back from turning President Lahoud 
out of the Baabda Palace and the March 14 revolution was not 
completed. The Ambassador reminded Berri that an attempt to 
remove Lahoud by force, especially before the Syrian army 

left Lebanon, could have caused a civil war and that 

diplomatic representatives had, in fact, given that message 

to those leading the 2005 demonstrations. \"You do not fear a 
civil war now?\" Berri quipped, to which the Ambassador noted 
that diplomatic representatives were repeating the same 
warning now. Walid Jumblatt (who was in 2005 perhaps the 
most zealous of those readying a march on Baabda) understood 
the situation well, he added -- the Presidency is the key 

that unlocks all the doors of power in Lebanon. 


POSTPONEMENT OF STREET ACTION; 
PROMOTING SAUDI-SYRIAN RECONCILIATION 
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9. (C) Berri shared with us more of his mediation efforts 

that, in his view, had deferred street protests twice 

already. He first proposed his end-of-Ramadan national 
consultations on August 14, he said, as March 8 leaders were 
first talking of street action to topple Siniora. His push 

for dialogue and then for consultative talks delayed the 

resort to the street up to the present time. Berri also 

pushed for help from King Abdullah, he added, during his 
early October visit to Saudi Arabia. He told Abdullah that 
Bashar Asad, \"is making mistakes, and you need to be a father 
to him.\" The secret to keeping order in Lebanon, Berri 
claimed, is Saudi-Syrian agreement and reconciliation, and 
that lofty goal (at least as it relates to the Lebanon 

question) was the purpose of his trip. 


ONLY AOUN BLOC TO BE ADMITTED 
INTO THE (ENLARGED) CABINET CLUB 
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10. (C) Berri\'s current position, he told us, is the same as 

it was going into the failed consultation sessions of early 
November. He is for the current government staying in power; 
for Prime Minister Siniora staying in power; he is against 

any confidence or no-confidence vote in Parliament; and 
against any new Ministerial Declaration. (Note: the current 
Declaration, issued at the formation of the Siniora 

government in mid-2005, expresses among other things support 
for Hizballah\'s \"National Resistance\" and its right to 

possess heavy weapons. So keeping the existing declaration, 
which Siniora and March 14 ministers would no longer support, 
is hardly the concession Berri suggests. End note.) Berri 

is also against bringing \"anyone new\" -- i.e., any new 
opposition party -- into the cabinet, with the exception of 
Michel Aoun. He specifically excluded Marada Party leader 
and ex-Interior Minister Suleiman Franjieh, and said that he 
refused to talk to other regime opponents such as former PM 
Omar Karami and Druze opposition leader Talal Arslan. 


INSISTING ON THE PARLIAMENT 
WOULD TRIGGER MP RESIGNATIONS 


11. (C) The Ambassador pointed out that the Chamber of 
Deputies has met only twice in the current legislative 
session, which expires December 31. The Speaker replied that 
he had also repeatedly refused the demands of March 14 
leaders to convene a parliament session in response to the 
current political crisis. To do so, he said, would provoke 
the resignation of 40-50 deputies and rob the body of its 
legitimacy. Additionally, the current cabinet already has 
the confidence of the Parliament, so a confidence vote is 
beside the point. As for the legislative agenda, he added, 
\"one day, | will use the Parliament to correct everything 
necessary.\" With President Lahoud \"outside the law,\" 
however, attempts to legislate or to use Parliament to 
resolve the political crisis would be fruitless. 


INSISTENCE ON BLOCKING MINORITY 
BUT OFFERING (VAGUE) GUARANTEES 


12. (C) On the cabinet, Berri is convinced that the 

opposition has at least the right to a one-third-plus-one 
representation. Berri cited the 57 deputies, or 44 percent 

of the Chamber, belonging to March 8 and argued that 
one-third-plus-one of the cabinet was in fact under what the 
opposition deserved. He did not respond to the Ambassador\'s 
reference to Saad Hariri\'s quip that, in that case, the 

majority deserved 56 percent of the presidency. In return, 
Berri added, the government would have to receive guarantees 
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that the opposition deputies would not withdraw from the 
cabinet and precipitate its fall. \"What collateral or 

guarantee can | offer,\" Berri added, other than a solemn 

oath. With Lebanon\'s current lack of trust, regional and 
international guarantees are the only option, he said. \"The 

real problem,\" he again mentioned, \"lies between Saudi Arabia 
and Syria.\" 


13. (C) A new President could be among the guarantees, the 
Ambassador suggested. Berri replied that the same suggestion 
had been made by the French Ambassador and by March 14 
leaders, but he categorically ruled out using the Parliament 
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to replace Lahoud in the current climate. He would have to 
change the constitution again, he said, and to do so in the 
face of Hizballah and Aounist opposition would constitute a 
confrontation that would be in the interest of no one, 
neither in Lebanon nor abroad. 


COY ON MOUSSA PROPOSAL 


14. (C) Berri mentioned Arab League Secretary-General Amr 
Moussa\'s proposal of 19 government ministers, 10 opposition 
ministers, and one additional \"neutral\" minister nominated by 
Berri with Siniora\'s blessing. Staying studiously coy, Berri 
refused either to commit himself or reject Moussa\'s proposal. 
(See reftel for comments on Moussa\'s proposal. March 14 
leaders fear Berri will manipulate the appointment of the 
\"neutral\" minister in order to convince Hizballah and Aoun 
that they have, in fact, acquired the blocking minority.) 


UNIFIL AND INTERNATIONAL PARTNERS 


15. (C) At several times in the conversation, the Ambassador 
reviewed with Berri just how dangerous the current atmosphere 
is and how much the language of incitement used in the 
demonstrations and in the media was hurting the chances of 
finding a non-violent solution. While supporting the right 

to demonstrate, Berri reiterated his loathing for the 
confrontational language used by opposition speakers at the 
sit-in, in particular those comments that appeared to be 
directed against the USG. \"I\m their ally, even if | don\'t 

like to oppose your policies.\" 


16. (C) Berri similarly condemned the rhetorical attacks on 
the expanded mission of the United Nations Interim Force in 


Column 3 

Lebanon (UNIFIL). Berri told opposition organizers that they 
must do nothing to compromise the unity of the LAF or 
threaten UNIFIL. He assured us that, as he had told UNIFIL 
official Milos Strugar in a recent meeting, no relationship 

could be closer than that between Amal and UNIFIL, which has 
been on the ground in south Lebanon for over two decades. 
Security Council Resolution 1701 is inviolable, he declared, 
and nothing will happen to UNIFIL. \"I would resign first.\" 
Furthermore, \"is UNIFIL more threatened by Israel or by 
Hizballah?\" Berri asked. \"Who attacked the Germans, who made 
provocative overflights and mock bombing raids, and who is 
causing problems in Ghajjar?\" he inquired. Berri made it 
clear that attacking UNIFIL was a red line he insisted he 

would not cross. 


AVOIDING PARLIAMENTARY ROLE 
FOR SPECIAL TRIBUNAL FOR LEBANON 


17. (C) At the end of the meeting, the Ambassador asked to 
see Berri alone. Presumably to avoid any listening devices, 
the Speaker ushered the Ambassador to staff chairs on the 
opposite side of the room. The Ambassador asked Berri for 
his bottom line regarding the Special Tribunal for Lebanon. 
Avoid the parliament, Berri said (citing examples of 
international treaties -- including the notorious 1969 Cairo 
Agreement -- Lebanon has signed that never needed 
parliamentary ratification). He urged that either the 

Security Council create the tribunal on its own or that 

Article 52 of Lebanon\'s constitution be carefully studied so 
that no parliamentary ratification is needed. The Ambassador 
asked whether Berri would support a tribunal created by 
either of those methods, given that surely some Lebanese and 
the Syrians would use the absence of parliamentary action to 
denounce the establishment of the tribunal. Berri said that 

he would not oppose the tribunal; he just could not be part 

of its establishment. 


HINTS OF AOUN\'S COOPERATION 
WITH THE SYRIANS 


18. (S) The Ambassador asked whether the Speaker wasn\'t 
worried that March 14 might make a deal with Michel Aoun, 
obtaining Aoun\'s approval of the tribunal in exchange for an 
Aoun presidency. That would leave the Shia isolated in the 
presidential elections; the Speaker would be reduced to a 
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minor player in choosing the next president, in such a 
scenario. Berri (whose hatred for Aoun is well known) looked 
shocked and asked whether the Ambassador had discussed such a 
possibility with March 14 leaders. Responding negatively, 

the Ambassador noted that he was merely thinking aloud: at 
least theoretically, trading Aoun\'s support for the tribunal 

with March 14 support for an Aoun presidency seemed one 
promising way to break the current impasse. Berri hissed 
that Syria would never permit Aoun to make such a deal. The 
Ambassador asked Berri whether, then, Aoun had deep 
cooperation with the Syrians. Berri looked at the ceiling 

and did not respond. 


SYRIA-SAUDI RECONCILIATION 
KEY TO WHAT AILS LEBANON 


19. (C) As the one-on-one meeting came to a close, Berri 
returned to a theme he had touched upon throughout the 
meeting: the terrible state of relations between Saudi 

Arabia and Syria. \"If you listened to me,\" Berri chided, the 
United States would have promoted reconciliation between the 
two Arab states. Such reconciliation would have permitted a 
replacement of Emile Lahoud and a solution to the current 
political impasse. Syria knows how important Siniora\'s 
government is to King Abdullah; since Saudi Arabia refuses to 
deal with Bashar, Syria thus is responding by making life 
difficult in Lebanon. The Ambassador feigned astonishment 
that Berri was admitting the depth of Syrian interference in 
Lebanon. Berri growled that he has said \"repeatedly\" that it 
is impossible to kick Emile Lahoud out of Baabda without some 
kind of signal from Damascus. \"I have told you, no one wants 
to get rid of Emile Lahoud more than | do. Help me -- talk 

to Syria about it.\" 


RE-EMERGENCE OF (RESIGNED) 
FOREIGN MINISTER SALLOUKH 


20. (C) As the Speaker and the Ambassador left the 
Speaker\'s office, (resigned) Foreign Minister Fawzi Salloukh 
(who had been kept cooling his heels as the Ambassador\'s 
meeting went half hour beyond schedule) leaped out of Berri\'s 
waiting room. Salloukh warmly greeted the Ambassador, 
complete with the Lebanese triple cheek kiss. Amused by the 
scene, Berri said to Salloukh, \"Fawzi, | thought when you 
were still in the cabinet, it wasn\'t the \'Feltman 

government.\' But when | look at you, now | think maybe it 
was already!\" Salloukh looked chagrined. 


COMMENT 
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21. (C) We don\'t know how to interpret Berri\'s joyful, 
teasing mood, a complete contrast to the depressed, downbeat 
spirits he conveyed to the Ambassador by phone over the 
weekend. Given the intensity of Berri\'s hatred for Hizballah 
and its way of politics (so different from Berri\'s 

traditional Lebanese patronage-spoils system), does Berri 
sense that Hizballah is overplaying its hand? Or does he 

feel that he has hitched himself to the winning 

Hizballah-Aoun side? Was his happiness, then, good news or 
bad news for our interests? We guess that part of his 

soaring morale must be the realization that the parliamentary 
calendar (with expiration of the regular session only three 
weeks away) means that he has escaped dealing with the 
tribunal question, and thus provoking the annoyance of Syria 
and Iran, for now. 


22. (C) Like March 14 contacts (reftel), we are skeptical 
about Berri\'s claims that Syrian-Saudi reconciliation is the 
miracle cure to Lebanon\'s problems or that we can promote a 
decent president by engaging Damascus. Berri is probably 
trying to exploit our concern about the Lebanese situation to 
trick us into giving him something he can deliver to 
Damascus, to prove that, despite declining influence in 
Lebanon, he has continuing worth to the Syrians. 


23. (C) Finally, while we teased the Speaker that he is the 
last of the three \"presidents\" we can visit, in fact all 

three of Lebanon\'s primary constitutional bodies are 
currently dysfunctional. Berri himself has participated in 
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varying degrees of willingness to crippling them all. The 
presidency is now irrelevant, given Lahoud\'s Syrian-directed 
mandate extension (done under a Berri-led parliament) and 
Berri\'s refusal to help remove him. The cabinet is rendered 
politically suspect because Berri participated in 
manufacturing the Shia resignations. And now Berri refuses 
to call the parliament to session, a move that perhaps saves 
the parliament (by allowing him to evade any Syrian orders to 
have the Shia and Aoun MPs resign) but makes it incapable of 
addressing current problems. Berri could use his 
parliamentary bloc and ministers to be part of Lebanon\'s 
political solution, starting with removing Emile Lahoud from 
office (which Berri\'s bloc combined with March 14 deputies 
could accomplish) and approving the special tribunal. Alas, 
we do not see him playing that role. 
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24. (C) Someday, we would like to have a conversation with 
Berri, where we note the irony of the Shia politicians 
complaining about weak constitutional bodies, when the Shia 
political forces themselves have done so much to prevent the 
effectiveness of those bodies. The much-criticized weakness 
of the Siniora cabinet, for example, is actually a concerted 
effort by Fouad Siniora to ensure that he has obtained buy-in 
from Hizballah and Amal for cabinet decisions. When all but 
two of the 4,800-plus cabinet decisions passed since July 
2005 were adopted by cabinet consensus, Berri\'s arguments 
about the need for a blocking minority to prevent the 
unfettered ambition of March 14 hardly sound sincere or 
legitimate. 

FELTMAN 
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TO RUEHC/SECSTATE WASHDC 0508 

INFO RUEHCV/AMEMBASSY CARACAS 1194 


SIPDIS 
SIPDIS 
STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA, INR/IAA 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, PGOV, PREL, VE, Cl 
SUBJECT: MEDIA REACTION - CHAVEZ AND LATIN AMERICA 


On December 5, conservative, afternoon \"La Segunda\" (circ. 33,000, 
12/5) carried an editorial entitled, \"Chavez And His Allies.\" 
Quote: 


\"There have been numerous presidential elections this year in the 
region, but the one that could have the biggest political 

repercussion is Hugo Chavez\'.... The Venezuelan President is 
characterized by his interventionism in countries...and appears to 

be Fidel Castro\'s natural heir, with the advantage of his resources 

to promote projects that will mark his presence beyond his own 
country.... Chavez continues to extend his influence and seems to 
have Lula da Silva\'s support...and Evo Morales\' friendship.... Alan 
Garcia won in Peru, and Felipe Calderon succeeded in strengthening 
the Mexican government...but his tight victory and the tenacity of 

the defeated candidate have given him problems since his swearing-in 
ceremony.... Therefore, the region\'s situation is still 
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contradictory with the predominance of radical trends, with the 
foreseeable political tension and economic stalling, all of which 
will have an effect on our country, either directly or indirectly.\" 


YAMAUCHI 
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SIPDIS 
SENSITIVE 


STATE FOR INRB 

DOE FOR LEKIMOFF, CCALIENDO 
TREASURY FOR LEE/MGAERTNER 

USDOC FOR 4231/ITA/OEENIS/NISD/CLUCYK 


E.O. 12958: DECL: NA 

TAGS: EPET, EFIN, PINR, RS, TX, UP 

SUBJECT: UKRAINE: NAFTOHAZ PAYS DEBT TO ROSUKRENERGO; STILL OWES 
OTHER CREDITORS 


Sensitive but Unclassified. Not for Internet Distribution. 


1. (U) On December 4, Ukraine\'s state oil and gas monopolist 
NaftoHaz paid off its $306 million debt to RosUkrEnergo (RUE) for 
1Q2006 natural gas supplies, according to NaftoHaz Deputy Chairman 
Aleksandr Kovalko. In a December 7 press interview, Kovalko said 
NaftoHaz paid the debt with part of a $350 million Credit Suisse 

loan received December 1. NaftoHaz\'s total debt now stood at $2.17 
billion, with over 90% due to foreign banks. 


2. (U) Kovalko said NaftoHaz could not pay off its RUE debt earlier 
this year because the National Electricity Regulatory Commission did 
not raise residential gas rates until after parliamentary elections. 
Kovalko implied that paying the RUE debt before the New Year would 
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ensure NaftoHaz a stable 2007 gas supply from RUE, Gazprom, and 
Central Asian suppliers. NaftoHaz\'s debt to capital ratio was 

35-36%, Kovalko claimed, approximately the same as that of other 
national oil and gas monopolies like Gazprom or Ruhrgas. Kovalko 
said NaftoHaz management had used all $2.17 billion to meet payment 
obligations to the state budget or suppliers. To his knowledge, no 
loans had been used for investment projects. Kovalko was optimistic 
that NaftoHaz\'s finances would improve in 2007 with the introduction 
of higher residential gas rates. 


Comment 


3. (SBU) Kovalko\'s sanguine view of NaftoHaz\'s debt-to-capital 
ratio fails to mention that, unlike state monopolists elsewhere, 
NaftoHaz has not used its credit for productive investment. While 
2007 utility rates have gone up significantly, the increases are 
unpopular and being contested in the courts. End Comment. 


4. (SBU) BIO: Aleksandr Kovalko (DOB: 1970) is the son-in-law of 
former Prime Minister and current member of parliament Anatoliy 
Kinakh. Kovalenko\'s father, Mykola Kovalko, is a former member of 
parliament and current member of NaftoHaz\'s Supervisory Council. 
Aleksandr Kovalenko was appointed Deputy NaftoHaz Chairman in 2002. 
He is also a member of UkrTransNafta\'s supervisory board. He was 
appointed UkrNafta\'s Deputy Chairman for Economic Affairs in 1997. 


GWALTNEY 
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AF, KPAL, Fl 
SUBJECT: GAERC - FINNISH RESPONSE 
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REF: STATE 195044 


Classified By: POLCHIEF GREGORY THOME FOR REASONS 1.4 (B) AND (D) 


1. (U) PolChief delivered December GAERC demarche to 
Finnish EU Correspondent Jarno Syrjala November 5 and 
followed up further by phone November 7. Syrjala 
highlighted the following points: 


2. (C) TURKEY/ENLARGEMENT: The Finnish Presidency is 
greatly encouraged by Turkey\'s announcement that it 
intends to open one airport and one port to Cypriot 

traffic. Syrjala confirmed that Turkey has informed the 
Presidency of this decision, adding that it can only have 

a \"positive impact\" on a GAERC ministerial that will 

focus heavily on enlargement questions in general and 
Turkey in particular. Many EU member states (MS) had 
indicated to the GOF that they did not want discussion of 
Turkey to \"hijack\" the meetings. In fact, Syrjala 
acknowledged, many MS have been speaking more openly in 
favor of freezing or even suspending new Acquis chapters 
for Turkey, and that their positions appear to be 

hardening. However, in light of new developments the 
Finnish Presidency will seek to allow \"as much time as 
necessary\" for discussion of Turkey\'s progress. Syrjala 
noted that the Finnish Presidency agrees with most US 
views on Turkey and re-emphasized the efforts Finland 
continues to make to keep Turkey\'s accession process on 
track. 


3. (C) MEPP/LEBANON: Syrjala said that these discussions 
will take up the bulk of the \"external relations\" 

discussions at the GAERC. The EU shares the US concerns 
about Lebanon and about Hezbollah\'s disruptive behavior, 
and agrees that bolstering the Siniora Government is 

crucial. Regarding the MEPP, Syrjala reiterated that for 

the most part the \"Spanish-French\" proposal offers little 
new and will not significantly affect the EU\'s overall 

policies. 


4. (C) KOSOVO/WESTERN BALKANS: On Kosovo, Syrjala re- 
emphasized that the GOF\'s national priority as well as 
that of the Finnish Presidency remain to keep the EU 
united behind UN Special Rep Martti Ahtisaari\'s efforts 

to implement a final status decision shortly after 

Serbia\'s January 21 elections. On Serbia, Syrjala said 
the EU Presidency appreciated our demarche point 
indicating that Belgrade needs to do more on ICTY 
cooperation. The Finnish national position has been one 
of the toughest in the EU on this point, he added; 

however, NATO\'s decision to offer PfP to Serbia will make 
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it harder to ensure a strongly unified EU position. 


5. (C) IRAN: Syrjala said that there would be a very 

short update from the EU Security Council members on the 
status of sanctions negotiations atthe UN. Most MS 
believe that a broader discussion of Iran is needed, he 
added, but because of time constraints that discussion 

will likely be put off until the first GAERC of the 

German Presidency. 

WARE 
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CDR USSOCOM FOR J-2 IAD/LAMA 

STATE FOR U/S HUGHES; ECA DAS FARRELL 

USDOC FOR 4321/MAC/WH/OLAC/PRACHER 


E.O. 12958: N/A 

TAGS: KPAO, OPRC, PREL, AR 

SUBJECT: AMBASSADOR WAYNE\'S MEETING WITH NICHOLAS NEGROPONTE ON \"ONE 
LAPTOP PER CHILD\" PROGRAM 


Summary 


1. Ambassador Wayne met November 22 with Nicholas Negroponte of MIT 
to discuss how the U.S. Embassy can assist the \"One Laptop per 

Child\" (OLPC) program, about to be launched in Argentina. 

Negroponte underlined his interest in working with the State 

Department and said he intended to incorporate an English language 
teaching component in the computers, as discussed with 

Undersecretary Hughes. The Ambassador offered to help facilitate 
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the program, which has already received President Kirchner\'s 
endorsement. End Summary. 


\"One Laptop per Child\" in Argentina 


2. Ambassador Wayne invited MIT\'s Negroponte to the Residence 
immediately following the latter\'s meeting with President Kirchner 

to discuss the OLPC program and how the U.S. Embassy might be able 
to assist in moving the project forward here in Argentina. 

Commercial Counselor Brian Brisson and IT Industry Specialist Silvia 
Yaber also participated. Negroponte said he wanted to cooperate 
with the State Department, noting with regret that he had not met 
earlier in the program\'s planning stages with Undersecretary Karen 
Hughes. Negroponte said he intended to follow up on U/S Hughes\' 
suggestion to incorporate English language teaching components into 
the laptops. 


3. Negroponte advised the Ambassador that President Nstor Kirchner 
received him in order to sign an agreement to field-test 500 

low-cost laptops in Argentine schools before the end of the year. If 

the test is successful, the Education Ministry will purchase one 

million such laptops next year to be distributed to low-income 

children in the public school system. The computers will cost USD 

150 each. The purchase would be financed via loans from the World 
Bank and the Inter-American Development Bank. Negroponte noted that 
Argentina will be one of the first five countries to enter the OLPC 
program, along with Brazil, Nigeria, Libya and Thailand. 


4. Regarding Argentina, Negroponte said that both President Kirchner 
and Education Minister Filmus were enthused about the project. One 
issue to be resolved is whether the children who receive the laptops 
would get to keep them, as Negroponte envisions. Minister Filmus 
has suggested that the laptops be returned to the schools at the end 
of each school year. 


5. More broadly, Negroponte shared with the Ambassador his personal 
annoyance over Intel\'s criticism of the OLPC program. He said 

Intel\'s announced intention to promote its own, much more costly low 
cost laptops \"Classmate PC,\" was not a problem since it was really 
aimed at a different level of society and would contribute to 

driving down the prices for all laptops in the market. He told 
Ambassador Wayne that he was on his way to Brazil to meet with 
President Luiz Inacio Lula da Silva to announce the program there 

and then to Thailand to ensure that the recently installed 

government would lend the same commitment to his program, as he was 
able to secure from the former prime minister. 


6. Comment: The Ambassador reached out to Negroponte to offer the 
Embassy as a resource in developing the OLPC program in Argentina. 
Negroponte was receptive to the offer and very forthcoming in his 
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comments on the GOA\'s plans for OLPC\'s launch and implementation in 
Argentina. The Embassy will monitor developments in the program and 
seek every opportunity to make clear our willingness to provide 

facilitative assistance as needed. 


MATERA 
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E.O. 12958: DECL: 12/07/2016 
TAGS: KACT, PARM, UP, US, START, JCIC, BO 
SUBJECT: DELIVERED JCIC-DIP-14 


REF: STATE 188058 
Classified By: Pol/Econ Chief Dereck Hogan for reasons 1.4 (b) and (d). 


(C) Poloff delivered non-paper (reftel) to Aleksandr 
Ponomarev, Counselor at the International Security and Arms 
Control Department of the Ministry of Foreign Affairs, on 
December 7, 2006. Recipient made no substantive comment. 
Stewart 
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E.O. 12958: N/A 

TAGS: ENGR, OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR DEPARTMENT OF ENERGY 
OFFICIAL PAUL S. VEERS - DECEMBER 10-14, 2006 


REF: STATE 183873 


1. Country clearance is granted for Paul S. Veers to travel 
to the Netherlands from December 10-14, 2006 to attend the 
application for smart structures for large wind turbine rotor 
blades workshop, in Delft. 


2. Embassy understands that no further assistance is 
requested. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
outspoken criticism of Islam; and by the November 10, 2004 
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raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do not distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 
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Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
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Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
asistance is (31) (70) 310-2209. 


ARNALL 
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STATE FOR AF/W 
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E.O. 12958: DECL: 09/11/2016 

TAGS: PREL, PGOV, KDEM, NI 

SUBJECT: POLITICAL ADVISOR WARNS OF IMPENDING POLITICAL 
COLLISIONS 


Classified By: Consul General Brian L. Browne for reasons 1.4 b and d 


1. (C) Summary: In a meeting with Consul General, long-time 
advisor to former head of state Ibrahim Babangida (IBB), 
Ukandi Damachi, discussed the soured relations between IBB 
and President Obasanjo, suggesting the two heavyweights may 
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be approaching a head-on collision because of their 
antagonism over the 2007 presidential race. Damachi claimed a 
presidential insider had confided in him that Katsina 

Governor Yar'Adua and Akwa Ibom Senator Udoma were the 
President\'s current favorites for the successor People\'s 
Democratic Party (PDP) ticket. Former NSA Gusau entered the 
PDP race to allow his mentor IBB a graceful exit before 
suffering an unceremonious defeat, according to Damachi. 
Despite his fabled closeness with President Obasanjo and his 
ample finances, Rivers Governor Odili appears to be a 
diminished factor in the presidency\'s latest political 

calculus. End summary. 


2. (C) In a meeting with Consul General, long-time advisor to 
lbrahim Babangida (IBB), Prof. Ukandi Damachi, said a 
rapprochement between IBB and President Obasanjo had been 
brokered about a month ago. However, the agreement collapsed 
almost as soon as it was christened. Even before the detritus 
was swept aside, IBB was visited by members of the PDP 
national secretariat. These functionaries informed the former 
military ruler that he should surrender all hope of receiving 

the party\'s presidential nomination. The reasons the 

delegates cited were a report holding IBB accountable for 
US$12bn oil windfall from the first Iraq war that escaped 
government coffers under his watch. Second, the delegation 
chastised IBB for his unwillingness to testify before the 

board of inquiry popularly known as the Oputa Panel, which 
was established to investigate human rights abuses during the 
years of military rule. 


3. (C) The path IBB has selected has placed him on collision 
course with President Obasanjo, Damachi intimated. IBB said 
he would join forces with embattled Vice President Atiku and 
anyone else for that matter, to confront Obasanjo should the 
president fail to relinquish office at the end of his term. 

IBB vowed to precipitate a crisis if elections were not fair 

or if Obasanjo postponed elections to extend his stay beyond 
the constitutionally-mandated period. Given the slow gait of 
INEC electoral preparations and the frenetic pace of 
Obasanjo\'s political legerdemain, either one or both of IBB\'s 
conditions precedent would likely be fulfilled, Damachi 
exhaled. He continued that his conversation with IBB was 
quite animated. He recalled the former head of state\'s pique 
reached a level rarely exhibited by this usually reserved 
personality. Damachi concluded IBB had all but resigned 
himself to fight with Obasanjo. 


4. (C) After the visit of PDP representatives to IBB, former 
National Security Advisor (NSA) Gusau entered the 
presidential campaign. Damachi claimed that Gusau, an IBB 
crony, entered the campaign for two reasons. First, Gusau\'s 
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candidacy would be so publicly linked to IBB as to afford IBB 

a graceful way to exit the PDP fracas without admitting 

defeat. With Gusau chasing the grail, IBB would still be in 

the hunt by proxy. Also, part of Gusau\'s tack was to 
complicate matters for Obasanjo so that he could not 
steamroll his plans through the PDP. Gusau was sent to 
provoke dissension and inflict as many wounds on the PDP as 
possible in order to undermine Obasanjo\'s hopes of a smooth, 
unopposed annointment of a successor. 


5. (C) As part of his bag of tricks, he said Gusau has a 

dossier on GON\'s ecological fund, estimated at US$80mn at the 
national level. Included in this dossier are checks signed by 
Obasanjo and Atiku to remove money from this account. Gusau 
plans to use this evidence to discredit both politicians, 

perhaps with the ultimate goal of dual impeachment, claimed 
Damachi. At the end of these parries, IBB will assess the 
damage wrought to the PDP. If the PDP is sufficiently damaged 
to the point of looking vulnerable, then he might decide to 

run for the presidency in another party, Damachi revealed. 


6. (C) Damachi, who is also close to Rivers State Governor 

Peter Odili, said IBB, during his brief rapprochement with 

the President, had considered Odili as a running mate because 
of the governor\'s ample war chest and loyalty to Obasanjo. 
Recently, however, IBB has dropped this idea in favor of 

Ebonyi State Governor Sam Egwu. According to Damachi, Odili\'s 
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stock has also fallen in other quarters, including the 
presidency. A factor in this has been the obloquies levelled 

at Odili by Albert Horsfall, himself a presidential candidate 
from the South-South. Horsfall\'s war chest is diminutive 
compared to OdiliWs. Thus, Horsfall cannot fight Odili naira 

for naira. To achieve his end of becoming the South-South\'s 
most plausible candidate, Horsfall must use guile to 
counterbalance Odili\'s money. (Comment: Damachi stated that 
IBB\'s preference for Egwu indicated that IBB had lost touch 
with political reality. Coming from Ebonyi State, Egwu is 
considered by most Igbos as only marginally a kingman. Egwu 
could not carry the Igbo Southeast and thus had no real value 
as a VP, according to Damachi. End comment.) 


7. (C) Horsfall, IBB\'s State Security Services Director, has 
been making the rounds to inveigh behind closed doors against 
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Odili. Damachi claimed Horsfall is sowing seeds with key 
decisionmakers that if Odili, an Igbo, is selected, the 
South-South will react in violent indignation at having an 
\"outsider\" assume their mantle. Only a true son of the 
region, such as an ljaw like Horsfall, could hold the people 
together, is the former security chief\'s theme. Horsfall\'s 
invectives seem to have persuaded IBB and have also 
influenced Obasanjo, who has recently cooled toward Odili, 
observed Damachi. Well aware of Horsfall\'s strategy to 
undermine him, Odili intended to start his own dirty tricks 
against Horsfall, Damachi maintained. In the end, both might 
wind up destroying each other, allowing a third party to be 
the actual winner in this feud, laughed Damachi. 


7. (C) Damachi offered an insider\'s view on the latest talk 

in the Presidential villa. Strangely, Delta State Governor 

and former presidential doghouse perennial, James Ibori, now 
figures prominently, after having angled himself into a close 
friendship with Obasanjo confidant Andy Uba. Ibori, Uba and 
others have been conferring and have also been effective at 
influencing the president\'s thinking. Damachi said the 

Uba-lbori axis supported Katsina Governor Yar'Adua, with 
Kaduna Governor Makarfi a close second, for the presidential 
nomination. The governors of Bauchi and Nassarawa State 
remain in the running but at a fair distance behind these 

two, relayed Damachi. According to this insider, the 

South-South will be ceded the vice-presidential nomination. 

The group pushing for Yar\'Adua is against Odili as VP because 
the latter is too ambitious and could likely overshadow, or 

seek to supplant, Yar\'Adua. The group simultaneously 
discounted Horsfall as too eager a practitioner of dirty 

tricks. The group has written off Cross River Governor Donald 
Duke because he comes from a small ethnic minority. Two names 
mentioned by Damachi\'s source as the favorites were Akwa Ibom 
Senator Udoma Udoma and Andy Uba, though Uba, not from the 
South-South, would be a hard sell. 


8. (C) Comment: Given the velocity of meetings, shifting 
alliances, and the innate opportunism of many political 

figures, what is true today may be wrong tomorrow. Thus, what 
Damachi told us is, for the moment, fairly accurate but 

subject to sudden change or reversal. However, there are a 
few themes that might have acquired some permanence. First, 
Obasanjo seems intent on sidelining peers such as IBB, Gusau, 
and Atiku while these three seem equally intent on remaining 
relevant. If they cannot be the kings of Nigerian politics, 

they seek at least to remain kingmakers. As time passes, 
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space for Obasanjo and these others to manoeuvr without 
colliding is quickly disappearing. Unless someone learns to 
turn the other cheek, Damachi\'s fear of a hot feud with 
Obasanjo on one side and IBB on the other is a strong 
possibility. Such a scenario has the potential to increase 
tension in Africa\'s most populous country. End comment. 
BROWNE 
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STATE PASS TO USTR FOR BHARMAN 
COMMERCE FOR JANGLIN 
TREASURY FOR SGOOCH 


E.O. 12958: N/A 
TAGS: ETRD, EINV, ECON, PREL, PGOV, BL 
SUBJECT: GOB TOUTS SUCCESS OF PEOPLES\' TRADE AGREEMENT 


REF: LA PAZ 1172 


1. (SBU) In a December 2 newspaper insert, the GOB touted the 
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early success of its April 29 Peoples\' Trade Agreement with 
Venezuela and Cuba (reftel), highlighting the disbursement of 
approximately $4 million of a $100 million Venezuela-financed 
development fund. The money has been distributed (often via 
small loans) to businesses in five departments, with 

additional disbursements expected in the near future. 

Despite the GOB\'s enthusiasm, it is hard to believe the 
agreement will have a significant impact on the lives of poor 
Bolivians, particularly with just four percent of funds 

allocated and few concrete plans for generating employment or 
boosting economic growth. End summary. 


2. (U) In an eight-page December 2 newspaper insert, the GOB 
touted the early success of its April 29 Peoples\' Trade 
Agreement with Venezuela and Cuba (reftel), highlighting the 
disbursement of approximately $4 million of a $100 million 
Venezuela-financed development fund. The account and its 
associated Productive Development Program are designed to 
help small and medium enterprises generate employment while 
furthering the \"revolutionary\" process of abolishing the 
\"neoliberal\" economic policies of the past in favor of new, 
state-supported development methods. 


3. (U) Funds have been distributed (often via small loans) to 
small and medium businesses in five departments, with 
additional disbursements expected in the near future. 
Recipients have used an estimated 80 percent of funds to 
purchase capital equipment, machinery, and other inputs for 
textile and apparel firms, furniture factories, leather goods 
companies, and other enterprises in La Paz, El Alto, Santa 
Cruz, and Tarija. Other projects include the construction of 
a milk production plant in Pucarani, a village in the 
department of La Paz; the development of a new central market 
in Trinidad, capital of Beni department; and the opening of a 
Brazil nut processing facility in Riberalta, an isolated town 

in the same department. 


4. (U) According to GOB figures, more than 100 businesses 
will receive assistance, many of them microenterprises with 
no more than a handful of employees. The GOB claims the 
investment projects and microcredits will directly benefit an 
estimated 10,000 Bolivians and indirectly assist 50,000 more, 
primarily through the provision of new jobs and the creation 
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of expanded opportunities along the supply chain. 


5. (SBU) Despite the GOB\'s enthusiasm, it is hard to believe 
the Peoples\' Trade Agreement will have a significant impact 
on the lives of poor Bolivians, particularly with just four 

percent of development funds allocated and few concrete plans 
for generating employment or boosting economic growth. GOB 
statistics themselves suggest the trilateral pact will have 

little economic effect: according to the Bolivian Institute 

of Foreign Trade, Bolivian exports to Venezuela in the first 

six months of the year totaled only $90 million, slightly 

lower than the same period last year, and exports to Cuba 
reached a grand total of only $200. Despite its supposed 
success, the Peoples\' Trade Agreement seems little more than 
an empty political gesture designed to drum up support for 

the Morales administration. 

URS 
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E.O. 12958: DECL: 12/06/2016 

TAGS: EINV, EFIN, KWBG 

SUBJECT: LETTER FROM PA PRESIDENT ABBAS TO THE SECRETARY 
CONCERNING LEGAL ACTION AGAINST THE PALESTINE INVESTMENT 
FUND 


Classified By: Consul General Jake Walles for reasons 1.4 (b) and (d). 


1. (U) Action request for the Department in paragraph 2. 
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2. (C) President Abbas has written to the Secretary 
regarding an attempt to take control of the Palestine 
Investment Fund (PIF) as a result of a U.S. court ruling in 
the Ungar case. The PIF has retained its own U.S. legal 
counsel to defend its interests in this matter. In his 

letter, President Abbas describes the plaintiffs\' attorneys\' 
attempts to dismiss the existing PIF board and their threats 
against the law firm retained by the PIF. The Consulate 
General requests Department assistance in taking any 
appropriate steps to shield the Palestine Investment Fund and 
the PLO office in Washington from court action in the United 
States. 


3. (C) Note: American citizen Yaron Ungar was killed in June 
1996 when the vehicle he was traveling in was fired upon in 
Israel. His estate filed a civil suit against the 

Palestinian Authority (PA) and Palestinian Liberation 
Organization (PLO) in March 2000 under the Anti-Terrorism Act 
of 1991. The PA/PLO\'s U.S. legal counsel sought to use a 
sovereign immunity argument and did not specifically contest 
the plaintiffs\' complaint, so the judge entered a USD 116 
million default judgment against the PA/PLO. The plaintiffs\' 
attorneys have been aggressive in seeking ways to collect the 
judgment, including by seeking to take over the PIF and all 

of its commercial assets. We understand the PA Presidency is 
seeking to engage new U.S. legal counsel to contest the Ungar 
creditors and seven other similar cases against the PA/PLO in 
the United States, including a USD 1 billion suit. End Note. 


4. (SBU) Begin text of letter dated November 28, 2006, 
addressed to the Secretary: 


Dear Secretary Rice, 


| am writing to bring to your attention and seek your 
assistance in addressing serious crisis that is facing the 
Palestine Investment Fund (PIF). The crisis relates to a 
court ruling that was issued by the United States District 
Court for the District of Rhode Island (the court) against 

the PIF. The court ruling was issued in the case between the 
Estate of Yaron Ungar et al (Ungars) against the Palestinian 
Authority (PA) et al (Ungar case). The PIF is not a party to 
this case. On September 19, 2006, the court decided that 
Vall of the Palestinian Authority\'s ownership rights in the 
Palestinian Commercial Services Company (PCSC) and in the 
Palestinian Investment Fund (PIF), and all rights, benefits 
and interests of the Palestinian Authority in all property, 
assets and credits, of any type, that are titled and/or owed 

to the PCSC and/or to the PIF are assigned, transferred and 
conveyed to the Estate of Yaron Ungar, ...etc.\" On October 
20, 2006, the counsels of the plaintiffs in the Ungar Case 
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sent letters to the directors of PIF, claiming that their 
clients are the \"new owners of the PIF\", and that the \"new 
owners\" have dismissed the current directors of the fund, 
effective October 17, 2006, and appointed a new \"Board of 
Directors\". 


The PIF was incorporated in 2003, in response to calls from 
the United States government (USG) and the European Union 
(EU) for increased transparency and accountability within the 
Palestinian Authority institutions and affiliates. It falls 

under the supervision of my office, and encapsulates the 
investments that are held for the benefit of the Palestinian 
people. Accordingly, the U.S. Office of Foreign Assets 
Control (OFAC) General License #4 (dated April 12, 2006) 
explicitly authorizes U.S. persons to \"engage in all 
transaction otherwise prohibited under 31 C.F.R. parts 594, 
595, or 597\" with PIF. Since 2003, the PIF has been headed 
by a nine-member Board of Directors (BOD), with majority 
members of prominent Palestinian private sector leaders. 
Currently, the Chief Executive Officer (CEO) of the PIF is 

Dr. Mohammad Mustafa -- a prominent private sector 
development specialist who had been serving at the World Bank 
in Washington for the last 15 years, and whom | selected to 
become my economic adviser in November 2005. 


PIF has retained the prestigious New York-based LeBoeuf, 
Lamb, Green & MacRae (LeBoeuf) law firm to take the necessary 
legal measures to defend its interests in this case, as well 

as in any other litigations that are brought against it 

before U.S. courts. Recently, the counsels for the 

plaintiffs in the Ungar Case sent letters to LeBoeuf 


threatening them to take legal action against them because of 
their representation of PIF, and requesting that they remove 
themselves from such representation. LeBoeuf remains 
committed to representing PIF, and is taking the necessary 
legal actions against such outrageous and illegal behavior 
from the plaintiffs. The counsels of the PA are also taking 

the necessary legal steps to counter such assaults. 


Today, the PIF serves as an enabling catalyst for sustainable 
economic and social development in the Palestinian 
Territories. This is achieved through undertaking and 
partnering in strategic investment projects in the areas of 
energy, information and communication technology, real 
estate, tourism, among other sectors. The PIF is committed 
to transparent and accountable corporate behavior, free 
market economy, and strives to build a pool of top notch 
professionals who would become the future leaders of 
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Palestine. Currently, tens of thousands of Palestinian men 
and women are employed by projects and businesses that are 
either owned or managed by the PIF. 


We are aware of a number of other cases that are brought 
against the PA on the same basis. Those cases are 
politically motivated, and primarily aim at causing the 
collapse of the Palestinian institutions through bankrupting 
them, and at jeopardizing the Palestinian-U.S. relations. 


With the current status of the mentioned litigations before 
the U.S. courts, substantial portions of PIF,s assets in the 
U.S. are either frozen or are in jeopardy of confiscation. 
Should such assets be confiscated or transferred to the 
plaintiffs, the Palestinian economy and private sector would 
be severely damaged and is likely to collapse. Such outcome 
would not serve U.S., Israeli or Palestinian national 

interests. To the contrary, it may cause the Palestinian 
Authority to collapse; push tens of thousands of Palestinian 
families into a vicious circle of poverty and unemployment 

-* an environment that nurtures radicalism, violence and 
terrorism; and would sharply increase anti-U.S. sentiments in 
Palestine, as well as the Arab and Moslem worlds. 


Therefore, and given the political aspects and likely 
ramification of these dramatic developments, | seek your kind 
assistance in addressing this serious matter. | will ask my 
economic adviser and the CEO of the PIF -* Dr. Mohammad 
Mustafa to follow up on this matter with U.S. Consul General 
in Jerusalem Mr. Jacob Walles. 


| am confident that, through the joint work of our teams, we 
will be able to achieve an outcome that would serve the 
interests of the USG and PA, and would be in concert with the 
law. 


Sincerely, 

(signed) 

Mahmoud Abbas 

Chairman 

Executive Committee of the Palestine Liberation Organization 
President 

Palestinian Authority 


End text of letter. 


5. (U) Post will pouch the original letter. 
WALLES 
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RUEATRS/DEPT OF TREASURY WASHDC 


SIPDIS 
SENSITIVE 


DEPT FOR EB/ESC/TFS LEANNE CANNON 
DEPT FOR AF/E, AF/RSA 

DEPT FOR S/CT PATTI HILL 

DEPT FOR IO/PSC JOHN SANDAGE 
TREASURY FOR FINCEN AND OFAC 


SIPDIS 


E.O. 12958: N/A 
TAGS: KTFN, PTER, KE 
SUBJECT: Terrorist Lists; Kenya Has None 


REF: STATE 193615 
SENSITIVE BUT UNCLASSIFIED 


1. Kenya does not have its own list of terrorist organizations. It 

relies on a UN list, presumably the 1267 Committee designations. 

The Central Bank of Kenya (CBK) uses the OFAC list when examining 
banks, since Kenyan banks have to be able to deal with U.S. banks 
and their CT finance requirements. Immigration has its own list 

called the \"PI\" (Prohibited Immigrants), and it enters names from 

the PI list into the PISCES system for checking arrivals and 
departures. 


RANNEBERGER 
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P 071359Z DEC 06 

FM AMEMBASSY WARSAW 

TO RUEHC/SECSTATE WASHDC PRIORITY 2588 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RUEHKW/AMCONSUL KRAKOW PRIORITY 1442 
RUCPDOC/DEPT OF COMMERCE WASHINGTON DC PRIORITY 
RHEBAAA/DEPT OF ENERGY WASHINGTON DC PRIORITY","C ON FIDEN TIAL WARSAW 0( 
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SIPDIS 
SIPDIS 


STATE FOR S/P, EUR/NCE, EUR/ERA, EB/ESC 

EUR/NCE FOR DKOSTELANCIK AND BPUTNEY 

EUR/ERA FOR DLIPPEAT AND LCATIPON 

EB/ESC FOR SGALLOGLY, RGARVERICK AND JLEWANDOWSKI 

S/P FOR SHELLMAN AND GMANUEL 

COMMERCE FOR 4232/ITA/MAC/EUR/OECA/MROGERS, JBURGESS, 
JKIMBALL 

DEPT OF ENERGY FOR LEKIMOFF 


E.O. 12958: DECL: 12/06/2016 

TAGS: ENRG, EPET, ECON, PL, GM, RS, NO 

SUBJECT: WHY POLAND DOESN'T WANT A GAS INTERCONNECTION TO 
GERMANY 


Classified By: Econ Counselor Richard Rorvig, reasons 1.4 b and d 


1. (C) EconOff discussed Poland\'s lack of enthusiasm for 
building a new gas interconnection to Germany with Pawel 
Konzal, PGNiG Board Advisor and Krzystof Rogala of the Office 
of Oil and Gas Supply Diversification in the Ministry of 
Economy. Konzal explained that Poland opposed the 
construction of a new gas interconnector with Germany now. 
The GOP will reconsider the issue once it reaches agreement 
with Norway on a dedicated gas pipeline to Poland and builds 
an LNG port. Once those two goals are achieved, Poland will 
consider increasing gas interconnections with Germany. 


2. (C) The underlying reason for opposition to a gas 
interconnection with Germany appears to be fear of German 
competition for Polish gas customers. Konzal explained that 
PGNiG\'s gas infrastructure and resources are limited in 
northwestern Poland. PGNiG has existing contracts with 
customers that guarantee a minimum supply and have clauses 
allowing for additional purchases of gas as economic activity 
increases. Economic growth in Poland, and especially the 
northwest, has been so high that Poland may not have 
sufficient gas supply to meet more than PGNiG\'s basic 
contractual commitments in two to three years. This lack of 
supply would obviously inhibit economic growth. 


3. (C) PGNiG is afraid that an interconnection with Germany 
will allow German gas companies to compete for its customers, 
according to Konzal. The company believes that the only 
reason German energy companies have not yet targeted Polish 
customers is the lack of a large interconnection between the 


Column 3 

two countries. Rogala added that even if an interconnection 

is built with Germany, the gas that would be supplied would 

be Russian gas, which the GOP is not interested in obtaining. 
When Econoff asked whether the proposal for a gas line from 
Norway to Germany, which would be shorter and less expensive 
than a dedicated line to Poland and serve both markets might 
make the German interconnection more attractive, both 
refused to consider the option. The GOP\'s position is that 

it needs a dedicated line from Norway to Poland, and that is 
the GOP\'s goal in negotiations with the government of Norway. 


4. (C) Comment: The GOP\'s opposition to a new gas 
interconnection with Germany that would improve Poland\'s 
energy security is difficult to understand. In effect, PGNIG 
would be prioritizing holding onto existing customers over 
increasing the number of possible energy supply routes. 
PGNiG may also be constraining future economic growth by not 
seriously considering possibilities that could guarantee the 
ability to increase purchases and therefore supply. However, 
this discussion is consistent with all our previous exchanges 
with the Ministry of Economy and GOP-controlled energy 
entities -- the GOP is determined to increase energy 

diversity by diversifying suppliers. It is convinced that 

any gas molecule that comes from Germany will be tainted as 
it will undoubtedly be Russian. The argument that alternate 
pipelines might mean improved energy security continues to 
fall on deaf ears. 


ASHE 
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DE RUEHDE #6919/01 3411405 
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R 071405Z DEC 06 

FM AMCONSUL DUBAI 

TO RUEHC/SECSTATE WASHDC 4946 

INFO RUEHAD/AMEMBASSY ABU DHABI 1962 

RUCNIRA/IRAN COLLECTIVE 

RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE 
RUEHYN/AMEMBASSY SANAA 0017 

RUEHTU/AMEMBASSY TUNIS 0005 

RUEHEG/AMEMBASSY CAIRO 0145 

RUEHUJA/AMEMBASSY ABUJA 0001 

RUEAIIA/CIA WASHINGTON DC 

RHEFDIA/DIA WASHINGTON DC 

RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUEATRS/DEPT OF TREASURY WASHINGTON DC 
RUEHDE/AMCONSUL DUBAI 7982","C ON FIDENTIAL SECTION 01 OF 02 DUBAI 006919 


SIPDIS 
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E.O. 12958: DECL: 12/7/2016 

TAGS: PREL, PGOV, ECON, ENRG, EPET, IR, AE 

SUBJECT: IRAN-LIBYA SANCTIONS ACT (ILSA): DANA GAS: EXISTING 
INFRASTRUCTURE AND EXPANSION PLANS 

REF: A. A. 05 DUBAI 4987 
B. B. 05 DUBAI 0265 
C. C. DUBAI 0857 

D. D. DUBAI 2819 
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CLASSIFIED BY: Paul R Sutphin, Consul General, Dubai, UAE. 
REASON: 1.4 (b), (e) 


1.(C) Summary: Dana Gas General Manager Rashid Saif Al-Jarwan 
told PolEconoff and IRPoff November 28 that Dana Gas\' 
subsidiary, SajGas, has completed its Sajaa Gas Sweetening 
Facility -- purpose-built to process Iranian gas. The only 

remaining requirement for operation is gas from Iran. Dana Gas 

is fully aware of USG opposition to the UAE and UAE-based 

entities entering into petrochemical contracts with Iran. Dana 

Gas -- a publicly traded company based in Sharjah -- plans to 
expand through mergers and acquisitions, such as the recent 
buy-out of the Canadian company Centurion (Some 300 employees), 
as well as through new local projects in the GCC and Iran. Dana 
Gas has roughly 10 employees devoted to running the company and 
a five year agreement with Crescent Petroleum for every related 
support service (from facilities to IT and engineering 

expertise). End Summary 


Dana Gas Background and Leadership 


2.(SBU) Rashid Saif Al-Jarwan, the General Manager of Dana Gas, 
spoke with PolEconoff and IRPoff on November 28 at the company\'s 
Sharjah headquarters about company goals and UAE-based 
infrastructure. Al-Jarwan, a 1977 Pennsylvania State University 
graduate, was the General Manager at Abu Dhabi Gas Liquefication 
Co. (ADGAS) for eight years before joining Dana Gas last year. 


3.(SBU) Dana Gas has 400,000 shareholders. The Government of 
Sharjah, while one of the \"core founders\" of Dana Gas, owns only 
around one percent; other core founders include banks, 
businesses and individuals from throughout the Emirates (24 
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percent), Saudi Arabia (20 percent), and other GCC states (20 
percent). The October 2005 IPO represented the final 34.3 
percent (ref A). Al-Jarwan said Dana Gas has roughly 10 
employees devoted to running the company and a five year 
agreement with Crescent Petroleum for technical and support 
services -- running the gamut from facilities management and IT 
to engineering expertise. Crescent Petroleum is Dana Gas\' 
majority shareholder. Al-Jarwan stressed the importance of Dana 
Gas\' board of directors and its international advisory board. 

He believes the boards bring significant power and knowledge to 
the table -- including former Kuwaiti oil minister Dr. Adel 

Khalid Al Sabeeh (board of directors) and previous BP CEO Lord 
Simon Highbury (international board). 


Dana Gas Expansion Plans 


4.(SBU) Al-Jarwan said Dana Gas plans to expand in two ways, 
first through mergers and acquisitions and then through what he 
termed \"organic growth.\" In mid-November, the company announced 
the acquisition of Calgary-based Centurion Energy International 
Inc. Al-Jarwan gave three reasons for purchasing Centurion: to 
acquire its ongoing production assets; its exploration rights in 
Egypt, Nigeria and Tunisia; and most importantly, the more than 
300 Centurion employees -- including geologists, engineers and 
other specialists. The additional staff will boost in-house 
expertise. He also discussed the early October purchase of a 
controlling stake in a Bahraini-company now called Danagaz. The 
company will work with the state-owned Egyptian Natural Gas 
Holding Company to extract liquid petroleum gas from Egypt and 
sell it internationally. 


5.(SBU) Dana Gas plans to expand in the region in a methodical 
manner. The first \"organic\" Dana Gas office to open in the GCC 
will be in Khobar, Saudi Arabia. Al-Jarwan claims Dana Gas 
wants to first \"participate\" regionally, and eventually build to 

a size that can compete with major international gas firms. The 
company is seeking projects in Saudi Arabia, Qatar, Kuwait, 
Yemen and Iran. 


Gas Project with Iran 
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6.(C) Dana Gas\' subsidiary, SajGas, has built the Sajaa Gas 
Sweetening Plant in Sharjah -- a purpose-built facility for 
processing Iranian gas. Although Al-Jarwan was willing to speak 
about UAE-based infrastructure, he would not discuss Iran and it 
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was clear he understood the USG position on the deal. The plant 
and all related infrastructure are complete. The only remaining 
requirement for operation is gas from Iran. Gas will be piped 
from Hamriya port to the facility, where it will be \"sweetened\" 

-- processed to remove sulfer and other impurities, resulting in 
pure, dry methane -- and then sold domestically or abroad, for 
the greatest profit. When pressed, Al-Jarwan said the company\'s 
plan could be modified to receive gas from elsewhere, but no 
such plans exist or have been considered. Al-Jarwan did not 
offer information about the plant\'s capacity. Previous 

estimates from a BP official -- BP operates a plant processing 

all of Sharjah\'s petroleum products next to SajGas -- suggest 
the plant will be capable of sweetening 600 million standard 

cubic feet of gas per day at full capacity (ref B). 


7.(U) Local media has closely tracked the peaks and valleys of 
the gas deal with Iran (refs C,D). Despite the August visit of 

a technical delegation from the National Iranian Gas Exporting 
Company to SajGas and a Dana Gas announcement in October that it 
would begin importing gas from Iran during the first three 
months of 2007, no progress is apparent. Iranian officials 
immediately denied Dana Gas\' October 4 statement, indicating 
that the two sides had not reached an agreement on the price of 
the gas. On October 16, the English-language daily Gulf News 
reported \"final negotiations\" would be held the following week 
with Dana Gas accepting Iran\'s new price demands. No further 
information has been released. 


Comment 


8.(C) The meeting with Al-Jarwan was cancelled by Dana Gas two 
times before a same day request was floated by Al-Jarwan\'s 
office. While willing to discuss generalities, Al-Jarwan was 
circumspect in providing details and when asked to facilitate a 
visit to the SajGas plant, suggested off-roading in the desert 

area to get a look instead. A previous request for a meeting 

with the SajGas plant general manager by PolEcon Assistant was 
met with a derisive rebuke. Dana Gas is fully aware of USG 
concerns and opposition to the UAE and UAE-based entities 
entering into long-term petrochemical contracts with Iran -- as 

is the UAE government and individual Emirate governments. 


9.(U) This message has been cleared with Embassy Abu Dhabi and 
IRPO. 
SUTPHIN 
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P 071406Z DEC 06 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC PRIORITY 0222 

INFO RUCNRAQ/IRAQ COLLECTIVE PRIORITY 

RUEKDAI/DIA WASHDC PRIORITY 

RUEHAK/USDAO ANKARA TU PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/SECDEF WASHDC//USDP:PDUSDP/ISA:EUR/ISA:NESA// PRIORITY 
RHEHAAA/NSC WASHDC PRIORITY 

RUEUITH/ODC ANKARA TU PRIORITY 

RUEKJCS/JOINT STAFF WASHDC//J-3/J-5// PRIORITY 

RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK PRIORITY 
RHMFISS/HQ USEUCOM VAIHINGEN GE PRIORITY 

RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 

RHMFISS/425ABS IZMIR TU//CC// PRIORITY 

RHMFISS/39ABG INCIRLIK AB TU PRIORITY 

RUEPGAB/MNF-I C2X BAGHDAD IZ PRIORITY""CONFIDENTIAL ANKARA 006608 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/02/2016 

TAGS: PREL, PGOV, IZ, TU 

SUBJECT: TURKEY/IRAQ: CLARIFYING U.S. POSITION ON SUNNI 
OUTREACH 


REF: STATE 194458 
Classified By: POL/C Janice G. Weiner for reasons 1.4 (b) and (d). 


(C) In the absence of GOT Special Envoy for Iraq Celikkol, we 
discussed ref a points Dec. 6 with his deputy, Fazli Corman. 
Corman was grateful for the message reaffirming the USG\'s 
commitment to a government of national unity in Iraq which 
represents all communities. He said that the GOT did not 
take seriously recent press reports to the contrary, and that 
Turkey would continue its efforts -- as much as possible in 
consultation and coordination with us -- to reach out to 

Sunni Arabs in an effort to bring them into the political 
process in Iraq. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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E.O. 12958: DECL: 12/04/2016 

TAGS: PREL, HR, YI 

SUBJECT: CROATIAN LEADERS WELCOME KOSOVO PM CEKU, STRESS 
MINORITY PROTECTION ISSUES 


Classified By: Amb Robert Bradtke for reasons 1.4 (b) and (d) 


1. (C) Following up on his October commitment to President 
Bush to promote regional stability in the run-up to the 

Kosovo final status determination, PM Sanader met Kosovo PM 
Ceku in Zagreb December 1. MFA State Secretary Biscevic told 
Ambassador December 4 that the GOC and President Mesic 
emphasized with Ceku the importance of establishing concrete 
protections for minorities. Biscevic noted that Ceku 

identified the peaceful post-war reintegration of Eastern 
Slavonia (formerly held by rebel Serbs) as a valuable model 

for Kosovo, and told the PM that he sees Croatia as the best 
regional advocate for Kosovo. Sanader offered to receive a 
minority delegation from Kosovo, which Biscevic said the 
ethnic-Serb Kosovo Minister for Refugee Affairs would 
coordinate. The GOC also offered to provide technical 
assistance in building administrative capacity at the local 

level, and to accept Kosovo diplomats at the Croatian 
diplomatic academy. Arriving in Zagreb from Moscow, Ceku 
told the GOC that he did not think Russia would oppose 
Kosovo\'s independence. 


2. (C) COMMENT: His willingness to receive Ceku (and go 
public with the basic points of the meetings) underscores 
Sanader\'s desire to contribute to regional stability in the 
run-up to Kosovo\'s final status decision. With Croatia\'s 
treatment of its own ethnic Serb minority under scrutiny in 
connection with its EU and NATO aspirations, Sanader is all 
too aware of the sensitivity of the issue and its potential 

for exploitation by Belgrade. 

BRADTKE 
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RUCNMEM/EU MEMBER STATES PRIORITY 
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RUEAIIA/CIA WASHINGTON DC PRIORITY 

RUEKDIA/DIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY","C ONFIDENTIAL SECTION 01 OF 04 BAKU 001777 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/05/2016 

TAGS: PHUM, PREL, PGOV, AJ 

SUBJECT: AZERBAIJAN: PRESIDENT ALIYEV ON ANS TV STATION, 
POLITICAL REFORM 


REF: BAKU 1771 
Classified By: Ambassador Anne. E. Derse, Reasons 1.4 (b,d) 


1. (C) SUMMARY: President Aliyev said on December 5 that he 
had instructed his government to \"find a solution\" to the ANS 
problem, but added that ANS had to \"act with respect\" and 
realize it was not above the law. To facilitate a solution, 

he bruited the possibility of postponing the recently 
announced tender for the frequency on which ANS had been 
broadcasting. Speaking about the political opposition, he 
said the personal animus of discredited long-time 
oppositionists had personalized the political process, that 

this personal hostility was the only factor driving the 

political opposition, and that he could not reform the 

political process \"unilaterally\" without opposition support. 
Saying that Wwe have no political process, actually,\" Aliyev 
said he fully supports dialogue and consensus on national 
objectives for political and economic development, and that 
he is open for normalizing relations with the opposition. As 
such, he asked for US help in \"developing these political 
processes\" in Azerbaijan. END SUMMARY. 


2. (C) On December 5 the Ambassador met with President Aliyev 
and discussed both press freedom and energy issues (reftel). 
Energyoff was notetaker. 


ANS 


3. (C) The Ambassador said that President Aliyev should 
understand the USG\'s \"shock and dismay\" at the closing of 
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ANS, and said that the USG is looking to President Aliyev to 
live up to his words when he previously told the Ambassador 
that he would \"find a way out\" of this crisis. She said that 
the US has a very strong interest in seeing the growth and 
development of democratic institutions in Azerbaijan, which 
was one reason why Assistant Secretary of State for 
Democracy, Human Rights and Labor Barry Lowenkron would 
travel to Baku later this month to meet with him. She said 

the USG would continue to follow the ANS situation with great 
concern. 


4. (C) Aliyev said he understood her concern and, as he said 
both in their previous conversation and in his television 
interview, was trying to find a way out. However, Aliyev 

said that respect for law was the issue at hand. \"No one was 
untouchable. ANS had ignored long-term requests. If they 
behave in accordance with the law, all problems would be 
solved,\" Aliyev said. Aliyev added that he \"would not 
tolerate media dictates - we are building a country, where 
laws must be obeyed.\" State rules and regulations apply to 
media in all countries: for example, in Turkey if a TV 

station acts contrary to regulations it is shut down 
immediately, with no one raising a fuss. The NTRC decision 
was a \"tough\" one, but \"based on information he had 
received,\" it was justified. He said he had instructed his 
office to work with the NTRC to eliminate shortcomings. 
There should be negotiations with ANS to solve the issue. 


5. (C) The Ambassador said that the Embassy had heard from 
both sides in the ANS dispute, that ANS believed it had 
answered all government demands and claimed the license 
revocation was not justified. Aliyev said that he personally 
had no problem with ANS and did not want to see it closed. 
But ANS\' leaders must have a clear understanding that they 
are living in a state. They had been warned almost ten 

times, had ignored these warnings, and had not even come to 
the NTRC to talk about the issue. In response to the 
Ambassador\'s point that many in Azerbaijan were calling for 
ANS to be allowed back on the air, the President said that 

the reaction was \"normal,\" and that in general ANS\' 
expectation that its closing would become a \'cause celebre\' 
had not happened, and that its expectation that it was 
&untouchable\" was not borne out by the muted public 
reaction. Azerbaijan is a state, Aliyev repeated, and ANS 
needs to \"show a respectful approach.\" The matter has to be 
solved, and ANS should continue to talk to the NTRC so that 
the matter could be solved in accordance with the relevant 
regulations. Aliyev said he had instructed Presidential 
Advisor Ali Hasanov and Presidential Chief of Staff Ramiz 
Mehdiyev to support the negotiation process. 


Column 3 

6. (C) The Ambassador noted that the government\'s decision to 
put the ANS frequency up for tender did not indicate its 
willingness to solve the problem through negotiations. 
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Aliyev said that ANS could participate in the tender, \"or we 
could postpone the tender if that would help\" the 

negotiations. The Ambassador said the tender sent a signal 
that the government was not trying to find a solution, and 

that a final decision had been made. Aliyev repeated that 

there was no effort to try to close down ANS, stating that 

ANS had never \"gone after\" him and that he had nothing 
against ANS. The Ambassador said she hoped Aliyev would 
support efforts towards a satisfactory solution. Aliyev said 

he would, but that ANS had to change its attitude. The 
Ambassador said that other stations were guilty of the same 
violations as was ANS, that \"70 to 80 percent" of the viewing 
population watched ANS, and that as the country,s leading 
independent broadcaster, it was an \"important voice\" for many 
Azerbaijanis. The President disputed ANS\' popularity, saying 
that \"although some people watch ANS," according to 
government surveys most people watched state-owned AzTV. He 
suggested to the Ambassador that Embassy staff work with Ali 
Hasanov and Ramiz Mehdiyev to \"minimize the negative impact\" 
of this situation. He finished by saying that he had \"given 
strong instructions\" that a solution be found. The 

Ambassador said that she was looking forward to a solution 
that included the speedy resumption of ANS broadcasting. 


Political Opposition 


7. (C) Speaking more generally, the Ambassador said that 

she had heard from voices of Azerbaijan\'s \"independent\" media 
that the media in Azerbaijan was highly politicized, that 

there was a very small space for independent media, and that 
the USG had ideas it would like to share about how to open up 
and broaden this space. A/S Lowenkron may wish to discuss 
some of these ideas during his visit. 


8. (C) Aliyev said the politicization of the media reflects 

the current tense political situation. \"I do not see a 
national consensus to work on political development.\" The 
ruling party and the opposition have no joint approach to 
addressing big problems in Azerbaijan\'s political 
development. He said that when elements within the 
opposition support the government or dialogue with 
government, they are branded as \"traitors\" by their 
colleagues. The relationship between the ruling party and 
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the opposition is openly \"hostile.\" The reasons for the 
opposition\'s hostility date back to the early 1990s, when 
they were briefly in power, before losing power due to their 
inability to solve the nation\'s problems. 


9. (C) Aliyev said that today \"80 percent of government 
officials\" are new, specialized and apolitical technocrats. 
There also had been ongoing change in the ruling party, with 
most new members not having been involved in the 1990s 
political battles. These people are \"open for political 
cooperation.\" However, the opposition is composed 
essentially of holdovers from the 1990s. Aliyev said \"the 
burden of personal feeling from the early 90\'s does not allow 
the political process to develop. They (current opposition 
leaders) do not allow the political process to transform. If 

a new generation comes to the fore we can start normal 
communications. But if we try to reach out to establish 
relations, they say traitors. It is the same with the media. 
This hostility must be overcome, but how?\" Aliyev stated. 
Commenting that \"we have no political process, actually,\" 
Aliyev said that if the US \"can work on helping to develop 
these political processes it would be good.\" He said that he 
is "absolutely open to dialogue and consensus on national 
objectives for political and economic development, and open 
for normalizing\" relations with the opposition, but \"it seems 
impossible for today\'s leaders.\" The political tension is 
\"reflected in the media, because the media has been 
instructed to conduct a hostile campaign.\" He noted heatedly 
that when in power, the opposition Popular Front Party 
leadership had beaten current Deputy Speaker of Parliament 
Aleskerov and \"broken his legs,\" jailed others, and permitted 
\"zero\" media freedom -- they imposed censorship.\" 


10. (C) Aliyev said that he understood that it is \"very 
important to have a political process, a government, and an 
opposition.\" Absent an opposition, the government becomes 
\"lazy, less efficient, and public control is weak.\" But the 

US cannot \"trust\" the current opposition -- \"they sent to 
Moscow on the eve of the election\" last year, pledging 
cooperation in return for support. \"You can trust us, we will 
not let you down," he said. He repeated that there is a need 
for \"new educated people\" in Azerbaijan\'s political life, 
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\"there are parties that want to work with us, many opposition 
parties are approaching us for joint work. The policy of the 
government is we want to work jointly with them on 
development of the political process. We need it, we don\'t 
have it, we have constant clashes.\" He lamented again that in 
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many other parts \"of the former Soviet space, the opposition 
had been transformed into a civilized European opposition, 
the old 90\'s opposition is gone, and a new civilized educated 
opposition\" had arisen, but not in Azerbaijan. Aliyev 
concluded that he \"hopes there will be a normal process as in 
the US or the EU.8 He suggested that \"we need to work 
jointly on how to transform hostile relations into a normal 
political process -- our attempts have all failed.\" 


11. (C) Aliyev said that when he ran for President in 2003 

and even after he had been elected, he had repeatedly called 
for a dialogue with the opposition, which it mistakenly took 

as a sign of weakness. Those in the opposition who 
participated in dialogue were branded as traitors. He said 
absent opposition willingness, the ruling party could not 

reform the political process \"unilaterally.\" He said that 

there were \"no principle ideological differences on political 
and economic development\" between the opposition and the 
ruling party, who share the same strategic goals: resolving 

NK, NATO and EU orientation, development of the non-oil 
sector, improving health, education and infrastructure. But 
the opposition had been unable to achieve anything while in 
power, Aliyev maintained. Aliyev said that as the government 
\"becomes even more successful\" in achieving these strategic 
goals, the opposition\'s position becomes even weaker, and the 
personal nature of their opposition becomes more obvious. 


12. (C) Speaking personally, Aliyev said that a weak, 

ineffective and discredited opposition was good for him as a 
politician. \"All | have to do is say VRemember 1992\' and 

Il be supported," Aliyev said. However, as someone 
interested in the normal political process developing in 
Azerbaijan, he wished the opposition were more credible. The 
\"main problem\" is that the opposition uses its media outlets 

to wage a campaign against the government. The Ambassador 
said that when she had recently met with members of the 
Editors\' Council, they said that they needed to work with the 
government on media freedom issues; the Ambassador told the 
editors that she would encourage the government to 

participate in dialogue and help provide space for the media 

to grow. Aliyev agreed that there was very little 

independent media in Azerbaijan, in part because of the 
absence of sources of independent funding, through, for 
example, advertising. This required the media to rely on 

other sources to sustain themselves. He added that in fact 

few people read newspapers, with the electronic media being 
much more important in Azerbaijan. The Ambassador agreed and 
underscored again that this was why the case of ANS, as the 
country,s leading independent broadcaster, was so important. 


13. (C) The Ambassador said that the US wished to engage 
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constructively with the government to support the common 
goals of political and economic development articulated 
during President Aliyev\'s US visit. Aliyev said that the 
opposition was in no way \"democratic.\" When they were in 
power they beat their opponents and put them in prison, and 
there was censorship and no media freedom. Aliyev added that 
in terms of Euro Atlantic integration, the opposition would 
seek to align itself with Russia in exchange for Russian 
support, and pointed out that the opposition \'Azadliq\' 
newspaper decried USG influence after the most recent 
Parliament elections. The opposition is uneducated (\"they 
can\'t even speak Russian\"), not to be trusted and are not 
worthy of consideration. The Ambassador pointed out that the 
USG supports the democratic process, not the Azerbaijani 
opposition itself, and that she looked forward to discussing 
ways to further democratic development during A/S 
Lowenkron,s visit. 


14. (C) COMMENT: Aliyev\'s comments illustrate the atmosphere 
of mistrust and hostility that has dominated relations 

between the opposition and the GOAJ for the last year 

following the breakdown of GOAJ-opposition dialogue in the 
run-up to the November 2005 parliamentary elections. The 
atmosphere has grown decidedly worse over the last few weeks, 
as opposition leaders view the GOAJ suspension of ANS TV and 
simultaneous eviction of the Popular Front Party and several 
media outlets as the opening salvo in a broad GOAJ move 
against the multi-party system, and Aliyev views the 

opposition as driven exclusively by personal political 

agendas and implacably opposed to working constructively with 
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him or with the government. The current generation of 
opposition leaders -- feckless though they may be at times 

-- is a legitimate part of Azerbaijan\'s political process, 

and Aliyev\'s and the government\'s cooperation in establishing 
the legal framework and political climate and space for 
development of democratic institutions is key if \"evolution\" 

of the political process is to prevail in Azerbaijan. But 

relations between the government and the opposition are at an 
impasse. 


15. (C) COMMENT (CONTINUED): We see little prospect of 
progress, and indeed every sign that clashes will continue 

and the situation will worsen, unless the current polarized 
atmosphere can be defused, a dialogue established and a 
constructive agenda for progress agreed. Aliyev complains 
that Azerbaijan does not have a political process; at the 

same time, his government\'s heavy-handed moves against the 
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opposition do little to improve the atmosphere or advance 
political development. His suggestion that Azerbaijan and 
the USG &work jointly on how to transform hostile relations 
into a normal political process, (as) our attempts have all 
failed8 is an opening we need to explore and if possible 
build on. Political buy-in is needed from all branches of 
the Azerbaijani government and key political actors, 
including the opposition, to work to build truly democratic 
institutions and processes. A/S Lowenkron\'s visit will 
provide an important opportunity to begin to explore with 
President Aliyev and other key actors their willingness and 
ability to take steps to address the current hostility in 
Azerbaijan\'s political landscape and ideas on concrete steps 
to improve the political process. 
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E.O. 12958: DECL: 12/07/2026 
TAGS: PREL, PGOV, ECON, ETRD, KWBG, KPAL, IS 
SUBJECT: SEPARATION BARRIER AND THE VILLAGE OF SHEIKH SA\'AD 


Classified By: Consul General Jake Walles, per reasons 1.4 (b) and (d) 


1. (C) Summary: Palestinians living in the Sheikh Sa\'ad 
neighborhood, just southeast of the Jerusalem municipal 
boundary, are awaiting a ruling from the Israeli High Court 
regarding the route of the separation barrier. The 

separation barrier was erected in September 2002 and cuts 
through the neighborhood of Sheikh Sa\'ad, severing the 
majority of the community from the Jabel Mukaber area of 
Jerusalem and putting them in the West Bank. For reasons of 
topography, Sheikh Sa\'ad has only one access road leading 
into the neighborhood, and that road enters from the 
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Jerusalem side. There is no road from the West Bank into 
Sheikh Sa\'ad. Because the separation barrier cuts this road, 
access to the majority of Sheikh SaVad is limited to foot 
traffic. End Summary. 


2.(C) Representatives from the U.S., British, Swedish, and 
Japanese missions in Jerusalem were invited to tour the 
Sheikh Sa\'ad neighborhood November 20 by representatives of 
the community and the Israeli human rights organization Ir 
Amim. Sheikh Sa\'ad\'s 2,200 residents, including those on the 
West Bank side, have traditionally received all their 

services, including electricity and water, from Jerusalem. 
Residents say that the majority of the people of Sheikh Sa\'ad 
are Jerusalem ID holders, though according to an Ir Amim 
report, the GOI claims that not more than half are 
Jerusalemites. 


3. (C) When the municipal boundaries of Jerusalem were drawn 
in 1967, part of Sheikh SaVad was included in the Jerusalem 
area of Jabel Mukaber, while most of the neighborhood was 
included the West Bank. According to Sarah Kreimer, 
Associate Director of Ir Amim, this mapping had no practical 
impact on the residents at the time, and since the area\'s 
topography dictated that the only entrance to the community 
was from the Jerusalem side, residents moved freely in and 
out of the city. According to Kreimer, the IDF blocked off 

the only road entering the neighborhood in September 2002, 
leaving the residents in the West Bank portion of the 
neighborhood effectively stranded. At the time of PolOff\'s 
November 20 visit, boulders and fencing comprise the barrier 
and only allow foot traffic. 


4. (C) Kreimer told poloff on November 20 that the Appeals 
Committee at the Magistrates Court in Tel Aviv had ruled in 
favor of the village in March 2006. The Court did not change 
the municipal boundary, but it ruled that the route of the 
barrier could be changed to include all of Sheikh Sa\'ad 
inside the barrier. The Israeli Attorney General\'s Office 
subsequently filed a petition asking the Israeli High Court 

to overturn the Lower Court\'s findings and allow the barrier 
to be constructed on the current municipal line, dividing 
Sheikh SaVad. Kreimer said Ir Amim regards Sheikh Sa\'ad as a 
litmus test with respect to other neighborhoods near the 
Jerusalem municipal boundary. 


A Community Divided 
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5. (C) Hussein Abu Mohammed, a village elder, told PolOff 
November 20 that vehicles that were inside the West Bank 
portion of the neighborhood when the barricade was erected 
have been stuck there ever since. He said that with the only 
road into the West Bank portion of the neighborhood blocked, 
the neighborhood is effectively cut off from both the rest of 
their community, including family members, in Jerusalem and 
from the West Bank. Gas for the cars, which residents use 
inside the neighborhood, as well as supplies for local 

stores, must be carried by hand past the barrier. None of the 
cars inside the West Bank portion of the neighborhood have 
been insured or received new license plates since the 
separation barrier was erected. 


6. (C) Abu Mohammed said the situation is particularly hard 
on students, who must cross through the barrier to attend 
school in Jerusalem. He said tensions between residents and 
the IDF are increasing, with the guards at the barrier 
occasionally shouting profanities over a loud-speaker late at 
night. Abu Mohammed said he and other village leaders are 
trying to calm tensions and that the residents of the portion 

of the neighborhood cut off from Jerusalem by the barrier 
want only to be included with the rest of the community 
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inside the barrier so they can continue to live together and 
work in Jerusalem as they always have. He said that most of 
the community works in Jerusalem and will be unemployed if 
the neighborhood is permanently cut off. 
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E.O. 12958: N/A 

TAGS: PINR, PGOV, EN 

SUBJECT: ESTONIA: BIOS OF PRESIDENT ILVES?S ADVISORS 


1. (SBU) Estonian President Toomas Hendrik Ilves has 
surrounded himself with trusted, experienced advisors he 
has known for most of his political career. For the 

most part, these officials gained experience in the 

early days of re-independence, and comprise some of the 
most thoughtful and well connected people within the GOE 
and civil society. 


Rainer Saks: Chief of Staff 


2. (U) Rainer Saks was born in Parnu, Estonia in 1967. 

He studied history at Tartu University from 1988 to 1993 
(though he did not complete his studies). Saks taught 
history at Parnu Sutevaka Gymnasium for Humanities from 
1993 to 1999. From 1999 to 2001 Saks served as an 
advisor to llves when he was Foreign Minister. Since 

2001 Saks served as director of the State Chancellery\'s 
Coordination Bureau for the National Security Committee, 
which is responsible for inter-agency coordination on 

GOE security policy. 


3. (SBU) Saks is a long time confident of Ilves, and has 
been an important link between the President and the 
GOE. During his time in the State Chancellery, where he 
worked for four different Prime Ministers, Saks showed 
himself to be an able administrator. He kept a low- 
profile, avoiding the press and abstaining from any 

public role. As a result, despite his prominent 

position in the government, he maintained an appearance 
of political neutrality, which earned him praise from 

Ilves and other politicians. His personal interaction 

skills can be abrasive; however, in private meetings 

with us, Saks has not been afraid to offer insightful 
observations and comments on the issues for which he is 
responsible. 


Sven Jurgenson: Foreign Affairs Advisor 


4. (U) Sven Jurgenson was born in Tallinn, Estonia in 
1962. He received a BS in data processing from Tallinn 
Technical University in 1987. Jurgenson was a Junior 
Research Associate and Lecturer of Data Processing at 
Tallinn Technical University from 1987 to 1990 anda 
Senior Associate at the Estonian Institute from 1990 to 
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1991. After Estonia?s re-independence in 1991, 

Jurgenson left academia and joined the reconstituted 

MFA. Jurgenson moved up rapidly within the MFA\'s ranks, 
and in 2000 he became Estonia\'s Ambassador to the United 
States, where he served until 2003. Prior to joining 

Ilves\'s cabinet, Jurgenson was the MFA\'s Undersecretary 
for Security Policy and International Organizations. 


5. (SBU) During his time in the MFA Jurgenson was widely 
considered one of Ilves\'s \"boys\". He was also one of 
the most outspoken and influential voices within the 
MFA. He is widely viewed within the GOE and the public 
as one of Estonia\'s top foreign policy and security 
experts. Like Ilves, he is a staunch atlanticist and 
pro-U.S. He is respected for being extremely 

articulate, as well as direct and well-reasoned. 

Jurgenson is married with three children. He speaks 
English, German, French, Finnish, and Russian. His wife 
is a ranking official in the MFA\'s legal department. 


Indrek Kannik: Security and Defense Advisor 


6. (U) Indrek Kannik was born in Tallinn in 1965. He 
graduated from Tartu University with a degree in 
journalism in 1990. Kannik served as an advisor in the 
MFA from 1990 to 1992. From 1992 to 1999 Kannik was a 
Member of Parliament, first representing Pro Patria (a 
nationalist party) and later a splinter group, 
Parempoolsed (\"better half\"). While an MP, Kannik was 
active in the Finance and Foreign Affairs Committees. 

In 1994 he briefly left the Parliament and served as 
Minister of Defense in Mart Laar\'s government. From 
2000 to 2001 he was Head of the Foreign Affairs Desk at 
Postimees, the Estonian paper of record. From 2001 to 
2004 Kannik re-entered government service as Secretary 
General in the Ministry of Defense and advisor to the 
Minister, Margus Hanson. In his present position, 

Kannik will be the principal liaison officer between the 
President and the various security and defense 
institutions. 


7. (SBU) Kannik has an extensive network among Estonia\'s 
decision makers through his membership in the Estonian 
Students\' Society (EUS), one of Estonia\'s oldest 

patriotic associations. During Soviet occupation (1940 
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to 1988) the EUS was banned and operated in exile. EUS\' 


Column 3 

current membership brings together many influential 
policy and decision makers across party lines (e.g. 
Ilves, former prime minister Mart Laar, MFA Secretary 
General Matti Maasikas, Olari Koppel (see para 8), and 
Rainer Saks). Kannik speaks English, Russian, and 
Finnish. 


Olari Koppel: Advisor 


8. (U) Olari Koppel was born in Tartu, Estonia in 1969. 
He graduated from Tartu University with a degree in 
journalism. He also spent a year (1993) at Aarhus 
University, Denmark studying political science. From 
1992 to 1999 Koppel worked for several newspapers and 
magazines, including Postimees and Luup magazine, a 
social-political current events publication no longer in 
circulation. Koppel served as a press spokesperson for 
the Social Democratic Party (SDP) and advisor to SDP MPs 
from 2000 to 2006. When Ilves was elected to the 
European Parliament, Koppel served as Ilves\'s head of 
his constituency office in Tallinn from 2004 to 2006. 


9. (SBU) Koppel is not as well known as Ilves\'s other 
senior advisors. However, his recent service in Ilves\'s 
European Parliamentary office has given him expertise on 
EU matters. Koppel speaks excellent English as well as 
Russian and Finnish. Comment: Until now, Koppel was 
known primarily within the ranks of the Social 

Democratic party. His appointment is generally seen as 
being due to his close friendship with llves. End 
Comment.) 


Toomas Sildam: Public Relations Advisor: 


10. (U) Toomas Sildam was born in Tallinn in 1962. Over 
the last twenty years, Sildam has built a reputation as 
one of Estonia\'s leading journalists. His work focused 

on domestic issues (both political and economic), though 
he also has significant experience covering Russia. 
Unlike other journalists in Estonia who routinely move 
between papers, Sildam\'s entire journalistic career was 
at Postimees, where he reached the position of Senior 
Editor. In 2005 Sildam also produced one of Estonia\'s 
top current affairs television shows, \"Happy Hour\". 


11. (SBU) Ilves approached Sildam to join his cabinet 
while Sildam was in Brussels reporting on Ilves\'s 
transition from European MP to President. Sildam 
reportedly turned the job down initially, only accepting 
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after repeated approaches by llves. Sildam has an 
excellent reputation among journalists and politicians 
as someone who can be trusted. In 2002 Sildam 
participated in an Embassy organized NATO tour and in 
2004 he received a SEED grant which financed his 
reporting on the Russian elections. 


Aaro Mottus: Legal Advisor 


12. (U) Aaro Mottus was born in Toila, Estonia in 1972. 
He graduated with a law degree from Tartu University in 
1994 and an MA in 1996. He served in various positions 
in the Parliament's Chancellery, including advisor for 
the constitutional committee, advisor for the elections\' 
committee, and advisor for the Parliamentary Board from 
1993 to 1999. Mottus served in the Ministry of Internal 
Affairs as an advisor to Minister Juri Mois in 1999 and 
later Minister Tarmo Loodus in 2000. He was a lecturer 
in the Public Service Academy as well as an advisor in 
the Chancellery of the Parliament from 2000 to 2002. 
Since 2003 Mottus served as head of the management and 
social information section of the Parliament\'s 
Chancellery. 


Heli Suvi: Domestic Affairs Advisor 


13. (U) Suvi was born in Paide, Estonia in 1971. She 
graduated from the Tartu Teachers\' Seminar in 1994 and 
in 2003 received an MBA in public relations and 
communication from Tartu University. Suvi initially 
worked as a school teacher at Purdi Basic School and 
Paide Co-educational School. In 1998 she joined the 
Paide City Government as a PR specialist. From 2000 to 
2001 she was Deputy Director of Paide Health Care Center 
and from 2001 to 2006 she served as manager of the 
Estonian Reform party in Jarva County. In 2005 Suvi was 
Mayor of Paide. Suvi is ambitious and well connected; 
she is well known within the Reform party as an activist 
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in local politics. In addition to advising Ilves on 
domestic issues, Suvi also organizes his outreach visits 
to Estonia\'s counties. 


WOS 


88548 


Column 3 

OO RUEHDBU 

DE RUEHMO #2838 3411416 

ZNY SSSSS ZZH 

O 071416Z DEC 06 

FM AMEMBASSY MOSCOW 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5737 
INFO RUCNCIS/CIS COLLECTIVE 
RUEHXD/MOSCOW POLITICAL COLLECTIVE 
RUEKJCS/JOINT STAFF WASHDC 
RUEKJCS/SECDEF WASHDC 

RHMFISS/CDR USEUCOM VAIHINGEN GE","S E C R E T MOSCOW 012838 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/07/2016 

TAGS: PARM, MCAP, PREL, RS 

SUBJECT: RUSSIA WANTS \"PREDICTABILITY\" IN POST-START 
ARRANGEMENT 


REF: STATE 169770 


Classified By: Minister-Counselor for Political Affairs Alice G. Wells. 
Reasons 1.4 (B/D). 


1. (S) Russia will insist on predictability in any 

arrangement that follows expiration of the START Treaty in 
2009, according to Vasiliy Boryak, Chief of the START Office 
in the Foreign Ministry\'s Department for Disarmament and 
Security Affairs. First and foremost, Boryak told us 
December 7, was Russia\'s desire to retain a specific list of 
limitations in the new accord, with subsequent negotiation of 
numerical ceilings on warheads. In this respect, Boryak 
noted that Russia\'s position had not changed significantly 
since it presented a set of START review proposals last 
summer. 


2. (S) Boryak underlined that predictability remained a 
fundamental tenet of U.S.-Russia arms control relations; at a 
minimum, Moscow needed to be assured of future trend lines on 
numerical ceilings, which was not clear in reftel letter to 

Deputy Foreign Minister Kislyak from U/S Joseph. Boryak also 
emphasized our respective obligations under Article 6 of the 
Non-Proliferation Treaty. Both Russia and the U.S. would 

likely come under increasing pressure to reduce further the 

level of nuclear weapons. 


3. (S) Boryak said DFM Kislyak would respond formally to U/S 
Joseph\'s letter when they meet December 8. In addition to 
insisting on limitations on launch platforms and warheads, 
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Kislyak will note that: 


-- Moscow is not opposed to visits to operational sites but 
would insist that the purpose be clearly defined. In this 
respect, Boryak foresaw tough negotiations on specific 
locations and on defining strategic weapons. 


-- Site visits at nuclear test facilities would not be 
appropriate. 


-- There should be a verification mechanism, though it could 
be less burdensome than existing provisions in the START 
Treaty. 


-- There should be no deployment of nuclear weapons outside 
respective national territory. 


4. (S) None of these was an insurmountable obstacle, in 
Boryak\'s view. Differences in approach have always 
characterized U.S.-Russia arms control relations. Kislyak, 
Boryak noted, was confident that both sides would be able to 
establish a level of trust necessary to reach agreement. 
Boryak added that Kislyak valued his relationship with U/S 
Joseph. 
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SUBJECT: BELGIUM: LIBERTAD ACT REVIEW 


REF: A. STATE 191752 
B. BRUSSELS 1419 
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Classified By: ECONCOUNS T.L. ROBL, REASONS 1.4 B/D 


1. (C) SUMMARY: In response to ref A, post submits the 
following information regarding the suspension of Title Ill 
of the Libertad Act. Post has no basis to suggest that any 
Belgian investments qualify for consideration under the 
Libertad Act. END SUMMARY 


2. (C) In conjunction with its European partners, Belgian 
diplomats do meet with Cuban dissidents. Belgium has not 
undertaken any formal bilateral plans or programs 

specifically related to the promotion of democracy, human 
rights, and fundamental freedoms in Cuba. However, in August 
2006 when Casiro transferred power to his brother, the 

Belgian Foreign Minister issued a public statement expressing 
hope for a democratic regime in Cuba (see para 8). Cuba is 
not among Belgium\'s 18 partner countries that receive 

official development assistance. In October 2006 Marc 
Verwilghen, Belgian Minister of Economy, Energy, Foreign 
Trade, and Scientific Policy, visited Havana for several 

days. During the visit four Memoranda of Understanding (MOU) 
were signed (para 9). 


3. (U) In Belgium, foreign trade is a regional competency, 
divided among the three regions: Flanders, Wallonia, and the 
Brussels Capital region. Flanders Investment and Trade, 
Agence Wallonne a WExportation (AWEX), and Brussels Export 
have a combined joint trade promotion office in Havana that 

is operated by two Brussels Export employees on behalf of the 
three agencies. 


4. (U) As reported in ref B, the Flanders region accounts for 
approximately 80 percent of Belgian exports to Cuba in recent 
years. The value of overall exports from Flanders to Cuba 
has gone up sharply in recent years. In 2003, total exports 
were worth 13.3 million euros. In 2004 the figure rose to 
15.6 million euros, and in 2005 it jumped to 27.3 million 
euros. Nonetheless, Cuba is just 102nd on Belgium\'s list of 
export target countries. The principal Belgian exports by 
volume to Cuba are: animal products (25 percent), 
pharmaceuticals and chemicals (21 percent), machines and 
electrical materials (17.5 percent) and rubber (16.5 
percent). 


5. (U) The value of exports from Wallonia to Cuba during past 
five years has averaged approximately three million euros 
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annually. In 2002 exports were worth, in millions of euros, 
3.58; in 2003, 2.41; in 2004, 3.03; and in 2005, 2.92. 
Through the first quarter of 2006, exports from Wallonia to 
Cuba were worth a total of 2.97 million euros. 


6. (U) Belgian imports from Cuba have declined in recent 
years (ref B) in terms of value. From 5.5 million euros in 

2003, their value fell to 3.1 million euros in 2004 and 2.7 
million euros in 2005. Tobacco and food products (mainly 
fruits) account for 92 percent of imports from Cuba to 

Belgium by volume. Plant and animal products account for 4.5 
percent and textiles 2.6 percent. 


7. (C) Cuba and the Belgium/Luxembourg Union (BLEU) signed an 
accord on May 19, 1998 for the mutual promotion and 

protection of investment. In 1997, the Flemish Education 

Minister signed an agreement with Cuba on education; the 

accord was termed a \"transnational contract\" rather than a 

formal treaty. 


8. (U) In August 2006 Belgim Foreign Minister De Gucht, 
speaking about Cstro\'s hospitalization and temporary 
relinquishment of power to his brother, issued a public 
statement in support of democracy. The FM told Belgian 
journalists, \"| am always sad when someone is sick. But one 
should take Fidel Castro for what he is, i.e., a Communist 
Dictator. | am hoping for a democratic regime for Cuba.\" 


9. (U) From October 30 to November 4, 2006 Marc Verwilghen 
(Belgium\'s Federal Minister of Economy, Energy, Foreign Trade 
and Scientific Policy) visited Havana for the 14th 

International Fair of Havana (FIHAU). Accompanied by 
directors of three federal scientific organizations, the 

Minister met with GOC officials at the Cuban Ministry of 

Foreign Investment and Economic Cooperation in Cuba. On 
November 4 four bilateral agreements (MOUs) on cultural and 
scientific cooperation were signed. The first MOU provides 
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for joint educational activities in the field of cultural 
preservation. Two MOUs on biological diversity were also 
signed. The fourth MOU is designed to facilitate 
professional contacts and information exchange between the 
respective national archives of each country. 


10. (C) Overall, Belgian-Cuban relations remain formal and 
correct, but not warm. Post has no basis to suggest that any 
Belgian investments qualify for consideration under the 
Libertad Act. 
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E.O. 12958: DECL: 12/06/2021 
TAGS: ETTC, EINV, FR 


SUBJECT: EXPORT CONTROL BILATS BETWEEN FRANCE AND DOC ASSISTANT 
SECRETARY CHRISTOPHER PADILLA 


SIPDIS 


Classified by Econ Counselor Stuart Dwyer for Reasons 1.5 (d) 
and (e). 


1. (C) Summary. On November 30, Assistant Secretary of Commerce 
for Export Administration Christopher Padilla met with a GOF 
interagency group to discuss a wide variety of export control 

issues and strategic trade issues. The two sides addressed the 

U.S. Government\'s proposed China Licensing Policy Rule, 
implementation of United Nations Security Council Resolution 

1718, a proposal to establish a working-level group to discuss 
controls regarding night vision technology, and concerns over 

illicit diversion through the United Arab Emirates. The 

Secretariat General for National Defense (SGDN) Director of 


SIPDIS 
Technology and Sensitive Transfer, Jean-Luc Vo Van Qui, led the 
GOF delegation. End Summary. 


French and U.S. Export Control Systems 
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2. (C) Vo Van Qui explained that the SGDN, which belonged to the 
Prime Minister\'s Office, coordinated the export control of 

military equipment and sensitive scientific exports. Ministries 
that participated in the GOF interministerial export control 

group were the Ministry of Defense, Ministry of Foreign Affairs, 
and the Ministry of Economy, Finance, and Industry. GOF law 
applies to the export control of military equipment, while 
European regulation covers dual use items. In July 1995, the EU 
Council of Ministers adopted a dual-use export control system 
for all member countries. The EU adopted a harmonized list of 
dual-use goods and technology that require a license if exported 
from the EU. Companies that want to export dual use items 
should apply to the French customs authorities. Customs sends 
the application to the ministry that overseas that sector. The 
relevant ministry either approves the application or discusses 
with the SGDN, Defense Ministry, and Ministry of Foreign Affairs 
if there is a problem. In such cases, SGDN makes the final 
decision about whether to approve the license. 


3. (SBU) Padilla explained thhe U.S. licensing system, including 
the division of responsibilities between the Departments of 

State and Commerce, and the role of the Departments of Defense, 
Energy and the intelligence community in reviewing applications. 


4. (C) Vo Van Qui said that France is now reviewing procedures 

for dual use licensing and asked whether DOC could receive a GOF 
delegation from various ministries that were compiling a report 

on international best practices. Padilla agreed to host a 

delegation in 2007. 


Export Controls to China 


5. (C) Padilla noted that, in December 2003, the 33 members of 
the Wassenaar Arrangement agreed upon a Statement of 
Understanding (SOU) that requires member countries to take 
appropriate measures to ensure that a government authorization 
is required for exports of non-listed, dual-use items for 

military end uses in destinations that are subject to a binding 
United Nations Security Council (UNSC) Arms embargo or any 
relevant regional or national arms embargo. The USG is drafting 
two regulations to implement this SOU: one specifically for 
China, and one for all the other countries subject to arms 
embargos. In both regulations, the DOC will require a license 
for otherwise uncontrolled goods and technologies when the 
exporter knows that the export has a military end-use. 


6. (C) The Commerce Department decided to implement a separate 
regulation, towards China (published in proposed form in July 
and to be finalized in early 2007) to better address the unique 
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U.S. - China bilateral economic and political relationship. 

Padilla noted that it has been longstanding U.S. policy to 

encourage legitimate civilian high technology trade with China 

while restricting exports that could contribute to the country\'s 
military modernization. The proposed China rule both addresses 
U.S. commitments under the 2003 Wassenaar Arrangement SOU and 
further clarifies this long-standing U.S. policy. Importantly, 

the proposed rule does not impose a broad military \"catch all\" 

on exports to China. Rather, it will impose new licensing 
requirements on 47 specific items and technologies that could be 
incorporated into Chinese weapons systems. (Padilla shared the 

list with the GOF.) Padilla urged the GOF to work with the USG 

to ensure that the Chinese military could not obtain such 

systems from other Wassenaar countries, as it is the USG\'s view 
that the export of these technologies and their incorporation 

into weapons systems undermines the EU arms embargo. He urged 


the GOF to implement similar controls as part of its Wassenaar 
Arrangement commitments. 


7. (C) Vo Van Qui replied that France handled some of the items 
on the U.S. list through its military equipment export control 
procedures and could more easily control those. GOF 
representatives would scan the list to see how many items fell 

into this category. The GOF was noncommittal on whether or how 
it would work with the EU to adopt similar controls. Padilla 
pressed, arguing that to allow unlisted exports to military 

end-uses is both contrary to the Wassenaar understanding and 
would undermine the EU arms embargo. GOF officials argued that 
because the EU embargo is \"limited,\" they did not agree that the 
2003 SOU applied to China. 


8. (C) Padilla continued that the China regulation would also 
include a new authorization for validated end-users (VEU), or 
trusted customers. This authorization would allow the export of 
certain controlled items to specified, pre-vetted end-users 
without a license. The trusted customer concept could greatly 
facilitate civilian commercial trade with PRC end-users that 
have an established record of engaging only in civil end-use 
activities. The DOC and other relevant agencies will evaluate 
prospective validated end-users on a range of factors, including 
history of compliance with U.S. export controls and agreement to 
periodic visits by USG officials. 


9. (C) Commerce hopes to include a list of initial candidates 

that could be eligible for VEU status when the regulation is 
published in early 2007. The VEU concept has the potential to 
take out of the licensing system several hundred routine 

licenses to China worth hundreds of millions of dollars. If 
successful, this program could be expanded to other countries. 

Vo Van Qui asked to be apprised of how implementation proceeds. 
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He noted that France would not be able to adopt a similar 
regulation since European Council Regulation 1334 governs such 
exports. The GOF would not be able to change its regulations 
without consultation and agreement with other EU partners. 


10. (C) Padilla then noted that the second regulation will 
implement a military end-use control to other countries against 
which the U.S. maintains arms embargoes. These countries 
include Afghanistan, Belarus, Myanmar, Cote d\'Ivoire, Cuba, 
Haiti, Iran, Liberia, Libya, North Korea, Somalia, Syria, 
Vietnam, and Zimbabwe. Padilla noted that this regulation will 
apply to all items listed on the Commerce Control List, and that 
the regulation will be published in interim final form later in 
2006. The USG will report on this regulation at the meeting of 
the Wassenaar Arrangement the following week. 


Thermal Imaging Cameras 


11. (C) WS Padilla then turned to the issue of thermal imaging 
cameras, controls of which are particularly important given 

their variety the military and potential terrorist uses. 

Thermal imaging cameras provide significant advantage in the 
areas of targeting, surveillance, and force mobility, and DOC 
issued more licenses for thermal imaging cameras than any other 
product. However, civilian uses for thermal imaging cameras 
have grown considerably and are now used for such civil end-uses 
as search and rescue, firefighting, search and rescue, and 
maintenance of high voltage lines. 


12. (C) The EU was the largest importer of U.S.-origin thermal 
imaging cameras, accounting for approximately 65 percent of all 
export applications. Padilla noted some concerns over the 
export of certain cameras from the EU, citing British-origin 
sensitive night-vision equipment that had been recovered from 
Hezbollah fighters during the war in Lebanon. Not all thermal 
imaging cameras were equally sensitive, and major exporting 
countries should coordinate to decide which low-end cameras did 
not require export controls, and which high-end ones should have 
stricter controls. 


13. (C) Padilla proposed a working level dialogue among U.S., 
French, British, German and Swedish experts focused on sharing 
best practices and other information related to the licensing 

and enforcement of exports of thermal imaging cameras. The 
dialogue could specifically address licensing conditions, 

controls on the most sensitive items, concerns related to 

specific end-users, transshipment concerns, and enforcement 
actions that relate to EU entities. Padilla proposed organizing 
the first meeting in Europe during the first half of 2007. 
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14. (C) Vo Van Qui lamented that French industry and \"certain 


elements of the French administration\" accused him of being 
\"excessively strict\" on night vision equipment exports and urged 
using more lax dual use procedures. These same GOF parties 
wanted to loosen controls on thermal imaging cameras, night 
vision goggles, detectors, and similar gear. The GOF used its 
more strict military equipment export controls for nearly all 

such equipment. This means that French companies must have 
prior approval at each stage of their business transactions: 
discussing such exports, signing contracts, and shipping the 
equipment. Often, the GOF granted licenses with conditions. 
The GOF usually ships the most sensitive equipment to NATO 
members, Japan, Australia, and New Zealand. The GOF ships 
sensitive items to other countries on a case by case basis. For 
some less sensitive low end equipment, the GOF will ship to 
almost any country. Vo Van Qui supported consultations 
indicating interest in a consistent approach to simplifying 
procedures without increasing the risk of diversion. Padilla 
promised a proposal for dates, venue, and level for talks. 


United Arab Emirates - Port of Diversion 


15. (C) Turning to illicit diversion, Padilla briefed the French 

group on USG concerns about the diversion and proliferation of 
dual use items transiting the United Arab Emirates (UAE). The 
UAE lacks an export control system and is a key regional 
transshipment hub. The USG has found evidence of diversion of 
goods controlled by multilateral regimes routinely diverted from 
Dubai to Syria and Iran. UN Security Council Resolution (UNSCR) 
1540 obligates all Member States to criminalize weapons of mass 
destruction (WMD) proliferation and establish effective export 
controls and strong enforcement measures. In its December 2004 
report on UNSCR 1540 implementation, the UAE Government (UAEG) 
committed to enacting an umbrella export control law in the 

\"very near future.\" The USG has worked with the UAEG since 2001 
on capacity building, but the UAEG has not made progress on 
establishing an export control system. It has asserted for more 
than a year that its draft law is delayed in its legislature. 

If the UAE makes no progress in the next month or two, the USG 
may impose more restrictive licensing on the UAE. It would be 
useful for the GOF to weigh in with the UAEG over the latter\'s 
failure to pass an export control law, consistent with UNSCR 

1540, 1696, and 1718. 


16. (C) Ministry of Foreign Affairs Security Strategy and 
Disarmament Ballistics Specialist David Bertolotti said that the 

EU had sent a mission to the UAE two weeks previously. The 
European Council and European Commission decided to establish a 
dual use pilot project in UAE (along with Russia, China, Serbia, 
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and Montenegro) because of the risk of diversion in UAE and to 
help it build capacity. The EU also warned the UAEG that the EU 
would take into account diversion risk if the UAEG did not pass 
an export control law. The UAEG believes, however, that passing 
an export control law would cause trade to shift to Oman, which 
Bertolotti said had a close relationship with Iran and Syria. 

The EU is training the UAE police in risk-based management of 
export controls. The EU also has a forum for discussing 

security concerns with the UAE and is raising the need for an 
export control law in that forum. The EU is at an earlier stage 

in its efforts with the UAEG, and GOF officials remarked that 
they would press the UAEG, but would give them \"more time.\" 


17. (C) Padilla responded that federal UAE authorities 
understand the importance of an export control law, but the 
ability to influence the Sultan of Dubai, who has extensive 
business interests in Dubai port, is limited. The USG is 
concerned that the UAEG\'s constant requests for training has 
been an excuse for delay in passing the export control law. The 
USG has suspended further export control assistance until the 
UAEG passes an export control law. The DOC posted an export 
control officer to the American Embassy in Abu Dhabi to conduct 
end-use checks, counsel companies, and work to encourage the 
UAEG to improve its export controls. The rate of unfavorable 
checks for Abu Dhabi is double that of the next worse location. 


18. (C) In addition, the USG is concerned about the activities 

of UAE firm Mayrow General Trading and related entities. Mayrow 
has acquired electronic components and devices capable of being 
used to construct improvised explosive devices (IEDs) that are 
continuing to be used against coalition forces in Iraq and 
Afghanistan. Vo Van Qui requested a nonpaper on Mayrow, and 
Padilla promised to send him one. 


Sanctions on North Korean Luxury Goods 


19. (C) Turning to North Korea, Padilla noted that on November 
13, the USG submitted its report on implementation of UNSCR 
1718, which calls for sanctions on North Korea because of its 
test of a nuclear bomb. This report included the list of luxury 
items that the USG was banning for export to North Korea. The 
U.S. list does not include food items or those used by ordinary 
North Koreans, as President Bush has made it clear that the US 
would not use food as a weapon. Contrarily, the U.S. list 
included items used by Kim Jong-il and those he used to award 
elites for their loyalty. For example, motor scooters that many 
North Koreans used for transportation are not on the U.S. list, 
while Harley Davidson motorcycles, too expensive for all but the 
most politically well-connected, are. The USG does not want the 
UN to debate a common list of luxury items since such a process 
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would be time-consuming and would provide an excuse to delay 
UNSCR 1718 implementation on more important provisions 
concerning the export of armaments, dual use, and other service 
items to North Korea. 


20. (C) Ministry of Foreign Affairs Security Strategy and 
Disarmament Ballistics Specialist Arnaud Mentre said that the 
GOF shares the USG concern that debating a list of luxury items 

in the UN Sanctions Committee could delay implementation. 
However, the Sanctions Committee could usefully discuss 
guidelines in drawing up such lists. On November 20, 2006, the 
EU adopted a common list, but it will not be promulgated until 

the EU is ready to issue the regulation implementing UNSCR 1718, 
to which the list will be attached as an appendix. 


21. (C) Padilla added that the U.S., Japan, and the EU were 
adopting similar lists of luxury goods, and should work together 
in the Sanctions Committee to persuade other members to adopt 
similar lists. However, this does not mean debating the 

contents of a positive list of luxury goods. The U.S. and EU 
could also usefully exchange information on proliferators. 


Follow-up Action 


22. (C) Vo Van Qui then summarized key points and follow up 
action from the meeting: 


-- The GOF took note of U.S. points on the 2003 Wassenaar 
Agreement SOU mandating government authorization for exports of 
non-listed dual-use items for military end uses in destinations 
subject to UNSC or regional arms embargos. 


-- The USG agreed to receive a GOF delegation studying dual use 
licensing. 


-- Technical experts would meet in early 2007 to discuss export 
controls on thermal imaging cameras. (Padilla responded that the 
USG will send the GOF a letter proposing logistics shortly.) 


-- The GOF took note of the USG request for support in 
pressuring the UAEG to publish export control regulations. 


-- The GOF looked forward to receiving a paper on diversions 
from UAE, including on Mayrow General Trading. (Vo Van Quie 
noted that the two governments should share such information 
liberally to ensure that such end users could not continue to 
\"trick\" various Western governments.) 


-- The GOF also took note of the USG position on UNSCR 1718 on 
export controls on North Korean luxury goods. 
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-- The GOF would appreciate regular exchanges on export controls 
with U.S. counterparts. (Padilla agreed.) 


Participants 


23. (U) The following participated in the discussion. 
United States Government: 


Commerce Assistant Secretary for Export Administration 
Christopher Padilla 

Commerce Policy Advisor for Export Administration Michael P. 
DiPaula-Coyle 

Foreign Commercial Officer James Koloditch 

Economic Officer Harry Sullivan (notetaker) 


Government of France: 
Secretariat General for National Defense (SGDN): 
SIPDIS 


Director of Technology and Sensitive Transfer, Jean-Luc Vo Van 
Qui 

Proliferation, Science and Technology Deputy Director Patrick 
Beau 

Armaments Export Deputy Director Philippe Leonard 
International and Strategic Affairs Advisor Herve Auffret 

Ballistic Dual Use Expert Bruno Chable 

Biological Dual Use Goods Expert Christophe Bossuet 

Nuclear Dual Use Expert Alain Munier 


Ministry of Defense: 
Strategic Affairs Advisor Jean Hamiot 
Dual Usage Section Chief Anne Diaz de Tuesta 


Ministry of Foreign Affairs: 

Ministry of Foreign Affairs Security Strategy and Disarmament 
Ballistics Specialist David Bertolotti 

Security Strategy and Disarmament Ballistics Specialist Arnaud 
Mentre 

Export Control Assistant Deputy Director Jacques Raharinaivo 


Ministry of the Economy, Finance, and Industry (Industry 
Directorate-General) 

International Industrial Cooperation Deputy Director Etienne 
Coffin 

Dual Use Chief Alain Nicaud 

Dual Use Expert Guy Lusetti 
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24. (U) Assistant Secretary Padilla cleared this cable. 
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Fischer Speaks Out On Haubner Law 


1. President Heinz Fischer has harshly criticized a Social Affairs 
Ministry decree denying family benefits to the children of some 
foreign-born women in Austria as \"untenable.\" In a speech Wednesday, 
Fischer called for the regulation to be taken back. He pleaded for 
\"fairness instead of unfairness, and laws that support children 

instead of excluding them.\" The some 150 hardship cases cited by 
Social Affairs Minister Ursula Haubner were \"150 cases too many,\" 
Fischer warned. 

In addition to President Fischer\'s strong criticism of the Social 
Ministry\'s decree on family benefits, political parties including 

the SPOe and the Greens, and high-ranking Christian representatives 
in Austria, a group of leading Austrian NGOs are also continuing 

their criticism of Social Affairs Minister Ursula Haubner from the 

BZOe over her unwillingness to back down over the decree denying or 
delaying family payments to non-Austrian mothers residing legally in 
this country, semi-official daily Wiener Zeitung reports. 
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SPOe and OeVP Taking Their Time 


2. There has been no genuine progress lately in the ongoing 
negotiations on the formation of a grand coalition. The SPOe and 
OeVP seem to be in no hurry, and a government is still along way 
off. Austrian media speculate the two parties could be playing for 
time in order to prevent a grand coalition at the last moment. 
President Fischer has meanwhile urged the negotiation partners to 
speed up the process. 

Although the SPOe and the OeVP together with representatives from 
the business and labor sectors, held a sixth round of talks on 

forming a coalition government Wednesday, progress has been slow, 
and many issues remain unresolved, all Austrian media report. 
Mass-circulation tabloid Kronen Zeitung runs the front-page headline 
\"SPOe and OeVP Reaching Impasse,\" arguing that a grand coalition 
would only make sense if major projects can be implemented. However, 
for many of the two parties\' key issues, including pension and 
education reform or the so-called basic security payments, there is 
not enough money to do so. Meanwhile, mass-circulation tabloid 
Oesterreich believes the still-to-be-formed grand coalition 
government is already in a crisis: The daily suggests that instead 

of achieving progress, the SPOe and the OeVP have merely been 
quarrelling during their coalition talks. The Social Democrats are 

now concerned the Conservatives could be preparing to bail out of 
the negotiations altogether. 


Turkey Planning Sanctions against EU 


3. Should the European Union decide to put the Turkish membership 
process on hold, as it has threatened in the face of Ankara\'s 

refusal to recognize Cyprus, Turkey could reply with \"sanctions\" 

which, according to Turkish media, could include a stop to Ankara\'s 
cooperation with the EU regarding the Middle East conflict and the 
Iranian nuclear program, as well as on Europe\'s anti-drug, refugees 
and energy policies. 

After Austrian media earlier today suggested Turkey could impose 
\"punitive measures\" against the EU, should the Europeans suspend 
membership talks with Ankara, there have been further developments: 
According to a report by ORF online news, there has been movement in 
the dispute over Turkey\'s refusal to recognize Cyprus. A 

spokesperson for the Finnish EU Presidency announced that Ankara has 
signaled it is prepared to come around: Turkey says it is going to 

open one seaport and one airport for ships and planes from Cyprus, 

the spokesperson stated. Ankara has not yet confirmed these reports, 
which have also been floated in the Finnish media, writes ORF online 
news. 
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Tough Iraq Study Group Report 


4. The report published Wednesday by the Iraq Study Group has 
President George Bush \"in a tight spot,\" according to ORF 
television. The report contains some uncomfortable facts, describing 
the situation in Iraq as \"grave and deteriorating,\" and -- as 

expected -- recommends a drastic change of course of Washington\'s 
policy. Both Republicans and the Democrats, however, see the Baker 
Commission report as an opportunity to change the situation for the 
better. \"The question remains whether President Bush will follow the 
group\'s recommendations" ORF TV comments. 

All Austrian media give extensive coverage to the report on Iraq 
published Wednesday by the Baker Commission. According to liberal 
daily Der Standard, the report warns of potential civil war in Iraq, 


which would affect the entire region, and suggests the United States 
should launch direct negotiations with Syria and Iran. In centrist 

daily Die Presse, Washington correspondent Norbert Rief writes that 
one of the study group\'s proposals, calling for direct talks with 

Syria and Iran to bring abut a stabilization of Iraq, presents a 

sharp contrast to the White House\'s policy on the two countries so 
far. A new strategy in Iraq is needed to guarantee success, the 
Commission says. Meanwhile, semi-official daily Wiener Zeitung 
reports that President Bush has said he will take the Commission\'s 
recommendation very seriously, although he may not follow all of 
them. Both mass-circulation daily Kurier and mass-circulation 
provincial daily Kleine Zeitung argue that the report is a \"blow\" 

and an \"embarrassment for President Bush.\" Mass-circulation tabloid 
Kronen Zeitung even writes about a \"death blow for President Bush\'s 
Iraq policy.\" 


Senate Confirms Gates 


5. Robert Gates has been confirmed as the next US Defense Secretary, 
replacing Donald Rumsfeld who stepped down last month. The Senate 
approved President George Bush\'s nominee just a day after Gates won 
the unanimous endorsement of the Senate\'s Armed Services Committee. 
The incoming Pentagon chief told the Senate Committee the US was not 
winning the war in Iraq and said he was open to new policy ideas. 

Senior columnist for mass-circulation daily Kronen Zeitung Ernst 

Trost commented on the confirmation of Robert Gates as new US 
Defense Secretary: \"Robert Gates impressed the senators with his 
refreshing realism. He analyzed the developments in Iraq and the 
mistakes that were made there as a reasonable human being, without 
the ideological blinkers of the neoconservative liberation and 
democratization ideologues. Now would be the time for these insights 

to pervade the walls of preconceived opinions around President Bush, 
and for the White House boss to give up his chosen isolation from 

the painful truth.\" 

McCaw 
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Sensitive But Unclassified. Please handle accordingly. 
This cable was codrafted by Embassy Athens 


1. (SBU) SUMMARY: Turkish state pipeline company BOTAS announced a 
delay in completion of the Turkey-Greece (gas) Interconnector (TGI) 

until early summer 2007. Although BOTAS claims construction delays 

on both the Greek and Turkish sides, the head of Greece\'s natural 

gas company (DEPA) said Greece was on track to open its link with 

Turkey in March 2007 and to Italy by the end of 2011. The small 
\"disconnect\" on completion timing between the two sides does not 

appear to be contentious. The Greek Government has made a final 
decision to place its portion of TGI under the soon-to-be-created 

gas transit infrastructure holding firm, known as DESFA. Both 
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Turkey and Greece attach great importance to this first symbolic gas 
pipeline link to European consumers. Timing of arrival of 

contracted Azeri gas from the South Caucasus Pipeline (SCP) into 
Turkey to provision a symbolic first Caspian shipment to Europe via 
Turkey is still uncertain because of technical and political delays 
(Ref A). Russian pressure is growing on both Turkey and Greece to 
accept Blue Stream gas for transit to Europe. End Summary. 


2. (SBU) Quoting BOTAS acting Director Saltuk Duzyol, the Turkish 
press recently reported delays in opening the TGI to summer 2007 due 
to construction problems. The article noted that the original 

estimated construction completion date for the $300 million, 285 km 
pipeline would have been November 2006. 


3. (SBU) BOTAS Deputy Director Sakir Arikan stated that there had 
been a projected delay in construction completion of TGI to June 

2007, from previous estimates of March. He said the good news was 
that the golden weld completing the most difficult Sea of Marmara 
crossing was completed on December 4. Arikan said the bad news was 
that DEPA and BOTAS faced delays in tendering and completing the 
Meric River border crossing. He said this had always been 

identified as the critical path element which caused the overall 

delay. He said that BOTAS and DEPA met in Istanbul on December 5 to 
agree on the modalities of working together on the river border 
crossing. Arikan stressed that there were other construction delays 

- off the critical path - on both the Greek and Turkish portions, 

but asserted that there was no finger pointing between the two 

sides. 


4. (SBU) Arikan corroborated press accounts that the GOT had to 
cancel and re-tender the contract for the partially complete 193 km 
Karacabey-Ipsal Thrace pipeline portion for contractor 
non-performance (Bayinder Insaat - Su Tek). He said that this would 
be re-tendered in one month and this portion would be completed in 
three-four months. Finally, Arikan mentioned a short portion 

through rice fields that had to be expropriated through a special 
provision of the procurement law to assure timely completion. 


5. (SBU) DEPA Managing Director Papageorgiou claimed to be sanguine 
about the delay in the Turkish leg of TGI, but was concerned BOTAS 
could use the delay to reduce the amount of Azeri gas it would send 

on to Greece. VA delay until the summer on the Turkish side is ok, 

but | want to obtain the full 0.25bcm of Azeri gas promised for 
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2007. This is important for all of us for symbolic reasons.\" 
Papageorgiou said he had met with SOCAR Deputy Nasirov in Brussels 
in November, who had said SOCAR could ship Greece up to .3bcm, 
comfortably above the promised 0.25bcm. 


6. (SBU) Papageorgiou outlined progress on the Greek side of the 
Greece-Turkey link. The Italian firm Ghizzoni has already completed 
construction of the link from Alexandroupolis to the Turkish border, 
and the contractor for the Komotini-Alexandroupoli leg, the Greek 
firm Prometheus, along with its Russian partner Streytransgas, is on 
track to complete its part of the pipeline by March 2007. Gas 
transiting from Turkey would as of that time be able to enter the 
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Greek grid. 


7. (SBU) Papageorgiou said that the underwater portion of TGI 
crossing from Greece to Italy would be owned and operated by the 
Poseidon Corporation, a joint venture of DEPA and Italian Edison. 
Poseidon has applied to the Greek and Italian regulators, as well as 
to the EU, for approval of the pipeline\'s route, as well as for 

third party access exemptions allowing Poseidon to dictate the 
supply of gas. Poseidon has requested exemptions for 100% of the 
capacity, but Papageorgiou expects to get exemptions for between 80 
and 90% of the capacity. Papageorgiou said that Banca Intezza is 
serving as Poseidon\'t technical advisor. Papageorgiou said current 
planning indicated the Poseidon portion of the pipeline would be 
completed and ready to link up with the Italian gas infrastructure 

\"in 2011.\" 


8. (SBU) Papageorgiou noted that the Greek Government had decided 
that the Greek portion of TGI would fall under the Public Gas 
Infrastructure Company (DESFA), to be created in January 2007 and 
which will be the holding company for Greece\'s entire natural gas 
transmission system. DESFA\'s board will be appointed by the 
Ministry of Development, although it will be a DEPA subsidiary. Now 
that the GoG has made the decision in support of DESFA, Papageorgiou 
said, it was essential that it take the steps necessary to maximize 
Caspian throughput. This includes negotiating long-term contracts 
with Caspian suppliers and changing Greek law to allow an exemption 
for the Greek portion of TGI from the standard national tariffs, 

which Papageorgiou said were uneconomically high for TGI. 


9. (SBU) COMMENT: The TGI construction delay in Turkey may not be 
that unexpected for a substantial international pipeline, and the 
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small disconnect between the two companies\' estimated completion 
does not appear to be material or asource of argument or blame. In 
any case, the TGI appears to be less contentious than the delays and 
squabbles generated between parties in the bigger BTC oil pipeline 
and the on-going SCP Baku-Tbilisi-Erzurum connection for Azeri Shah 
Deniz gas. BOTAS claims to be ready to accept gas at the Turkish 
border from SCP, which leaves open the possibility of shipping 
symbolic levels of Azeri gas to pass through Turkey to Greece in 
2007. As reported by Baku and Tbilisi, Russia is pressuring 
Azerbaijan and Georgia not to deliver gas to Turkey at all or not at 
contracted prices. Gazprom has also been increasingly vocal and 
active in Turkey, seeking to promote additional volumes of Russian 
gas via Blue Stream (I or Il) to transship Turkey to Europe. 


10. (SBU) COMMENT CONTINUED: Whatever the revised schedule will 
itself hold is open to question. BOTAS has experienced 

irregularities in tendering and frequent contractor problems in 

various pipeline projects, which have also reflected negatively on 

its financial and management capacity. For his part, DEPA\'s 

Director admitted the firm had a somewhat spotty record of on-time 
construction completion; we believe his 2011 target for TGI 

completion is optimistic. 


Wilson 


88553 

OO RUEHDA 

DE RUEHAK #6610/01 3411444 

ZNR UUUUU ZZH 

O 071444Z DEC 06 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0225 
RUEKJCS/CJCS WASHDC IMMEDIATE 
RUEKJCS/SECDEF WASHDC IMMEDIATE 
RUEKJCS/OSD WASHDC//PA 

RUEUITH/ODC ANKARA TU 

INFO RUEHTH/AMEMBASSY ATHENS 7637 
RUEHIT/AMCONSUL ISTANBUL 1756 
RUEHDA/AMCONSUL ADANA 1404 
RUEHBS/AMEMBASSY BRUSSELS 5606 
RUEHBS/USEU BRUSSELS 
RUEHNO/USMISSION USNATO 5326 
RUCNDT/USMISSION USUN NEW YORK 1987 
RUEUITH/DET 1 39LG ANKARA TU 
RHMFIUU/USDOCO 6ATAF IZMIR TU 
RHMFIUU/390S INCIRLIK AB TU 
RHMFIUU/AFOSI DET 523 IZMIR TU 
RHMFIUU/39ABG INCIRLIK AB TU 
RHMFIUU/AFOSI DET 522 INCIRLIK AB TU 
RUEUITH/AFLO ANKARA TU" "UNCLAS SECTION 01 OF 03 ANKARA 006610 


Column 3 
SIPDIS 


SIPDIS 


DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
THURSDAY, DECEMBER 7, 2006 


In Today\'s Papers 


Erdogan on Turkey\'s EU Process 

All papers report prior to departing for Damascus on Wednesday, 
Prime Minister Erdogan told the press that Turkey would wait to see 
the decisions to be taken at the EU meetings on December 11 and 
December 14-15. \"In the worst case, the EU entry process might slow 
down, but Turkey will stick to its EU membership goal without 

reacting emotionally,\" Erdogan maintained, adding Turkey had ready 
\"a Plan B and Plan C\" if ties with the European bloc break. Erdogan 
slammed the French and German efforts to freeze talks with Ankara, 
saying France, concerned about the upcoming general elections, chose 
to satisfy its domestic audience by opposing Turkey joining the EU. 


Turkey Offers EU to Open Ports, Airport to Cyprus 

Turkish and international wire agencies and TVs report Thursday 
morning that a spokesman for Finland\'s EU presidency said Turkey has 
submitted to EU an offer to open one port and one airport to Greek 
Cypriot ships and planes in exchange for the opening of Ercan 

Airport and Maras (Varosha) port in Turkish Cyprus to international 
trade. Turkish Foreign Ministry (MFA) sources stated the proposal 
does not include a unilateral opening of ports. TV news broadcasts 
reported early in the afternoon that the Greek Cypriot 

administration had rejected the offer. 


Iraq Study Group Report 

Hurriyet, Milliyet, Sabah, Radikal, Cumhuriyet, Zaman, Yeni Safak 
and others report the Iraq Study Group, led by former Secretary of 
State James Baker and former US Rep. Lee Hamilton, presented 
President Bush with a report carrying recommendations for US troop 
reductions and an international support group for Iraq. The report 
suggests that the upcoming 2007 referendum on Kirkuk be postponed in 
an effort to block the spread of violence and that the diplomatic 
process should include Syria and Iran. It underlines that Turkey 
should participate in supporting the process for a solution in Iraq. 
Several Turkish papers highlight the report says there is \"No magic 
formula\" for Iraq. News commentaries in Cumhuriyet and the 
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economic/political Referans point to Erdogan\'s recent visits to 
Tehran and Damascus, the latter occurring on the day when the Iraq 
Study Group unveiled its report, speculating that Turkey began to 
lay the groundwork for US policies in the Middle East. 


Editorial Commentary on Iraq Study Group Report 
Washington-based correspondent Rusen Cakir comments in the mass 
appeal Vatan that expectations for the report have been raised too 
high: \"The US and almost the entire world are expecting too much 
from the ISG\'s report, hoping to find a settlement to the Iraq 

issue. Following the release of the report those hopes have faded. 
There is no miraculous solution offered in this report. The gist of 

the report actually presents a strong indication that the US is 
desperately seeking a way out in Iraq. The content of the ISG 

report suggests a midpoint between Democrats and Republicans and 
offers some plans which both parties can agree on, although nothing 
is new. On the other hand, the ISG report has a symbolic importance 
-- it shows that the US has not won the war in Iraq, and will not in 

the future either. This does not mean that Iraq has won the war, 

but Iran and Syria are certainly on the winning side of the 

equation. Although the report stands against the idea of a divided 
Iraq, the reality tells just the opposite. It is hard to predict 

what would happen after the withdrawal of American forces, but Iran 
and Syria will continue to hold the strings in Iraq as they have 

already gained control over Shiites and Sunnis respectively.\" 


In the conservative Bugun, columnist Cengiz Candar points out there 
is no \"magic formula\" for Iraq: \"We waited for the report by Iraq 
Study Group as if we were waiting for Godot. For me the report has 
never been a subject of excitement because the Iraq problem can 
never be settled via miraculous ideas. Besides everything about 
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Iraq and the possibilities for its future have already been 

discussed, debated and speculated on. In other words, there is 
nothing left for the ISG to create idea-wise. At this point the ISG 
report, regardless of its suggestions, does not have a chance of 
implementation. The lraq issue is directly related to the colossal 
transformation process in the Middle East, and by focusing on Iraq 
alone we simply cannot see the whole picture. There is no calendar 
for pull out even in the Baker-Hamilton report and President Bush is 
not going to commit himself to the contents of this report. The 
reality is far from a magical formula for Iraq. The US is suffering 
from an obvious weakness on Iraq while the violence mounts to an 
incredible dimension, and as the potential for a civil war in 

Lebanon grows.\" 


Baser and Ralston to Meet on December 11 
Yeni Safak, Zaman, Radikal, Milliyet and others: Today\'s papers 
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report that Turkey-US cooperation in countering terrorism continues. 
Within this framework, Turkish and US special envoys for countering 
PKK terrorism Baser and Ralston will meet for the fourth time, 

either in Germany or Belgium upon the request of Baser, on December 
11. 


PM Erdogan\'s One Day Visit to Syria 

All papers report that PM Erdogan paid a one-day working visit to 
Damascus. He met with President Assad and PM Mohammed Naji 
al-Otari. Syrian PM Otari urged that both countries make joint 
investments. Erdogan and Syrian President Assad discussed regional 
matters, developments in Iraq and Lebanon, and the Israel-Palestine 
conflict. On his return to Turkey, PM Erdogan told the press that 

Iran, Syria and Turkey share the same belief regarding protection of 
the territorial integrity of Iraq. 


Survey on the Plight of Women in Southeast Turkey 

Milliyet and Radikal carry a survey conducted with 472 married women 
in 97 villages around the mainly Kurdish city of Diyarbakir, which 
shows 80 percent of the women are illiterate, 58 percent forced into 
marriage, 43 percent gave birth at the age of 14 -18, 63 percent 

have no social security, and girls are not sent to school. Thirty 
percent of the women were married when they were under the age of 
15, and 44 percent of them have six or more children. The survey 
was conducted by Diyarbakir Municipality\'s Research Center for 
Women\'s Problems. A social worker from the survey team said people 
in the villages live in \"stable-like houses\" together with their 

sheep and cows, citing one example where she saw 24 living in a 
single room. 


Pamuk to Receive Nobel Prize on Sunday 

Hurriyet, Sabah, Radikal, Zaman and others report Orhan Pamuk, the 
first Turkish novelist to win the Nobel Prize in literature, 

Wednesday told around 60 journalists from various countries in 
Stockholm that he was pessimistic about Turkey\'s EU membership 
process. \"Unfortunately, excitement in Europe and Turkey has been 
lost, which makes me sad,\" he said, noting that Turkey\'s accession 
to the EU would be an example that there is harmony among the 
civilizations, not clashes. Pamuk will give a speech on Thursday 
and attend a ceremony on Sunday where he will receive his Nobel 
Prize worth of USD 1.4 million. 


TV Highlights 
NTV, 6.00 A.M. 
Domestic News 


- Turkish Foreign Ministry sookesman Namik Tan said developments 
leading to divisions in Iraq would be harmful for the whole region. 
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- Turkish Cyprus leader Mehmet Ali Talat will travel to The Hague at 
the invitation of Dutch Foreign Minister Bernard Bot. 
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- Turkish Justice Ministry drafted a bill for the establishment of a 
national DNA bank that will facilitate the fight against crime. 


- Turkey\'s Council of State (Danistay) has suspended the decision of 
the Privatization Administration for the sale of state-owned 
Halkbank. 


- Four people have been killed and many others injured as more than 
50 cars collided in the heavy fog near Istanbul. Eleven killed and 

26 others were injured in another traffic accident on a highway near 
the city of Bolu. 


International News 


- Pope Benedict addressed a reception in the Vatican after his 
landmark trip to Turkey, expressing hope that Turkey could become a 
\"bridge of friendship and brotherly cooperation between the West and 
East\". 


- Defense Secretary-designate Robert Gates said \"if the US leaves 
Iraq in chaos, a regional conflict would break involving Saudi 
Arabia, Turkey, Syria, and Iran. 

- Lebanese Prime Minister Siniora has urged the opposition to end 
the street protests and return to the negotiating table, stressing 

he would stay in office. 


- France\'s Foreign Minister Philippe Douste-Blazy said Iran will 
face UN sanctions for refusing to halt its nuclear program. 


- Mortar fire on the Midan district of Baghdad killed 10 people and 
wounded another 54. 

Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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SUBJECT: KABILA INAUGURATED AS PRESIDENT OF THE THIRD 
REPUBLIC 


REF: KINSHASA 1791 


1. Summary: Joseph Kabila was inaugurated as the President 
of the Democratic Republic of Congo on December 6. Numerous 
African heads of state as well as high level international 
delegations attended the ceremony in Kinshasa. Secretary of 
Labor Elaine Chao headed the USG Presidential Delegation. 
Jean-Pierre Bemba and other leaders of his Movement for the 
Liberation of the Congo (MLC) political party did not attend 

the ceremony. Kabila\'s inaugural address highlighted the 

needs of the DRC and his plan to pursue good governance and 
economic development. End summary. 


2. Joseph Kabila\'s December 6 inauguration day was peaceful, 
if hectic, as the city filled with Congolese and foreign 
dignitaries for the investiture of the DRC\'s first 
democratically-elected president in over 40 years. Principal 
guests at the ceremony included the Heads of State of South 
Africa, Angola, Republic of Congo, Central African Republic, 
Gabon, Togo, Burundi, and Namibia. The former presidents of 
both Mozambique and Namibia attended the inauguration as 
well. Numerous heads of government or ministerial-level 
delegations represented other African, European, and Asian 
countries. Neither Uganda or Rwanda were represented at the 
ceremony. 


3. The US Presidential Delegation was headed by Secretary of 
Labor Elaine Chao. Belgium sent a delegation headed by Prime 
Minister Guy Verhofstadt, Great Britain sent its Deputy Prime 
Minister, France sent the President of its Constitutional 

Council, and Germany was represented by its Foreign Minister. 
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Aldo Ajello, Special Representative of the European Union to 
the Great Lakes Region, attended. The United Nations was 
represented by Jean-Marie Guehenno, head of Peacekeeping 
Operations. 


4. Kabila\'s inaugural address lasted thirty minutes and 

centered on an acknowledgment of the enormous amount of work 
which faces the country. He made a strong call for an end to 

both corruption and impunity, noting that \"the prisons of the 

State will be open to all those who place themselves outside 

of the law.\" Kabila included a strong note of thanks to the 
Independent Electoral Commission for its work organizing the 
elections, and he saluted the \"remarkable solidarity\" of the 
international community during the DRC Transition. 


5. Kabila emphasized the need for the DRC to demand \"the 
trilogy of good governance, democracy, and respect for human 
rights.\" He noted that these three pillars must support 
economic development in any country, and cited the importance 
of international support to the continuing progress of the 

DRC, saying his goal would be \"the diplomacy of development.\" 
He noted the extremely high level of poverty in the Congo 

and the need for the GDRC to address basics across society, 
including infrastructure, roads, employment, schooling, 

housing, and health care. 


6. Kabila stated that one of his most important goals will 

be to ensure the security and safety of the Congolese people, 
and affirmed his intention to \"eradicate every form of 
insecurity and urban terrorism.\" He reaffirmed his support 

for opposition views and stated his intention to live in 

peace and good relations with neighboring countries. He 
stated his commitment to strengthening the institutions of 

the state to safeguard the balance between executive, 
legislative and judicial powers. He noted that the Prime 
Minister would be formally named within the next several days. 


7. Kinshasa remained calm, with minimal traffic due to a 

declared holiday but with a heavy security presence provided 

by both Congolese and MONUC forces. Kisangani and Lubumbashi 
reported fireworks and exuberant gatherings by Kabila 

supporters. No security incidents related to the 

inauguration were reported anywhere in the DRC. 


8. Comment. Two and one half years after the establishment 
of the Transitional Government, Kabila\'s successful 
inauguration is nearly the last step of the long, arduous 
transition process. Kabila said all the right things in his 
inaugural speech, which was well received by both national 
and international audiences. His actions in the next few 
weeks, notably the announcement of his cabinet and his 
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interaction with the newly seated National Assembly, will 
provide a concrete idea of his plans in the first phase of 
the Third Republic in the Congo. End comment. 
MEECE 
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E.O. 12958: N/A 
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SUBJECT: PERU: PRESIDENT GARCIA AT 100 PLUS DAYS 


REF: A. LIMA 4451 
B. LIMA 4519 


1. (SBU) President Garcia\'s political skills have lent Peru 

a stability that the country has not enjoyed for several 

years. While the APRA lost badly in the 11/19 regional 
elections, some argue that Garcia now can control a divided 
field of regional presidents and use the results to stave off 
patronage pressures from his own party. Others maintain that 
Garcia will have to work with a mixed bag of regional 
presidents, many of them anti-free market radicals. While 
Garcia\'s nods to populism have worried some observers and his 
government is not likely to pilot much-needed state reforms, 
he is enjoying a longer honeymoon than most observers 
expected. End Summary. 
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2. (SBU) President Alan Garcia and his government have 
passed the first key mark of their administration, the 
country\'s November 19 regional and municipal elections. 
Although his APRA party fared poorly, Garcia\'s position 
remains strong. For the moment, there is no organized 
opposition to the President. Though they have slipped in 
recent weeks, his poll numbers remain in the high 50s (still 
higher than his support in the second round of the election), 
and his former rival, Ollanta Humala, has all but 
disappeared. No solid anti-Garcia or anti-Government 
Congressional bloc has emerged in the Congress. Instead, 
the ruling APRA party has led different coalitions on an 
issue-by-issue basis, which has helped the government manage 
the legislature. All told, Peru under Garcia has enjoyed a 
stability and relative tranquility that it hadn\'t seen during 
years immediately prior. 


3. (U) APRA\'s heavy losses in the 11/19 regional and 
municipal elections -- the party went from controlling twelve 
Regional Presidencies down to only three -- create a new 
political panorama that presents both opportunities and 
challenges to the GOP (ref A). While a manifest blow to the 
party\'s national standing, there may be a silver lining. 

Some have argued that APRA\'s loss is Garcia\'s gain, since the 
party must now depend more than ever on the President. 
Moreover, the drubbing APRA took may enable the President to 
stave off patronage pressures from party regulars. Garcia 

can argue that handing out government positions to 

technically unqualified political supporters (as he did 

during his first term as president) would be political 

suicide in the face of a wary electorate. 


4. (SBU) The President has already shown how he might use 
regional governments as foils. In the context of the 
government\'s accelerated decentralization program (ref B), 
Garcia is seeking to shift both responsibility and 

(importantly) blame for problems and shortcomings away from 
the central government, and on to regional and municipal 
governments. A recent high profile event on child 

malnutrition is illustrative. In his public remarks, 

President Garcia laid the blame for inadequate nutritional 
programs squarely on regional governments, which he said had 
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a narrow \"bricklayer\" mentality, i.e. a tendency to invest in 
(often poorly managed and slow starting) infrastructure 
projects rather than in helping the country\'s poorest and 

most needy. Garcia commented acidly that if children in the 
regions could vote, regional governments would invest more to 
improve their diets. 


5. (SBU) Some disagree with the wisdom of this approach. 
Former Interior Minister Fernando Rospigliosi told Polcouns 

on 11/30 that while Humala himself had disappeared, the 
sentiments that fueled his movement had not, and that many of 
the new regional presidents and local mayors shared Humala\'s 
radical values. The central government\'s push for rapid 
decentralization, combined with inexperience and lack of 
capacity at the regional and municipal government levels, 
could generate and even exacerbate program failures. 
Rospigliosi suggested that blame for such difficulties would 
inevitably blow back on the GOP, aggravating social 

conflicts, particularly in high-conflict zones like Ayacucho 

and Puno, and strengthening popular pressures on the 
government. 


6. (SBU) Developments on the Peru Trade Promotion Agreement 
(PTPA) front have also generated mounting pressures. The 
decision not to seek formal approval for the agreement during 
the U.S. congressional lame duck session has incited an early 
round of finger pointing in Peru. Some observers have 
accused the government of failing to push the agreement with 
sufficient vigor in Washington, while some in the Garcia 
Government have responded by blaming the Toledo 
Administration for mishandling the initial strategy. Garcia 
himself has generally remained positive about the 

legislation\'s prospects, and even enlisted former President 
Toledo to help, unthinkable several months ago. As the GOP 
seeks to recalibrate its approach, many observers are 
convinced the rejection of the PTPA would be (and be seen as) 
a significant defeat for Garcia and a serious blow to the 
economic and strategic interests of Peru and the U.S. 


7. (SBU) Garcia\'s Achilles Heel could be his penchant for 
populism. Where President Toledo was a poor politician but a 
good manager, Garcia\'s record suggests the exact opposite: 
that he is a master political tactician prone to strategic 
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blunders and indifferent to everyday administration and 
management. Critics have seized two recent issues to 
illustrate Garcia\'s alleged turn to populism. The first was 

the GOP\'s decision to forgive the debts of 27,000 small 
borrowers from the government\'s Materials Bank (BANMAT). The 
second was the proposal by an APRA representative in 
Congress\' Labor Commission to include in the draft labor law 
a provision making it almost impossible to fire workers (ref 

C). Following the public outcry, the government\'s response 
on both issues -- that small debtors would have to pay 50 
soles (USD 16) each for the amnesty and that the labor law 
provision would be modified to give employers more discretion 
in dismissing workers -- suggests that the populist path 

itself will entail serious political costs for the 

government. 


8. (SBU) Many observers concede Garcia\'s gift for politics 
and the likelihood he will resist the kinds of populist 

impulses and pressures that led him, and Peru, down such a 
disastrous path in 1985-90. Hope, mingled with the 
government\'s mostly positive signals up to this point, have 
kept the administration\'s honeymoon going for longer than 
most analysts would have expected. At the same time, few are 
convinced the Garcia government has the political will or 

ability to embark on the kind of serious state reforms, 

including of the judiciary, that Peru requires to climb to 

the next level of political and economic development. Such a 
project would have a high political cost, and would mean 
taking on established interests, some of them embedded in the 
state apparatus, the government and the APRA itself -- things 
Garcia has generally sought to avoid. 

POWERS 
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E.O. 12958: N/A 
TAGS: ETRD, KIPR, USTR, EUN, TU 
SUBJECT: TURKEY: PHRMA IPR ISSUES IN EU PROGRESS REPORT 


SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET DISTRIBUTION. 
Ref: (A) Ankara 5335 and previous 


1. (SBU) Summary: The November EU Commission Progress Report on 
Turkey\'s accession process included language about the slow movement 
of pharmaceutical IPR reforms. While U.S. pharmaceutical companies 

in Turkey have not received any new information from the Ministry of 
Health regarding the MOH\'s August 3 letter outlining which products 
would benefit from data exclusivity (ref A), PARMA company 
representatives express guarded optimism based on the issue\'s 

inclusion in the Progress Report and another \"strongly worded\" 

letter sent by the Commission on November 6 to Turkey\'s EU 

Delegation. However, depending how the accession process proceeds 
after the December 15 EU Summit, PARMA companies may call on the USG 
to intensify its efforts if EU influence begins to wane. End 

summary. 


2. (SBU) Innovative pharmaceutical companies in Turkey, through 
their European trade association (EFPIA) in Brussels, have been 
pushing the EU Commission on three items for EU action to pressure 
Turkey to fully implement its data exclusivity (DE) obligations 

under the Customs Union. The first was that the Commission demand 
from Turkey\'s MOH a moratorium on generics approvals for the 
products in question until the ongoing DE issues are completely 
resolved. The second was that the EU send the GOT a firm letter 
rejecting generics claims to products filed before 1 January 2005, 
which covered new medicines registered in Europe between 2001 and 
2005. Finally, PARMA companies requested clear language in the 2006 
Turkey Progress Report expressing EU concerns about DE 
implementation. 


3. (SBU) In response to this pressure from EFPIA, the EU 
Directorate-General for Trade wrote in a November 6 letter to the 
GOT that, in light of the most recent list of products for which DE 
has been granted or rejected (ref A), the Commission is \"in fact 
even more concerned than before on the criteria that have been 
applied\" for processing generics applications. The letter once 
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again urges the Turkish MOH to apply all regulatory conditions and 
requirements related to regulatory data exclusivity, as derived from 
both its international obligations, including the acquis 
communautaire, binding upon Turkey and from Turkish legislation. It 
ends by calling on Turkey to refrain from \"receiving, evaluating and 
approving\" generics applications that violate the GOT\'s obligations 
under the Customs Union rules. 


4. (SBU) In its November Progress Report on Turkey\'s EU accession, 
the Commission included language that refers to \"limited progress\" 

in the area of pharmaceuticals and uncertainty linked to the 
authorization regime applied to a number of generics, which 
\"continues to constitute a source of concern and disagreement.\" 
PhRMA company representatives viewed this as a major victory and 
hope that along with the November 6 letter, it will dissuade 

Turkey\'s MOH from taking further action to approve additional 
generics applications from the disputed molecules. 


5. (SBU) Comment: The questions about Turkey\'s EU accession have 
made the EU\'s ongoing influence on this issue more uncertain. PhRMA 
company representatives understand this reality and have cautioned 
that if EU pressure becomes less than successful, they will be 

looking to the USG to intensify its efforts. End comment. 
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TAGS: EAIR, EINV, PREL, NI 

SUBJECT: BELLVIEW AIRLINE CRASH INVESTIGATION FRAUGHT WITH 
IRREGULARITIES 


Classified By: Consul General Brian L. Browne 
for reasons 1.4 (D). 


1. (C) Summary: National Transportation Safety Board (NTSB) 
investigator Dennis Jones told Consul General that numerous 
lapses occurred in the Nigerian investigation of the 2005 
Bellview airlines crash jet that killed 117 persons, 

including a member of the U.S. Mission in Nigeria. The 
Director of Nigeria\'s Accident Investigation Prevention 

Board, who revealed the irregularities to Jones, has been 

told not to participate in the investigation and fears for 

his life. The irregularities in the investigation have come 

to light only because of Jones, involvement and the trust he 
has built up with his Nigerian counterparts through his 
painstaking work in Nigeria. End summary. 


2. (C) During a return visit to Nigeria following the 

October 25 Bellview airlines crash, NTSB investigator Dennis 
Jones told Consul General that the investigation being 
conducted by Nigerian authorities was fraught with errors. 
Under International Civil Aviation Organization (ICAO), the 
NTSB plays a purely advisory role in the investigations of 
foreign air accidents. Primary responsibility for the 
investigation is in the hands of the host government\'s 
aviation authority, Jones said. Nonetheless, because 
Nigeria\'s Accident Investigations and Prevention Board (AIPB) 
has little experience and NTSB has a good relationship with 
the AIPB, U.S. investigators and industry representatives 
played a significant role in observing the investigation. 


3. (C) Jones was originally told the Bellview B737-200 
crashed ten minutes after takeoff; that the pilot sent no 
distress calls; that the crash site was looted, and that the 
black boxes were never located. 


4. (C) However, on Jones\'s second trip to work with the 

AIPB, several Nigerian officials connected with the 

investigation reported conflicting information. Jonathan 

Ibrahim (STRICTLY PROTECT) a pilot and former CEO of Nigeria 
Airways, chaired the commission established to investigate 

the crash. He told Jones that the crash investigation report 

had been completed three to four months ago. Ibrahim 
commented that: 


-- The pilot had issued a distress call that was captured on 
tape, and the AIPB investigators never listened to the tape. 


Column 3 
(NOTE: Jones reported that AIPB said they had listened to the 
tape and that there was no distress call on it. END NOTE) 


-- The flight recorders had been found and were taken to a 
police station adjacent to the crash site. 


5. (C) Jones subsequently spoke with AIPB Director Angus 
Ozoka (STRICTLY PROTECT). Ozoka said he became aware of the 
black boxes following a review of a letter from the Inspector 
General of the Police to then-Minister of Aviation Borishade 
stating that the recorders had been found and given to crash 
investigators. Ozoka told Jones that he checked with the 
Aviation Ministry, and was told \"the Ministry is handling the 
investigation.\" The Director expressed concern to Jones that 
he would not pursue the inquiry further, and feared for his 

life. The whereabouts of the recorders remain unknown to 
Ozoka. 


6. (C) Director Ozoka also told Jones State Security Service 
(SSS) representatives had visited the AIPB investigator 

assigned to the case, who was first at the crash site. Ozoka 

said he does not know what took place at the interview, but 

the investigator, Remi Faminu (STRICTLY PROTECT), thereafter 
retired from the AIPB. Ozoka reported Faminu provided 
conflicting statements and said that he \"took some tapes 

home\" from the crash site, and had given his wallet and the 
tapes to someone at the airport who had \"offered\" to hold 

them while he was working. 


7. (C) Bellview has applied to the U.S. Department of 
Transportation for permission to fly direct routes to the 

United States. Approval could be jeopardized by negative 
results from Bellview crash report, Jones said. Ozoka told 
Jones that Bellview has been protected because it is owned by 
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a Yoruba. (NOTE: The former minister of aviation is Yoruba as 
is the current one. Ozoka is Igbo. END NOTE) As evidence, 
Ozoka cited the fact that Sosoliso airline is owned by a 

member of the Igbo ethnic group, and was grounded following a 
crash in late 2005, while Bellview has never been grounded. 


8. (C) A number of factors may have contributed to the 
crash, said Jones, including poor weather, pilot error and 
faulty machinery. In addition, questions surround the final 
communication between air traffic controllers and the pilot. 
Jones was able to obtain the air traffic control tapes, which 
have a 4 to 6 minute gap between the time the distress call 
was made and the time the plane was reported missing. The 
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air traffic controllers may have been inattentive or absent 
from the tower and not heard the distress call until they 
themselves played back the tape, Jones speculated. In 
addition, Jones stated there were questions about the 
physical condition of the pilot. He had received a gunshot 
wound to the head within the year preceding the flight, an 
injury that would in other countries have prevented him from 
obtaining the medical certification required to fly. 


9. (C) Comment: It has been more than a year since the 
Bellview crash, and the investigation report still has not 

been issued. This stands in contrast to the December 10, 
2005 Sosoliso crash, for which a report was issued within ten 
months. Jones,s involvement has unearthed glaring 
investigation irregularities that call into question the 

motives of the political leadership in the aviation sector. 

End Comment. CONFIDENTIAL 

# 
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TAGS: PGOV, KPKO, MOPS, ASEC, CG 

SUBJECT: FARDC CHANGES COMMANDERS IN NORTH KIVU AFTER SAKE 
INCIDENTS 

REF: KINSHASA 1812 AND PREVIOUS 

Classified By: PolOff CBrown, reasons 1.4 b/d. 

1. (C) Summary: The Congolese military (FARDC) has made a 

series of high-level changes in its leadership in North Kivu 


province following the November 25-27 fighting in Sake 
(reftels). The heads of two Integrated Brigades which had 
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performed poorly against pro-Nkunda forces were relieved of 
command. The FARDC has decided to re-deploy to areas outside 
the province several units, including the 11th Integrated 

Brigade, which fled the initial fighting at Sake. End summary. 


2. (C) The FARDC has implemented a major shake-up in its 
leadership in North Kivu after the fighting in Sake November 

25-27. Colonel Paul Mugisa was removed as commander of the 
11th Integrated Brigade (IB) and replaced by his deputy, 

Colonel Aron Nyamushebwa. Colonel Ngumba Ramazani, currently 
the commander of the 111th Integrated Battalion, has been 
nominated as the new deputy commander. 


3. (C) According to MONUC military officials, the 11th IB 

will be transferred to South Kivu province. It performed 
\"miserably\" against Nkunda\'s forces during the Sake fighting, 
abandoning its positions and looting during its retreat. The 
FARDC\'s non-integrated 1st Reserve Brigade, currently 
stationed in northern South Kivu, will replace the 11th IB 

and take up positions in Sake. 


4. (C) Col. Janvier Mayanga was removed as commander of the 
9th IB, which fought, and fled from, Nkunda loyalists near 
Rutshuru during the November fighting. FARDC officials 

alleged Mayanga collaborated frequently with Rwandan Hutu 
FDLR troops in the area and misappropriated food and rations 
for his troops, which led to several recent desertions. He 

was facing possible military justice charges of arresting and 
torturing a Congolese park ranger in the Virunga Park area in 
November and arbitrarily arresting two Tutsi FARDC officers 

for WcolludingW with Nkunda. 


5. (C) The new 11th IB commander is Colonel Smith Gihanga of 
the non-integrated 81st Brigade, elements of which had fought 
on the Nkunda side in Sake. According to MONUC officials, 
Gihanga, who claims to be of both Hutu and Tutsi background, 
is not loyal to Nkunda and is known for his \"moderate\" views. 
Gihanga was a member of the Rwandan-funded Congolese National 
Army (ANC), the former military wing of the Rally for 

Congolese Democracy (RCD). His command of the 81st had 
effectively been usurped by Nkunda loyalists while he was in 
Kinshasa in early November. Gihanga told MONUC officials just 
before the fighting in Sake that he was willing to be 

integrated into the FARDC and pledged that many of his troops 
would follow him. 


6. (C) The FARDC\'s non-integrated 116th Brigade from South 
Kivu will be re-deployed to Sake in North Kivu and placed 
under the regional military command. The 116th is commanded 
by a Colonel Padiri, another former ANC officer. Padiri 
reportedly fought against pro-Nkunda troops trying to enter 
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South Kivu in September 2004. Several dozen presumed 
pro-Nkunda soldiers from the 116th have reportedly defected 
to Nkunda\'s side in the past two weeks. 


7. (C) North Kivu province, which constitutes the FARDC\'s 8th 
Military Region, is now commanded by General Louis Ngizo, 
also a former ANC officer. Ngizo assumed his position in Goma 
November 23, the day before fighting began in Sake. He was 
previously the deputy commander of the 6th Military Region 
(Katanga) and the deputy commander of the 10th Military 
Region (South Kivu). Colonel Delphin Kahimbi, a former 
Congolese Armed Forces (FAC) officer, is the new deputy 
commander of operations and intelligence for North Kivu. 
Kahimi had recently been assigned to Kinshasa. 


8. (C) Comment: These changes are a sign that the Congolese 
leadership is taking seriously the abysmal performance of 
FARDC troops in the fighting around Sake. Whether having a 
different set of commanders in place will substantially 

change things is another question. Training, supplies, 

logistics, and -- above all -- professionalism will remain 
conspicuous deficiencies in the military for the foreseeable 
future. End comment. 
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SUBJECT: TURKEY: CONTESTING TERRORIST USE OF THE INTERNET 
REF: STATE 193515 


1. (SBU) Summary. There are very few websites in Turkey that fit 
the criteria outlined in reftel for use by the Digital Outreach 
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Team. Overall, Internet usage in Turkey is relatively small. 
Arabic websites are not used in Turkey at all, as the lingua franca 
of Turkey is Turkish. English websites are also few and far 
between, as few Turks have the necessary level of English to 
function in an open forum on the Internet. End Summary. 


2. (U) According to the Turkish State Statistics Institute, only 
twenty-one percent of Turks use the Internet regularly. As a 
consequence of this, the idea of blogging and/or posting comments on 
public websites has not caught on in the same way that it has in the 
rest of the Middle East or Europe. The closest Turkey comes to open 
forums on the internet are the websites of the major newspapers, 
which often allow for comments on stories. 


3. (SBU) There are only two Turkish blog portals of note. One is 
http://www.blogcu.com/, which features a variety of blogs on 
everything from politics to love to philosophy. Milliyet, one of 
Turkey\'s leading newspapers, recently set up a blog portal of its 
own, http://blog.milliyet.com/. Both of these sites are in their 
infancy and, judging by the number of bloggers and comments, they 
are not visited very frequently by the general public. Conspiracy 
theories are a favorite topic of the few blogs that exist in Turkey. 
Two of the more extensive blogs dedicated to conspiracy theories 
are http://komploteorilerimiz.blogcu.com/ and 
http://teori.blogspot.com/ (both in Turkish). 


4. (SBU) English language blogs and political websites on Turkey 
are few and far between. The ones that do exist are mainly located 
on US-based blog portals, and are maintained largely by 
Turkish-Americans. Most of the English language sites devoted to 
politics are merely compilations of Turkey-related stories from the 
western press. 


WILSON 
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REFTEL: ANTANANARIVO 1364 AND PREVIOUS 


1. (U) BACKGROUND: Madagascar is an island, but it is also a large 
and diverse country, home to 18 major tribal groups. There is 
considerable variation in the practice of democracy from region to 
region and between urban and rural voters; a fact quite apparent in 
the December 3 presidential election. Thus this message should not 
be taken as indicative of the process in Madagascar as a whole, but 
offers a flavor of Malagasy politics on election day in Foulepointe 

and Fenerive Est, medium-sized towns near the regional capital of 
Tamatave on Madagascar\'s east coast. It was drafted by a member of 
a U.S. Mission election observation unit, one of 25 teams scattered 
throughout the country to help assure that Madagascar\'s electoral 
process would be free, fair and transparent. 


THE CALM BEFORE THE STORM? 


2. (U) Although widely predicted to be the potential epicenter of 
election-related violence, the historically troublesome Tamatave 
Province (home base of presidential candidate Roland Ratsiraka and 
his uncle, former President Didier Ratsiraka), was calm December 2, 
the eve of the election. With barely a campaign poster in sight, 

the coastal towns seemed more focused on the upcoming litchi 
harvest; the dusty streets were full of \"pousse-pousse\" (rickshaws) 
carting around foreigners intent on loading their cargo destined for 
Europe. Contacts from various sectors acknowledged, \"All is calm," 
but categorically added the caveat, \"At least for now. You never 
know what people will do after the results are announced. 


ALL QUIET ON ELECTION DAY 


3. (U) When our observation team arrived at the first polling 

station at 0700 on election day, the queue of voters already snaked 
around the side of the one-room schoolhouse. The station president 
gravely shook our hands and showed us how his staff had carefully 


Column 3 

set out the election materials -- save for the plastic ballot box 

still in six pieces on the floor. Officials crowded around to 

figure out how to assemble the box, quickly followed by voters who 
poured in from outside to shout advice. Thirty minutes and a few 
bruised egos later, the box was assembled, locked, and in place. 
One by one, the mostly barefoot voters shuffled into the room: old 
men wearing straw hats and ill-fitting suit jackets, women with 
babies perched on their hips, families in their Sunday best on the 
way to church, and young men clad in ripped t-shirts. Polling 
officials prodded the voters into a scraggly line, where they 
patiently awaited their turn to present their voter cards, select 

one ballot paper for each of the ten candidates represented (smaller 
versions of the candidates\' campaign posters), and then go behind 
the tattered sheet serving as a secret voting booth. Proud voters 
emerged holding nothing but the envelope containing their ballot 
which they dropped into the ballot box, but bulges under their 

shirts and waistbands suggested the unused ballots would be taken 
home as souvenirs or toys for the children. 


4. (U) At the following 13 polling stations, we saw the same fairly 
orderly process with slight variations. Voting locations were at 

best small concrete schoolhouses, and at worst ramshackle huts 
covered with palm fronds. Squeezing into the child-sized desks and 
rickety benches reserved for observers, we watched the voters file 
into secret ballot booths carefully constructed of tattered sheets, 
sheet metal, straw, scraps of wood, and -- in one case -- an old 
bicycle frame. Chickens and cattle mingled with waiting voters, who 
stood through rain showers under colorful umbrellas or beneath 
nearby trees. Those closer to the door excitedly jammed up against 
the windows to watch the proceedings inside. And without fail, we 
were welcomed with the same seriousness and courtesy by the polling 
station president and officials. 


5. (U) In the course of our observations, we came across one of the 
observers from the Committee of National Election Observers (CNOE) 
who had received advanced training from the National Democratic 
Institute (NDI) financed by the USG. His attention to detail was 
impressive, as he pointed out apparently minor discrepancies 
regarding the total number of voters on the last page of every 

polling station\'s voter registration list. 


ETHNIC RIVALRY PALPABLE, ESPECIALLY AFTER DARK 


6. (SBU) The ethnic rivalry between those living on the coast 
(\"Cotier\") and those living on the \"haut plateau\" (including the 
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historically dominant Merina tribe) was more palpable on the coast 
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than in the capital city of Antananarivo. Contacts cautioned us 

that hate of the haut plateau runs strong around Tamatave. In our 
first few hours on the ground, our driver was approached by a group 
of men on the street who warned him to remove his Ravalomanana 
t-shirt, \"or else.\" Contacts shrugged their shoulders when 
questioned about rumors that certain neighborhoods in Tamatave had 
agreed to set fire to the homes of Ravalomanana supporters if he won 
in the first round, saying, \"We always hear such things.\" Yet, at 

the same time, they explained to us how people in small towns along 
the coast are easily manipulated and agitated. They also described 
how acts of political violence on the coast are directed at persons, 
whereas around Antananarivo targets are more often official 
institutions. Since political conflicts in 1991, Tamatave residents 

have seen occasional incidents of people setting their neighbors\' 
houses ablaze for supporting the \"wrong\" candidate or political 

party; or merely for being from the haut plateau. 


7. (U) The vote counts we observed were most indicative of these 
sentiments. Lacking electricity, many coastal residents poured out 
of their homes to watch the vote count as their Sunday night 
entertainment. The reaction of the raucous crowds pressed up 
against the polling station windows was reminiscent of a sporting 
match. As we observed by candlelight, each time the counter thrust 
a ballot high in the air and called the candidate\'s name, his 
announcement was greeted by screams of support or jeers from the 
crowd. It was no surprise that Roland Ratsiraka was the crowd\'s 
favorite, but we were slightly jarred by the reaction of some people 
to his ballot papers set on a red background: \"Red! Red is for 
blood! We want blood! Give us more blood!\" They then taunted the 
highland observers in our election observation unit. While these 
comments made them uncomfortable, at no point did they feel their 
safety was at risk. 


8. (U) At another vote count, at least 80 people had managed to push 
their way in to fill every corner of the polling station, even 

standing on chairs and window ledges. As our observation team tried 
to push its way into the room, we were stopped at the door by a 
powerful wave of body heat and odor that made it impossible to 
enter. With gendarmes standing nearby, this crowd\'s reaction to the 
vote count (especially Ratsiraka ballots) was even more vigorous 
than the first: jumping and dancing, waving banners, pushing, and 
screaming competing political songs and slogans. Our colleagues 
from Antananarivo characterized the coastal people\'s emotional 
reaction as a call to \"take back power\" from the Merina. 


COMMENT 


9. (SBU) Overall, we were impressed by the seriousness of election 
preparations and voter participation, although the officials had 
clearly received inadequate training. In contrast to U.S. voters 
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removed from the counting process as television viewers, the 
Malagasy take a front-row seat. While we take the ominous 
undertones of our conversations and observations as election day 
hyperbole and a natural byproduct of regional rivalries, we will 

still watch this region closely as the announcement of results draws 
near. END COMMENT. 
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E.O. 12958: DECL: 08/05/2016 
TAGS: KTFN, EFIN, PTER, BA, CTR, ECTRD 
SUBJECT: BAHRAIN: TERRORIST LIST 


REF: STATE 193615 
Classified By: DCM Susan L. Ziadeh for reasons 1.4 (b) and (d). 


1. (U) Per reftel, Bahrain does not maintain a national list 

of banned terrorist entities. However, Bahrain does endorse 
the UN terrorism lists and takes action against individuals 
and organizations identified in applicable UN Security 
Council resolutions, based on Bahrain\'s Terrorism Law and 
Anti-Money Laundering Law. 


2. (C) Central Bank of Bahrain (CBB) Advisor Ralph Ricks told 
EconOff December 6 that as a matter of policy, the GOB 
generally complies with the UN lists. Within the financial 
sector, this is accomplished by the issuance of CBB circulars 
to all licensees whenever a UN list is updated. These 
circulars direct institutions not to deal with the named 

persons or entities, and to report to the CBB should they 

have had any dealings with the named persons or entities in 
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the past. 


3. (C) Ricks said the Policy Committee for the Prohibition 

and Combating of Money Laundering and Terrorist Financing is 
in the process of establishing a sub-committee to formalize 

this process at a national level. The sub-committee will 

also act as a formal designating body - i.e. an active review 
and documented decision will be taken to designate names as 
linked to terrorism, rather than the \"quasi-automatic\" 

process currently in place. He said this initiative was 
responsive to a specific Financial Services Action Plan 
recommendation. 


4. (C) The sub-committee will also be empowered to receive 
formal requests from other governments to designate names 

that may not be on the UN list, such as U.S. Executive Order 
13224 Blocking Property and Prohibiting Transactions with 
Persons Who Commit, Threaten to Commit or Support Terrorism. 
However, he added that in these cases, supporting evidence 

will be required. 


5. (U) Per reftel, the text of this message has been e-mailed 
to EB/ESC/TFS Leanne Cannon. 
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Visit Embassy Manamals Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Damascus Media Reaction: Syria/Turkey, Shara, Lebanon, 
Baker/Hamilton, Syria/US, Bolton\'s Resignation (12/7) 


1. Summary: Syrian papers on Dec. 7 reported that President Asad 
received Turkish Prime Minister Recep Tayyip Erdogan on Dec. 6 The 
two leaders reviewed the situations in Iraq, the occupied 

territories, and Lebanon, and mutual cooperation, reiterating the 
importance of achieving security and stability in the region. 


Papers also featured VP Shara\'s presentation at a meeting of the 
National Progressive Front. He said that \"Syria\'s steadfastness and 
principled positions have pushed western countries to change their 
stances towards Syria and to send officials to Damascus.\" Shara 
reiterated Syria\'s commitment to the peace process and to the 
restoration of the occupied Golan. 

He criticized U.S. unilateral policy, accusing the U.S. of using 

UNSC resolutions as \"a means to oppress the third world, mainly the 
Middle East.\" On Lebanon, Shara confirmed that Syria has no 
intention to return to Lebanon, because Syria has decided to let 
bygones be bygones, and that Syrian-Lebanese relations are deeper 
and stronger than any other considerations or conceptions. Shara 
criticized western officials\' continuous visits to Lebanon to 

dictate what they want. He denied that Syria has interfered in any 
way in Lebanon, saying, \"had she interfered, the issue would have 
been resolved quickly.\" On Iraq, Shara renewed Syria\'s support for 
the political process in Iraq and for its territorial integrity, 

adding, \"this process requires setting a timetable for withdrawal of 
the occupation troops,\" stressing the importance of comprehensive 
national reconciliation among the various Iraqi parties and sectors. 


End of summary. 

2. Selected Headlines: 

\"President Asad discusses the situation in the region and bilateral 
cooperation with Turkish PM Erdogan, reiterating the importance of 
easing tension and fostering Syrian-Turkish coordination\" 


(Government-owned Tishreen, 12/7) 


\"In a comprehensive political presentation, VP Shara: We do not 
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interfere in Lebanon; no return of the Syrian army to Lebanon.... 
Resisting pressure has made Syria more respectful.... Syria is a 
moderate state and has not changed positions.... We will not accept 
less than the return of the whole of the Golan\" (Government-owned 
Al-Thawra, 12/7) 


\"The Baker-Hamilton committee acknowledges the dangerous situation 
in Iraq, and recommends direct talks with Syria and Iran and 
achievement of peace on all tracks\" (Government-owned Al-Ba\'th, 
12/7) 


\"Information Minister Bilal: US acknowledgment of failure indicates 
the collapse of its arrogance\" (Government-owned Al-Thawra, 12/7) 


\"An Israeli official considers the Baker-Hamilton Report worrying\" 
(Government-owned Al-Ba\'th, 1/27) 


\"Al-Saniora government aborts initiatives for settlement. Al-Hoss: 
The Israeli concern for the al-Saniora government raises suspicion. 
Skaf: Wager on foreign illusions must come to an end. Albert 
Mansour: Instigating sedition in Lebanon is a US-Israeli desire. 

Aoun: The government has fallen into a deep coma. The opposition 
will take new forms; next Sunday will be crucial\" (Government-owned 
Al-Thawra, 12/7) 


\"In a new provocative measure, the Olmert government encourages 
settlement in occupied Golan\" (Government-owned Al-Ba\'th, 12/7) 


3. Editorial Block Quotes: 


Isam Dari, an editorialist in government-owned Tishreen commented 
(12/7): \"One of the fabrications of the Bush administration in the 


past few years was the claim that Syria is a factor of instability 
in the region and that it interferes in the domestic affairs of 
Iraq, Lebanon, and Palestine. 


\"But as time passed and the truth emerged and it became clear that 
US foreign policy, especially in our region, is based on lies, 

things gradually began to return to normal. American attempts to 
isolate Syria on the Arab and international levels failed, and the 
overwhelming majority of the world, headed by European countries, 
realized more than ever the importance of the Syrian role in the 
security and stability of the region. 
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\"We do not claim that the US Administration has abandoned its 
hostile policy toward Syria. But facts must emerge, no matter what 
iron enclosure has been built around them. The first of these facts 
is that Syria is part of the solution, not part of the problem... 


\"We hope the US Administration will learn from the lessons of 
Afghanistan, Iraq, and Lebanon, lessons for which the Republican 
Party has paid a heavy price. The American taxpayer is also paying 
the price. 


\"The experiences of the neoconservatives, who are controlling not 
only American policy but also international policy, have proven that 
the language of force, fire, and disregard for the will of nations 

is useless, causing only disasters, tragedies, wars, destruction, 
and further terror. 


\"Today we need the language of dialogue, which the Bush 
administration has completely demolished. Dialogue is the way to 
salvation from the crises and wars that the neoconservatives have 
ignited across the world... 


\"The opportunity is still there. But judging from our experience 
with an administration that knows nothing but the language of force 
and violence, we are not very optimistic.\" 


Khalid al-Ashhab, a commentator in government-owned Al-Thawra, wrote 
(12/7): \"The Bush administration is facing a stifling crisis at 

home and abroad.... On the one hand, it is unable to stop the daily 
military and human bleeding of its troops in Iraq, which brings 

further isolation upon it and heightens the rage of American voters. 

On the other, it is unable to continue to mislead Americans and 

maintain their support for what it is doing or planning to do around 

the world, especially after the series of failures in Iraq, Lebanon, 

and even in the Iranian nuclear file. 


\"The satellites of the US Administration in the world are in a worse 
situation because, in addition to the failure, they have the 
disgrace of collaboration with and loyalty to foreigners... 


\"While Bush easily abandoned John Bolton and others, these 
satellites had barricaded themselves in positions to which the Bush 
administration pushed them, closing their ears to the roaring sound 
of the street that is calling for their departure and punishment. 
They insist on turning stupidity into cleverness and foreign treason 
into national affiliation. This is the obstinacy of bankruptcy and 
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bankrupts.\" 


Umar Jaftali, a commentator in government-owned Tishreen, wrote 
(12/7): \"John Bolton\'s resignation or dismissal from his post as 

the US representative to the United Nations might be a sign of a new 
American political approach toward the region, at least during the 
remaining time in office of the Bush Administration. But, at the 
same time, it marks a disappointing retreat for a political-military 
offensive that lacked the logic of justice and law, generated 

popular international hostility that embarrassed even the friends of 


the United States, and, consequently, caused American 

indignation... 

\"Bolton might be another scapegoat who will be followed by others as 
part of the attempt to beautify the US image at home and abroad. 

But the measure, in and of itself, reflects the grave failure that 

the American project has reaped, not only in the Middle East, but 

also in the world at large, especially since the hawks of the US 
Administration -- Cheney, Rumsfeld, Bolton, Wolfowitz, and others -- 
played a key role in the wars on Afghanistan and Iraq and in the 
adoption of punitive measures against Syria, North Korea, and Iran, 
through the fabrication of lies about these countries. That made 
Americans themselves, before the friends of the United States, ask: 
Why are we proceeding with this plan to dominate the world? Why are 
our soldiers being killed in Iraq? Why do others hate us...? 

\"Bolton was the ugly and hostile face of a bad approach that brought 
nothing but the hatred of nations and internal and external failure 

to a policy that appears to be gradually retreating with the fall of 

its initiatives one after the other as a natural result of an 

unnatural beginning.\" 

Corbin 
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SUBJECT: COUNTRY CLEARANCE GRANTED FOR DEPARTMENT OF THE 
TREASURY OFFICIALS PEEL, GEISER, PERRY AND ADKINS - 

DECEMBER 6-9, 2006 


REF: DEPT OF TREASURY WASH DC 51626Z DEC 06 


1. Country clearance is granted for Department of the 
Treasury officials Kenneth Peel and Barbara Geiser; and, 
African Development Bank in Tunis officials Ambassador 
Cynthia Perry and Roy Adkins to travel to the Netherlands 
from December 6-9, 2006 to attend the AFDP mid-term review 
meeting in the Hague. 


2. Embassy point of contact is Embassy Economic Officer 
Jason Heung ) Emb. Tel: (31) (70) 310-2339; Cell Phone: - 
(31) (65) 378-2313; Fax: (31) (70) 310-2348. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC Tag to 
ensure distribution to the RSO office. 


COMPUTER and ELECTRONICS USAGE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


SECURITY ADVISORY: 


6. Since July 9, 2004, the Dutch Government has implemented 
heightened security measures in response to concerns of 
terrorist activity. US citizens in The Netherlands are 
encouraged to monitor media reports, and are reminded to 
maintain a high level of vigilance and to take appropriate 

steps to increase their security awareness. 


Tensions in The Netherlands are high, sparked by the November 
2, 2004 murder of a Dutch film producer known for his 
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outspoken criticism of Islam; and by the November 10, 2004 
raid on a home of suspected terrorists, which led to an 
all-day standoff and ended with the arrest of three 
individuals and non-fatal injuries to the suspects and the 
police. Subsequent arrests were made in connection to this 
raid and further investigation revealed that these suspects 
had ties to known terrorist groups. These events initiated a 
GoN-wide overhaul of its Counter-Terrorism measures, 
including providing more resources to combat violent Islamic 
radicalism. There have been a series of protests and arson 
attacks directed at mosques and Islamic schools in the 
Netherlands, plus retaliatory actions against several 
churches. American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 
American citizens are therefore urged to avoid the areas of 
demonstrations if possible, and to exercise caution if within 
the vicinity of any demonstrations. 


The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of September 10, 2004, terrorists 
do not distinguish between official and civilian targets. 

Such targets may include facilities where U.S. citizens and 
other foreigners congregate or visit, including residential 
areas, clubs, restaurants, places of worship, schools, hotels 
and public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


An area of concern for visitors to The Netherlands is crime. 
Most crimes against officials Americans are limited to 
pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are not unknown. Recently, theft 
of laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
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shipment of classified equipment and information. 


Streets can be walked in relative safety but, as in any U.S. 
urban area, caution and vigilance should be exercised 
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especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


For the latest security information, Americans living and 
traveling abroad should regularly monitor the Department\'s 
Bureau of Consular Affairs Internet web site at 
http://travel.state.gov, where the current Worldwide 

Cautions, Public Announcements, and Travel Warnings can be 
found. Up-to-date information on security can also be 
obtained by calling 1-888-407-4747 toll free in the U.S., 

line at 1-317-472-2328. These numbers are available from 
8:00 a.m. to 8:00 p.m. Eastern Time, Monday through Friday 
(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
assistance is: (31) (70) 310-2209. 


ARNALL 
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TRADING SCHEME (ETS) 


REF: STATE 190254 


1. On December 1 Econoff delivered reftel points to Jozef 
Slana, Deputy Director General in the Aviation Directorate at 
the Ministry of Transportation. He stated that the 
Government of Slovenia (GOS) does not have an independent 
position on the Emissions Trading Scheme and the potential 
trade disputes. They plan to wait for guidance from Brussels. 
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E.O. 12958: N/A 
TAGS: EAGR, ECON, PGOV, PREL, KFLU, TBIO, CASC, AJ 
SUBJECT: AZERBAIJAN: UPDATE ON AVIAN INFLUENZA 


1. (SBU) Summary: While initial GOAJ testing of dead birds 
from the southern region of Jalalibad did not indicate avian 
influenza (Al), a visiting USAID technical advisor and FAO 
representative who visited the region are concerned that the 
GOAJ test results were inconsistent with the high mortality 
rate of the birds. After the Ambassador solicited President 
Aliyev\'s commitment to order the samples sent to England for 
international testing December 5 State Veterinary Service 
Chairman Hasanov gave permission to send the samples to the 
United Kingdom\'s Weybridge laboratory, which the Embassy is 
coordinating with the FAO. While the GOAJ has made some 
progress raising awareness of Al, bureaucratic resistance in 
the Veterinary Services to early international testing is 
worrisome. There are additional reports of bird deaths in 
Azerbaijan. We continue to urge the GOAJ to establish and 
early pattern of regular international testing; we also are 
working with other donors to coordinate an international 
response, and are holding regular meetings in-house and with 
the broader Amcit community to discuss Al preparedness. We 
urge Washington to press the UN system, especially FAO, to 
engage regularly at a senior level with the GOAJ in 

anticipation of further problems. End Summary. 
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Experts Urge Sending Samples to Weybridge 


2. (U) Based on concerns from an initial interview with a 
farmer from the southern region of Jalalibad, visiting USAID 
technical advisor Elizabeth Krushinskie and Azerbaijan Food 
and Agriculture Organization (FAO) representative Gholam 
Kiani traveled to Tezekend for a site visit December 2. 

Three weeks ago the media reported bird die-offs in Tezekend 
village in the southern region of Jalalibad. In a November 10 
meeting with econoff, the State Veterinary Service (SVS) and 
Ministry of Health described \"limited bird deaths\" and 
reported that the GOAJ had conducted testing of dead birds. 
Krushinskie said anecdotes from the farmers about the high 
mortality rate for chickens and turkeys could indicate that 

the GOAu\'s explanations from previous testing could have been 
mistaken. (Note: The State Veterinary Service had collected 
tissue samples from dead birds three weeks ago for testing. 
After testing at the Central Veterinary Laboratory in Baku, 
they reported staphylococcus, colibacillosis and 
pasteurellosis as the causative agents; the tests were 
negative for avian influenza. No samples were taken from 
live birds, geese, or ducks, nor were samples sent abroad 
since the HPAI PCR tests were negative.) 


3. (U) Krushinskie and Kiani gathered two sets of diagnostic 
samples from surviving ducks and geese in the village to test 
for avian influenza. The experts recommended that one set of 
samples be tested at the Central Veterinary Laboratory while 
the second be sent to the international reference laboratory 

in Weybridge, England to be simultaneously tested. (Note: 
While ducks and geese are asymptomatic, they are carriers of 
the disease and would show a buildup of anti-bodies if they 
had been exposed.) 


4. (SBU) Both Krushinskie and Econoff separately contacted 
State Veterinary Service (SVS) Chairman Ismail Hasanov 
December 4, urging him to send the second set of samples to 
Weybridge and conveying the FAO\'s offer to pay for the 
shipment and testing. While conceding to test the samples in 
Baku, Hasanov refused to send samples to England unless the 
Baku tests were positive, urging &cooperation and trust8 
between the US and GOAJ. Facing delays from the Chairman of 
Azerbaijan\'s Avian Influenza Commission Deputy Prime Minister 
Yagub Eyubbov, the Ambassador discussed the issue directly 
with President Aliyev December 5. She requested that he 
instruct the SVS to send the samples to Weybridge no later 

than December 6 (for the testing to be valid) to comply with 
inernational norms and help prepare and protect Azeraijan 

from a possible avian influenza outbreak. President Aliyev 
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said he would issue the instrucion. On December 6, Hasanov 
told Econoff he gave the veterinary laboratory chief 

permission to send the samples to Weybridge. The Embassy is 
coordinating the process with the FAO. 


Media Reports Bird Die-offs ) GOAJ Says Tests Negative 


5. (U) A week after Jalalibad appeared in the media, there 
were reports of dead birds in the central city of Barda, and 
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on December 4 the media reported dead birds around 
Azerbaijan\'s second largest city Ganja. Following the 
Jalalibad and Barda reports, Hasanov said the SVS had taken 
samples and tested for avian influenza. The test results 
were negative for avian influenza, he said. According to 
reports from the Defense Threat Reduction Agency (DTRA), 
Azerbaijan has the technological capability and a small 
trained staff to test for the H5N1 virus in Baku, as well as 
field tests to test for avian influenza (although not strain 
specific) in the regions. Independent contacts working on 
avian influenza prevention and preparation reported limited 
deaths of birds around Barda and Jalalibad (around 100 dead 
birds in each city). UNICEF country representative Hanaa 
Singer said that testing is underway at the Central 

Veterinary Laboratory on the Barda samples for Newcastle 
disease and bacterial disease (like those diagnosed in 
Jalalibad). The Central Veterinary Laboratory Chief reported 
that only six birds died in Ganja and the test results have 
come back negative for avian influenza. The Central 
Laboratory is conducting further tests to determine the cause 
of the bird deaths. Pragma, an independent NGO working on 
the animal side of avian influenza, also confirmed a small 
number of dead birds and opined that it was not avian 
influenza. 


GOAJ Efforts ) A Mixed Bag 


6. (U) The GOAJ has taken some steps to prevent avian 
influenza. As SVS Chairman Hasanov told visiting FAS 
Counselor November 30, &l am sure migrating birds will bring 
avian influenza to Azerbaijan. We are ready and regional 
groups are checking up on how our regulations are being 
implemented.8 Working closely with international donors, 

the GOAJ has improved training and equipment for regional 
hospitals and veterinary laboratories, and designated 

facilities and staff in Baku. Some NGOs and DTRA have said 
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there has been increased cooperation and significant 
improvement of the GOAu\'s capabilities to fight avian 
influenza. Peace Corps, medical officer personally visited 

the Baku hospitals designated to receive humans suspected of 
having avian influenza and some regional hospitals and 
concluded that proper equipment and trained staff were 
present and prepared. 


7. (U) The SVS, with the Ministry of Health and the Ministry 

of Ecology, has led monthly routine monitoring efforts 
throughout Azerbaijan, testing migratory birds in the wild 

and domestic stocks in private farms and poultry plants. The 
GOAJ reports that all surveillance and monitoring tests were 
negative for avian influenza. Cooperating with 

internationally led efforts, the GOAJ has helped increased 
awareness and information about avian influenza. The media 
reported that after the bird deaths in Jalalibad, the dead 

birds were disposed of properly -- burned and buried. In 

late November, the GOAJ allowed the test results from three 
human cases in Azerbaijan in the winter/spring of 2006 to be 
published in medical journals, saying in the media the 

purpose was to increase awareness and information and help 
the international community better understand the disease. 
One NGO working on the issue told Econoff November 25 that 
Public Service Announcements (PSAs) approved by the GOAJ 
would appear again this winter, likely the first or second 

week of December, but UNICEF\'s Singer said she thought 
government-sponsored PSAs unlikely. Singer invited the 
international community to meet December 8 to discuss 
increasing avian influenza information to the public (through 
PSAs and informational campaigns) as well as what current and 
future efforts on avian influenza the international community 

in Baku should undertake. 


8. (U) USAID\'s technical advisor and one NGO said little 
progress has actually been made in Azerbaijan since the last 
outbreak. Krushinskie said the SVS did not provide personal 
protective equipment (PPE) from Baku, saying the regional 
laboratory would do so. However, Krushinskie said, the 
regional labortory did not have even the most basic 
equipment, the chief regional veterinary did not know that 
dcks and geese could be carriers of the virus, and he 
farmers in the village were ill-informed. Inernational 

Relief and Development country representative Kalyayev told 
Econoff and visiting FAS Counselor November 30 that he and 
his staff have seen little progress in regional hospitals and 
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that people living in the villages still receive little 
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information. 


9. (U) In addition to the Ambassador\'s meetings with 
President Aliyev and Deputy Prime Minister Eyyubov, Econoff 
met with Hasanov November 10 to urge him to send independent 
samples from Jalalibad to the international reference 
laboratory in England despite the samples having testing 
negative for avian influenza, stressing the importance of 
following international norms and increasing the GOAJ\'s 
credibility with the Azerbaijani public. Econoff offered to 

help with shipping and testing costs if that was a concern. 
Econoff told Hasanov the GOAJ has made significant 
improvements, but real test would be its reaction in the case 
of an outbreak. 


Embassy\'s Response 


10. (U) The Embassy has convened an interagency working 
group on avian influenza that met September 15, October 12, 
and most recently December 6 to discuss the current situation 

in Azerbaijan, GOAJ cooperation, international community 
coordination, Embassy preparedness, and outreach to the 
Embassy and American community about avian influenza. The 
group is chaired by the DCM and includes representatives from 
the Political and Economic Section, DTRA, Consular, CLO, Med, 
RSO, USAID, and Peace Corps. The Ambassador met separately 
with the American and Embassy communities during town hall 
meetings December 1 to describe the current situation, 

explain and increase awareness of avian influenza, and share 
information about how to prepare in case of possible 

outbreaks. The Consular Section has been in regular contact 
with the American community sharing information on avian 
influenza, preventive measures people can take, and 
precautionary measures in case of an outbreak. 


Comment 


11. (SBU) Comment: With human and bird deaths in early 2006, 
Azerbaijan is high-risk for another outbreak this fall. 
Establishing a pattern where the GOAJ sends samples abroad 
for independent confirmation early is key to containing the 
spread of avian influenza should it appear in Azerbaijan 

again. The GOAJ has made some progress since the last 
outbreak in February, but much remains to be done, especially 
with regard to increased information and awareness for the 
public and GOAJ staff. Early resistance in the Veterinary 
Services to international testing indicates that some 

officials continue to resist correctly identifying and 
independently confirming the cases quickly, complicating and 
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slowing down a coordinated response and raising the risk of 
human exposure to sick birds. Based on the last outbreak and 
Hasanov,s comments to Econoff, January and February might be 
the most high-risk months for Azerbaijan. We believe the time 
to work more closely with the GOAJ is now, and while we are 
encouraged by the GOAu\'s decision to send the samples 
gathered this weekend to England, we will maintain continued 
high-level engagement on the issue. We ask that Washington 
urge the FAO to engage regularly with the GOAJ at a senior 
level now with respect to improving biosecurity and the need 
for immediate action on bird outbreaks. End Comment. 
DERSE 
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Classified By: CDA Mary Ellen T. Gilroy for reasons 1.4(b) and (d). 


(C) The five questions in reftel are answered below, in a Q 
and A format: 


Q1 - What is the nature of investments (and names, if known) 
that host country businesses have in Cuba? 


A1 - The Canadian energy company Sherritt (www.sherritt.com) 
has set up two offshore companies in Barbados that it uses as 
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a platform for investments in Cuba. The significant tax 
savings Canadian companies enjoy in Barbados, coupled with 
Barbados\' tax and investment treaties with Cuba, mean there 
may be other Canadian companies using offshore subsidiaries 
in Barbados to enter the Cuban market. 


Q2 - Are there any bilateral trade agreements between host 
country and Cuba? 


A2 - Yes. Barbados has active bilateral tax and investment 
treaties with Cuba. In addition, CARICOM has a trade 
agreement with Cuba that Barbados has ratified. 


Q3 - Are there any exchange programs between host country and 
Cuba, including but not limited to: scholarships for host 

country nationals to study in Cuba; Cuban-paid medical travel 

for host country nationals; and Cuban doctors working in host 
country? 


A3 - Yes. Barbados is the recipient of Cuban scholarships 
and Cuban-paid medical travel for Barbadians in need of eye 
surgery. There is no wide-scale program to utilize Cuban 
doctors in the local health care system. 


Q4 - Has the host country, in Post\'s opinion, worked to 
promote the advancement of democracy and human rights in Cuba? 


Q4 - No. Barbados has done nothing to advance democracy and 
human rights in Cuba. 


Q5 - Have there been any high-level diplomatic visits between 
Cuba and host country in the past six months? 


A5 - No. 
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Classified By: POLITICAL COUNSELOR ROBERT DOWNES, 
REASON 1.4(D) 


1.(C) Summary. President Chavez received Nicaraguan 
President-Elect Daniel Ortega at Maiquetia International 
Airport December 5. Ortega is the first foreign leader to 

visit Venezuela after Chavez was re-elected December 3, 
albeit for a visit of less than 24 hours. In brief remarks 

to the press at the airport, Ortega and Chavez complimented 
each other on their respective electoral victories and 
expressed interest in enhancing cooperation between their two 
countries in unspecified areas. After securing close to 63 
percent of the vote, Chavez appears ready and determined to 
resume his international activism. He departed Venezuela 
December 6 to visit Brazil, Argentina, Bolivia and Uruguay, 
and possibly Cuba. End Summary. 


2. (U) President Chavez, accompanied by Foreign Minister 
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Nicolas Maduro and Defense Minister General Raul Isiais 
Baduel, met Nicaraguan President-Elect Daniel Ortega at 6:00 
p.m., December 5, at Maiquetia International Airport, outside 
of Caracas. Ortega arrived on a Venezuelan state-oil company 
PDVSA plane and received a red carpet welcome. A relaxed 
Chavez, dressed in a red guayabera shirt, put his arm around 
Ortega and escorted him to a small crowd of reporters on the 
tarmac. Ortega told the gathered media that \"The great 
victory of our dear Hugo Chavez is a triumph for the 
Venezuelan people and all Latin American people.\" Ortega 
added that he planned to discuss unspecified matters with 
Chavez as part of the \"struggle for integration, for a spirit 

of solidarity, of justice, and real democracy.\" 


3. (U) At the same brief press opportunity, Chavez lauded 
Ortega as \"one of the liberators of Nicaragua from the Somoza 
tyranny.\" He also praised the \"success\" of Ortega\'s 
Sandinista revolution, despite the \"war waged on it by the 
American government.\" Chavez added that \"Here is Daniel 
Ortega, once again. Here is the Sandinista revolution, once 
again. Welcome. Nicaragua and Venezuela are united. Simon 
Bolivar and Augusto Cesar Sandino are united.\" Ortega was 
accompanied by his spouse, Rosario Murillo, and a technical 
commission ready to examine ways of enhancing cooperation 
between Nicaragua and Venezuela. 


4. (U) After the National Electoral Council (CNE) officially 
declared Chavez re-elected in a December 5 press conference, 
President Chavez told the media that he plans to depart 
Venezuela December 6 for visits to Brazil, Argentina, and 
Bolivia. Chavez added that he may also meet with President 
Tabare in Uruguay, and he is reportedly slated to travel to 
Cuba as well (although BRV spokesmen have not mentioned a 
Cuba trip since Chavez\' victory). Chavez met Brazilian 
President Lula de Silva on December 6 to review progress in 
the cooperative agreements between the two countries, 
especially cooperation between Petrobras and PDVSA. 


5. (U) In the same press conference, Chavez said he will meet 
December 7 with Argentine President Kirchner to drink a 
\"celebratory glass of good wine\" and to discuss energy 
cooperation. Chavez also announced that he would not send 
Venezuelan Ambassador Roger Capella back to Buenos Aires. He 
confirmed that Kirchner had called him to convey concerns 

about Capella\'s interference in domestic affairs. Publicly 

praising Capella\'s work, Chavez nevertheless said he decided 

to recall Capella to spare Kirchner domestic criticism from 
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the internal allies, the opposition, and the Argentine press. 


6. (U) In addition, Chavez said he planned to attend the 

second Summit of the South American Community of Nations in 
Cochabamba, Bolivia and meet with \"Evo\" (President Morales). 
Chavez specifically mentioned his interest in discussing the 

Gas Pipeline of the South proposal with Presidents Lula da 
Silva, Kirchner, and Morales. Atthe same press conference, 
Chavez read for the press the text of Fidel Castro\'s 

apocryphal congratulatory note on Chavez\' re-election and 
asserted that he could tell from Castro\'s signature that the 
Cuban leader is recuperating. 
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Comment 


7. (C) Confronted by a surprisingly serious electoral 
challenge by Zulia Governor Manuel Rosales, President Chavez 
has had to focus domestically the last few months to secure 
his re-election to another six-year term. With a decisive 
electoral victory now behind him, Chavez is wasting no time 
jumping back into foreign policy. He is once again actively 
courting left-of-center governments in Latin America and 
reasserting himself as a regional leader. Despite 
Venezuela\'s failure to win a UN Security Council seat this 
fall, Chavez continues to profess an overarching foreign 
policy ambition to lead an anti-American axis. In his 
post-election balcony victory speech, Chavez once again 
railed against the United States \"empire\" and promised to 
make Venezuela a \"world power.\" 
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SIPDIS 
NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 


E.O. 12958: DECL: 12/07/2026 

TAGS: PTER, PREL, PGOV, KDEM, LE, SY 

SUBJECT: WITH GOL APPROVAL OF TRIBUNAL, ARE MARCH 14 AND 
MARCH 8-AOUN HEADED FOR SHOWDOWN? 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (S) We have heard from March 14 figures that Fouad 
Siniora plans to use the emotionally charged date of December 
12 -- the one-year anniversary of the assassination of MP and 
al-Nahar publisher Gibran Tueni -- to convene the cabinet to 
approve the Special Tribunal for Lebanon. If current plans 

are followed (a far from certain proposition, given unstable 
conditions), the cabinet meeting would be held either 
immediately before or after a memorial mass for Tueni, as the 
gathered March 14 masses would serve as a human shield to 
allow cabinet ministers to meet. The danger is that the 

cabinet meeting hall and the Greek Orthodox church used by 
the Tueni family are adjacent to the March 8-Aoun ongoing 
demonstrations and sit-ins, making for an irresistible target 

for trouble-makers. Clashes between the two sides appear 
inevitable, given the proximity. While less likely given 

greater physical distance between the two events, a dress 
rehearsal for the clashes could occur as early as Sunday, 
when an all-day seminar on press freedom sponsored by 
al-Nahar in Tueni\'s memory will take place simultaneously 
with another large March 8-Aoun demonstration. Adding to the 
tension is the requirement that Siniora announce the Tuesday 
cabinet session 48 hours in advance -- i.e., on Sunday, when 
March 8-Aoun ready-to-deploy demonstrators will presumably be 
in place in large numbers near the Grand Serail headquarters 
of the Prime Minister. We expect that the actual decision as 

to whether to announce the cabinet meeting will not be made 
until the last minute, given changing circumstances. End 
summary. 


HOW TO PASS THE TRIBUNAL, WHEN 
THE CABINET IS PHYSICALLY OBSTRUCTED 


2. (S) In separate meetings with the Ambassador on December 
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6, Marwan Hamadeh, Mohamed Chatah, and Ghattas Khoury 
revealed that Prime Minister Siniora plans -- at least at 

this point -- to convene the cabinet for an official meeting 

on Tuesday, December 12, to approve the Special Tribunal for 
Lebanon and authorize GOL signatures on the documents. While 
the 15-day constitutional waiting period to allow Emile 

Lahoud to act expired some time ago (as the cabinet passed 
the tribunal on its first reading on November 11, the meeting 
that provoked the Shia walk-out), Siniora and his advisors 
were worried how to gather the cabinet in its (temporary) 
official meeting place in downtown Beirut: they feared that 

the March 8-Aoun demonstrators, with their ongoing sit-in 

only a couple of blocks from the cabinet venue, would either 
prevent the cabinet from meeting, storm the building once the 
ministers gathered, or trap the cabinet in an uncomfortable 
and cramped building indefinitely, to force Siniora\'s 
resignation. (Given Lebanon\'s annoyingly absurd complicated 
confessional sensitivities, Lebanon\'s cabinet cannot meet 
officially at the Grand Serail headquarters of the PM, 
considered a \"Sunni\" institution. Nor can it meet officially 

at the Baabda Presidential Palace, a \"Christian\" location. 
With the official cabinet hall near the Museum deemed a 
security risk, the Siniora cabinet for a period rotated 

meetings between the Serail and Baabda, which all accepted as 
providing the needed confessional balance. Later, the 

cabinet acquired for its official meetings temporary space in 
what passes for a confessionally-neutral building downtown.) 


ENLISTING HELP FROM A \"MARTYR\" 
TO PASS THE TRIBUNAL 


3. (S) So March 14 leaders, \"eager to pass the tribunal 
before another one of us gets killed\" (quoting Hamadeh), 
decided to overcome the problem of physical movement by 
scheduling the cabinet meeting to coincide with a very 
sensitive date -- the first anniversary of the murder of MP 
and newspaper publisher Gibran Tueni. A large number of 
March 14 supporters will gather for a commemorative mass for 
Tueni at 5 p.m. on December 12 at St. George\'s Orthodox 
Cathedral in Parliament Square, downtown Beirut. St. 
George\'s (not to be confused with St. George\'s Maronite 
Cathedral nearby, the site of Pierre Gemayel\'s funeral) is 
only two blocks from Foch Street, where the \"Foch Street 
gang\" (as Michel Aoun now calls the cabinet he refuses to 
recognize, a less elegant name in our view the \"Feltman 
government\" description preferred by Hizballah) holds its 
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cabinet sessions. March 14 leaders propose to hold the 
cabinet meeting either immediately before or immediately 
after the Tueni memorial mass, so that the March 14 
supporters will serve as human shields to protect the 
ministers and allow them to arrive and depart in safety. 


MARCH 8-AOUN DEMONSTRATIONS 
ONLY STEPS AWAY FROM TUENI MASS 


4. (S) The problem is that Parliament Square and St. 
George\'s, while two blocks from the Foch Street cabinet hall, 
are only one block from Riad Solh Square, the site of the 
ongoing March 8-Aoun demonstrations. While no one knows what 
the size of the March 8-Aoun crowds will be on December 12, 
there is a very real danger that the two groups will come 

into contact and clash in central Beirut. The target is 

almost too tempting for trouble-makers from either side, as 
minor clashes could quickly spin out of control. Khoury 
acknowledged that this could be the event that ignites the 
long-feared physical attack on the Beirut Central District\'s 
glittering Solidere development (that has already been 
devastated commercially by the March 8-Aoun protests). While 
hoping that the centerpiece of Rafiq Hariri\'s Beirut 
reconstruction project survives physically unscathed, Khoury 
asked, \"what choice do we have? We are not going to drop the 
tribunal. How else is the cabinet going to meet?\" 


ANNOUNCEMENT ON SUNDAY 
COULD PROVOKE TROUBLE 


5. (S) Under Lebanon\'s constitutional rules, the Prime 
Minister has to announce cabinet meetings and the agenda in 
advance, traditionally 48 hours. Thus Siniora is required to 
announce the cabinet meeting on Sunday. This in itself could 
provoke initial troubles, as those determined to derail the 
tribunal might be provoked into action. \"These will be the 
most dangerous two days for all of us,\" Hamadeh noted; \"none 
of us should move. Chatah acknowledged that Siniora is very 
much aware that March 8-Aoun forces, who have declared his 
cabinet illegal, will try to use the mere announcement of the 
cabinet meeting to incite anger against Siniora. 


6. (S) As chance would have it in this overheated and 
worrying atmosphere, Hizballah and Aoun forces have already 
announced plans for a massive rally on Sunday in downtown 
Beirut, meaning that a ready-to-deploy mob will be instantly 
available to make trouble, should March 8-Aoun leaders call 
for it. Siniora\'s announcement of a cabinet meeting on the 
tribunal will undoubtedly be seen as a provocation. In fact, 
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there could be a dress rehearsal of sorts for clashing 

opposing demonstrations on Sunday. Beginning Sunday morning, 
al-Nahar newspaper will sponsor an all-day press freedom 
seminar at the BIEL exhibition area adjacent to downtown. 

The March 8-Aoun rally is scheduled for 3 p.m. This means 
that, by mid-afternoon on Sunday, one could have pro- and 
anti-government forces both out downtown (albeit at some 
physical distance -- unlike the cheek-and-jowl proximity 
expected for Tuesday, the two groups would have to make a 
conscious decision to brush up against one another on 
Sunday). The Ambassador and PAO -- who will unlikely be able 
to attend the official memorial mass from Tueni for reasons 
noted above -- are scheduled, security conditions permitting, 

to represent the USG at the Tueni press freedom seminar 
opening session. The opening session will conclude hours 
before the March 8-Aoun demonstrators are expected to gather. 


COMMENT 


7. (S) We emphasize that it is too early to predict whether 

or not Siniora will, in the end, follow current plans to call 

for a cabinet meeting for Tuesday or, even if he does, 

actually be able to pull it off two long and dangerous days 

later. With March 8-Aoun trying to keep March 14 and the GOL 
off balance, much could happen between now and Sunday that 
might change Siniora\'s cost-benefit analysis. We will report 
any updates. Moreover, while Siniora seems determined to 
move ahead on the tribunal now, one wonders whether he can 
really muster 16 ministers (out of the 17 remaining) to 

venture into the Beirut Central District for an official 

cabinet meeting that will be seen as a provocation by people 
camped out only steps away and determined to topple the 
cabinet. Failing to muster a cabinet quorum would be an 
enormous blow to Siniora\'s legitimacy. Between now and 
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Sunday, we expect an intense period of message deliveries 
(SMS, e-mail, fax, messenger boys) between March 14 leaders 
who are so fearful for their lives that they have trouble 

getting together physically to make plans. If Siniora does 
manage despite the odds to pull off the cabinet meeting and 
approve the tribunal, Chatah told us that he will immediately 
submit the documents to the parliament for ratification. 
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ENERGY FOR CDAY, DPUMPHREY, AND ALOCKWOOD 
NSC FOR DTOMLINSON 


E.O. 12958: DECL: 10/27/2016 
TAGS: ECON, ENRG, EPET, EINV, VE 
SUBJECT: WORKING FOR THE MAN IN MARACAIBO 


REF: A. CARACAS 02825 
B. CARACAS 03529 
C. CARACAS 3402 


Classified By: Economic Counselor Andrew N. Bowen for Reason 1.4 (D) 


1. (C) SUMMARY: International oil company (IOC) executives 
paint a uniformly dismal picture of life as a partner with 

PDVSA in western Venezuela. Production at joint venture 
fields appears to be falling as costs escalate rapidly, 

private companies refuse to invest due to a lack of 
reimbursements, and PDVSA administrative abilities stagnate. 
BRV officials violated strategic association contracts by 
insisting on production cuts to meet OPEC cuts. Production 
levels should decrease significantly during 2007 if the BRV 

and PDVSA continue on their pesent course. END SUMMARY 
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2. (C) As reported in Reftel A, production in fields that 

are being run by joint ventures in which PDVSA holds a 
majority stake has declined since the joint ventures were 
constituted in April. A December 2-5 visit by Petroleum 
Attache (Petatt) to Maracaibo produced ample evidence that 
this trend will continue. According to Joe Wright (strictly 
protect throughout), Chevron\'s General Manager in 
PetroBoscan, the joint venture operating the Boscan asphalt 
field, production has declined from 114,000 barrels per day 
in Aprilto a present level of around 105,000 barrels. 

Wright stated that the field\'s cost of production has 
skyrocketed from 2 USD per barrel to 3.70 USD per barrel 
during the same period. 


3. (C) The decline in production and increased production 
costs stem from a dramatic increase in the number of 
employees at PetroBoscan as well as inefficient 
administrative processes. Wright stated that PDVSA fired 75 
employees after the PetroBoscan joint venture was formed. 
(NOTE: PDVSA, as majority partner, controls hiring decisions 
at PetroBoscan, as it does in all of the joint ventures. END 
NOTE) PetroBoscan then went on a hiring frenzy. 
Contractors, such as janitors, were placed on the company\'s 
books and a significant number of relatives of PDVSA 
personnel were hired despite the fact that they were 
unqualified. Administrative procedures have also begun 
taking up more time. Wright said acommittee used to spend 
45 minutes each Friday examining contracts. It now spends 
one to two days each week on contractual matters. When asked 
why, Wright replied that social requirements in contracts 

have greatly complicated matters. He believes that recent 
changes in the public bidding law will only make matters 
worse. Wright said he managed to avoid the law\'s provisions 
by extending existing contracts\' terms following the 
conversion to the joint venture. However, he has reached the 
point where it is not possible to extend the contracts\' 

terms. As a result, he believes that he will be forced to 
devote significant periods of time to negotiating new 

contracts over the next year. Wright also complained that 

the SISDEM contracting system, whereby PetroBoscan must draw 
contractors from a pool administered by the BRV, has 
significantly slowed operations. He claimed that jobs that 
used to take days now take months. 


4. (C) As PDVSA passes more costs on to the joint ventures, 
its private sector partners have started anticipating 
potential costs and taken steps to avoid them. For example, 
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Wright stated that PDVSA is encouraging all of the joint 
ventures in the Maracaibo area to place their offices under 
one roof. Concerned that PDVSA would build an extravagant 
office building and then stick its private sector partners 

with 40 percent of the tab, Wright rented Chevron\'s Boscan 
office complex to PDVSA and PetroBoscan and plans to move 
Chevron\'s offices to a downtown Maracaibo office. 


5. (C) Wright stated that Chevron has not been reimbursed 
for capital expenditures in the Boscan field. He confirmed 

that Chevron\'s management has decided to no longer fund 
PetroBoscan\'s investment budget (Reftel B). He also stated 
although Chevron was seconding employees to the joint venture 
and paying the difference between their Chevron and 
PetroBoscan salaries, this situation was only temporary. He 
summarized his situation by stating \"| used to run an oil 
company. Now | am a bill collector.\" Wright, who also sits 

on the board of the Hamaca strategic association in eastern 
Venezuela, stated Chevron would not front PDVSA investment 
funds if Hamaca was converted to a joint venture. 


6. (C) Giancarlo Ariza (strictly protect throughout), 

General Manager of Hocol, a small producer, echoed many of 
Wright\'s comments in a meeting with Petatt on December 5. 
Hocol still does not have a conversion agreement with PDVSA 
and the BRV. It has received no reimbursement payments for 
capital expenditures on the joint venture field it operates. 

Hocol has also not be reimbursed for three months\' expenses 
on the field that it returned to PDVSA in July. As a result, 
Hocol\'s owners in Paris have stated that the company will not 
make any additional investments in the field. The 
implementation of the company\'s drilling/workover plan has 
been moved from November to February. Ariza stated the 
company will continue pushing back the implementation date as 
long as it is not paid. In addition, Hocol will not make any 
investments in the gas sector due to the current investment 
atmosphere in Venezuela. Hocol purchased a data pack for the 
Delta Caribe gas round but did not place a bid. 


7. (C) COMMENT: To the extent PDVSA fails to reimburse its 
private sector partners in the joint ventures for capital 
expenditures, the partners are effectively providing PDVSA 
with interest free loans. PDVSA is selling the oil that is 

being produced by the joint ventures but not contributing its 
share of the investment or reimbursing its partners ina 

timely manner. PDVSA will not be paying interest on the sums 
being advanced by its partners at the same time it can earn 
interest on the proceeds from the joint ventures\' oil. It is 

not clear what prices PDVSA is receiving for the joint 
venture\'s production. Wright stated PDVSA has the option of 
paying Chevron using Chevron\'s pricing formula or the actual 
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price it received. He stated it appears PDVSA is more than 
willing to use Chevron\'s pricing formula. END COMMENT 


8. (C) IOCs\' concerns over the operating environment in 
Venezuela appear justified, given recent Ministry of Energy 
attitudes on OPEC production cuts. According to Wright, the 
Hamaca strategic association\'s contract states that 

production cuts to meet OPEC quotas must be based on forecast 
production and must be spread equally among all companies. 
Hamaca\'s cuts were not based on forecasts and PDVSA has not 
cut production at any of its fields. When Chevron objected 

to making cuts at Hamaca, Energy Vice Minister Mommer 
responded in a cavalier manner that the 2001 Hydrocarbon Law 
overrode the Hamaca contract. 


9. (C) We fully expect overall production in Venezuela to 
continue falling during 2007. It is not clear when PDVSA 
intends to reimburse its private sector partners in the joint 
ventures and we do not believe any of the private sector 
companies will invest significant sums in their respective 
fields until they are reimbursed. We also do not believe 
that PDVSA will improve its administrative processes anytime 
in the near future. The question at this point is how the 
migration of the strategic associations will proceed. 
Assuming that the migration of the strategic associations 
mirrors that of the former operating service agreement 
fields, the end result will be that over 40 percent of 
Venezuelan production will slowly gradually decline in 
efficiency over the coming year. This process could 
accelerate dramatically if the BRV forces service companies 
to migrate to joint venture companies (Reftel C). 
WHITAKER 
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SIPDIS 
DEPT. FOR WHA/CAR 


E.O. 12958: N/A 

TAGS: OTRA, EAIR, BB 

SUBJECT: COUNTRY CLEARANCE GRANTED TO MERRILL AND SWEET FOR 
TRAVEL TO BARBADOS 


REF: FAA 2516 


1. Embassy Bridgetown welcomes and grants clearance to 
Frances Barbara Merrill and William Joe Sweet to travel to 
Barbados from January 16-20, 2007, for the purpose of 
providing civil aviation crisis management training. 


2. Per reftel, Embassy understands assistance is not 
required. Travelers will be staying at the Hilton Hotel, 
Tel: 246/426-0200. 


3. Embassy Bridgetown requests an outbrief be provided to 
the Political/Economic Section relating to activities while 

in the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone, 246/436-4950 
x2230, or by fax at 246/431-0384. 


4. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required for short visits. Visitors 

are granted up to 28 days upon entry, which can be extended 
through the Barbados Immigration Department for up to six 
months. Barbados has a departure tax of 25 Barbados dollars 
or 13.00 U.S. dollars. 


5. The exchange rate in Barbados is two Barbados dollars for 
one U.S. dollar. U.S. currency, traveler\'s checks, and 
credit cards are routinely and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 

well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
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in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
GILROY 
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DEPARTMENT PLEASE PASS TO S/CT (RHONDA SHORE) AND NCTC 
E.O. 12958: N/A 


TAGS: PTER, ASEC, EFIN, KCRM, RW 
SUBJECT: RWANDA: 2006 COUNTRY REPORTS ON TERRORISM 


Column 3 
REF: STATE 175925 


1. (U) Below is Embassy Kigali\'s submission of the 2006 
Country Report on Terrorism. 


2. (SBU) The Rwandan Government made efforts to combat 
terrorism financing and continued to increase its border 
control measures to identify potential terrorists. Rwanda 

has an intergovernmental counterterrorism committee and a 
counterterrorism reaction team in the police intelligence 

unit. Central Bank and Ministry of Finance officials 

continued to provide outstanding cooperation on terrorist 
financing issues. While the Government of Rwanda (GOR) has 
not yet fully developed its laws and regulations in 

accordance with international anti-terrorism conventions, it 
has the authority under local law to identify, freeze and 

seize terrorist-related financial assets. Rwanda participated 

in regional initiatives on international counterterrorism 
cooperation, including active participation in the East 

African Stand-by Brigade. In September, it hosted the Third 
Regional Counter-Terrorism Conference for Chiefs of Security 
and Intelligence Services in Kigali, and it assumed the 
Chairmanship of the organization. In October, Police 
Commissioner General Andrew Rwigamba was appointed as the 
World Regional Chair for sub-Saharan Africa for the 
International Association of Chiefs of Police (IACP). 


3. (SBU) The Democratic Forces for the Liberation of Rwanda 
(FDLR, known as the Army for the Liberation of Rwanda, ALIR, 
until 2001) -- an armed ;rebel force, including former 

soldiers and supporters of the previous government that 
orchestrated the 1994 genocide -- continued to operate in 

the Democratic Republic of the Congo. Rwanda pressed for 
international action to pursue the FDLR. An ALIR unit was 
responsible for the kidnapping and murder of nine persons, 
including two US tourists, in Bwindi Park in 1999. The 
Rwandan Government assisted US law enforcement officials 
attempting to prosecute three suspects in the attack who were 
transferred to the United States in 2003. The Rwandan 
Government provided original documents requested by the US 
Justice Department and allowed nine Rwandan officials to 
travel to the United States. 


ARIETTI 
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E.O. 12958: DECL: 12/07/2016 

TAGS: PGOV, KPKO, MOPS, ASEC, CG, RW, UG 

SUBJECT: FORMER NKUNDA OFFICERS PROVIDE INSIGHT INTO 
RENEGADE GENERAL\'S OPERATIONS 


REF: A. KINSHASA 1831 
B. KINSHASA 1787 
C. KINSHASA 1832 


Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (C) Summary: MONUC military officials in North Kivu 
December 4 debriefed former top lieutenants to Laurent Nkunda 
after the two abandoned the renegade general\'s ranks earlier 
that day (ref A). Colonel Bernard Mbyamungu and Major 
Dieudonne Kabika told MONUC interrogators the November 25 
fighting in Sake (ref B) was not planned by Nkunda, who never 
had any intention to attack the provincial capital of Goma. 

They provided MONUC officials with an outline of Nkunda\'s 
command structure and the general whereabouts of several of 
his top commanders. The two denied Nkunda has been reinforced 
with additional forces or materiel from Rwanda. End summary. 


2. (C) Colonel Bernard Mbyamungu, renegade general Laurent 
Nkunda\'s operations commander, and Major Dieudonne Kabika, 
the secretary general of Nkunda\'s National Committee for the 
Defense of the People (CNDP) political party, turned 
themselves over to Congolese military (FARDC) authorities 
December 4 for integration into the national army. The 

officers are two of the highest-ranking aides to have 
abandoned Nkunda\'s ranks. MONUC military intelligence 
officers briefed the pair in Goma after they were extracted 

from their base outside Masisi by a MONUC helicopter mission 
earlier that day. 
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3. (C) Mbyamungu and Kabika claimed they chose to leave 
Nkunda because they sought \"a negotiated way out\" for peace 
in the region. According to a MONUC summary of the 
debriefing, Kabika said he opted for integration, despite 

being in agreement with Nkunda\'s overall goal of \"national 
reconciliation and tribal unity,\" because Nkunda only wants 

\"to follow the path of violence\" to achieve that end. 
Mbyamungu claimed Nkunda was against a peaceful agreement 
because he fears the arrest warrant issued against him. 


4. (C) Mbyamungu contended the recent fighting in Sake was 
not planned or orchestrated by Nkunda. He said the clashes 
were an isolated event stemming from the killing of a local 
Tutsi, which sparked ethnic unrest in the area. Moyamungu 
said the incident spiraled out of control and had no overall 
aim. He added that Nkunda never had any plans to move on 
Goma, and that the fighting which occurred after the initial 
hostilities was to prevent FARDC integrated troops from 
adding reinforcements in Sake. 


5. (C) The former Nkunda operations commander told MONUC 
officers that there had never been any movement of armed 

troops from Rwanda to reinforce Nkunda. He claimed Nkunda and 
his loyalists had no control over the border areas and thus 
receiving reinforcements was not feasible. Mbyamungu denied 
Nkunda\'s forces had received any equipment or ammunition from 
Rwanda or Uganda, despite also telling interrogators the 
December 5 attacks in Bunagana and Runyoni (ref C) were 
supposedly meant to open a re-supply corridor into North Kivu 
from Uganda. 


6. (C) Mbyamungu said Nkunda has reorganized the 
non-integrated 81st and 83rd FARDC Brigades, which contain 
many Nkunda loyalists, into three separate brigades. The new 
so-called 1st Brigade is roughly equivalent to the 81st 

Brigade and is commanded by Major Claude. The 2nd Brigade, 
headquartered in Kitchanga (about 50 miles north of Goma), is 
sub-divided into three battalions and is commanded by a 
Colonel Makenga. The 3rd Brigade is commanded by Major 
Faustin with Major Kavundi as his deputy; it is also divided 

into three battalions, and his based in Kingi, about 30 miles 
northwest of Goma. A special battalion was newly-created and 
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is commanded by Major \"Jaguar\" in the area of Kalonge, 
approximately 40 miles north of Goma. 


KINSHASA 00001835 002 OF 002 


7. (C) Mbyamungu gave the last known whereabouts of several 
top Nkunda commanders. He said former FARDC colonel Jules 
Mutebusi is believed to be in Rwanda, and Mbyamungu himself 
has not seen him since Nkunda attacked Bukavu in 2004. Two 
other dissident commanders, Colonel Richard Sulonge and 
Colonel Eric Ruhimbere were said to be in Ngungu and 
Kitchanga, respectively. 


8. (C) Mbyamungu claimed Bosco Ntaganda is with Nkunda in the 
area of Kilolirwe, about 35 miles north of Goma. He said 

Bosco has reportedly been staying with Nkunda since January 
2006 and has not traveled to Ituri District as many observers 

have alleged. Mbyamungu said Nkunda and his followers, 
including Bosco, have been in \"constant\" telephone contact 

with Ituri militia leaders Peter Karim, Mathieu Ngudjolo and 

Cobra Matata. 


9. (C) The statements provided by Mbyamungu and Kabika were 
no doubt self-serving and at least in part were most likely 
designed to shield them from any wrongdoing associated with 
Nkunda himself. It is now impossible to verify claims that 

the attack on Sake was completely \"unplanned\" ring false, as 
do contentions that Nkunda is not currently receiving 
assistance through sources in Rwanda or Uganda. Nkunda\'s 
alleged contacts with Ituri militias, long-rumored but still 
unproven, is a troubling development if indeed true. The 
debriefing, however, offers valuable insight into Nkunda\'s 
operations and demonstrates that internal dissent in Nkunda\'s 
ranks may be growing. End comment. 
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Classified By: DCM Richard G. Olson for Reasons 1.4 (b) and (d) 
1. (C) SUMMARY: 


-- Afghanistan: SYG conveyed the strong political 

convictions expressed by NATO Allies at the Summit in support 
of NATO\'s Afghanistan operations. He also cited the recent 
reduction in the overall level of violence in Afghanistan and 

the Hungarian donation of 20,000 rifles to the ANA as very 
encouraging developments. Although SACEUR highlighted the 
progress at Riga in reducing the number of Allies, caveats, 

the CMC stated that major shortfalls remain in Operational 
Mentor Liaison Teams. Ambassador Nuland urged better public 
diplomacy efforts especially in telling \"NATO\'s many success 
stories.\" 


-- Balkans/Kosovo: Deputy Assistant SYG stressed the need 
for enhanced NATO-EU coordination regarding the way forward 
on post-status Kosovo, as the SYG noted the strong NATO 
support at Riga for President Ahtisaari. PermReps welcomed 
the PfP decision at Riga, acknowledging its positive effects 

on Serbia\'s accession talks with the EU in particular, and on 
the region as a whole, but also highlighting the obligation 
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of Serbia and Bosnia to live up to their ICTY commitments. 


-- Darfur: SYG described a \"deteriorating security 
situation,\" noting that the AU has approved a six-month 
extension of the AMIS mission, and that NATO awaits an AU 
request to extend assistance into 2007. 


-- lraq: Force generation for 30-man internal security 
platoon fails; contract guard service extended for six months. 


-- Strategic Resource Board (SRB): NAC endorsed the SRB 2006 
Annual Report and agreed on Policy Guidance for military 
common funding for 2008-2012. 


-- Farewell to SACEUR: On behalf of the NAC, the SYG bid a 
heartfelt farewell to SACEUR General Jones. 


END SUMMARY. 


Afghanistan 

2. (C) SYG de Hoop Scheffer told the NAC that he left the 
Riga Summit with renewed optimism following the strong 
expressions of political commitment by Allied leaders to 
succeed in Afghanistan. The challenge now, according to the 
SYG, is to turn the statements into action on resources, 
caveats and operational flexibility. The SYG thanked Hungary 
for its recent donation of 20,000 assault rifles to the ANA. 

He also welcomed the EU rule of law assessment mission 
currently in Afghanistan, and hoped it would result in more 

EU involvement. The SYG encouraged NATO\'s Policy 
Coordination Group to conclude work on the ISAF Periodic 
Mission Review (PMR) quickly. Per Ambassador Nuland,s 
suggestion at the PermReps December 5 lunch, the SYG stated 
that he intends to organize a Reinforced NAC in January at 
the Political Directors level on Afghanistan and Kosovo. 


3. (C) SACEUR told the NAC that SHAPE would issue a revised 
caveats matrix to reflect progress made at Riga. Overall, he 
stated, Riga had resulted in a 15% reduction in the 50 
operationally significant caveats affecting ISAF. Chairman 

of the Military Committee General Henault stated that 
Operational Mentor Liaison Teams (OMLT) formed the most 
important element of NATO\'s training assistance to the ANA, 
and despite some new commitments at Riga, major shortfalls 
remained. Of the requirement for 46 NATO OMLTs, only 19 are 
filled, with 5 more being partially filled, augmented by U.S. 
Embedded Training Teams. 


4. (C) SHAPE J3 MG Stein briefed decreases in insurgent 
attacks, Operation \"Ogab\" (Eagle), flood relief in the 
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northwest, the ANP, and the status of the composite HQ being 
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established for ISAF X. MG Stein stated that aggressive 

action by ISAF and the ANSF in RC-Capital resulted in a 
decrease in IED attacks from eight in September to only one 

in November. Violent incidents had decreased by 63% from 
August-November in RC-South, and by 47% from 
September-November in RC-East. He attributed this to 
successful ISAF operations, political changes in-country, 
helpful Pakistani actions on the border, and seasonal 

factors. Noting a high potential for renewed violence in the 
spring, he told the NAC that Phase One of Operation Ogab was 
ongoing to secure freedom of movement along Highway 1 and to 
help the Afghan government extend its reach throughout the 
country. Phase Two would seek to disrupt planning and 
execution of insurgent operations against ISAF and GOA, and 
be timed to head off a spring resurgence. On ANP, MG Stein 
highlighted a dysfunctional Ministry of Interior, and 

stressed the need for more investment and direct mentor 
support of the ANP. Finally, 128 posts remain to be filled 

by nations in the ISAF X HQ. 


5. (C) Ambassador Nuland noted that while the USG was pleased 
with the many positive statements on Afghanistan by Heads of 
State and Government behind closed doors at Riga, we were 
disappointed that some leaders returned home publicly 
describing how they had \"resisted pressure\" at the Summit. 

All Allies need to be openly defending the strategic 

importance of NATO\'s mission in Afghanistan, said Nuland. 

She highlighted President Bush\'s pledge to seek approval from 
Congress of a 20% increase in our already substantial 

financial commitment to Afghanistan to strengthen the ANA and 
ANP, build roads, fight drugs, and aid good governance. The 
Ambassador asked that the International Staff compile a list 

of Allies, additional contributions, as many offers occurred 

during the closed Heads of State dinner. She encouraged NATO 
to work to get the word out on successes like Operation Oqab, 
and asked that NATO\'s public diplomacy office provide the NAC 
a weekly fact sheet. She also highlighted the Afghanistan 
portion of SecDef-designate Gates, Congressional testimony, 
noting his support for ISAF, concern about Allied caveats, 

and intent to travel soon to Kabul should he be confirmed. 


6. (C) Italy\'s PermRep informed Council that Italian forces 
were now patrolling the Musayi Valley area of RC-C, which had 
previously been identified by SACEUR as an insurgent 
safehaven due to the refusal of RC-C forces to patrol. The 
Czech Republic announced a contribution of 175,000 euros to 
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the ISAF Post-Operations Humanitarian Relief Fund, which was 
recently established by COMISAF. 


7.(SBU) The SYG told the NAC that at Riga, Allies had 
reaffirmed their support for President Ahtisaari and 

confirmed NATO\'s readiness to play its part in the 
implementation of post status security provisions. Deputy 
Assistant SYG Pardew briefed the NAC on the NATO-EU planning 
process for post-status Kosovo, updating PermReps on the 
current status of technical talks between NATO and the EU 
Planning Team (EUPT). Pardew noted information sharing 
between the two organizations had been taking place since 
July and stressed that closer coordination was essential 

going forward. Areas of common concern have been identified 
and discussions are moving forward to resolve any operational 
gaps that could develop following UNMIK,s withdrawal. 
Pardew noted that the EU,s concept of operations for the 
Kosovo mission would provide more information on the ESDP 
mission, but would not be finished until January 2007. He 

said another working level meeting on technical issues was 
scheduled for 11 January. Both the SYG and the PermReps 
deplored the lack of NATO-EU planning on Kosovo at the 
political level and the SYG said he would work for closer 
consultation with the EU. The CMC noted that the German ORF 
battalion has completed its mission at Camp Nothing Hill in 
northern Kosovo and is being replaced by two maneuver 
companies from Multi-National Task Force South. 
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Balkans/PfP 

8. (SBU) The Italian PermRep provided a readout of his 
Foreign Minister\'s recent trip to Belgrade, where he met with 
the Serbian Prime Minister and FM. All Serbian officials 
welcomed Serbia\'s invitation into PfP and the positive 

effects this will have on resuming accession talks with the 
EU. PM Kostunica reiterated Kosovo,s status as part of 
Serbia and the potential for unrest in the region. The 

Italian PermRep stated the importance of not losing sight of 
the political differences in Kosovo and said that Italy is 
convinced that a compromised solution is the only way 
forward. PermReps from Norway, Hungary, Spain, and Greece 
thanked Allies for their flexibility on reaching a decision 

at Riga to invite Bosnia, Serbia, and Montenegro into PfP and 
noted that the decision will have a positive influence in the 
region, particularly as Serbian elections draw closer. 
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PermReps from the Netherlands and UK stated that NATO needs 
to ensure through PfP instruments that Serbia and Bosnia live 

up to their commitments on ICTY. Ambassador Nuland said the 
decision was an investment of confidence in Serbian 

reformers, particularly President Tadic, and noted the 

positive influence that the Riga Summit was already having on 
Tadic,s electoral campaign. She called on EU colleagues to 

push for NATO-EU discussion on Kosovo during the upcoming EU 
Summit. 


9. (SBU) The SYG described a \"deteriorating security 
situation\" in Darfur and noted the November 30 PSC meeting at 
which the AU approved a six-month extension of the AMIS 
mission. He said the PSC had also approved the three-phased 
approach to AU/UN cooperation in Darfur (as originally agreed 
November 16 in Addis Ababa), but added that the extent to 
which the Sudanese government would support the agreement was 
unclear. Remaining questions over force levels and who would 
command the force would give the Bashir an opportunity to 
obstruct implementation of the agreement. The SYG said he 
expects to receive a request from the AU to continue support 
for AMIS into 2007. Once this request is received, he 

expects rapid agreement among Allies. 


10. (C) CMC Henault reported the extension of contract guard 
service for six months at Ar-Rustimayah because SHAPE was 
unable to generate the 30-man internal security platoon as 
outlined in the new CUSOR. He also reported that 
Ar-Rustimayah continues to be regularly targeted by rockets, 
but that training at Ar-Rustimayah has not been affected. 

The security situation has, however, slowed the Iraqi 
bureaucratic approval process for participants in 
out-of-country training, resulting in the cancellation of one 
course at Oberammergau. 


SRB Annual Report 

11. (SBU) The NAC agreed to the proposed policy guidance for 
NATO military common funding for the 2008-2012 planning 
period and noted and endorsed the conclusions of the SRB,s 
2006 Annual Report. The NAC noted with concern that manning 
of military posts remains a problem that increases 

outsourcing costs and that the implementation of some ISAF 
projects has been too slow. Efforts are underway to increase 
implementation rates. 


12. (SBU) DK, UK, NL, CZ, NO and the SYG stressed the need to 
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reach early agreement on the formulation of the proposed NATO 
Office of Resources (NOR). (Comment: Italy is currently 
blocking SRB agreement. If the blockage is not removed by 
December 14, there will likely be a SRB Chairman\'s report to 
the Council on the issue. End comment.) 
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NAC Says Farewell to SACEUR 

13. (SBU) On behalf of the NAC, the SYG bid a fond farewell 
to SACEUR General Jones, describing him as \"no ordinary 
General.\" The SYG noted that General Jones, expeditionary 
spirit and expertise have been invaluable to the Alliance. 
General Jones declared that ISAF was the hallmark of what 
NATO stands for and what it was willing to do. The General 
emphasized four specific challenges facing the Alliance in 
the period ahead: energy security, stability and 

reconstruction operations, terrorism and proliferation. The 
NAC also bid farewell to ASG Marshall Billingslea and Turkish 
PermRep Pamir. 
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Column 3 
1. Key Points atthe December 7 MFA Press Conference 
were: 


-- China believes diplomacy on the Iran nuclear issue 
needs more time and space. 


-- The DPRK nuclear issue will likely be discussed 
during upcoming ASEAN meetings. 


-- It is WinappropriateW for UNHCR to call DPRK 
refugees in China \"refugee surplus.\" These people 
enter China illegally, violate Chinese laws and attack 
schools and embassies. 


-- China criticizes the Dalai Lama\'s suggestion that 
there will be instability in Tibet if China does not 
compromise on the Tibet issue before he dies. 


-- China urges positive efforts on export controls in 
connection with the Senior Economic Dialogue. 


-- The NDRC will host a Five-Nation Energy Ministerial 
December 16. 


-- China has no opinion on the Iraq Study Group 
report. 


-- The Spokesperson had no information on a bribery 
scandal in Macao, aid to the post-coup government in 
Fiji or a possible visit by the head of Japan\'s House 
of Representatives. 


Give Iran Diplomacy More Time And Space 


2. MFA Spokesperson Qin Gang said in the regular 
December 7 press briefing that China believes 
diplomacy on the Iran nuclear issue should be given 
more time and space. Asked if China is ready for a UN 
Security Council vote on Iran\'s nuclear program, Qin 
said actions taken by the Security Council should be 
conducive to the goal of a peaceful settlement reached 
through dialogue and consultation. 


DPRK Nuclear Issue Will Be Discussed at ASEAN meetings 


3. China supports Six-Party Talks and plays an 
important role in the process, Qin said in deflecting 

a reporter\'s query about whether the DPRK would end 
its nuclear program if United States\’ nuclear weapons 
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were removed from South Korea and nearby countries. 
The parties are now studying how to proceed after the 
heads of delegations from the United States and DPRK 
voiced their positions at recent meetings in Beijing. 
Responding to a question about upcoming ASEAN-related 
meetings in the Philippines, Qin said it would be 

natural for the DPRK nuclear issue to be discussed as 
China, the ROK and Japan will attend the meetings. 


4. Asked to respond to views in Japan and Australia 
that the East Asian Summit (EAS) needs to have more 
substance than just a simple exchange of ideas, Qin 
said East Asian cooperation is a long-term project 
requiring time and experience. The EAS is a new 
platform for open and tolerant regional cooperation, 
and China understands that countries have different 
views on the topics and purpose of the Summit. 


UNHCR Stance on North Korean Refugees \"Inappropriate\" 


5. Qin denounced as \"inappropriate\" remarks by the 
United Nations High Commissioner for Refugees (UNHCR) 
labeling North Koran refugees in China as \"refugee 
surplus\" who will likely be jailed, tortured or killed 

if returned to the DPRK. Although China deals with 

these North Koreans in accordance with international 

law and humanitarian principles, China hopes others 

can take an objective view toward these people, who 

enter China illegally, violate Chinese laws and attack 
schools and embassies, said Qin. 


Dalai Lama Should Not Seek to \"Split\" China 


6. A reporter asked for China\'s comment about a report 
that the Dalai Lama said there would be major 
instability in Tibet if China does not reach a 
compromise on the Tibet issue before he dies. Qin 
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said if the Dalai Lama cares about Tibet he and others 
should cease activities that seek to split the 
motherland. Tibet has been a part of China since 
ancient times and is recognized by no countries in the 
world as independent from China. The people of Tibet 
enjoy stability, development and harmony and look 
forward to a better tomorrow, Qin said. 
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SED and Export Control Policy 


7. China has consistently called for the United States 
to lift restrictions harmful to trade with China, Qin 
said when asked if high technology export control 
policy would be discussed at the upcoming Strategic 
Economic Dialogue. Positive efforts on the issue not 
only serve the interests of the United States but also 
help bring normal, balanced trade relations between 
the two countries. The trade relationship between 
China and the United States should be based on respect 
and mutual benefit, so as to realize a win-win result, 
Qin said. 


Energy Ministerial; Australian Uranium Sales 


8. Energy ministers from China, Japan, the ROK, India 
and the United States will meet in China December 16 

at the invitation of the National Development and 

Reform Commission. The talks aim to reduce energy 
costs, ensure global energy security, raise efficiency 

and find more substitute sources of energy. They seek 
to promote cooperation and dialogue among these major 
energy consumers. 


9. Peaceful nuclear cooperation between China and 
Australia is mutually beneficial, said Qin when asked 
to comment on the Australian uranium sales to China. 
As signatories to the nuclear Non-Proliferation Treaty 
and members of the IAEA, both countries will 
specifically implement and earnestly fulfill their 
obligations. 


China Has No Opinion On Iraq Study Group Report 


10. Whether the report of the Iraqi Study Group is 
welcomed or not is a decision for President Bush, not 
China, Qin said in response to questions about the 
Iraq Study Group Report. China hopes the Iraq issue 
is settled according to UN resolutions and seeks a 
peaceful Iraq governed by the Iraqi people. 


Number Three Official in Macau Sacked for Bribery 


11. Qin said he had no information about the arrest 
this morning of the Macau Secretary of State for 
Transport and Public Works Ao Man Long on charges of 
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bribery. Macau has a high degree of autonomy under 
the \"One Country, Two Systems\" arrangement and the 
chief executive has authority to take necessary steps. 
Fiji Coup, Possible Japanese Visit 


12. Qin deflected questions about whether the Speaker 
ofthe Japanese House of Representatives will meet 
with President Hu and about whether Fiji would turn to 
China or Taiwan for aid if the United States or 
Australia withdraw aid following the recent military 
coup. 
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CLASSIFIED BY: Jillian Burns, Director, Iran Regional Presence 
Office, Department of State. 
REASON: 1.4 (d) 


1.(C) Summary: At the 2006 Arab Strategy Forum in Dubai, Iranian 
National Security Council Secretary Ali Larijani delivered a 
speech calculated to create doubt in the minds of Arab leaders 
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about the value of their relationship with the US, and to 

present Iran as a more attractive ally. Larijani called for US 
withdrawal from Iraq and made other key points: 1) Iran is not 

a threat to the region, rather its most effective leader; 2) 

Arab countries should join with Iran to seek regional solutions 

for regional security problems, rather than relying on the US; 

3) US attempts at blocking Iran\'s nuclear program will be a 
precedent for blocking programs in Arab countries. Underlying 
Larijani\'s comments was the idea that Iran is a more appropriate 
ally and leader for the Middle East region than the US because 
Iran shares a common Muslim heritage with its Arab neighbors. 
Iran has made this pitch before, but Larijani\'s comments mark an 
unusually direct overture to the Arab world. Contacts report, 
however, that Iran is unlikely to win converts. That said, we 
should continue to emphasize with our Arab partners the benefits 
of alliance with the US versus Iran, as well as give long-term 
assurances that any eventual change in the relationship between 
US and Iran would not come at their expense. To counter 
Ahmadinejad\'s street appeal, we should continue to point out 
that Iran does not offer a positive vision for the region, only 

a negative one. End Summary 


Larijani\'s Key Points 


2.(C) According to press reports and reports from spectators, 
Larijani made three key points in his December 5 speech at the 
Arab Strategy Forum, under the auspices of UAE Vice President, 
Prime Minister and Ruler of Dubai Sheikh Mohammad bin Rashid 
al-Maktoum (MbR). The annual conference brings together 
prominent leaders, business executives, and scholars to discuss 
political and economic strategies for the Middle East. 


-- Iran is not a threat to the region. Instead Iran can be the 
region\'s most effective leader. Some countries consider Iran a 
threat to the region, forgetting about Israel." Larijani said. 

He later insisted, We are not after a nuclear bomb. At the 
same time, he called for withdrawal of US forces from Iraq. 
Larijani\'s remarks are part of a concerted effort to press for 
Iranian leadership of the region, at the same time reiterating 
common criticisms of the US and Israel. 


-- Arab countries should join Iran in security cooperation, and 
regional security problems should be resolved by the region 
without outside help. \"The security and stability of the region 
needs to be attained and we should do it inside the region, not 
through bringing in foreign forces...We should stand on our own 
feet" he said. The remarks were designed to make Arab leaders 
question the nature of their relationships with the US. He 
continued, \"We don\'t accept the relationship between the US and 
the countries of the region. If you talk to Arab leaders here, 
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you can sense that they aren\'t happy with the current situation. 
They feel the Americans are bullies. They don\'t want the US 
Ambassador ordering them around.\" 


-- If the US succeeds at constraining Iran\'s nuclear program, 

Arab countries will be vulnerable to the same pressure. Were 

Iran to abandon its enrichment program and agree to import its 
nuclear fuel, a precedent would be set and similar restrictions 
would be placed on the potential nuclear programs of Arab 

nations. \"They will allow you to have a power plant, but they 

will keep the fuel,\" he said. Underlying Larijani\'s comments 

was the idea that Iran is a more appropriate ally and leader for 

the Middle East region than the US because Iran shares a common 
Muslim heritage with its Arab neighbors. 


Iran\'s Regional Focus in Foreign Policy 


3.(C) Since the election of President Ahmadinejad, Iranian 
foreign policy has shifted a great deal of its focus away from 
relations with Western countries and toward the Muslim world, 
particularly its Arab neighbors. Iran has sent a constant 

stream of envoys to Gulf states in an attempt to allay the fears 
of Gulf leaders concerning Iran\'s nuclear program, and to press 
those countries to reject US influence and cooperate more with 
Iran on various political and economic issues. At a late 

October meeting of the Gulf Cooperation Council (GCC), the 
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Iranian foreign ministry spokesman Mohammad Ali Hosseini 
proposed the formation of a regional security pact, saying that 

US Middle East policy is not in the interests of the region. 

\"It is a US policy to create tensions in the region. Iran\'s 

response will be rational and wise,\" Hosseini said, adding that 
\"active cooperation among the PGCC [Note: Iranians refer to the 
GCC as the \"Persian\" Gulf Cooperation Council. Endnote.] states 
will be the best way to reinforce security in the region.\" 

Defense Minister Mostafa Mohammad Najjar reiterated the proposal 
in November, saying that lran\'s policies are based on respect 

and good-neighborliness. Frequent diplomatic visits to Gulf 

states by Iranian envoys, and a series of recent comments by 
senior lranian officials promoting a regional security 

arrangement indicate a renewed effort toward Iran\'s goal of 
regional leadership. 


Message Appears Not to Resonate 


4.(C) Analysts and observers commented that Larijani\'s message 
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garnered a lot of attention but appeared not to resonate with 

its intended audience. The speech reportedly sparked a great 
deal of discussion later, with some conference attendees calling 
it \"extraordinary,\" but nonetheless, it received only polite 
applause. A journalist who attended the event told IRPOffs that 
Saudis and Emiratis later commented to him that they were not 
moved by the appeal, saying they felt closer to the Americans, 
who offer them technology and education, than to the Iranians, 
who offer them nothing. A regional security analyst at a local 
think tank separately commented that Iran\'s message urging 
security cooperation is nothing new and has no resonance in the 
region, particularly with Iran\'s new government and in view of 
its interventionist policies regarding Iraq and Lebanon. The 
analyst dismissed as ineffective lran\'s tactic of asserting that 
nuclear restrictions on Iran will extend to the region, saying 

that Gulf states do not view the Iranian nuclear case as a valid 
test case for them, given their strong suspicions that Iran has 
the intention to build a nuclear weapon. 


5.(C) Embassy DCM subsequently spoke to MFA Acting U/S Tariq Al 
Haidan for his reaction to Larijani\'s speech. Al Haidan limited 

his remarks to saying that the Iranians are \"talking a lot on 

this subject but that you (the US) shouldn\'t worry about it,\" 

implying that the UAE was not taking seriously Tehran\'s call to 

eject the US from its bases here. 


6.(SBU) There has been scant media reaction to Larijani\'s speech 
in the local Arabic press, other than reprinting some of the 
Western reports. Reporting on the Iraq Study Group\'s report is 
dominating the Arabic press. Iranian press reported Larijani\'s 
speech with little commentary, although one outlet, Fars News, 
called Larijani\'s regional security proposal \"audacious\" and 

\"the strongest sign yet of Iran\'s rising assertiveness in its 

contest with the United States for influence in the region.\" 


7.(C) Comment: Iran\'s efforts to date to forge a new regional 
security arrangement and decrease US presence in the region 
appear have gotten little traction with GCC governments and are 
unlikely to do so in the future. This does not mean, however, 
that countries in the region - particularly Gulf states - feel 

they can ignore or alienate their large Persian neighbor. At 
the governmental level, Gulf allies like the UAE will likely try 

to continue their balancing act between maintaining restrained 
but economically beneficial ties to Iran, while preserving close 
links to the US. The USG advances its interests by continuing 
to emphasize to Arab governments the benefits of alliance with 
the US, in contrast to the lack of benefits offered by Iran. 

Arab countries also need assurance that in the long-term, any 
future change to US-Iran relations will not come at their 
expense, either politically or economically. In contrast, the 
view from the \"street\" is different from that of Arab 
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governments. President Anmadinejad has gained some popularity 
on the regional \"street\" by manipulating and amplifying 
anti-American and anti-Israel sentiments. While Iran may tap 

into regional discontent with US policies and culture, it has 

not offered a credible and attractive alternative in its place, 

a point we can continue to emphasize in our public statements. 


This message was cleared by Embassy Abu Dhabi. 
BURNS 
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SUBJECT: MINAWI COMMITTED TO DPA BUT PLEADS FOR 
INTERNATIONAL SUPPORT 


REF: KHARTOUM 02807 


1. (SBU) During a December 7 meeting with ambassadors at the 
African Union Darfur Peace Agreement Implementation Office, 
Senior Assistant to the President and Sudan Liberation 
Movement (SLM) leader Minni Minawi affirmed his commitment to 
the Darfur Peace Agreement (DPA), but pleaded with the 
international community to support him in his efforts to 

establish peace in Darfur. \"Our choice is the Abuja peace 
agreement,\" said Minawi. \"We believe the Darfur Peace 
Agreement is the way to get people to peace...but we cannot 
take the authority that is needed without the international 
community" Minawi indicated that the SLM could not continue 
to limp along in the face of attacks by the Sudanese Armed 
Forces (SAF), the Janjaweed, and the DPA non-signatories. 
\"Where is the international community\'s support? What is 

your idea for promoting peace in Darfur?\" questioned Minawi. 
\"My concern is the dignity and peacefulness of my people as 
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soon as possible, and | need your help.\" 


2. (SBU) Minawi disputed the assertion that the crisis in 

Darfur was a \"tribal war,\" saying that the tribes had been 

living together for \"5,000 to 6,000 years.\" Instead, he 

blamed the National Congress Party (NCP) for arming some 
groups against others in an attempt to create \"facts on the 
ground\" and on the tensions between the Sudanese and Chadian 
governments. He said that the Sudanese-Chadian tensions and 
Chadian support for the National Redemption Front (NRF), 
Justice and Equality Movement (JEM), and the G-19 would need 
to be addressed in order to end the Darfur crisis. One of 
Minawi\'s advisors also noted the influence of the Arab 
Gathering--a shadowy movement that seeks to create an Arab 
crescent throughout the Sahel--and said that its adherents in 

the Sudanese government were working with Arab militias to 
advance the Gathering\'s goals by 2020. (Note: As reported 
reftel, this same advisor described this issue in a December 

6 conversation with Embassy staff. End note.) 


3. (SBU) CDA Hume said that the USG shared Minawi\'s concerns 
about the Sudanese government\'s disingenuous efforts to 
implement the DPA and said that the NCP\'s plan to stabilize 

the security situation in Darfur by force had clearly failed. 

He called for an emergency session of both the Cease-fire 
Commission (CFC) and the Joint Commission (JC), which 
received support from Minawi and the other ambassadors. 

French Ambassador Christine Robichon noted that a CFC meeting 
would provide an opportunity for the two-chamber structure of 

the CFC, which would include DPA non-signatories, to be 
activated. Head of the European Commission Delegation Kent 
Degerfelt said that the international community would be 

unable to provide financial support for recovery and 

development in Darfur until an effective cease-fire mechanism 
was in place. (Note: AU Deputy Head of DPA Implementation 
Amb. Boubou Niang said that meetings of the CFC and the JC 
would be scheduled soon, both possibly in El Fasher. End 

note.) CDA Hume also asked Minawi\'s advisor to provide a 

brief on the Arab Gathering for the ambassadors, most of whom 
were unaware of it. He agreed to do so on a bilateral basis. 


Negotiations with Non-Signatories 
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4. (SBU) Minawi voiced his concern that DPA non-signatory 
leaders were negotiating separate agreements with the 
Sudanese government and called these \"pieces of peace.\" He 
claimed that these discussions were being used by the NCP to 
undermine the agreement, and he emphasized that as a 
signatory to the DPA, SLM/Minawi should be included in the 
negotiations. \"If there are any good ideas for supporting 

this peace--politically and financially--I think it will go 

forward and other non-signatories will join,\" said Minawi. 

He also reiterated his support for an international 
peace-keeping force in Darfur, though one of his advisors 
added that the \"intensive consultations\" between the United 
Nations (UN) and the Sudanese government regarding such a 
force should be more inclusive of the SLM/Minawi. Minawi 
suggested, however, that in the face of international 

inaction and continuing violence by the NRF and Janjaweed, 
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the SLM/Minawi would move to create a joint force for the 
protection of civilians. He did not elaborate on the 
structure of such a force. 

HUME 
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SUBJECT: CDA Addresses Darfur Crisis in Local Press 


1. (U) In an interview with Arabic daily \"Al-Sudani,\" the Charge 
dVAffaires addressed the Sudanese security apparatus\' failure to 
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stem the violence in Darfur, while also noting slight improvement in 
the humanitarian situation. The Charge noted that UN Security 
Council resolutions, such as Resolution 1706 on Darfur, serve as 
frameworks to guide policymakers, but are not always fully 
implemented. He also took issue with Sudanese President al-Bashir\'s 
contention that tne deployment of UN forces constitutes a new form 

of colonialism. \"Al-Sudani\" published a brief preview of the 

interview on the front page of its December 7 issue and will publish 

the entire article on December 9. 


2. (U) The interview, which was conducted December 4 by recent 
International Visitor Leadership Program (\"U.S. Foreign Policy\") 
alumnus Osman Merghani, also covered the status of the 
implementation of the Comprehensive Peace Agreement, as well as a 
discussion on steps needed to restore normal bilateral relations. 

The independent \"Al-Sudani\" is one of the most widely circulated 
Sudanese Arabic dailies. It also has a sizable Internet readership 

in the United States and in the Arabian Gulf. The publication has 
been confiscated and suspended several times over the past two 
decades for taking anti-government positions. 


3. (SBU) While in the U.S. in November, Merghani wrote several 
columns on issues such as democracy, accountability, and 
transparency in government. These writings angered pro-government 
columnists in Sudan. Some of his critics labeled him an \"agent of 
the United States\" for commending the virtues of the American 
political system while ignoring such issues as the detention of 
prisoners at Guantanamo Bay and the abuse of Iraqi inmates in Abu 
Ghraib prison. Merghani has told us that he is writing up to 15 
additional articles about his experiences in the United States. 


4. (U) A translation of the \"Al-Sudani\" article from December 7 
follows: 


(Begin text) 


Hume: Resolving the Darfur Crisis without UN Forces would be Magic 
(article headline) 


Ambassador Cameron Hume, the U.S. Charge d\'Affaires in Khartoum, 
considers the plan presented by President Omar al-Bashir to UN 
Secretary General Kofi Annan to deploy a Sudanese military force 


SIPDIS 

disappointing. He said the security situation has not improved. 
Senior high-ranking officers of the Sudanese officers have been lost 
without imposing stability. He further noted that the proliferation 

of arms in Internally Displaced (Persons) camps in Darfur has 
contributed to the deterioration of the security situation, and the 
targeting of women in particular. \"I have seen the security 

situation in Darfur and | don\'t believe it is good at all,\" he said. 
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However, he went on to say that the humanitarian situation has 
slightly improved. 


The Ambassador said in an interview with \"Al Sudani\" that the main 
part of the Sudanese government\'s plan put forward last September 
was to impose security through military means ... and it has failed. 

| do not know how a political settlement could be achieved if the 
government continues to defy the Darfuri community and its leaders. 


Ambassador Hume further refused to consider the AU\'s decision to 
extend its forces\' mandate in Darfur for another six months would 
bypass the UN Security Council Resolution 1706. \"Any resolution 
issued by the Security Council does not need to be adhered to 100 
percent. ... Resolutions create a general framework,\" he said. He 
further pointed to 1967 Security Council resolutions 242 regarding 
the crisis in the Middle East saying that the resolution has not 

been implemented to the letter, but it has created a framework 
around which all diplomatic settlements in the Middle East have been 
based for decades. 


The Ambassador further criticized President Al-Bashir\'s statements 
in which he stated that the deployment of international forces to 
Darfur is a new form of colonialism. The Ambassador further 
reviewed historical cases in which the UN has militarily intervened 

in Africa (Mozambique, Sierra Leone, Liberia), and in South America, 
and in Cambodia in Asia. He said these cases proved that UN forces 
had not intervened for \"colonialism or imperialism.\" Ambassador 
Hume said that the assumption that the problem of Darfur can be 
resolved without international troop intervention would be \"magic.\" 


(End text) 
HUME 
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Classified By: Charge a.i. Sheila Gwaltney, reason 1.4 (b,d) 


1. (C) Summary. Discussions with a wide range of contacts in 
Crimea November 20-22 and officials in Kyiv discounted recent 
speculation that a return of pro-Russian separatism in 

Crimea, which posed a real threat to Ukrainian territorial 
integrity in 1994-95, could be in the cards. However, nearly 

all contended that pro-Russian forces in Crimea, acting with 
funding and direction from Moscow, have systematically 
attempted to increase communal tensions in Crimea in the two 
years since the Orange Revolution. They have done so by 
cynically fanning ethnic Russian chauvinism towards Crimean 
Tatars and ethnic Ukrainians, through manipulation of issues 
like the status of the Russian language, NATO, and an alleged 
Tatar threat to \"Slavs,\" in a deliberate effort to 

destabilize Crimea, weaken Ukraine, and prevent Ukraine\'s 
movement west into institutions like NATO and the EU. While 
the total number of pro-Russian activists in Crimea is 
relatively low, the focus is on shaping public perceptions 

and controlling the information space, so far with success. 


2. (C) Ukrainian officials acknowledge expert complaints that 
the overall degradation of Kyiv\'s ability to assert central 
power and authority in the past two years has provided a 
conducive climate for destabilizing efforts, particularly in 
Crimea, which several Crimean journalists referred to as 
Ukraine\'s \"soft underbelly.\" The most publicized flashpoints 
in 2006 were the May-June Feodosia anti-NATO protests and 
July-August fights in Bakhchiserai over a market located on a 
Tatar cemetery, with pro-Russian groups figuring prominently 
in both. Yushchenko and the National Security and Defense 
Council (NSDC) are quietly trying to lay the groundwork for a 
more effective assertion of central authority and countering 

of pro-Russian agitation in Crimea, with limited success to 
date. 


3. (SBU) The most active pro-Russian actors highlighted by 
our contacts were the Russian Society of Crimea and its 
affiliates, the Russian Bloc political party and the Crimean 
Cossack Union. The latter\'s informal links to local Crimean 
law enforcement and security service personnel were clearly 
evident during the anti-NATO actions in May-June in Feodosia. 
Recent radical youth groups like Proryv (\"Breakthrough\") and 
the Eurasian Youth Movement attract more media attention but 
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are for now mainly small, public relations projects. Natalya 
Vitrenko\'s Bloc, the Communists, and the 
Sevastopol-Crimea-Russia National Front also actively pushed 
Russian interests, with less impact. Internecine squabbles 
and splits among pro-Russian groups in Crimea for Moscow\'s 
attention and money limit their effectiveness. 


4. (SBU) The primary mechanisms of Russian influence appear 
to be: the Russian Black Sea Fleet, with its extensive 
intelligence and press operations; regular visits of Russian 
officials/agitators, many of whom, such as Duma deputy 
Konstantin Zatulin, are now blacklisted by the GOU as a 
result (ref B); biased media/PR efforts such as Modest 
Kolerov\'s New Regions/Regnum projects and 
Russian-owned/influenced Ukrainian media; and the 
Moscow-Crimea Foundation and the Moscow-Sevastopol 
Foundation, allowing Mayor Luzhkov, also blacklisted, to buy 
influence. End Summary 


What\'s Going On in Crimea? 


5. (C) Western pundits (Anne Applebaum, Jane\'s Intelligence 
Digest, Taras Kuzio) have written with alarm in 2006 of a 
worsening situation in Crimea due to alleged post Orange 
Revolution Russian meddling. Some have raised the specter of 
a return to the active separatism which threatened Crimea and 
Ukraine\'s territorial integrity in 1994-95 before the threat 

was ended by decisive intervention by then President Kuchma 
and central Ukrainian authorities. Discussions with two 

dozen government officials, journalists, and community 
leaders in Crimea November 20-22 and in Kyiv indicate that 
fears of revived separatism are misplaced. However, all 
argued that interethnic tensions in Crimea had worsened 
considerably in the two years since the Orange Revolution, 
due to a deliberate Russian campaign aimed at destabilizing 
Crimea and, by extension, weakening Ukraine. 


6. (C) Starting in January 2006, President Yushchenko 
dispatched his then Chief of Staff Oleh Rybachuk and Interior 
Minister Lutsenko to Crimea for repeated multi-day visits. 

He also appointed as his representative in Crimea respected 
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ex-deputy Interior Minister Hennadiy Moskal, who spent years 

in Crimea in the late 1990s helping attack organized criminal 
structures. Yushchenko also convened NSDC sessions on Crimea 
in February and late September which led to published 

decrees, the first systematic attempt to address the entire 
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range of economic, political, interethnic, cultural, and 

central power challenges inherent in Crimea, according to 
Oleksandr Lytvynenko, NSDC Department Head for Law 
Enforcement and Internal Affairs, including Crimea, who also 
acknowledged implementation was less than 20%. The 
ineffectiveness of central authority was clear during the 

height of the anti-NATO protests in Feodosia in May-June, 

when Rybachuk and DFM Khandohiy repeatedly made clear to us 
that they had limited control over Crimean authorities. 


Crimea: built-in fertile grounds for volatility 


7. (SBU) Lytvynenko explained to us the historical, ethnic, 

and political reasons why Crimea represented fertile ground 
for troublemakers. Up to 70 percent of Crimea\'s Slavic 
inhabitants arrived or were the descendants of those who came 
from Russia or Russian-influenced parts of eastern Ukraine 
from 1944, when Stalin ordered Crimea\'s Tatars and several 
other much smaller ethnic groups deported to central Asia, 
and 1954, when Krushchev transferred autonomous Crimea to 
Ukraine\'s administrative control. Most of the new arrivals 
were urban poor or had criminal backgrounds and moved into 
homes vacated by deportees; there was no connection or 
affiliation to Ukraine proper through 1991, with the possible 
exceptQn of the Dynamo Kyiv soccer club. Starting in 1990, 
however, this unfocused \"Slavic\" community of relative 
newcomers faced an influx of a dynamic, often well-educated, 
politically organized community of Crimean Tatar returnees, 
now numbering close to 300,000, or 15 percent of Crimea\'s 
populatioQ 


8. (SBU) After Crimea\'s separatist threat (1994-95) and 
organized criminal problem (1997-98) were successfully 
addressed, Crimea enjoyed a period of relative calm and tacit 
understanding between local ethnically-Russian elites, 
Tatars, and Kyiv. Disenchantment in the later Kuchma years 
revived due to the overall economic slide in Crimea, even as 
some Tatars started achieving economic success. The Russia 
factor in the 2004 election cycle in favor of Yanukovych was 
felt strongly in Crimea and accelerated in early 2005 after 

the Orange Revolution, according to Lytvynenko and nearly 
everyone we talked to in Crimea, exploiting such discontent 
and traditional Russian stereotypes (\"An uninvited guest is 
worse than a Tatar\" goes an old proverb), as well as the 
overall weakening of central authority in Ukraine after the 
Orange Revolution. 


The Black Sea Fleet: intel and press 
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9. (C) While there has always been overwhelmingly pro-Russian 
sentiment in Crimea\'s population, the beginning of 

systematic, organized efforts by pro-Russian groups backed by 
Russian money is a relatively new phenomenon, most Crimean 
observers claimed. Lytvynenko stated that the Russian BSF\'s 
sizable intel unit, part of the GRU (Russian military 
intelligence), was active in deliberately fostering 

interethnic tensions in Crimea to ensure that a state of 
constant simmering tension was maintained. This included 
money to local groups carrying out Moscow\'s wishes, 
information campaigns, and occasional logistic support, 
including for the May-June anti-NATO protests in Feodosia. 
Lytvynenko claimed that, in contrast to the GRU\'s active 

role, the FSB (external intel service) seemingly restricted 

its efforts in Crimea to counter-intelligence operations 

aimed at western actors/visitors. (Note: Yushchenko\'s former 
chief of staff Oleh Rybachuk told us in January that the FSB 
was very active in using/controlling NGOs in Crimea to stir 

up trouble (ref A), but he may have mixed up his Russian 

intel services). 


10. (C) Lytvynenko proudly claimed authorship of paragraph 10 
in Presidential decree 822/2006, dated October 9, which came 
out of the September 20 NSDC meeting. Paragraph 10 gave the 
SBU and Foreign Intel Service two months to analyze the 
\"efficiency of intel, counter-intel, and operative measures 

to identify, prevent, and halt intelligence and other 

subversive activities in Crimea by foreign special services, 
state and NGO organizations\" as well as improve the SBU 
personnel and technical capabilities in Crimea. Lytvynenko 
claimed it was the first time such efforts to neutralize 

activities undermining Ukrainian sovereignty had been 
mandated in writing (the decree is on the NSDC\'s website, in 
Ukrainian only). 
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11. (C) The BSF intel unit maintains a special relationship 

with Sevastopol\'s BSF-affiliated high school Number 8, the 
main base of activists involved in Proryv activities (see 

below), Radio Liberty Crimea correspondent Volodymyr Prytula 
told us. Sobytiya journalist Lenur Yunusov added that his 
sources link BSF intel personnel to the recent emergence of 
the Eurasian Youth Union (below) as well. The BSF\'s 
extensive media operations had been maintained since Soviet 
times, Myroslav Mamchak of the Ukrainian Fleet\'s \"BRIS\" Radio 
service told us, adding that the BSF printing house \"Flag 
Rodina\" (The Motherland\'s Banner) and electronic media 
actively churn out \"information, disinformation, and 
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counterinformation\" with a strongly pro-Russian, implicitly 
anti-Ukrainian and anti-Tatar perspective that heavily 

influenced the media/information environment, especially in 
Sevastopol but across Crimea as a whole. Several 
Simferopol-based journalists reiterated Mamchak\'s assessment. 


\"Cossacks,\" Russian Community of Crimea, Russian Bloc 


12. (C) Both GOU and journalist contacts consistently 

identified the Crimean Cossack Union (Krymskiy Kozachiy Soyuz 
- KKS), led by Crimean Rada MP Yuri Cherkashyn, as the single 
most dangerous and active pro-Russian actor in Crimea, in 
conjunction with two affiliated organizations. The overall 

umbrella group with the most overt contacts with Moscow was 

the Russian Community of Crimea (known by its Russian acronym 
ROK - Russkaya Obshchyna Kryma), led by Serhiy Tsekov. ROK 
in turn is closely affiliated with the Russian Bloc political 

party led by Oleh Rodyvilov. Prytula likened the intertwined 
relationship to that of Sinn Fein and the IRA. Yunusov said 

that ROK leaders openly admitted to him that they received 
money from Moscow. 


13. (C) The paramilitary KKS, which wears the Russian flag on 
its uniforms, had a network of several thousand members 
located in every district in Ukraine, well-equipped with 
communications equipment and weapons thanks to related 
security provider businesses that it established in the 

1990s, when criminal gangs operated more openly, according to 
various journalists. More significantly, many KKS members 
were local police and Security Service (SBU) officers, making 
it much more difficult for central authorities to rely on 

prompt or reliable action when the Cossacks were involved, 
such as during the Feodosia and Bakhchiserai events, the 
November 4 \"Russkiy March,\" or less publicized illegal 
business takeovers (so-called \"raiderstvo\"). Lytvynenko 
noted that the KKS also maintained relations with Kuban and 
Don Cossack groups in Russia. At least the latter two drew 
on genuine Cossack traditions; Cossacks historically had no 
presence in Crimea, \"except as prisoners of the Crimean Tatar 
khanate,\" one journalist joked. As a result, the KKS was a 
completely artificial construct, primed to promote anti-Tatar 
sentiments in law enforcement structures and local Russian 
communities. 


14. (SBU) Mustafa Jemilev, the long-time Crimean Tatar 
community leader (head of the Mejlis informal national 
assembly, as well as a Rada MP as part of the Our Ukraine 
bloc), highlighted the double standards maintained by the 
police and SBU, combined with the role Russian Bloc leader 
Rodyvilov had played in sparking the Bakhchiserai incidents 
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August 12. The anti-Tatar attacks came a day after newly 
named PM Yanukovych had visited Crimea and endorsed court 
decisions moving an open air market illegally located on an 
old Tatar cemetery. Jemilev complained that although Tatars 
took extensive video of the incident clearly showing nearly 
500 outsiders connected with the Russian Bloc, ROK, and the 
Cossacks, many from Sevastopol, initiating the altercation, 
the SBU and the police took no action, claiming they could 
not identify those involved. Jemilev characterized the 
Russian Bloc as the main anti-Tatar force in Crimea currently. 


15. (SBU) The Russian Bloc\'s political influence grew 
considerably in early 2006 thanks to Party of Regions\' 
decision to contest Crimean elections jointly with it under 

the \"For Yanukovych\" banner; no observers gave the Russian 
Bloc any chance of making it over the threshold alone. ROK 
leader Tsekov now serves as the Crimean Rada\'s First Deputy 
Speaker, and 10-15 of the 44 MPs in the \"For Yanukovych\" 
faction (out of 100 total in the Crimean Rada) come from the 
Russian Bloc. Thanks to the alliance, Russian Bloc\'s 
Aleksandr Chernomorov also made it in the national Rada in 
Regions\' faction. 


Zatulin - chief political meddler 


16. (SBU) The Russian politician universally deemed the 
biggest meddler in Crimean affairs is Duma MP and head of the 
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CIS Institute Konstantin Zatulin. Sobytiya\'s Yunusov claimed 
that, in addition to political and business interests in 
Sevastopol, Zatulin had personally brokered the electoral 
alliance between Russian Bloc and Regions\' Crimean branch, 
even negotiating party list placement for favored Russian 

Bloc members. Zatulin and his Institute deputy Kirill Frolov 
were also seen as the primary Moscow links to the radical 
youth group Proryv. Zatulin encouraged the Feodosia protests 
in person and was blacklisted as a result (ref B), though the 
SBU allowed him to visit Kyiv Dec 4-6 as part of an 
interparliamentary exchange. 


The PR projects: Modest Kolerov, Proryv, EYU 


17. (C) Kremlin spinmeister Modest Kolerov, brought in by the 
Kremlin in March 2005 after the Orange Revolution to manage a 
counter-campaign aimed at Russians in the \"near abroad,\" has 
focused on Crimea as part of his \"CIS-II\" project also 
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involving Transnistria, Abhazia, and South Ossetia, stated 
Lytvynenko. He claimed there had also been unsuccessful 
efforts to involve Crimean Rada Speaker Anatoliy Grytsenko 
(Regions) in the meetings with the \"presidents\" of the 
separatist regions. Kolerov uses his Regnum and Novy Regioni 
news agencies to promote biased and misleading \"news,\" 
influencing Crimea\'s information space (note: the Novy 
Regioni website lists its Crimean affiliate along with those 

in Russian provinces and separatist \"republics,\" apart from 
the Ukraine affiliates). Ukrainian outlets often re-ran Novy 
Regioni \"manufactured\" material without fact checking, 
perpetuating a circle of myths according to Maidan-Krym\'s 
Aleksandr Pylypenko. 


18. (SBU) Kolerov\'s Regnum helped launch Moscow\'s \"Evropa\" 
publishing house in May 2005 with the stated intent of 

influencing opinion makers in Russia and the CIS, according 

to website mission statements. One of Evropa\'s 2006 
publications, available in Moscow and Kyiv bookstores and, 

for a time, at the Ukrainian Rada (where we bought it), is: 
\"Operation Anti-NATO: the Feodosia Model.\" The book trumpets 
the success of the Feodosia protests as a model for 

pro-Russian communities to emulate. It highlights the role 

of the Russian Bloc and the Crimean Cossacks in launching the 
protests, along with the later participation of Proryv, 

Vitrenko\'s Bloc, and Party of Regions, with glossy pictures 

of the latter three groups and quotes from all five, plus 

Kirill Frolov 


19. (SBU) Proryv, a radical pro-Russian youth group first 
registered in Tiraspol (Transnistria), came to Ukraine\'s 
attention January 19 when its Crimea branch dug a trench 

along the Yalta-Moscow highway at the neck of the Crimean 
peninsula and symbolically created a mock border post between 
Crimea and the rest of Ukraine, inviting Russian but not 
Ukrainian TV stations to cover the action. Proryv\'s former 
Crimean director Dobychin was expelled in June and 

blacklisted by the SBU after active participation in the 

Feodosia protests (ref B). 


20. (SBU) High media \"brand\" profile aside, Proryv was 
described by most contacts as currently consisting of no more 
than several dozen mostly school-age activists tied to the 
Russian BSF. Prytula noted that Proryv had been much more 
active prior to the March elections; Russia Duma MP Zatulin 
and his associate Frolov had been Dobychin/Crimea\'s main 
interlocutors during frequent visits to Sevastopol, with 

Frolov the seeming main ideologue. Since then, however, all 
three had been blacklisted; the SBU had taken active steps 
against Proryv, and it appeared Proryv\'s money and activities 
had dried up, leaving the \"brand\" and public relations 
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potential to be tapped in the future. (note: Echoing 
Kolerov\'s efforts to tie Crimea to Russian- affiliated 
separatist zones, the current Proryv Crimea coordinator 
Natalya Polyakova held a press conference October 9 to 
announce the formation of an \"International Front Proryv\" 
uniting the efforts of branches in Crimea, Transnistria, 
South Ossetia, and Abhazia). 


21. (SBU) As Proryv\'s profile dipped in late 2006, that of 

the Eurasian Youth Union (EYU) project affiliated with 
Alexander Dugin has risen, Yunusov told us. He noted that 
EYU was particularly active in Bakhchiserai, led by 

Konstantin Knyryk and his son (note: when we visited 
Bakhchiserai November 22, we saw EYU graffiti on walls near 
large apartment blocks on the outskirts of town). EYU also 
turned out for the Pokrova marches October 14 in Kyiv and in 
Crimea (ref C), as well as the Russkiy March\" November 4. 


Moscow and Mayor Luzhkov - buying influence/real estate 
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22. (SBU) The Moscow-Crimea Foundation and Moscow-Sevastopol 
Foundation, the latter run out of a self-styled \"Embassy of 
Moscow\" in Sevastopol, gave Mayor Luzhkov vehicles to buy 
influence and real estate, even though he personally is on 
Ukraine\'s black list, noted several Crimean journalists. The 
Foundations provide money to the ROK for allegedly cultural 
projects and purchase large amounts of Russian textbooks, 
donating them to Crimean schools as a way of influencing what 
the next generation of Crimeans learn. They also purchase 
land to build apartment blocks, particularly in Sevastopol, 

and sanatoria throughout Crimea. Luzhkov recently appointed 
an energetic, young former assistant in September to head the 
Moscow-Crimean Foundation with the aim of increasing activity 
and cooperation, noted Yunusov. Sevastopol city council 
members travel monthly to Moscow, Tymofiy Nikitiuk, head of 
Sevastopol\'s Committee of Voters of Ukraine, told us, 
ensuring positive decisions on land allocation for the Moscow 
Foundation. 


Miscellaneous pro-Russian actors 


23. (C) Presidential representative in Crimea Hennadiy Moskal 
suggested to us that \"Mother Russia\" had been behind the 
active participation of the Russian Bloc and Natalya 
Vitrenko\'s Progressive Socialists in the Feodosia protests. 
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He predicted that the Russian Bloc\'s support would fall over 
time, but that Vitrenko, Crimea\'s Communists, led by 
ex-Crimean premier Leonid Hrach, who had organized a 
non-binding anti-NATO referendum in Crimea for December 16, 
and the smaller \"Soyuz\" (Union) party, \"all bought\" by 
Moscow, were ready to continue to agitate active pro-Russian 
lines. Yunusov claimed that Hrach and Zatulin had previously 
worked closely together but experienced a falling out over 
money, with Zatulin redirecting his support to ROK and the 
Russian Bloc, and Hrach organizing the anti-NATO referendum 
as a way of showing he could deliver as a friend of Moscow 
and was still deserving of financial support. 


24. (SBU) Ukrainian media controlled by Russians or those 
sympathetic to Russia reinforce the biases via their 

coverage. Inter, Ukraine\'s top rated TV channel, has been 
controlled by the Russian Yevraz Holding group since the 
summer of 2005. Inter\'s long-time Crimea lead correspondent 
Yuri Pershykov has long pushed a strongly anti-Tatar 
perspective in his reporting and took active part attacking 
Tatars in the Bakhchiserai August riots, according to Crimean 
Tatar community activist Nodir Bekir and Yunusov. Bekir, who 
tracks hate speech, notes that in September the Crimean state 
TV channel broadcast racial hatred comments by Andriy Kuryaev 
of the Moscow Russian Orthodox Academy, in which Kuryaev 
urged Slavs in Crimea to \"knock out Tatars\' teeth\" to teach 
them a lesson. Media Krym\'s Shchekun concurred that Crimean 
TV regularly purveyed pro-Russian propaganda on various 
regional issues, including misleading \"documentaries\" on 
Chechnya whose anti-Islamic slant could affect perceptions of 
Crimean Tatars locally. Yunusov added that the \"Krymskaya 
Pravda\" newspaper, circulation 50,000, promotes a strongly 
anti-Ukrainian, anti-Tatar, pro-Russian line targeted 

primarily at Crimea\'s large pensioner community, which 
remains \"Soviet\" in outlook. 


25. (SBU) Some pro-Russian groups in Crimea act 
independently. On the one side, there are activists like 

Serhiy Shuvainikov of the Congress of Russian Communities in 
Crimea, who told us that he focused on improving the rights 

of ethnic Russians (russki) in Crimea, rather than promoting 

a pro-Russian (rossiski) political agenda or supporting 

Putin\'s recent call for ethnic Russians to relocate to 

Russia. Prytula passed us an unsigned copy of an analysis, 
which Shuvainikov apparently provided to the SBU, of various 
Russian groups in Crimea; the report split them into those 
controlled by Moscow and those interested in an independent 
local agenda. As word of the analysis leaked, the ROK and 
the Russian Bloc denounced Shuvainikov, who did not disavow 
authorship to us. On the other side, the small National 

Front Sevastopol-Crimea-Russia, which advocates reunification 
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with Russia, believes that the Kremlin has not been 
aggressive enough in Crimea. 


26. (SBU) There is frequent quarreling and splintering among 
the pro-Russian groups, which often compete with each other 
for Moscow\'s attention and money, according to all Crimean 
observers, including pro-Russian group leaders. Most are 
unable to generate more than a few hundred attendees for any 
particular event (even the Feodosia protesters usually 
numbered no more than 100-300 at any time). However, 
sympathetic media carefully chooses camera angles and boosts 
reported numbers by a factor of ten, with the intent of 
influencing perceptions and controlling the information space 
in Crimea and beyond, meeting with seeming success. 
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What is to be done? 


27. (C) Lytvynenko suggested the three main steps Kyiv needed 
to take to address the Crimean situation effectively: 

establish an effective land registry; use the SBU to more 
aggressively counter intel activities (and rotate out SBU 
personnel too closely affiliated with the Cossacks and 

Russia); and improve presidential outreach to the Crimean 
Tatar community. Then Interior Minister Lutsenko, in a 
November 17 discussion with Ambassador, reaffirmed the SBU\'s 
lead role, stressed the limited utility of law enforcement 

action against Proryv-style mischief, and focused on a wider 
cultural challenge. Ukraine had done nearly nothing to 

create a positive Ukrainian alternative to the Russian 
propaganda machine of the Black Sea Fleet and pro-Russian 
media. Nearly all the journalists we talked to in Crimea 
heartily agreed, adding the education system as another tool, 
with the need to expand Ukrainian language opportunities 
(there is still only one magnet Ukrainian language high 

school, and only three overall, in Crimea). Lytvynenko noted 
that the internet-based Maidan-Krym and Media-Krym projects 
were a modest start in the right direction, particularly with 

the younger generation of Crimeans, in the information space 
battle, but the challenge remained enormous. 


28. (U) Note: Septel will address the purely local issues 

which dominate the Crimean scene: land allocation, and a 
decline in governance amidst the weakening of central power 
and the return of many former \"bandits\" into local government 
after the March elections. 
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29. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 

Gwaltney 
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1. (C) Summary: The UK is extremely concerned that the 
Terrorist Finance Tracking Program, and SWIFT\'s involvement 
in it, is being treated by the European Commission purely as 
a privacy issue when it should be \"rooted in a national 
security debate.\" While HM Treasury officials are currently 
preparing advice for ministers on UK next steps, they are 
planning to argue that the European Council, not the 
Commission, has competency over this issue. The UK is also 
trying to identify possible allies among other Member States 
for their view (they would appreciate any information we can 
share on others\' views) and is developing an internal 

strategy to reassure its private sector. The UK also 

suggests that we discuss this issue with EU Counterterrorism 
Coordinator Gijs de Vries if we have not already done so. 

End Summary. 


2. (C) According to Sean Byrne, HM Treasury Senior Policy 
Adviser for Financial Systems and International Standards, 
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the UK is very concerned about the European Commission\'s 
handling of the TFTP program. According to Byrne, the 
Commission is handling the case \"in a privacy silo\" when is 
should be \"rooted in a national security debate.\" Byrne 
added that, if the TFTP is treated primarily as a national 
security issue, the competency for dealing with the issue 

falls to the European Council with all 25 Member States 
needing to act together. Moreover, he stressed that EU data 
protection laws do no apply to national security issues. In 
this regard, Byrne implied that Commissioner Frattini may 
have more interest in dealing with the issue as a privacy 
issue (where the Commission has competence) rather than as a 
national security issue (where they do not). Byrne said that 
he had been in touch with key staff of EU Counterterrorism 
Coordinator Gijs de Vries to discuss this issue. He said 

that he has been told that the Commission has not looped de 
Vries in on this issue, and that de Vries\' staff has been 
\"bemused\" by the way the issue is being handled. Byrne 
suggested that the U.S. might want to engage with de Vries if 
it hasn\'t already, as de Vries\' job is to coordinate 
counterterrorism efforts across the EU\'s three pillars. 


3. (C) Byrne agreed that there is also a broader debate to be 
had regarding the balance between efforts to combat terrorism 
and the need to protect privacy. But he said that that 

debate should be not be taking place within the Commission, 
but rather within individual Member States as they seek to 
balance their various international and domestic obligations. 
Byrne said that the U.S. message to Member States stressing 
the importance of this balance was extremely helpful. 


4. (C) Byrne said that he is currently working with the 
Cabinet Office, Foreign Office and Department for 
Constitutional Affairs to develop a recommendation for 
ministers on how to approach this problem. Byrne 
acknowledged that the UK will have to tread carefully -- he 
wants to be sure that, given the UK\'s tight relationship with 
the U.S., its actions are not counterproductive. He said 
that the UK would be trying to learn other Member States\' 
views on this issue to determine whether it might be able to 
work together with a smaller grouping. Byrne said he would 
appreciate it if the U.S. could share information with the 
UK\'s possible allies. The UK is also considering how and 
whether to make public statements domestically to calm the 
private sector. 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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1. (SBU) Summary: By many measures, Brazil's economy has better 
fundamentals today than it has had at any point over the last three 
decades. The 1994 \"Plano Real\" brought previously unknown 
macroeconomic stability to Brazil, defeating its traditional 

inflation nemesis. Fiscal management has produced solid results: 
the public sector routinely exceeds its primary surplus targets and 
debt levels are falling. An ongoing export boom underpins continued 
surpluses in Brazil's external accounts. But Brazilians are glum 
about growth, which has averaged about 2.5% over the last twelve 
years. Investment levels, currently about 20% of GDP, are simply 
insufficient to support higher growth. There is no shortage of 

reasons for this, ranging from Brazil\'s fiscal knot (ref A) to its 

high taxes and onerous tax compliance burden, infamous bureaucracy, 
lack of spending on research and development, infrastructure gap, 
low levels of human capital, questionable priorities in education 
spending, burgeoning social security deficit and burdensome labor 
regulations. 


2. (SBU) Dealing with these will require a legion of reforms of 
significant scope. Brazil\'s political system and societal 

priorities, however, work to water down the ambition of attempts at 
reform. Society is firmly supportive of low inflation policies and 

fiscal responsibility, but has a knee-jerk reaction to talk of 

(further) privatization. Meanwhile, Brazil\'s closet mercantilists 

in industry and the foreign ministry help keep the economy 

relatively closed, limiting the potential to increase productivity 

through greater openness to trade. Together, these factors mean 
that economic inefficiencies and low productivity growth will keep 
sustainable GDP growth in the 3% to 3.5% range well into the medium 
term. But neither is Brazil\'s economy headed for a crisis; it will 

just keep muddling through with middling performance. End Summary. 


Macro vs. Micro 


3. (SBU) It is worth reflecting on how far Brazil has come in the 
twelve years since the \"Plano Real\" was introduced in 1994. The 
plan defeated the hyperinflation of the 1980\'s and, through 
privatizations, placed much of the economy in private sector hands. 
The current macroeconomic policy mix of a floating exchange rate, 
inflation-targeting monetary policy and high primary fiscal 
surpluses -- necessary to bring down high debt levels -- was 
introduced in 1999 and has consolidated macroeconomic stability. 
Inflation should be less than 3% this year and is expected to be 
only 4% next year. Public debt levels are high (net debt of about 
50% of GDP and gross debt of 72.1% of GDP) but strong primary 
surpluses have brought the ratio down each year since 2003; in 2005 
Brazil prepaid its IMF debt, and followed that up by paying off its 
Brady bonds and Paris Club debt in 2006, both the legacy of its late 
1980\'s debt default. Macroeconomic stability and privatization set 
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the stage for the Brazilian companies to be able to take advantage 

of the current surge in world trade growth and the ensuing export 
boom has solidified Brazil\'s external accounts tremendously. 
Continued current account surpluses have allowed Brazil to pay down 
external debt. Given lower debt and Central Bank purchases of 
inflowing dollars, Brazil's public sector has become a net creditor 

to the rest of the world. Moreover, the ghost of hyperinflation 
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past still lingers in Brazil, helping create a clear societal 
consensus in favor of low inflation and fiscal responsibility. 


4. (SBU) But Brazilians now crave higher economic growth rates. 
These have averaged 2.7% over the four years of the Lula presidency, 
up from 2.2% over the eight years of the Cardoso presidency. The 
key issues in reaching this goal are productivity growth (how well 
one uses existing capital and labor) and investment levels (to build 
up more capital stock), neither of which has grown enough to create 
the capacity for Brazil's GDP to grow at the 5% level, a figure 

which some politicians are urging be adopted as a growth target. A 
recent study by the Applied Economic Research Institute (IPEA), an 
independent think-tank attached to the planning ministry, concluded 
that at current investment rates Brazil's capital stock would not 
attain those levels necessary to sustain 5% annual GDP growth until 
2017. 


5. (SBU) The current transition between Lula\'s first and second 

terms, and the renewal -- to an extent -- of his political mandate, 

has brought sharper political focus to the growth debate in recent 
weeks. Commentators, policy makers and policy wonks are flogging 
various programs to address this or that perceived limitation on 

growth. There also is public sparring between the 

\"developmentalists\" who favor large state-led development models, 
with the more orthodox economists who favor a focus on structural 

and microeconomic reforms as the mechanisms to increase investment. 


Table - Savings, Investment and GDP Growth 
(Percent of GDP) 


Domestic Gross Fixed 
Year Savings Capital Formation GDP Growth 


2001 16.75% 19.47% 1.3% 
2002 18.51% 18.32% 1.9% 
2003 20.38% 17.78% 0.5% 


2004 23.17% 19.58% 4.9% 
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2005 22.4% 19.93% 2.3% 
2006 21.6% /1 2.9% /2 


/1 January through March of 2006 
/2 Predicted 2006 GDP growth 


Fiscal Issues Are the Biggest Problems 


6. (SBU) The economic distortions and other structural problems that 
reduce investment levels are legion. Foremost among these is 
BrazilVs fiscal knot, described in detail in ref A. The need to 

service debt and finance a burgeoning social security deficit within 
the confines of a rigid constitutional earmarking and fiscal 

federalism framework has a three-fold effect: 1) Brazil has a high 
tax burden, approaching 40% of GDP; 2) its financing needs crowd out 
private investment; and, 3) the public sector makes only limited 
investments itself. The constitutional amendments necessary to 
begin to unravel the knot by reforming the social security system 

and Brazil\'s fiscal federalism framework require congressional 
super-majorities. According to published accounts, however, in his 
quest to bring in the leftist PDT party to his governing coalition, 

Lula may have promised to forego ambitious social security reform. 
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7. (SBU) Many businesses find much of Brazil\'s physical 
infrastructure to be lacking. During its first term the Lula 
administration, acknowledging the fiscal constraints on government 
investment in infrastructure, touted public-private partnerships 
(PPPs) as the solution to unlocking private investment in marginally 
economical infrastructure projects. The Congress passed PPP 
legislation in December 2004, but the reality of the bureaucratic 
and substantive hurdles to issuing implementing regulations meant 
that despite the hype, the federal government did not put out for 

bid any PPP projects during Lula\'s first term. A few state 
governments have moved with greater alacrity. The PPP example is 
also a useful illustration of how slowly the Brazilian bureaucracy 
can move. Turf fights between the ministries, in addition to a lack 
of capacity to quickly hire consultants qualified to evaluate major 
projects, have contributed to the PPPs glacially slow roll-out. 


8. (SBU) Brazil\'s infamously high real interest rates also come in 

for criticism as a factor limiting growth levels. Two key factors 

in this tale of high interest rates are judicial insecurity and the 

distortion of markets in savings and lending through directed credit 
mechanisms and mandatory savings schemes that direct capital to the 
national development bank (BNDES). The directed credit mechanisms 
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require banks to loan a significant percentage of their deposits to 
agriculture at low real interest rates (about 5%). Workers also 
contribute to the FGTS, a mandatory savings for unemployment scheme, 
which finances the activities of the BNDES. As both the IMF and 
OECD have pointed out, these measures have the effect of increasing 
interest rates on all other lending as banks charge more on other 
loans to make up for cheap agricultural lending and must pay higher 
rates to compete for the pool of savings. Moreover, these 

distortions limit the financial intermediation role played by banks, 
which theoretically would route capital to its most efficient 

economic use. 


9. (SBU) Brazil\'s judicial system is infamous for the 
unpredictability of its outcomes. Many analysts complain that 
judges, particularly in the lower courts, take \"social equity\" into 
account in rendering their decisions, making it difficult for a bank 
to collect on loans or a company to enforce a contract. A chief 
economist at a major Brazilian Bank told Econoff it could take as 
long as 10 years for his bank to use the judicial system to collect 
onaloan. The introduction of the concept of binding precedent in 
the 2004 judicial reforms will, over time, help to make the system 
more predictable. The courts also contribute to a general climate 
of regulatory uncertainty. Although the regulatory framework in 
many sectors is adequate, according to analysts, unpredictable 
enforcement and changes in the rules, such as Lula\'s 2004 overhaul 
of the power sector regulatory model, have hurt existing investors. 


10. (SBU) Most employers find Brazilian labor laws very restrictive, 
creating significant and expensive compliance burdens and limiting 
the flexibility of businesses to work in new ways. Moreover, 

various payroll levies, such as social security and the FGTS 
unemployment insurance/mandatory savings scheme come close to 
doubling the cost of labor to the employer. Most economists believe 
reform of the outdated labor laws would help increase economic 
efficiency and make business more competitive. But labor reform 
would come only at great political cost for Lula, who requires 
support from both the left wing of his own PT and some of the 
smaller leftist parties to obtain congressional majorities. 


No Societal Consensus Behind Micro Reforms 


11. (SBU) In marked contrast to the consensus supporting low 
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inflation and responsible fiscal policies, many deeper structural 
and microeconomic reforms are manifestly unpopular. In a telling 
moment in the recent presidential campaign, the Lula campaign 
accused pro-business PSDB party candidate Geraldo Alckmin of 
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intending to privatize Brazil\'s remaining parastatals. Rather than 
defend the many palpable benefits that successful privatization 
already has brought to Brazil -- most obviously in the 
telecommunications sector, where privatization brought efficient and 
ubiquitous service at lower prices, in sharp contrast to the waiting 
lists and prohibitive pricing that previously prevailed -- the 

Alckmin camp issued denials that it had any intentions of pursuing 
privatization. Fortunately, parastatals such as Petrobras and 
Eletrobras already have been partially privatized (a fact many 
Brazilians forget) and forced to face competition in their sectors. 

Nor do Brazilian politicians dare to voice the politically sensitive 

but economically sensible idea of reforming the directed credit 
system. Another force for distortion, the development bank BNDES, 
is almost universally popular among Brazilians despite the 
regressive nature of its financing, which takes money from the 
working class through the mandated payroll savings scheme and uses 
it primarily to finance Brazil's biggest corporations. 


Productivity Growth and Innovation 


12. (SBU) Even with low investment levels, Brazil could sustain 

higher growth rates were productivity growth higher. Brazil, 

however, spends only 1% of GDP on Research and Development (half the 
OECD average), and most of that is spent by government and 
universities, not the private sector. An \"innovation law\" passed in 
December 2004 aimed to improve the situation by promoting 
partnerships between universities and companies to develop 
technology. Total factor productivity, however, which can be used 

as a proxy for innovation in an economy, has made only marginal (and 
in some cases negative) contributions to Brazilian GDP growth over 
recent years, according to data from the OECD and IPEA. Another 
well-known obstacle to innovation and R&D in Brazil is spotty 
enforcement of Intellectual Property Rights (IPR). In a meeting 

with the Ambassador, Petrobras President Gabrielli implied a 

negative opinion of Brazilian IPR protection by emphasizing how 
important it was for Petrobras to obtain approval for its U.S. 

patent application in order to move ahead with investing in 

Brazilian production of H-Bio, a biofuel made by an innovative 
distilling/refining process using a blend of petroleum and 

plant-based oils (such as soybean oil). 


13. (SBU) Finding adequate human capital is also a challenge for 
businesses in Brazil. As of 2004, the average Brazilian had 

attended school for 6.6 years and only 57% of students finished 
primary school. Given constitutional earmarks for education 
spending, the issue is less one of lack of money but of priorities. 
Brazil spends about 4.3% of GDP on education, a level equivalent to 
the OECD average. But the distribution is troublesome: Brazil 
spends about as much on primary education per student as Paraguay 
and much less than Mexico, Chile and Argentina. But it lavishes 
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spending at the tertiary level, supporting an expensive system of 
free public universities, entry to which is governed by rigorous 
entry exams. Access to this system is limited as only the 
better-off can afford the costly preparatory courses that most 
students find necessary to pass the entry exams; those public 
universities serve only 5.1% of the college-age population. 
President Lula has proposed incremental reforms to this system. 


Trade -- Ideological Focus 
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15. (SBU) One way to achieve greater productivity is through greater 
competition, including openness to trade. But the Brazilian economy 
is a relatively closed one, with imports accounting for about 10% of 
GDP as of 2006 (albeit trending upward). The average applied tariff 
of just over 10%, which is higher than OECD averages, also masks 
higher protection levels for certain sectors, particularly 

manufactures. Moreover, the foreign ministry\'s ideologically driven 
focus on furthering south-south cooperation in its trade 

negotiations has not helped Brazil significantly. A former finance 
ministry Under Secretary pointed out to the Ambassador recently that 
the several trade agreements Brazil (via the Mercosul Customs Union) 
had concluded during President Lula\'s first term covered countries 
accounting for only 3.6% of Mercosul exports and 1.2% of its 

imports. But even these tiny figures are overstatements of the 
accords\' importance as most of them cover only a small fraction of 
tariff line items -- 10% in the case of the South Africa-Mercosul 
agreement and 5% in the case of the Mercosul-India agreement. The 
former Under Secretary confided that he was roundly attacked in the 
press by representatives of Brazil's influential Sao Paulo Industry 
Federation (FIESP) after presenting this trade data and argued that 
Brazil needed to pursue trade agreements with its major markets, 
such as the EU and U.S. 


Headline reforms vs. smaller measures 


16. (SBU) Even if prospects are bleak for headline reforms, there is 
much that smaller reforms can accomplish. For example, some of the 
growth in credit, and particularly the reduction in spreads for 

loans to individuals in recent years, is due to the creation of 
payroll-deduction loans, in which loans repayments are deducted 
directly from the borrowers\' salary (or INSS pension payment). 

These loans gave banks greater security and led to more lending to 
individuals at lower cost. The IMF resrep believes much of this 
lending went to support expansion of small businesses by family 
members of the people who could get such loans. Another measure, 
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the SIMPLES regime, lowered and unified taxes for small businesses 
(i.e. with revenues of up to 1.2 million Reais a year, or about USD 
550,000). This allowed many small business to move out of 
informality, boosting formal employment (and tax revenue) despite 
the lower tax rates. Legislation to expand the program by 
increasing the revenue ceiling to 2.4 million Reais is close to 

final congressional passage. The Lula administration also passed 
targeted tax breaks, along with complementary regulatory 
adjustments, which together have helped spark a construction and 
real estate boom. But these smaller measures, however effective in 
accomplishing their focused goals, are typical Brazilian 
work-arounds (the culture of the \"jeitinho\"), and leave untouched 
the fundamental growth-limiting distortions in the Brazilian 

economy. 


But little societal ferment 


17. (SBU) Brazil\'s middling growth rates are simply insufficient to 

lift the masses out of poverty the way many Asian economies have. 
Lula\'s Bolsa Familia program, however, is now reaching over 11 
million families, helping raise the living standards of the poorest. 

These income transfer programs do little to help recipients get 

jobs or become less dependent on handouts, but by conditioning the 
transfers on keeping children in school and their vaccinations 

updated, they aim to improve the next generation\'s prospects and 
break the intra-generational transmission of poverty. Transfer 
mechanisms such as Bolsa Familia and the income transfer portions of 
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the social security system, which subsidizes pensions for elderly 
rural poor, are in part responsible for the improvement in Brazil\'s 
GINI coefficient (a measure of inequality) over the last two years. 
Brazil\'s economy has been creating record numbers of new formal 
sector jobs. Taken together, these factors take the edge off of 
social ferment that might otherwise result from lower growth levels. 


18. (SBU) Comment: The political compromises that made possible the 
signal economic achievements of the Real Plan were forced through 
the political system by economic crises: hyperinflation, debt, 

recession and devaluation. With a sound macroeconomic framework and 
a largely market-based economy in place, however, Brazil today faces 
no serious threat of near term crisis. Although Lula\'s re-election 

has to an extent given him a renewed mandate, he has limited 

political capital with which to forge a coalition. Unfortunately, 

the most significant reforms, particularly in the areas of tax 

reform and fiscal federalism, will require constitutional amendments 

and congressional super-majorities. Absent the threat of economic 
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crisis, Brazilian politicians, reflecting both prevailing societal 
preferences and their own interest in political self preservation, 
will err on the side of moderation in reforms, condemning Brazil to 
lower potential growth path into the medium term. 
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1. (SBU) According to Fidelis Anju, General Manager for 
Public Affairs, Agip Oil Company, three Italian and one 
Lebanese Agip employees were taken hostage during an early 
morning attack on a residential facility near the Agip Brass 
tank farm. According to the Agip spokesman, no Americans 
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were involved in the attack, which occurred between 6:30 and 
7:00 AM on December 7. Agip believes that, although the 
attack occurred near the Twon Brass community, the local 
community did not participate in the attack. The attackers 
split into two groups, one approaching a small security post 
on one side of the creek and another the residential compound 
directly opposite, Anju said. Following an exchange of 
gunfire, the attackers departed with the hostages. An online 
news source reported that one Nigerian was killed in the 
exchange, and that the attack involved seven boats. 


2. (U) Operations at the Brass tank farm and other 
operations at the facility were unaffected. The tank farm 
takes in 200,000 barrels per day of petroleum from the fields 
and offloads approximately 1 million barrels onto ships for 
export every three to four days, the Agip spokesman said. 
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SUBJECT: AMBASSADORYS MEETING WITH BRAZIL-US PARLIAMENTARY 
GROUP 


1. (SBU) Summary. Ambassador Sobel met with members of the 
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Brazil-U.S. Parliamentary Group (GPBE) on November 30 to 
discuss bilateral relations and ways to increase contacts 

between the GPBE and members of the House of Representatives. 
Ambassador offered to arrange a forum at the Embassy early 

next year to continue to the discussion. End summary. 


2. (SBU) Ambassador, accompanied by poloffs, paid a courtesy 
call on members of the Brazil-U.S. Parliamentary Group on 
November 30 atthe Chamber of Deputies. He opened by noting 
that he hopes several senior U.S. officials will visit Brazil 

inthe near future. He said he would like to increase 

contacts between the GPBE and members of the U.S. House of 
Representatives and would be interested in hearing the 
Group\'s views on ways this could be done. He also invited 
them to share their thoughts on how U.S. CoDels can meet 

their counterparts more regularly, and to talk about their 

interest in Washington, whether collectively or individually. 


3. (SBU) Federal Deputy Luiz Carlos Hauly (Brazilian Social 
Democracy Party - Parana state), GPBE chairman, said he 
warmly welcomed the Ambassador\'s visit to the group, which 
includes 135 Federal Deputies and 19 Senators. He said that 
just in the previous week he had assumed the presidency of 
the Inter-Parliamentary Forum of the Americas (FIPA), whose 
mission is to bring parliaments closer together, and he would 
like Brazil to be a key player in the FIPA. 


Slave Labor Allegations 


4. (SBU) Federal Deputy Fernando Gabeira (Green Party ) Rio 
de Janeiro state) raised the issue of slave labor accusations 
recently made by members of the U.S. Congress. He said he 
did not agree with the \"offended\" manner in which the 
Brazilian Foreign Ministry had reacted, and called it 
\"inappropriate.\" He said Brazil is doing well in its combat 
against human slavery and is willing to cooperate with 
queries from the U.S. Congress. Ambassador said this is an 
issue on which everyone is united in opposition, and the 
Embassy is prepared to help the U.S. Congress if asked, but 
always acting in collaboration with the Brazilian 

authorities. He also mentioned funds that have been made 
available by President Bush for programs in this area. 


Peace Corps 


5. (SBU) Federal Deputy Feu Rosa (Progressive Party ) 
Espirito Santo) said his state would benefit from Peace Corps 
volunteers, but the Foreign Ministry, possibly because of 
\"misunderstandings,\" would not look favorably on this, and 
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said the executive branch is simply not interested in the 
subject. Ambassador said we would welcome a Brazilian 
expression of interest in the Peace Corps. He added the USG 
would consider using the Peace Corps in lusophone countries 
in joint programs with Brazil. 


Congressional Exchanges 


6. (SBU) Several deputies were interested in discussing the 
modalities of ensuring useful contacts between deputies and 
representatives. Gabeira said he would propose to the next 
president of the Chamber of Deputies that more trips to the 
U.S. be arranged, but that it would be important to try to 

match up members\' interests by subject matter so as to 
maximize the usefulness of the trips. Hauly added that when 
the Group, accompanied by Chamber President Aldo Rebelo, had 
been with Speaker Dennis Hastert they had proposed regular 
exchanges, and Rebelo had given Hastert a letter elaborating 
on that. These exchanges could be through the caucuses or 
arranged through committees, and should also include staff. 
(Note: the Brazilian deputies visited Washington in May 2006. 
As far as Mission is aware, there has been no follow-up 
action thus far from the U.S. side in response to Chamber 
President Rebelo\'s letter urging more exchanges between our 
congresses. End note.) 


BRASILIA 00002563 002 OF 002 


7. (SBU) Deputies from northeastern states, where tourism is 
important, said many Americans do not come to Brazil because 
of its visa requirement for Americans. They said a bill has 
been introduced in Congress to eliminate the requirement. 
They also appealed for better treatment of Brazilian visa 
applicants. Ambassador said we now have the ability to 
separate out applications from students and business 

travelers and expedite them. He encouraged the Brazilians to 
press for more direct flights between U.S. and Brazilian 

cities to increase Brazil\'s attractiveness to U.S. tourists. 


FTAA 


8. (SBU) The Ambassador was asked whether the U.S. was still 
interested in the Free Trade Areas of the Americas. 
Ambassador recounted the Bush Administration\'s early 
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determination to focus on Latin America. Other events had 
diminished some of the focus, but the U.S. is still 

interested in Latin America and very interested in Brazil, he 
said. Ambassador mentioned the upcoming visit to the U.S. by 
President Lula and said both sides are interested in 

discussing a strategic partnership, bio-combustibles, 
investment, and other topics. 


Bilateral Investment Treaty 


9. (SBU) The Ambassador turned the discussion to the 
prospects for a bi-lateral investment treaty. Gabeira said 

it was not a question of resistance to the idea in the 
Congress but that Congress is unprepared to take it up. He 
said next year the Chamber will establish a committee on 
foreign trade. Hauly opined that China gets far more trade 
attention from the U.S. than Brazil, while Brazil is a 
democracy and offers guarantees for investment. 


10. (SBU) Hauly reiterated the group\'s willingness to 
continue discussion on this and other topics. He said they 
would like to take advantage of U.S. leadership and move 
Brazil forward. Ambassador offered to arrange a forum at the 
Embassy with appropriate section chiefs to continue the 
discussion. 
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REF: BUENOS AIRES 621 
Classified By: CDA Michael Matera for Reasons 1.4(b) and (d). 


1. (C) Summary: The U.S. Embassy in Buenos Aires, warmly 
welcomes you and your official delegation to Argentina 
December 15 for a discussion of bilateral political-military 
issues. The Kirchner administration continues to be a valued 
and positive partner on a wide range of security issues, from 
non-proliferation and military to military relations, to 
counterterrorism and counternarcotics. Argentina serves as a 
stabilizing force in the region and can continue to help the 
United States achieve its hemispheric security goals. The 
long-term success of Argentine efforts, however, depends on 
U.S. engagement, training and assistance. 


2. (C) Your visit comes at a time when the MoD is pushing to 
complete an intense restructuring of the Argentine Armed 
Forces, and the Ministries of Foreign Affairs and Defense are 
reevaluating their commitment and ability to participate in 

the Proliferation Security Initiative. Brooke Sanctions 

limit the USG\'s ability to provide some forms of assistance. 
Some of the issues | believe we should focus on, or be aware 
of, for the December 15 Pol-Mil bilats are: a) recognize and 
encourage the strong and cooperative relationship we enjoy on 
the range of security issues; b) encourage Argentina\'s 
continued strong support for PKO, particularly MINUSTAH; c) 
seek mechanism(s) under which U.S. forces can conduct 
bilateral combined exercises on Argentine territory; and d) 
find a way to keep Argentina (and the military) engaged in 
PSI, recognizing their limited capacity. END SUMMARY. 


Non-Proliferation and PSI 

3. (U) The GOA has been a strong international voice on arms 
control and nonproliferation issues. On Iran, the GOA voted 

to refer Iran\'s noncompliance to the UNSC at the September 24 
IAEA Board of Governors meeting. Argentina remains the only 
country in South America to have endorsed the PSI Statement 
of Interdiction Principles (in March 2005). 


4. (U) Initially, and despite its relative isolation, 

Argentina was an enthusiastic participant, involving itself 

as much as possible in PSI over the last two years. (Note: A 
complete history of Argentina\'s involvement in PSI can be 

found in ref. A, http://www.state.sgov.gov/p/wha/buenosaires.< /a> 
End Note). However, for many fiscally challenged countries 

like Argentina (and elsewhere in the region), full 
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participation is constrained by tight government budgets in 
general and very tight military spending in particular. This 
especially applies to events that take place well outside the 
region. The ability of the GOA to participate in a given 
meeting or exercise is directly related to its distance from 
Argentina. 


5.(C) There is also a political aspect to the problem. 
Although neither the MFA nor the MoD have the resources to 
send the kind of delegation the OEG is expecting, the MFA has 
always been more enthusiastic about PSI than the MoD 
leadership -- although the MoD has always said the right 
things. The MFA\'s Office of International Security (DIGAN) 
continues to quietly work this issue, and other relevant 
agencies are interested as well. At least for the time 

being, however, Argentina will likely be unable to 

participate as envisioned. From our conversations here, it 

is clear that there are strong interests at many levels to 
continue active participation in PSI, but the full political 
commitment from the leadership is lacking. Ambassador 
Kelly\'s Office of International Security, Space and Nuclear 
Affairs at the MFA has identified this as an issue they would 
like to discuss at the bilats, and | recommend we take them 
up on it and discuss options/scenarios for keeping the GoA 
engaged as effective partners. 


Armed Forces Mission 

6. (C) The primary mission of all three services of the 
Argentine military is to protect the country\'s territorial 
integrity. With the possible exception of the political 
instability in neighboring Bolivia, there are no immediate 
threats to Argentina. The country is at peace and has 
transparent, well developed military cooperation with Brazil, 
Chile and with its smaller neighbors Paraguay and Uruguay. 
Argentina,s only territorial dispute concerns the 
Falkland/Malvinas Islands. The GOA while stating that thQ 
resolution to the Falkland/Malvinas dispute cannot be solved 


militarily, still maintains its claims to the islands and its 
maritime spaces. This is compounded by President Kirchner 
being more politically provocative about the Argentine claim 
than any of his post-dictatorship predecessors. 


Mil-Mil and Civ-Mil Relations 

7. (C) We have excellent relations with the Argentine 

military and a sound working relationship with the MoD. 
Despite some policy differences with the MoD leadership 
(primarily over the issue of joint exercises), we have 
maintained an active program with the MoD and military. We 
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should avoid short term reactions to the current political 
situation. Mil-Mil relations overall remain excellent in 

spite of recent difficulties over the past several years in 
executing programs with the Argentine Army. Pressure to 
reduce programs and resources and to stifle/discourage 
engagement with the Argentine Military is counterproductive. 
Now more than ever it is important to maintain professional 
contact with the Argentine military. This is the time when 

the USG should be augmenting our available tools, resources 
and efforts to obtain our long term security interests. 

Brooke Sanctions currently limit our ability to provide FMF 
and EDA but the Milgrp is otherwise fully engaged on other 
security assistance issues, including IMET, although the MoD 
is currently not sending students to any WHINSEC courses for 
political reasons. 


8. (C) Argentine Civ-Mil relations are strained and 
unproductive. The Pol-Mil bilats take place at a time when 
the Argentine MoD (Nilda Garr) is attempting to complete an 
intense restructuring of the military under a 1988 law on 
restructuring the Armed Forces. The MOD has focused her 
organization on 1) financial economies of scale and 
operations, 2) \"jointness,\" and 3) peacekeeping operations. 
This reorganization, however, is taking place with little 
Service input, creating great uncertainty. MilGrp and DAO 
are trying to be constructive partners through this change. 
The MoD is seeking assistance in strategic planning, defense 
resource management, and developing and providing strategic 
guidance over the military. They are also looking for shared 
experiences on military transformation and strengthening 
&jointness8 as they undertake the task of restructuring and 
modernizing the Armed Forces. 


\"New Threats\" 

9. (SBU) The MoD is adamant that the military not be involved 
in addressing the &new transnational threats8 of terrorism, 
narcotrafficking, transnational crime, etc. The Minister of 
Defense incorrectly perceives the U.S. as trying to force our 
strategic vision on the region and to push the military to 

take on these missions. Under the restructuring, the mission 
of the Armed Forces will be very traditional, i.e. defending 

the country against aggression by another state. The MoD 
also envisions a disaster preparedness/response/humanitarian 
assistance role for the Armed Forces. As a result, MilGrp 
focuses CT and CN programs on the Prefectura (Coast Guard) 
and Gendarmerie (National Guard equivalent), which fall under 
the authority of the Ministry of Interior. 


Possible Arms Acquisitions 
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10. (SBU) MoD Garre recently completed a trip to France, 
Ukraine and Russia, ostensibly to discuss possible weapons/ 
weapons systems purchases. The MoD has disavowed any 
specific plans, at this time, to make any significant 
purchases but it appears that the Russians are anxious to 
open up the Latin American market, to include establishing 
arms/equipment production facilities in a number of 
countries. Progress with Argentina would be a significant 
step in that direction. Brooks Sanctions preclude Foreign 
Military Financing (FMF) and Excess Defense Articles (EDA), 
although Foreign Military Sales (FMS) is available and a 
viable option the MoD should consider when looking at new 
equipment and systems. 


Strong on Peacekeeping 

11. (U) Argentina makes a significant contribution in 
numerous UN and regional PKO missions. The Argentine 
military has approximately 1000 troops and paramilitary 
forces deployed to peacekeeping missions, principally in 
Haiti (550), Cyprus (270), and in Kosovo (165). They have 
developed combined peacekeeping deployments with Chile, 
Paraguay and most recently Peru. These countries augment 


Argentine forces in Cyprus. Argentina has developed, with 
significant U.S. assistance, the premier peacekeeping 
training facility (CAECOPAZ) in Latin America. Argentina and 
Chile recently signed an agreement to form a combined 
peacekeeping brigade and will be standing up the joint 
headquarters in January 07. 


Exercises and Legal Protections for U.S. Forces 

12. The U.S. has not held a major exercise in Argentina since 
2003 due to lack of legal protections. The GoA has said no 
to administrative and technical immunities but has offered 
functional immunities. Southcom has finally agreed to accept 
the functional immunities, and Mission is waiting for DoD and 
State determination on this issue. Argentina will host 
UNITAS (a major multinational naval exercise involving 
significant U.S. forces) in May 2007. SouthCom has OK,d 
the GoA offer of functional immunities for this primarily 
offshore exercise, but agreement of State and DoD is pending. 
There is no possibility that this Argentine administration 

will sign an Article 98 agreement. 


CT Cooperation 

13. (SBU) President Kirchner\'s administration has strongly 
supported counter-terrorism policies since taking office in 
May 2003, and cooperates with the United Nations, the OAS, 
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its neighbors, and the United States on a number of 
counterterrorism initiatives. Argentine security forces have 
been especially vigilant in monitoring illicit activity and 

its potential links to Islamic radical groups in the TBA, 

though there is no credible evidence that operational 

terrorist cells exist in Argentina. Argentina has a leading 

role in the OAS Inter-American Committee Against Terrorism 
(CICTE), established on Argentina,s initiative in the 1990s. 
Argentina has been a member of the Egmont Group since July 
2003, and has ratified all of the 12 international 
counter-terrorism conventions and has been an active 
participant in the 3 plus 1 regional CT mechanism which just 
met in Buenos Aires December 5-6. The GOA and the USG have a 
Mutual Legal Assistance Treaty that entered into force in 

1993, and an extradition treaty that entered into force in 

2000. 


ADDITIONAL BACKGROUND 

14. (U) Argentina was once one of the richest countries of 

the hemisphere, achieving a GNP per capita that was among the 
highest in the world in the early 20th century. However, the 
history of Argentina over the last 70 years has been one of 
economic decline and political instability. Many Argentines 

are at a loss to explain how their country, blessed with rich 
natural resources, a fertile land and manageable population 
numbers, could have fallen so far. Some blame the military 
dictatorships, which predominated between 1930-1983; others 
blame Peron and \"Peronism;\" and a significant number blame 
external factors: the IMF, the U.S., and, to a lesser extent, 
Europe, especially following the 2001-2002 economic crisis, 
the worst in Argentine history. The election of left of 

center Peronist Nestor Kirchner in 2003 marked a significant 
shift in Argentine foreign policy, aligning the country more 
closely with its MERCOSUR partners and less closely to the 
U.S. That said, Kirchner has cooperated closely with the 

U.S. on a number of issues, including counter-terrorism and 
narcotics, and regional problems like Bolivia and Haiti. 


Political Landscape 

15. (U) Kirchner is widely perceived to be the strongest 
Argentine President since the return to democracy in 1983, 
and he faces a weak and divided opposition. Argentines give 
Kirchner much of the credit for the country\'s Phoenix-like 
recovery from its 2001-2002 economic crisis, an event 
equivalent to our Great Depression. Political interest is 
focusing increasingly on next year,s presidential elections. 

It is widely thought that, if he chooses to run, Kirchner 

will win reelection easily. There has been some speculation, 
including from the president himself, that he will not be a 
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candidate and that his wife, Senator Cristina Fernandez de 
Kirchner, will stand in his place. Potential opposition 
candidates include former Finance Minister Roberto Lavagna, 
businessman and president of the Boca Juniors soccer team 
Mauricio Macri, and the counter-left national congresswoman 
Elisa Carrio. 


16. (U) Argentina has played a positive role in promoting 


human rights and democratic institutions in the hemisphere, 
particularly in Haiti and Bolivia. Along with a number of 

its neighbors, Argentina currently has 575 peacekeeping 
troops in Haiti in support of MINUSTAH, reflecting its 
traditionally strong support of UN peacekeeping operations 
and commitment to Haiti. 


Economic Situation 

17. (U) Argentina has had an impressive economic recovery 
since suffering the worst economic crisis in its history -- 
including the largest sovereign default in history and a 
devaluation of its currency -- in 2001-02. An export-led 
boom triggered three consecutive years of 8.8-9.2% real GDP 
growth beginning in 2003, with GDP reaching $182 billion in 
2005, approximately $4,700 per capita. The Kirchner 
Administration has ably managed the nation\'s public finances 
and achieved large budget surpluses. Industrial and 
construction activity are growing rapidly, and tourism has 
boomed, with a record high of an estimated 3.7 million 
foreign tourists visiting in 2005. Economic expansion is 
creating jobs and unemployment dropped from 20.4% in the 
first quarter of 2003 to 10.2% in the third quarter of 2006. 
Investment in real terms jumped 22.7% in 2005. Poverty has 
also fallen from the post-crisis level of 60 percent, but 
remains stubbornly high. During the first half of 2006, 31% 
of the population was living below the poverty line. 

Argentina negotiated a debt exchange with 76% of its 
creditors in 2005 (paying 30 cents on the dollar), and paid 

off its nearly $10 billion debt to the IMF on January 3, 2006. 


18. (U) Argentina,s impressive recovery, which has led to 
improvements in key socio-economic indicators, can be 
attributed to a number of factors. First, following a decade 
of market reforms, the economy was fundamentally sound except 
for the high level of indebtedness. Second, the adoption of 
a market-based exchange rate regime in early 2002 and the 
combination of high commodity prices and low interest rates 
catalyzed Argentina,s export-led boom. Exports are at 
record levels and Argentina,s trade surplus totaled $11.3 
billion in 2005. Foreign trade equaled approximately 38% of 
GDP in 2005 (up from only 11% in 1990) and plays an 
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increasingly important role in Argentina\'s economic 
development. The government has maintained a primary fiscal 
surplus and continues to accumulate reserves, which exceeded 
$30 billion in October 2006. Argentina should continue to 
perform well in 2007 with GDP growth projected at 7% and 
inflation in the 7-10% range. Nevertheless, slowness in 
addressing public service contract renegotiations, capacity 
constraints, potential energy shortages in the face of high 
growth and distorted energy prices, inflation and the 
government\'s heterodox policies to contain it (including 
pressure on the private sector to maintain price controls), 

and a still-weak investment climate are potential obstacles 

to sustaining the recovery. 
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CAIRO 00007100 001.2 OF 002 


Classified by Minister Counselor for Economic and Political 
Affairs William R. Stewart for reasons 1.4 (b) and (d). 


1.(C) Summary: Egypt, bilaterally and via its strong 

influence over the Arab League (AL), hopes to help stabilize 
Somalia and prevent Islamic extremists from taking over. 
Egypt appears to be hedging its bets with the powerful 

Council of Islamic Courts (CIC) in hopes of bolstering its 

more moderates elements. The AL, with strong GOE backing, 
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plans to launch another round of peace talks in Khartoum by 
December 15. GOE and AL contacts have expressed concerns 
over U.S. efforts toward a new Security Council resolution on 
Somalia, believing that lifting the arms embargo or inserting 
peace keeping forces near Baidoa will hinder peace efforts. 
End summary. 


2. (C) Egypt and the Arab League have long been interested in 
Somalia, which joined the AL in 1974. Egypt, which served as 
a trustee country when Somalia first gained its independence, 
traditionally saw Somalia as a counterbalance to potential 
regional threats, such as the Mengistu regime in Ethiopia. 

For historic reasons and Somalia\'s important geo-strategic 
position, both Egypt and the AL have taken an interest in 
events in that troubled country. The AL launched diplomatic 
talks in Khartoum earlier this year aimed at reaching a 

political settlement, has appointed a special envoy to deal 

with Somalia, and recently sent a delegation to Mogadishu and 
surrounding capitals (ref C). In early November, Egypt 

hosted senior CIC officials in Cairo, including CIC leader 
Hassan Aweys (ref B); contacts confirmed that Aweys met 
Egyptian Intelligence Chief Omar Soliman, Grand Sheikh of Al 
Azhar Tantawi, and senior Arab League officials. 


3. (C) The Aweys visit to Cairo lent some credibility to 

press reports hinting at GOE material support to the CIC, 
accusations that Cairo-based Somali diplomat Ismail Hussein 
(protect) - representing the Transitional Federal Government 
(TFG) - echoed to poloffs. However, Egypt\'s Ministry of 
Foreign Affairs (MFA) publicly disavowed a UNSC Somalia 
Committee report alleging Egyptian state complicity in arming 
and training the Courts; MFA contacts told poloffs the 
committee was biased and conducted poor research. The MFA 
also issued several strongly-worded press releases denying 
Egyptian support for the CIC. 


4. (C) MFA Assistant Minister Marzoum Marzouk told poloff 
that Egypt was \"treading lightly\" with the Courts, given 
their militant and ideological leanings. \"How can we trust a 
group that could easily turn on us?\" Both the GOE and the 
Arab League have encouraged the CIC to \"moderate\" its 
Islamicism, a point that MFA Deputy Assistant Minister for 
Horn of Africa Affairs Salah Halima said was at the core of 
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Al Azhar Sheikh Tantawi\'s message to Aweys. However, Samir 
Hosni, Director of the Arab League\'s Africa Office, told 

poloffs that his CIC contacts are religious moderates, with 

\"one or two exceptions.\" Halima said the CIC rejected 

Iranian overtures and is not joined with any terrorist 
organizations. 


5. (C) Egyptian MFA and Arab League contacts constantly 
repeat their goal of a peaceful Somalia, governed by the TFG, 
with the consent of the CIC. Ahmed Haggag, Secretary General 
of the Africa Society - a Cairo NGO with close ties to the 

GoE - told poloffs that Egypt has kept the Somali Ambassador 
to Egypt in Cairo to symbolize that Somalia is still one 

nation under the TFG. Halima, reading from a transcript of a 
November 26 meeting of Arab League permanent representatives, 
listed the League\'s goals in Somalia as including 

\"territorial integrity\" and \"affirming the legitimacy of the 

TFG under President Youssef.\" 
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6. (C) Egypt and the Arab League remain focused on restarting 
the Khartoum peace talks that faltered October 30. Egyptian 
MFA Somalia desk officer Mohamed Orabi told poloff that the 
GOE would like to see a new round of talks begin quickly. 
According to Halima and Arab League contacts, the CIC pulled 
out of the talks over the presence of Ethiopian troops in 
Somalia and concerns of Ethiopian political interference. 
Attempting to restart talks by December 15, he said, the 
League is considering raising \"foreign troops in Somalia\" for 
negotiation, and tried to convince Aweys that Kenya, not 
Ethiopia, would continue leading IGAD diplomatic efforts. 


7. (C) Egyptian and Arab League contacts believe that the 
U.S. draft text for anew UNSCR on Somalia would increase 
tensions and lead to greater violence. They say that an IGAD 
peace-keeping force in and around Baidoa would provoke the 
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CIC to respond, and that lifting the arms embargo would, in 
Assistant Minister Marzouk\'s words, \"open the flood gates\" 
for weapons to flow into the country. Halima told poloff 

that sending IGAD or other international peace-keepers 
without the consent of the Somalis could instigate a regional 
war. 


8. (C) The GoE seeks greater U.S. engagement on Somalia, with 
Egypt and the Somali factions themselves. Despite continuing 
rumors of GoE support to the CIC, a Somalia ruled by 

hard-line Islamic extremists would not serve Egyptian 

interests given Egypt\'s fight against similar elements at 

home and abroad. Rather, it appears likely that Egypt is 

hedging its bets by courting the powerful CIC, seeking to 

engage and empower its more moderate members. 
RICCIARDONE 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PREL, PGOV, PHUM, UNAUS, EUN, YI, SR, BK, IS, LE, IR, 
TU, AF, KPAL, CH, EZ 

SUBJECT: CZECHS ON THE DECEMBER 11-12 GAERC 


REF: A. STATE 195044 
B. STATE 194456 


Classified By: Political-Economic Counselor Mike Dodman 
for reasons 1.4 (b) and (d). 


1. (C) Summary. At the December 11-12 GAERC, the Czechs 
expect the focus to be on the Balkans, the Middle East, 
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Afghanistan, China, and Turkey. Czech policy continues to 
closely track U.S. policy in these regions/countries. At the 
upcoming GAERC, the Czechs will support (1) ICTY compliance 
and the EU perspective for Serbia (FM Vondra will call for 

the EU to send \"positive signals\" to Serbia in the run-up to 

the January elections), (2) a National Unity government in 
Palestine that embraces Quartet principles, (3) the proposed 
ESDP mission in Afghanistan, (4) the China Arms Embargo, and 
(5) a moderate approach to Turkish accession negotiations 

(the Czechs responded positively to Turkey,s recent offer to 
open one Turkish port to Cyprus). End summary. 


2. (SBU) Poloff met December 7 with Czech MFA Director of the 
CFSP Vaclav Balek to discuss the December 11-12 GAERC and 
deliver refs A and B talking points. 


3. (C) The Czech position on the Balkans remains unchanged. 
The Czechs plan to focus on Serbia at the upcoming GAERC. 
They will continue to call for full ICTY compliance, while 
encouraging Serbia\'s Euro-Atlantic aspirations. FM Vondra 
plans to speak on the importance of EU sending positive 
signals to Serbia, especially before the January elections to 
counter the influence of the nationalists. 


4. (C) On Israel-Palestine, the Czechs continue to urge a 
unity government that will accept the Quartet principles. 

They also support (with both \"cautious optimism\" and 
\"skepticism\") the Spanish/French initiative. It offers a 
renewed chance for dialogue and momentum. However, to be 
successful it must be \"realistic\" and coordinated with the 
international community. 


5. (C) On Lebanon, the Czech parliament approved a mandate 
for up to 10 Czech troops for UNIFIL. Balek said that this 
amount is largely symbolic, due to funding restraints. 


6. (C) The Czechs continue to support sanctions for Iran. 


7. (C) The ministers will discuss the launch of an ESDP 
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mission in Afghanistan. The Czechs strongly support this 
initiative. They believe the combined \"concentrated\" efforts 
of the EU, NATO, the UN, and the United States will help 
stabilize the country. 


8. (C) The Czechs support Turkish accession to the EU, and 
generally agree with U.S. positions on the talks. Balek said 
the Czechs are encouraged by Turkey\'s recent offer to open 
one port to trade with Cyprus. They are not in the camp 
calling for a deadline for Turkey to implement the customs 
union protocol. 


9. (C) The Czechs continue to support the EU China Arms 
Embargo. They also support improvements to the existing Code 
of Conduct governing arms licensing. However, the Czechs do 
not believe that having a better Code of Conduct warrants 
giving up the Embargo, which Balek described as an important 
\"political tool.\" 

GRABER 
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E.O. 12958: DECL: 12/07/2016 

TAGS: PGOV, KDEM, UP 

SUBJECT: UKRAINE: FM TARASYUK\'S LEGAL LIMBO 


REF: A. KYIV 4478 
B. KYIV 4433 


Classified By: Charge d\'Affaires, a.i., Sheila S. Gwaltney for reasons 
1.4 (b,d). 
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1. (SBU) Summary: Foreign Minister Tarasyuk called in EU and 
NATO ambassadors and charges December 7 to confirm his 
position as Minister of Foreign Affairs. He reported that he 
had filed a suit to block the Rada\'s move to dismiss him on 
the basis of three procedural errors. The court would hold 

its first hearing December 11. Tarasyuk had also filed a 
complaint with the Prosecutor\'s General Office that Minister 
of the Cabinet of Ministers Tolstoukhov and Acting Prime 
Minister Azarov had exceeded their authority by preventing 
him from attending a Cabinet of Ministers\' meeting December 
6. According to Tarasyuk, due to a backlog of cases, the 
Constitutional Court was unlikely to clarify procedures on 
removal of the foreign and defense minister before January 
2007. 


2. (C) Comment: Tarasyuk presented the appearance of a man 
under stress, but also very determined to stay in office 

given President Yushchenko\'s unequivocal support (ref A). By 
keeping Tarasyuk at the MFA\'s helm, Yushchenko and Tarasyuk 
are determined to demonstrate the President\'s primacy in 
foreign affairs, by directly and publicly challenging the 

Rada\'s authority to remove Tarasyuk against the President\'s 
wishes. We will watch how the judiciary approaches the case, 
but with PM Yanukovych back in town after his Washington 
trip, the next political move seems to be the Government\'s. 
End summary/comment. 


Ambassadorial Huddle 


3. (U) Foreign Minister Boris Tarasyuk briefed EU and NATO 
ambassadors and charges December 7 on the status of his 
efforts to oppose the Rada\'s December 1 resolution to remove 
him from office (ref B). Although called at short notice, 

the well-attended briefing included a fair number of 
Ambassadors, as well as European Commission Head of Mission 
lan Boag and acting chiefs of the NATO Liaison Office and 
NATO Information and Documentation Center. Tarasyuk asked 
the diplomatic representatives to confirm to their capitals 

that he continues to be the Foreign Minister, implying that 

he had the full backing of President Yushchenko. 


The Legal Play 


4. (SBU) Noting that he had received numerous questions about 
his legal status at the Finnish national day reception the 
previous evening, Tarasyuk said there were three procedural 
flaws that invalidated the Rada resolution. 
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-- First, tne Prime Minister had submitted draft resolution 
2629-1, but Article 93 of the Ukrainian Constitution and 
Article 84 of the Rada\'s rules of procedure specified that 
only the President, Rada deputies, and the Cabinet of 
Ministers could submit legal initiatives to the Rada. The 
Cabinet of Ministers had never considered the Prime 
Minister\'s draft resolution and so had never approved it. 


-- Second, while the Constitution is silent on who could 
dismiss the Foreign Minister, it does specify that the 
President nominates the Defense and Foreign Ministers. By 
implication, the President would also be the only official 

able to terminate the appointment, which is confirmed by 
Article 202 of the Rada rules of procedure. (Note: Article 
202 says the Prime Minister can request the removal of 
ministers, but, in the case of the Defense and Foreign 
Ministers, the President can do so. As we observed in ref B, 
however, Article 202 also contains a second provision that 
authorizes the Prime Minister to remove a member of the 
Cabinet of Ministers in response to a Coalition initiative. 

This second provision does not specifically exclude the 
Defense and Foreign Minister, leading to some ambiguity 
regarding the Prime Minister\'s authority.) 


-- Third, according to Article 88 of the Rada rules of 
procedure, all draft legislation must be accompanied by an 
explanatory note that includes the objectives and functions 
of the proposed law. This had not happened with the 
resolution regarding Tarasyuk\'s dismissal. Furthermore, the 
committee of jurisdiction is also required to examine draft 
legislation first and forward the bill to the Rada as a whole 
with its recommendations. This also had not been done. 


Blocking Tactics 
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5. (U) Tarasyuk said he filed a suit with the Shevchenko 
district court based on these procedural flaws. On December 
5, the court suspended any action to remove Tarasyuk from his 
position until it could consider the case. Tarasyuk said the 
court was due to take up his suit on December 11. He 
acknowledged that, after an initial hearing, the district 

court might decide to postpone further examination of the 
case until Ukraine\'s Constitutional Court had ruled on the 
underlying constitutional issues; if so, Tarasyuk opined, the 
ruling to suspend his removal would likely remain in force. 
Tarasyuk also noted that the court\'s action could be appealed 
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during a ten-day period, i.e., until December 15, after a 
decision has been announced. He had no knowledge that the 
Prime Minister\'s office or any other office had appealed. 


6. (SBU) Tarasyuk confirmed that he had been prevented from 
attending a Cabinet of Ministers meeting December 6. He had 
sent a letter to the Prosecutor General\'s Office requesting 

that it initiate a criminal case against Minister of the 

Cabinet of Ministers Anatoliy Tolstoukhov and acting Prime 
Minister Mykola Azarov on the grounds that they had exceeded 
their authority and illegally prevented him from carrying out 

his duties. 


7. (SBU) In the meantime, a number of Rada deputies had 
submitted a request November 14 for the Constitutional Court 
to clarify procedures for dismissal of the Defense and 

Foreign Ministers. Tarasyuk said a Constitutional Court 
judge, speaking privately, had told him that, given its 

backlog, the Court could take up the issue by January 2007 at 
the earliest. 


Holding the Line 


8. (C) In remarks to a smaller group of diplomats after the 
larger briefing, Tarasyuk stressed that the case was not just 
about his personal fortunes; his removal as Foreign Minister 
would set a bad precedent and endanger the President\'s 
authority to conduct foreign policy. Any attempt to settle 

the constitutional ambiguities by cohabitation required good 
will on both sides. Tarasyuk was prepared to meet with 
Yushchenko, Prime Minister Yanukovych, and Rada speaker Moroz 
to discuss the issue of his dismissal, but no meeting was 
planned. When one ambassador observed that the continuing 
political uncertainty was bad for Ukraine\'s reputation 

abroad, Tarasyuk could only quip that his life was certainly 
worse than that of any observer of Ukraine\'s political scene. 


9. (U) Visit Embassy Kiev\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Gwaltney 
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DEPT FOR EUR (DICARLO), EUR/ACE, EUR/NCE, EUR/SCE (HOH, 
SAINZ, FOOKS), D (SMITH), P (BAME), F, L/LEI, OIG, AND PM 


E.O. 12958: DECL: 12/01/2016 
TAGS: KCRM, MASS, PREL, MOPS, PGOV, BK, SI 
SUBJECT: REQUEST FOR GUIDANCE ON DEMINING ISSUES 


REF: SARAJEVO 2907 
Classified By: CDA JUDITH CEFKIN FOR REASONS 1.4 (b) and (d) 


1. (U) This is an action request. Please see paragraph 7. 


2. (C) Due to widespread allegations of irregular practices 

and possible misuse of USG demining assistance, post seeks 
Department concurrance with a proposal to request that the 
Bosnian State Protection and Investigation Agency (SIPA) open 
an investigation of demining programs in Bosnia. As the 
premier state-level law enforcement agency, SIPA has the 
jurisdiction and capabilities to investigate ongoing 

allegations of fraud and malfeasance and pursue appropriate 
legal action. SIPA has the necessary authority to gather 
documentation, compel testimony, and conduct inspections of 
programs throughout the country. Financial crimes, organized 
crime, and money laundering fall within the SIPA mandate. 


3. (C) Post continues to support any proposals to audit ITF 
programs, as appropriate. However, an ITF audit or 
Government of Slovenia investigation would lack the necessary 
jurisdiction to conduct a comprehensive investigation of 

events or individuals in Bosnia. Concerns over demining are 
not limited to ITF activities, but include actions of the 

Bosnia and Herzegovina Mine Action Center (BHMAC) and local 
demining companies. SIPA is the only organization with the 
appropriate authority and capabilities to conduct the 
investigation necessary to evaluate claims of malfeasance and 
any abuse of USG funds. 


4. (C) Post is mindful that demining in Bosnia remains 
crucial to the long-term stability and economic health of the 
country and recognizes the potential for a broader criminal 
investigation, beyond the pending Kojic case, to slow the 
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pace of demining work in Bosnia in the near term. 
Nonetheless, the seriousness of the current allegations 
undermine the integrity and viability of demining programs 
here in Bosnia, and until they are resolved, post cannot 
ensure that USG support is effective and accountable. To 
that end, corrective action, if required, cannot be taken 
without an investigation by law enforcement authorities of 
current demining practices. 


5. (C) Post also requests formal department guidance on 
continued engagement with ITF in Bosnia. ITF Sarajevo is 
proceeding with the tender process and seeks to schedule an 
evaluation commission meeting for several proposed 
U.S.-funded demining projects. To date, post has declined to 
participate in the meeting pending ITF compliance with our 
request to release documentation on eligible demining 
companies. In keeping with the oversight responsibilities 
inherent in postVs role on the commission, we have requested 
the registration, financial, employment and equipment 
information for each eligible company in order to verify 

their bona fides. 


6. (C) However, even if ITF were to comply with our request, 

post believes that given the nature and scope of allegations 
surrounding the demining process here our continued 

participation in the work of the commission merits serious 

review. Absent confirmation of accountability that can only 

be provided by an audit or investigation, our continued 

participation in the commission carries a risk of providing 

USG endorsement to programs that may be engaged in the misuse 
of USG demining funds. 


7. (C) Post requests Department concurrance with our proposal 
to seek a SIPA investigation of demining concerns in Bosnia 

in order to fully evaluate allegations of fraud and 

malfeasance involving USG donor funds. Post also seeks 
formal department guidance on whether to continue to 
participate in the ITF tender process. 

CEFKIN 
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E.O. 12958: DECL: 12/07/2016 
TAGS: KTFN, EFIN, PTER, ECON, NL 
SUBJECT: (C) DUTCH REVIEWING TFTP AND SWIFT 


REF: STATE 194473 


Classified By: Deputy Chief of Mission Chat Blakeman, reasons 1.4(b) an 
d (d) 


1. (C) Econoff delivered on December 6 reftel points 
concerning SWIFT and the Terrorist Finance Tracking Program 
(TFTP) to Paul ten Westeneind, Policy Advisor, Integrity 

Policy Division, Dutch Ministry of Finance (MOF) and 
responsible for MOF responses to questions from the Dutch 
Parliament on SWIFT. DCM delivered points separately to Erik 
van Andel, Head of the Integrity Policy Division at the Dutch 
MOF. 


2. (C) Both Dutch officials noted that the Working Party (WP) 
report focused \"solely\" on data privacy, while the MOF 
believes the discussion must also include combating terrorist 
financing and ensuring efficient financial transfers. Ten 
Westeneind said that this emphasis would \"hopefully lead to a 
Dutch position closer to that of the U.S.\" Both officials 

noted the advisory nature of the working group, and said the 
report was not an official statement of EU policy. In public, 
the Dutch will state that they are working toward a consensus 
decision among various government ministries and the 
financial sector and will respond only when this has been 
formulated, the officials added. 


3. (C) On next steps, they said the official Dutch response 
to the EU is due in a month, and that they hope to have their 
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conclusions ready by January 1. The MOF -- the leading 
ministry on this issue -- will work with the Ministries of 
Foreign Affairs, Ministry of Justice, the National 
Counter-Terrorism Coordinator, and the financial sector to 
draft these conclusions, ten Westeneinde said. They have 
heard the MOF\'s position before, so it should be \"well 
received,\" he added. 


4. (C) Van Andel said that it \"would be very unusual" if any 
member state took unilateral action prior to submitting their 
responses to the EU. 


5. (SBU) We are scheduled to meet again with MOF the week of 
December 11 to discuss the issue further. 
ARNALL 
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E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR HEALTH AND HUMAN 
SERVICES OFFICIALS ALEXANDER KOSYAK AND NED HELTZER - 
DECEMBER 13-20, 2006 

REF: STATE 195874 

1. Country clearance is granted for the December 13-20, 2006 

visit to the Netherlands of Alexander Kosyak and Ned Heltzer 

to attend an IDA Beta test site inspection tool and meet with 

the European Commission on Humanitarian Aid to discuss 
precertification and possible collaboration . 

2. Embassy understands that no assistance is required. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
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the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 
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9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 
11. The Netherlands is slightly less than twice the size of 
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New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
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time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 
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as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
http://www.state.gov/r/pa/ei/ogn/3204.htm. 


ARNALL 
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PP RUEHWEB 

DE RUEHRL #3450 3411644 

ZNY SSSSS ZZH 

P 071644Z DEC 06 

FM AMEMBASSY BERLIN 

TO RUEHC/SECSTATE WASHDC PRIORITY 6329 
INFO RUEHSW/AMEMBASSY BERN PRIORITY 0739 
RUEHLO/AMEMBASSY LONDON PRIORITY 7733 
RUEHOT/AMEMBASSY OTTAWA PRIORITY 0940 
RUEHFR/AMEMBASSY PARIS PRIORITY 8255 
RUEHRO/AMEMBASSY ROME PRIORITY 0023 
RUEHWL/AMEMBASSY WELLINGTON PRIORITY 0224 
RHEHNSC/NSC WASHDC PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 


SIPDIS 


STATE FOR ISN/CPI, EAP/K, AND EUR/AGS 
SIPDIS 


E.O. 12958: DECL: UPON KOREAN REUNIFICATION 

TAGS: PARM, KNNP, PREL, PGOV, KN, GM 

SUBJECT: DEMARCHE ON E.O. 13382 ENTITIES -- EXAMPLES OF 
PROLIFERATION PASSED TO GERMAN GOVERNMENT 


REF: SECSTATE 193703 


Classified By: Global Affairs Counselor Donald R. Shemanski, for reason 
s 1.4 (b) and (d). 


1. (S) Global Affairs counselor and Global Affairs officer 
passed ref demarche December 6 to officials from the Foreign 
Trade Law Division in the German Economic Ministry. Foreign 
Trade Law Division Office Director Ursina Krumpholz thanked 
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us for the information and said she would discuss it with 
relevant German Government officials. Krumpholz asked 
whether the USG intended to propose that these entities be 
referred to the UNSCR 1718 Sanctions Committee. She said 
that unless these entities are sanctioned by the UNSC, 
Germany would have little scope for acting against them. 
Without the UNSC listing these entities, Germany could only 
apply financial sanctions unilaterally on a provisional and 
temporary basis, to a maximum of six months. For example, 
the German Government could issue a legal order to freeze an 
entity\'s assets within Germany but only under strict legal 
guidelines. If the legal guidelines for applying sanctions 

are not complied with, the affected bank could potentially 
sue the German Government or even a government official 
personally. Foreign Trade Law Division Officer Ernst 
Roeder-Messell cited the example of the aftermath of 
September 11, 2001, terrorist attacks in which the German 
Government froze the assets of suspects only to have courts 
later overrule the legal orders on the grounds of 

insufficient evidence. 


2. (S) Krumpholz said that a decision by the UNSC to impose 
sanctions on the E.O. 13382 entities would provide the legal 

basis for the German Government to order a freezing of their 
assets. For EU member states, including Germany, UNSC 
sanctions are implemented via EU processes. The EU uses UNSC 
resolutions as a basis for passing either directives or 

regulations for its members to use to apply UNSC sanctions. 


3. (S) In a separate meeting, Global Affairs officer passed 

ref demarche to the German MFA Export Control Division Desk 
Officer Andreas Kauke December 4. Kauke thanked us for the 
information and said he would pass it to the appropriate 
Officials in the MFA. 


4. (U) Post will report substantive German reaction septel. 
TIMKEN JR 
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SIPDIS 


E.O. 12958: DECL: 12/07/2016 

TAGS: PRM, PGOV, PHUM, PREL, PO, CH, EUN, YI, SR, BK, IS, 

LEIR, TU, AFIN, KPAL 

SUBJECT: PORTUGAL'S POLICIES IN ADVANCE OF THE DECEMBER 
GAERC 


REF: A. SESTATE 195044 


B. SECSTATE 194456 
C. LSBON 2719 
D. LISBON 2736 


Classified By: ep Pol/Econ Counselor Cari Enav for Reasons 1.4 (b) and 


(a) 


1. (C) Summary: Ministry of Foreign Affairs (MFA) Deputy 
Director for 

the Common Foreign and Security Policy Ana Filomena Rocha 
provided a review of MFA\'s preparations for the reftel 
December 11-12 European Union (EU) General Affairs and 
External Relations Council (GAERC) in a December 7 
discussion. On China, Portugal does not support any linkage 
between lifting the arms embargo and approving a legally 
binding instrument and predicts a stalemate on this issue at 
the meeting. Portugal will continue to be the voice of 
moderation in EU-Turkey Accession talks and maintains its 
position of strict conditionality with regard to Serbia\'s 
accession talks. Spain\'s proposal for an International Middle 
East Conference would be discussed at the Dec 14-15 European 
Council meeting, not at the GAERC, according to Filamena 
Rocha. FM Amado has already stated that the Road Map should 
be the central framework for any peace agreement. At the 
GAERC, Javier Solana is expected to call on 

Israeli/Palestinian neighbors to play a greater role in the 

peace process and suggest that moderate Arab states 
participate in the next Quartet meeting. Portugal does not 
support the European Security and Defense Policy Initiative 

to work with the Lebanese Armed Forces, (preferring UN 
initiatives) nor does it support the initiative to train the 

Afghani Police Force. Portugal is concerned about 
developments in Iran and believes it is time to implement 
sanctions. 


CHINA 


2. (C) Filamena Rocha said that France is leading the call to 
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lift the arms embargo and is threatening to block the 

approval of a legally binding instrument on arms export 
control if the embargo were not lifted. Portugal does not 
support any linkage between the two and predicts a stalemate 
- with neither the arms embargo being lifted nor the legally 
binding instrument being approved. She was non-committal 
with regard to Portugal\'s position on lifting the arms 
embargo, noting that Portugal did not have a particular 
interest in the issue. 


TURKEY EU ACCESSION: 


3. (SBU) Portugal will continue to be a voice of moderation 
during the current debate on Turkey\'s Accession to the EU and 
reaffirmed Portugal\'s support for Turkey\'s EU membership (ref 
c). 


WESTERN BALKANS: 


4. (C) Filomena Rocha commented that the EU was divided on 
Serbia\'s integration into the EU. Portugal belonged to the 
camp that wanted to maintain strict conditionality - that is, 

full ICTY cooperation and the handover of Mladic before 
resuming accession talks. She noted that former 
Austro-Hungarian member states preferred a softer approach, 
enticing Serbia with a carrot rather than a stick. 


5. (U) Kosovo and Bosnia are not on the December 11 agenda. 
The EU plans to wait until after Serbia\'s January 21 
elections to discuss the situation in Kosovo further. 


ISRAELI-PALESTINIAN ISSUES: 


6. (C) Filomena Rocha said that Spain\'s call for an 
International Middle East Conference would be taken up at the 
Dec 14-15 European Council, not at the GAERC. In a separate 
early December meeting, MFA Director for Middle Eastern 
Affairs Isabel Pedrosa told post that Portugal remained 
committed to the Roadmap as the central framework for any 
peace settlement, yet believed ways must be found to 
reenergize its implementation(ref D). At the GAERC, Filamena 
Rocha expected Javier Solana to call on the conflict\'s 
neighboring states to play a greater role in finding a 

lasting solution. He would likely underscore the need for 
greater financial and political commitments on their part. 
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FM AMEMBASSY PORT AU PRINCE 

TO RUEHC/SECSTATE WASHDC PRIORITY 4845 

INFO RUEHZH/HAITI COLLECTIVE PRIORITY 

RUEHBR/AMEMBASSY BRASILIA PRIORITY 1313 

RUEHSA/AMEMBASSY PRETORIA PRIORITY 1149 

RUEHQU/AMCONSUL QUEBEC PRIORITY 0641 

RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL PRIORITY 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 1054","UNCLAS PORT AU PRINCE 002337 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR WHA/CAR 

S/CRS 

STATE PASS TO USAID FOR LAC/CAR 
INR/IAA (BEN-YEHUDA) 


E.O. 12958: N/A 
TAGS: PGOV, SOCI, KHIV, HA 
SUBJECT: WYCLEF IN CONCERT: PROMOTING HAITIS FUTURE 


1. Wyclef Jean, Haiti's most prominent celebrity and public 
figure, held a free concert for more than 20,000 people 
December 1 in Jacmel, a southern coastal city about 3 hours 
from Port-au-Prince. The crowd, hemmed in between the beach 
on one side and a concrete wall on the other, extended for 
miles along Jacmel Bay. They arrived long before the concert 
and stood shoulder-to-shoulder for hours. Jean finally 
appeared on stage at 2330, riding a horse and accompanied by 
a man dressed as Jean Jacques Dessalines, Haiti\'s founding 
father. During the four hour concert, he spent most of his 

time speaking to the crowd, sending anti-kidnapping messages 
and reminders that Haitians alone are responsible for the 

state of their country, including the violence and trash in 

the streets. His musical performance was limited to a few 
songs, one with a well-known Haitian singer and another with 
street kids from the Port-au-Prince slum Belair, who learned 

to rap as part of Jean\'s outreach in Haiti\'s slums. The 

concert concluded the Jacmel Film Festival organized by Yele 
Haiti, Jean\'s non-profit organization which promotes the arts 
as a vehicle for change. 


2. Also in Jacmel, Wyclef attended a town hall discussion on 
World AIDS Day. He advocated for safe sex, frequent HIV 
tests and awareness about the disease. \"How many people in 
this audience do not have HIV/AIDS?\" he asked, and when all 
hands went up, he further inquired, WHow many of you have 
been tested in the last two months?\" When all hands went 
down, his point was clear that most people in the room could 
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not be certain. He also explained to the audience the reason 
he brought a film festival and a concert to Jacmel, instead 

of other much-needed basic services: he believes that the 
arts can make a positive difference in the lives of the 
Haitians, most of whom do not have access to such 
entertainment. 


3. Jean, a Haitian citizen resident in New York, describes 
Yele Haiti as a movement to empower the people of Haiti and 
the diaspora to help make the country a better place. In 
addition to his other programs in Haiti like street cleaning, 
distributing food and promoting education for all, Jean 
announced a new initiative, in partnership with Canada, to 
promote artisan handicrafts in Jacmel. He also intends to 
build a resort on Haiti\'s northern island, Ile de la Tortue. 


4. Comment: Jean elicits uncontainable excitement, 
incomparable to any other public figure, from Haitians both 
for his rise to stardom from a poor neighborhood outside of 
Port-au-Prince and for the positive international attention 

he brings to Haiti. Upon arriving several hours late in 

Jacmel, Jean -- who was earlier the guest of honor at a 
dinner hosted by President Preval -- was met by thousands of 
jubilant Haitians, who ran through the streets chasing his 
motorbike, celebrating the home-coming of their star. 

TIGHE 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PINR, PTER, PREL, US, SU 

SUBJECT: SUDAN: BRIEF BIODATA ON KHALIL IBRAHIM 
REF: A. A) FIERST - WHITAKER E-MAIL OF 04 DEC 06 


B. B) KHARTOUM 02534 
C. C) STATE 172901 


1. (SBU) In response to Ref A, Embassy Khartoum offers the 
following information. 
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2. (SBU) Dr. Khalil Ibrahim Mohamed, Chairman, Justice and 
Equality Movement (JEM) and Co-Founder of the National 
Redemption Front (NRF) 

-- Leader of a Peoples Defense Forces unit that took part in 
its operations in Equatoria and Jebal Alnuba during the civil 
war in the South; 

-- Served as the Minister of Health in Darfur until 1998; 

-- Studied in Holland for a year circa 1999; 

-- Met Dr. Sharif Harir in Holland; and 

-- Founded the Justice and Equality Movement. 

HUME 
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FM AMEMBASSY KHARTOUM 
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SIPDIS 
SIPDIS 
FOR AF/FO AND AF/SPG 
E.O. 12958: DECL: 12/06/2016 
TAGS: PREL, ETTC, EFIN, US, SU 
SUBJECT: SUDAN SDN DESIGNATION AND SUDATEL 
REF: A. A) KHARTOUM 02729 

B. B) STATE 189361 
Classified By: P/E Chief E. Whitaker, Reason: Section 1.4 (b) and (d) 
1. (C) Regarding the designation of additional Sudanese 
companies as \"specifically designated nationals\" (SDNs), 
Embassy Khartoum notes the following information regarding 
Sudatel: 
A. The potential impact if Sudatel were named as an SDN 


would cause complications including but not limited to severe 
disruption of Post,s SBU network, in that Post uses the 
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parastatal Sudatel,s telephonic infrastructure as our 
primary connection to Washington for our SBU network. 


B. In the event post were unable to use Sudatel\'s services, 
it would be forced to use its satellite (VSAT) connection for 
the SBU network. Assuming bandwidth were even available, 
this would increase costs significantly. Furthermore, Post 
would have only a very low bandwidth Secure Telephone 
Unit-based alternate ifthe VSAT failed. (Note: Post\'s SC-7 
satellite, the normal backup, is, and has been, inoperative 
for many months as of this writing. End note.) 


C. Post\'s has contracted with Sudatel to provide local and 
national desktop telephone service. A disruption of that 

service would mean post could no longer communicate, through 
desktop phone service, with the Sudanese population. 


D. Anew company, CANAR from the UAE, has an independent 
fiber link around Khartoum. It is not known to what extent 
Canar relies upon Sudatel\'s infrastructure, such as satellite 
uplinks, but we do know that Canar uses Sudatel,s fiber line 
between Khartoum and the Port of Sudan. 


E. The cell-phone situation is less clear. Post currently 

uses Mobitel service, which is partly owned by Sudatel (39 
percent), with a Kuwaiti government/private venture owning 
the remainder. A possible reaction by Sudatel might be to 
work through their interests in Mobitel to limit or disrupt 

our current services. While Sudatel and Mobitel represent 
the bulk of cell-phone provision in Khartoum; a third 

company, Areeba (Bashair-a Syrian company), may be able to 
provide limited service. 


One additional firm, Canar, (an Emirati company) is trying to 
enter the mobile phone market. It is still waiting for the 
necessary license from the government. 


2. (C) In short, post is heavily reliant upon Sudatel, and 
recommends against listing it as an SDN. 


3. (C) Issues pertaining to efforts to designate individuals 
under targeted sanctions will be discussed in septel. 
HUME 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, IV, UN 

SUBJECT: GBAGBO ROCKING THE BOAT; OPPOSITION STICKS TOE IN 
THE WATER 


1. (U) After a tumultuous week in the political landscape 

with Gbagbo\'s takeover of both the State-owned newspaper 
Fraternite Matin and state Radio and Television (RTI), and 

his reinstatement of three senior offials who were implicated 
in the toxic waste disaster but are Gbagbo cronies, this week 
Ivoirian opposition groups tried to rally their supporters 

and take the conflict to the streets. However, they were 
successful in mounting only relatively small,disparate and 
muted street protests in Abidjan. On Monday, December 4, the 
youth wing of the Rally of Houphouetists for Democracy and 
Peace (RHDP) called their followers into the streets, vowing 
to make Abidjan a \"dead city" (\"ville morte\"), but without 
significant success. There were confirmed reports of 
opposition supporters assembling on the streets of 

Treichville and Marcory sectors and reports of two buses 
burning in Koumassi and shooting and tear gas use in Zone 4. 
There were no reported deaths or injuries in Abidjan. The 
security and defense forces, responding rapidly, prevented 
them from causing serious disruptions and by mid-morning 
Abidjan was quiet. 


2. (U) Opposition groups have managed more successful 
demonstrations outside of Abidjan. Last week small 
demonstrations protesting the decrees were staged in several 
cities and resulted in numerous people being wounded and two 
killed in Toumodi. Youth leaders of the RHDP say this is 

only the beginning and are giving President Gbagbo until next 
Thursday to rescind his recent decrees concerning RTI 
otherwise they threaten to incite protests until Gbagbo 
resigns. It remains to be seen how many people they are able 
to get in the streets. 

Hooks 
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SIPDIS 


SENSITIVE 
SIPDIS 


PLEASE PASS TO L/NESA 


E.O. 12958: N/A 

TAGS: PGOV, PREL, CASC, ASEC, SY 

SUBJECT: SYRIANS REFUSE TO DEPORT ACCUSED AMCIT MURDERER 
MUAZ HAFFAR 


1. (U) This is an action request, please see paragraph 5. 


2. (SBU) The Syrian MFA notified us by a dipnote (text 
included below) received December 2 that the SARG has 
rejected our request to deport Amcit accused murderer Muaz 
Haffar (AKA to the Syrians as Omar al-Sawwaf). The dipnote, 
dated November 21, and issued by the Consular Department at 
the MFA, stated that the SARG has decided not to hand over 
Haffar for trial in the United States. Instead, Syrian 
authorities have decided that he will be tried in a Syrian 

court. The dipnote stated that the decision \"rejecting the 
extradition\" of Haffar, was made by the Criminal Extradition 
Committee of the Syrian Ministry of Justice on November 9. 

It stated that this person was a Syrian citizen, wanted by 
judicial authorities in the U.S. for murder, and that there 

is no bilateral agreement (extradition treaty) between the 
SARG and the U.S. Consequently the SARG is refusing to turn 
Haffar over. It also noted that the Embassy should inform 

the \"petitioning party\" to consult with the Syrian court 

which will conduct the trial, and to forward all the relevant 
documents and the legal file to the First Attorney General in 
Damascus, so that the Syrian authorities can proceed against 
Haffar. 


3. (SBU) Post received information from working-level 

police contacts that Haffar had been arrested in Syria in 

late October 2006 for some type of suspicious behavior 
unrelated to the murder charges in the U.S. At that time, 

Post formally requested consular access and Charge separately 
demanded of our designated MFA channel in the Office of 
Protocol that the SARG confirm that it had Haffar in custody 
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and respond to our request for consular access. He also 
noted that the USG wanted the SARG to agree to deliver Haffar 
to the U.S. law enforcement officials for trial in the U.S. 

on the murder charges. (Note: We made the initial request 
for the detention and deportation of Haffar in mid-August 
2005, after being notified that he had fled to Syria in late 
July to avoid facing murder charges in Cook County, Illinois. 
We subsequently received a formal request for the 
extradition of Haffar, which we transmitted the SARG. We 
note that there is no extradition treaty between Syrian and 
the U.S.) 


4. (SBU) Although the Syrian dipnote refers to Haffar 
throughout as Omar al-Sawwaf, an MFA official in the Office 

of Protocol, Abdul-Latif al-Sabbagh confirmed to A/DCM that 
the dipnote response was in fact referring to Muaz Haffar. 

He was unable to explain why the SARG was using a different 
name for the accused. (We presume Haffar, with a claim based 
on his Syrian mother, applied for Syrian citizenship when he 
fled here, and changed his name, possibly using his mother\'s 
family name, although is unclear from the sparse information 
the SARG has provided us.) Al-Sabbagh refused to answer 
A/DCM\'s other inquiries -- whether we would be given consular 
access, how we should proceed with the case, and how the 
Syrians intended to try Haffar -- and requested that the 
Embassy forward by dipnote any further requests for 
Clarification or information on the case. 


5. (SBU) ACTION REQUESTED: In order to confront the SARG 
expeditiously on its refusal to cooperate on the Haffar case, 

Post proposes that we quickly respond to the MFA Dip Note, 
requesting an early meeting to 1) express our objections, and 

2) seek clarification on how the SARG plans to proceed. We 
request Department approval for this course of action and 
provide the following draft language for a dipnote we would 

like to send ASAP. 


PROPOSED TEXT: 


-- The Embassy of the United States of America presents its 
compliments to the Ministry of Foreign Affairs of the Syrian 
Arab Republic and has the honor to request the assistance of 
the Government of the Syrian Arab Republic in the matter 
detailed below. 


-- The Embassy of the United States acknowledges receipt 
December 1 of the Dipnote from the MFA\'s Consular 
Directorate, number 64 (90/118) 13323, dated November 21, 
2006, which states that the Syrian government will not turn 
over Syrian citizen Omar al-Sawwaf and instead will try him 
in a Syrian court. The Embassy received telephonic 
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clarification from the MFA on December 6 that the references 
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to Omar al-Sawwaf in the dipnote are in fact referring to 
American citizen Muaz Haffar. The Embassy would like to 
remind the Syrian government that Mr. Haffar is an American 
citizen and requests consular access to him pursuant to the 
terms of Article 36 of the Vienna Convention on Consular 
Access, to which Syria is a signatory. 


-- The Embassy would like to note that it does not 
understand the Syrian governmentVs refusal to turn over 
Haffar to the proper U.S. authorities, since he is an 

American citizen, properly charged in a U.S. court with the 
crime of murder. Haffar fled to Syria to avoid facing these 
charges. The Embassy provided the Syrian government with a 
copy of the arrest warrant for Haffar for murder, issued by 
Circuit Court of Cook County, Illinois, in dipnote 558 of 
August 10, 2005. The Embassy also requests that the MFA 
Consular Directorate, and the appropriate Ministry of Justice 
representatives, meet with the Embassy\'s Consul to discuss 
this matter, and in particular to explain how the Syrian 
government plans to proceed in trying Muaz Haffar in a Syrian 
court. The Embassy would like to obtain clarification about 
what the Syrian government means in its dipnote note of 
November 21 that the petitioning party should consult with 

the Syrian court that will conduct the trial, Win order to 
demand its rights and prove its claims. The Embassy would 
also like to seek clarification about what the Syrian 
government means in stating that the Embassy should \"forward 
all the documents and hand over the file to the First General 
Attorney in Damascus in order to activate the general suit 
against Haffar. 


-- The Embassy avails itself of this opportunity to renew to 
the Ministry of Foreign Affairs of the Syrian Arab Republic 
the assurance of its highest consideration. 


END PROPOSED TEXT OF DIPNOTE. 


6. (U) Translated text of the dipnote from the MFA included 
below: 


Syrian Arab Republic 
Ministry of Foreign Afffairs 
Consular Directorate 

No. 64 (90-118) 13323 
Date: November 21, 2006 
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The Ministry of Foreign Affairs of the Syrian Arab 
Republic presents its compliments to the Embassy of the 
United States of America and has the honor to furnish the 
Embassy with Decision No. 98, dated November 9, 2006, of the 
Criminal Extradition Committee of the Ministry of Justice, 
which rejects the extradition of Syrian citizen Omar 
al-Sawwaf and decides to try him in a Syrian court. 

The MFA would be grateful to the esteemed Embassy if it 
advise the petitioning (prosecuting) party to consult the 
court which will conduct the trial, in order to demand its 
rights and prove its claims. 


Attached: The above-mentioned decision 


Syrian Arab Republic 
The Ministry of Justice 
No. 731-2006 

Deputy of the Minister 
63 Release 2006 


In the name of the Arab people in Syria 
Resolution No. 98-2006 


Issued by the Criminal Handover Committee in the Ministry of 
Justice. 
The committee consists of the following Messrs. 


1. Samir Bernbo Assistant to the Minister of Justice 
-- Chairman 

2. Hisham Zaza Head of the Criminal Court in 
Damascus --Member 

3. Mohamed Marwan Alloji First Attorney General in 
Damascus -- Member 

4. Samar Kaziha Report typist 


In the wake of reviewing its decision No.-94-2006 which 
includes the confirmation of detaining the Syrian Arab 
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citizen, Omar Sawaf, his mother,s name is Mayada, born in 
1984 as of October 18, 2006 who is wanted by the judicial 
authorities in the United States of America for committing a 
murder. 


The incoming file of the restoration from the Foreign 

Ministry, the Consular Directorate under the number 137 dated 
October 12, 2005 and registered in the register office of the 
Criminal Hand-over Committee number 575 for the year 2005. 
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Since the wanted person is holding the Arab-Syrian 
citizenship and there is no judicial agreement between the 
Syrian Arab Republic and the United States of America and in 
accordance with the terms of Article No. 20 of the general 
penalty law the following has been decided unanimously: 


1. The refusal of the hand-over of the wanted named Omar 
Sawaf, born in 1984, his mother,s name is Mayada, to the 
judicial authorities in the United States of America. 

2. Forward all the documents and the hand-over file to the 
First Attorney General in Damascus in order to activate the 
general suit against the wanted person who is subject of the 
previous paragraph of this decision as a murder. 

3. Inform the communication division. 

4. Inform the First Attorney General in Damascus of the 
content of this resolution for duly implementation. 


The resolution issued on 10-17-1427 Hijri, and November 9, 
2006 


CORBIN 
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SIPDIS 


SIPDIS 


E.O. 12958: DECL: 12/06/2016 
TAGS: PREL, KPKO, APER, MARR, SU, AU-1, US 
SUBJECT: DARFUR: STAFFING CFC AND JC MEETINGS 


Classified By: P/E Chief E. Whitaker, Reason: Section 1.4 (b) and (d) 


1. (C) Following the May 5 signing of the Darfur Peace 
Agreement and the arrival of new African Union Mission in 
Sudan (AMIS) Force Commander Major General Aprezi, Ceasefire 
Commission (CFC) meetings take place twice each week in El 
Fasher, Darfur. In the past, the U.S. Observer to these 
important meeting has included Defense Liaison Officer 

officers, S/CRS TDYers, Pol/Econ Officers, and Military 
Observers (Mil Obs) assigned to AMIS. Due to our current 
security drawdown (reftel), and inability of either the 

incoming Defense Liaison Officer or Country Coordination 
Element (CCE) officers based at CUTF HOA to obtain visas, we 
are at present covering CFC meetings with El Fasher-based Mil 
Obs. This temporary solution is less than ideal; post is 
coordinating with Embassy Addis Ababa to gain CCE visas as 
soon as possible to provide ongoing CFCcoverage my uniformed 
U.S. military officers. 


2. (C) Furthermore, Joint Commission (JC) meetings generally 
are held in Addis Ababa every two months. We anticipate that 
the next JC meeting would be o/a December 15. In the past, 
Embassy Khartoum has sent TDY Senior Security Advisor Tod 
Wilson to participate. His term of service at Embassy 
Khartoum, however, has ended, leaving post without a JC 
participant. 

HUME 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/06/2016 
TAGS: PGOV, PREL, UN, IV 


Column 3 
SUBJECT: ARMY CHIEF OF STAFF PLAYING THE ROLE OF MEDIATOR? 


REF: A. ABIDJAN 01331 
B. ABIDJAN 01303 


Classified By: Ambassador Aubrey Hooks, Reasons 1.4 (b & d) 


1. (U) Today the local press widely reported that Armed 
Forces of Cote d\'Ivoire (FANCI) Chief of Staff General 
Philippe Mangou met with lead opposition leader Professor 
Alphonse Djedje Mady on December 6th. Mangou reportedly 
wants to calm the increasingly acrid political environment in 
Abidjan between the opposition parties and the President. 
Newspapers report that Mangou and Mady met behind closed 
doors for two hours and describe the meeting as heavy and 
tense. Mady protested the heavy-handed clamp on opposition 
street protests by security and defense forces in the last 
couple of weeks; Mangou reportedly claimed they were 
defending the \"institutions of the republic.\" (NOTE: We were 
unable to meet with Mady because he and the other political 
opposition leaders are in Yamoussoukro to mark the 13th 
anniversary of President Felix Houphouet-Boigny\'s death. 
However, we have set up a meeting with him for December 11. 
END NOTE) 


2. (C) COMMENT: Mangou\'s meeting with the PDCI is the third 
initiative in the past two weeks where he has sought to 
prominently insert himself into the political process, 

ostensibly to calm the situation. Mangou and a group of 

senior military officers met with President Gbagbo early last 
week and then called on Prime Minister Banny in Yamoussoukro, 
reportedly to quell flaring tempers after the war of decrees 
between Banny and Gbagbo and before Banny\'s appearance before 
the IWG. Mangou is normally seen as Gbagbo\'s right hand man 
and the muscle supporting Gbagbo\'s iron fist, but his recent 
public interventions in politics represent a disquieting 

departure from the normal, republican apolitical view that 

the military perceives itself as upholding. END COMMENT 
Hooks 
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RUEHMIL/AMCONSUL MILAN PRIORITY 8048 

RUEHNP/AMCONSUL NAPLES PRIORITY 2083 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 0675""CONFIDENTIAL ROME 003261 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/06/2016 

TAGS: PREL, UNGA, IS, IT 

SUBJECT: ITALY: REGISTER OF DAMAGES SHOULD HAVE TECHNICAL 
MANDATE 


REF: STATE 193698 


Classified By: Political Minister Counselor David D. Pearce for reasons 
1.4 (b) and (d). 


1. (C) Poloffs delivered reftel points to MFA Near East 

Deputy Office Director Daniele Bosio December 5 and Acting UN 
Office Director Leonardo Bencini December 6, noting U.S. 
concerns with the draft resolution to establish a register of 
damages related to the West Bank barrier. Poloffs emphasized 
that the U.S. believed any such resolution should be fully 
consistent with the Secretary General\'s report of October 17. 
Both Bencini and Bosio indicated that Italy was not 

positively inclined to the resolution in its current format. 

Bosio noted the timing was inappropriate and that such a 
resolution should be included as a confidence building 

measure within a larger peace plan. Bencini said that it was 
not the time for initiatives that would have a polarizing 

effect and would antagonize Israel. 


2. (C) According to Bencini, while Italy continued to support 
the establishment of a register, it was working towards a 
resolution that would be as technical as possible. 
Specifically, Bencini noted that Italy opposed the use of 
words like \"unlawful\" or \"illegal\" in the resolution text. 
Bosio said the GON's goal was a coordinated EU policy, and 
that this was still being negotiated. He added that some EU 
states had expressed concern with the resolution ona 
financial basis. 

SPOGLI 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, PGOV, KDEM, IR, VT 
SUBJECT: HOLY SEE: DEMARCHE DELIVERED ON IRAN ELECTIONS 


REF: STATE 192971 


(SBU) Charge d\'Affaires delivered reftel points December 6 to 
Monsignor Pietro Parolin, the Holy See\'s Under Secretary for 
Relations with States (equivalent to deputy foreign minister). 
Parolin had not been aware of the upcoming Iranian elections and 
promised to consider the points. Post will report any response. 


SANDROLINI 
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SIPDIS 

SIPDIS 

E.O. 12958: DECL: 12/06/2016 

TAGS: FR, IS, PREL, UNSC 

SUBJECT: DEMARCHE DELIVERED: PARTICIPATION IN DECEMBER UNSC 
THEMATIC DEBATE 

REF: STATE 196223 


Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 


1. (C) Poloff delivered reftel points on December 7 to Salina 
Grenet, MFA IO action officer for the Middle East. Grenet 


Column 3 

said that Foreign Minister Douste-Blazy had not yet decided 
whether to attend the thematic meeting due to a scheduling 
conflict (he has another engagement in Asia); she hinted that 
the Secretary\'s decision not to attend would likely lead 
Douste-Blazy to skip the thematic meeting as well. 


2. (C) As for the PRST, Grenet said that the French had 
promised the Qataris they would support a PRST so long as 
there was a consensus, but warned them that achieving such a 
consensus might prove difficult. The French had therefore 
urged the Qataris to consult closely with the USG and the 
Government of Israel, which the Qataris claimed to have done. 
Grenet indicated the French would take our opposition to a 
PRST into account as they formulate their position. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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E.O. 12958: DECL: 12/06/2011 
TAGS: PREL, CASC, PTER, RU, UK 
SUBJECT: POLONIUM SITREP 


REF: A. STATE 194109 (NOTAL) 
B. LONDON 8070 (NOTAL) 


Classified By: Economic Minister Counselor Mark A. Tokola for reasons 1 
.4 (b) and (d). 


1. (C) SUMMARY: Post provided reftel A information on 
polonium-210 to HMG to assist in its investigation and public 


Column 3 

response. UK health authorities continue to contact those 
individuals who may have stayed in rooms at the Millennium 
Hotel that tested positive for radiation; CA/OCS continues to 
contact the AMCITs who stayed in particular rooms at the 
Millennium and Sheraton hotels. Post was informed by the 
International Maritime Organization (IMO) that the Italian 
official who tested positive for polonium attended a recent 
meeting which USG delegation members also attended. 
Information from the IMO is being distributed to the 
delegation members. Post issued polonium background 
information to all Embassy employees. END SUMMARY. 


2. (C) U.S.-UK COOPERATION: Post greatly appreciates the 
Department and DOE\'s assistance with providing background 
information on polonium for passing to HMG (reftels). On 
November 30, the UK Cabinet Office advised the DCM that it is 
pleased with the U.S.-UK scientific cooperation on this 

matter. 


3. (SBU) AMCITS IN AFFECTED HOTEL ROOMS CONTACTED: According 
to The Times, some of the locations where traces of 
plutonium-210 have been found were never visited by Mr. 
Litvinenko, but several such as the Sheraton Park Lane hotel 
were used by one of the three Russians seen as key suspects 
in the investigation. UK health authorities are attempting 

to contact 17 possibly affected Millennium Hotel guests who 
provided UK addresses upon check-in; HMG requested that 
countries in which the affected non-UK residents reside 
contact their nationals and offer appropriate information. A 
briefing by the UK Health Protection Agency (HPA) was held on 
November 30 to inform representatives from a number of 
foreign embassies of the 12 guests with non-UK addresses 
believed to have stayed in hotel rooms that tested positive 

for radiation. Three U.S. residents were among the total of 

29 guests that were affected. Post forwarded this 

information to CA/OCS with a request that it coordinate with 
MED and contact the individuals identified. On December 1, 
CA/OCS reported that all three had been contacted. On 
December 4 Post was notified that a similar contamination had 
been identified in a room at the Sheraton hotel, and that 

five people with U.S. addresses had been identified as having 
stayed in that room. This information was again relayed to 
CA/OCS. As of December 6, Post was informed that CA/OCS had 
contacted three of the five individuals. 


4. (C) USG DELEGATION TO IMO CONTACTED: On December 1, Post 
was advised by the International Maritime Organization (IMO) 

that the Italian, Mario Scaramella, who tested positive for 

polonium, was at a recent IMO meeting as a representative for 

the Environmental Crime Prevention Program. IMO has advised 

their employees that may have come into contact with Mr. 


Column 3 

Scaramella that the risk to health is low, but should a staff 
member feel unwell they should contact their local physician. 
OES is aware of the issue and is alerting USG participants 
who attended the IMO meeting (held at the Brewer Street 
location) to this information. 


5. (SBU) INFORMATION TO EMBASSY EMPLOYEES: On December 4, a 
Management Notice was distributed to all employees with 

general information on polonium-210, symptoms if affected, 

and contact information for additional questions. 


6. (SBU) EMBASSY POC: Embassy POC on the polonium issue is 
LegAtt Mark Bullock (BullockMS@state.gov). Investigation 
details are being conveyed via law enforcement channels. 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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SIPDIS 


ENERGY FOR CDAY, DPUMPHREY, AND ALOCKWOOD 
NSC FOR DTOMLINSON 


Column 3 


E.O. 12958: DECL: 10/27/2016 
TAGS: ECON, ENRG, EPET, EINV, VE 
SUBJECT: MIXED BAG FOR SERVICE COMPANIES 


REF: CARACAS 03402 
Classified By: Economic Counselor Andrew N. Bowen for Reason 1.4 (D) 


1. (C) SUMMARY: Service company representatives in western 
Venezuela present a mixed picture when it comes to dealing 
with PDVSA. Companies that provide services report payment 
problems and administrative arrangements straight from the 
pages of Kafka. However, equipment companies frequently 
benefit from PDVSA managers\' lack of sophistication. PDVSA 
also appears to be somewhat lax in forcing some service 
companies to meet new social development obligations. END 
SUMMARY 


2. (C) Petroleum Attache (Petatt) met with senior executives 
from Wood Group\'s gas turbine unit, Simco (a consortium that 
provides water treatment services in which Wood Group holds a 
50 percent stake), and Baker Oil Tools on December 4-5 to 
discuss the operational environment in western Venezuela. 
Based on the conversations, it appears that service providers 
face a myriad of administrative and payment problems, but 
equipment providers are benefiting from PDVSA managers\' 
relative incompetence and inexperience. 


3. (C) The Simco executive complained the consortium had 

not been paid for months. When he presented a bill to PDVSA, 

he was told that only entities registered as companies that 

promote social production companies (REPS) could receive 
payments. When he went to register Simco as a REPS, he was 

told that consortiums could not register as REPS, only 

companies could do so. The executive stated that one of the 
consortium members was close to PDVSA management and he was 
hoping that the matter would be resolved in the near future. 


4. (C) The executive also complained that earlier PDVSA 
officials told him that they were deducting an amount equal 

to five percent of his contract\'s gross revenues for social 
development purposes. When the executive pointed out that 
his contract was signed in 1997 and should be exempt from the 
new requirements, the PDVSA officials told him that it did 

not matter. PDVSA relented when the executive told them that 
the consortium could no longer provide it with services due 

to the fact that the contract was no longer profitable with 


Column 3 

the new social development deductions. The executive also 
stated the consortium has had multiple problems with tax 
authorities. 


5. (C) An additional source of frustration is a lack of 

competence among PDVSA managers. The number of wells that 
Simco is servicing has dropped dramatically due to lack of 
maintenance. The executive stated that wells have detailed, 
comprehensive maintenance records up until 2003. After that 
date, maintenance records are practically nonexistent As 

wells clog up due to a lack of maintenance, PDVSA officials 
simply close them rather than attempting to maintain them. 


6. (C) PDVSA\'s lack of competence extends to the utilization 
of assets. Simco supplied a series of platforms to PDVSA 
under the BOOT system (Build, Own, Operate, Transfer). Under 
the contract, Simco operates the platform for sixteen years 
and then transfers ownership to PDVSA. According to the 
executive, one of the platforms is currently idle. The 
executive stated he has repeatedly urged PDVSA to move the 
platform and utilize it in another area. Despite the fact 

that they are spending significant sums for the platform, 
PDVSA officials are unwilling to move it. The executive 
opined that PDVSA no longer has qualified staff to carry out 
the necessary engineering studies to reposition the platform. 


CARACAS 00003559 002 OF 003 


7. (C) Service companies that provide equipment, on the 

other hand, appear to be benefiting from PDVSA management\'s 
lack of expertise as well as the need to maintain production. 

A Wood Group gas turbine executive said PDVSA managers\' 
demand for gas turbines appears to be inelastic. Their basic 
attitude is \"Just tell me how much it costs\". In one case, a 
PDVSA manager forgot to consider installation costs when 
ordering the equipment. When the Wood executive asked about 
installation, the manager told him that Wood Group should 
install the equipment and send PDVSA the bill. The manager 
made no effort to negotiate the price for installation. The 

Wood Group executive also stated PDVSA frequently requests 
consulting services for the gas turbines due to a lack of 
operating expertise. 


8. (C) Perhaps the most egregious example of PDVSA naivete 
according to the Wood Group executive was the recent purchase 
of engine covers. The Wood Group executive asked a PDVSA 


Column 3 

manager if he needed covers for two engines. The manager 
replied he did not since he had just ordered the covers from 
Italy. The Wood Group executive described the covers as 
simple metalworking jobs. Without thinking, the executive 
asked the PDVSA official what in the world he was thinking 
and then realized that he may have pushed the official too 
hard. The PDVSA official replied that he ordered the covers 
from Italy since the motors were originally from Italy. The 
Wood Group executive quickly agreed that it was a good idea 
in order to maintain a good working relationship. 


9. (C) Although Baker Oil Tools has not had quite the same 
experience as the Wood Group executive, a senior Baker 
executive told Petatt that his company recently had some 
payment problems with PDVSA production in Maracaibo. When 
the Baker executive threatened to cancel the contract, the 
production manager begged him to reconsider and promised to 
do everything in his power to resolve the situation. The 

Baker Oil Tools executive was shocked, since the standard 
PDVSA response in the past has been to dare the company to 


stop supplying it. 


10. (C) Both the Wood Group gas turbine executive and the 
Baker Oil Tool executives stated they have seen changes in 
customers\' behavior recently. The Baker executives stated 
they have not seen a sharp increase in equipment orders from 
PDVSA despite its claims that it is embarking on a major 
investment drive in western Venezuela. However, the 
executives stated PDVSA is purchasing electric submersible 
pumps for Lake Maracaibo as it replaces existing units. The 
executives attributed this to the gas shortage in western 
Venezuela. They also noted that there has been a noticeable 
slowdown in operations by Repsol and Petrobras. According to 
one of the executives, Repsol is no longer focused on gas 
projects but rather electricity generation. The executive 

also stated Baker Oil Tools has seen very little activity on 

the major gas projects in Venezuela. Finally, the executives 
noted their direct competitors have begun importing certain 
types of oil tools into Venezuela since it is cheaper than 
producing them locally. 


11. (C) The Wood Group executive stated none of his customers 
from outside Venezuela, including companies operating in 
Trinidad and Tobago, are sending their motors to the 

Maracaibo complex for reworking or overhaul. They now prefer 
to send the units to Houston. The executive was not clear on 
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why this was happening but stated it was good for Wood Group 
due to Venezuela\'s artificially high, fixed exchange rate. 


12. (C) Despite PDVSA\'s frequent posturing on social 
development, the Baker Oil Tool executives stated they have 
seen very little actual movement. When Baker Hughes 
attempted to set up a cooperative to provide down hole 
services, PDVSA quickly squashed the move due to concerns 
over liability. In addition, Baker Oil Tools has only seen 

two contracts that contain language requiring a one to three 
percent social contribution. The executive stated PDVSA to 
date has not attempted to charge it the social contribution. 


13. (C) The Baker executives also stated they recently 
backed out of a bid due to liability concerns over the social 
development project that was attached to the bid. The 

project was a water delivery system for a village and 

included the construction of a water tank. Both Weatherford 
and Smith also dropped out of the bid due to liability 

concerns. Local Venezuelan companies, however, did not drop 
out. 


14. (C) It appears at this point that service companies are 

taking a \"wait and see\" attitude toward Venezuela. None of 
them is sure how seriously to take the BRV\'s proposal to 

migrate some or all service companies to joint ventures 

(Reftel). In addition, rumors have recently surfaced that 

PDVSA will undergo a thorough housecleaning. Hugo Hernandez 
Rafalli, a former PDVSA director with close ties to senior 

BRV and PDVSA officials, told Petatt on December 4 that there 
will be a major shakeup at the Ministry of Energy and PDVSA 

in February. He also thought that President Chavez was 

serious about rooting out corruption. In addition, one of 

the Baker Oil Tools executives claimed former PDVSA employees 
who lost their jobs during the strike were going to receive 
settlements for lost wages and pension contributions as well 

as offers to rejoin PDVSA. The executive viewed the rumor as 
credible since he believes PDVSA management is well aware of 
the company\'s many operational and administrative 
shortcomings. We do not expect any major changes in the 
service companies\' operations until they have a clearer 

picture of the Venezuelan investment climate. 


Column 3 
WHITAKER 
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SIPDIS 
OES/OA/JFIELD, EUR/NCE/MNORDBERG 


E.O. 12958: N/A 

TAGS: EFIS, ETRD, KSCA, PREL, SENV, IWC, SI 

SUBJECT: SLOVENIA WELCOMES INVITATION TO JANUARY WHALING 
MEETING 


REF: STATE 183986 


1. Econoff met with Emil Ferjancic, Head of the International 
Cooperation Department at the Ministry of Environment and 
Spatial Planning on December 6. Ferjancic stated that he 
understood the USG desire for pro-conservation countries to 
participate actively in the International Whaling Commission 
(IWC) and welcomed the opportunity for the Government of 
Slovenia (GOS) to attend the USG hosted conference taking 
place January 2007 in Washington D.C. The GOS representative 
for the IWC is Robert Boljesic of the Ministry of Environment 
and Spatial Planning. His email contact is 
robert.boljesic@gov.si. 


ROBERTSON 
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SIPDIS 


SENSITIVE 
SIPDIS 


PM/DTCC - BLUE LANTERN COORDINATOR 
US SOUTHCOM FOR POLAD 


E.O. 12958: N/A 

TAGS: ETTC, KOMC, AR 

SUBJECT: BLUE LANTERN LEVEL 3: PRE-LICENSE END-USE CHECK ON 
APPLICATION 05-1011862 


REF: A. STATE 182875 
B. BUENOS AIRES 1965 


1. (SBU) SUMMARY: Per Ref A request, post carried out a 
pre-license check on Buenos Aires, Argentina-based foreign 
end-user Juan Diego Ariztegui, Representaciones Aeronauticas 
(Ariztegui) on November 9. It is post's opinion that the 
company will be a responsible recipient of United States 
Munitions List items. The unusual aspects of the license 
request, including the use of a letter of intent vs. a 

purchase order and the lack of an existing contract, speak to 
the internal procurement process of the Argentine Navy, and 
do not reflect negatively on the firm. Site security is not 

a significant concern, as firm does not warehouse or handle 
any licensed parts, but arranges for direct shipment to 
purchaser. END SUMMARY 


2. (SBU) Ref A questions and post answers: 


- Can Ariztegui confirm that it has a contract in place with 
the Argentine Navy to supply the spare parts listed in 
paragraph 4? POC is Juan Diego Ariztegui, TEL: (54-11) 
4779-9600. 


The firm has a contract with Sikorsky and Helicopters Support 
International, a spare parts/technical support company 
100%-owned by Sikorsky. It does not have a contract with the 
Argentine Navy but won various tenders to supply 300-400 
spare parts directly to the Navy. The firm has already 
delivered most of the parts but for the small amount which 
require the export license. 


- Why is Ariztegui ordering items under a letter of intent 
and not under a firm purchase order? 
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The license request includes parts which the Argentina Navy 
has agreed to purchase from Ariztegui, but for which the Navy 
does not yet have fully authorized budget allocations. Local 
practice in this case is to pre-order such parts under a 

letter of intent rather than under a firm purchase order. 


- Does Ariztegui represent countries in addition to 
Argentina, and if so, who? Does Ariztegui act as a broker in 
helping any parties acquire ITAR-controlled items? Will any 
of these parts be re-exported to other countries? 


The firm represents the Sikorsky company in both Argentina 
and Uruguay. It has yetto make any sales in Uruguay and has 
thus far only made contacts for possible civilian sales. It 

does not broker ITAR-controlled items. No parts will be 
re-exported. In fact, parts ordered under this license 

request will not be handled at any time by the firm, but will 

be shipped directly to the Argentine Navy. 


- Can the Argentine Navy confirm Ariztegui\'s involvement in 
this transaction? 


Captain Roberto Duran of the Argentine Navy, a regular 
contact of Post MilGroup, confirms Ariztegui\'s involvement in 
this transaction. 


3. (U) Per Ref B, post Blue Lantern officer is now Brian 
Jensen. Please slug all future Blue Lantern requests to him 
until further notice. Contact info below: 


Brian D. Jensen, Economic Officer 
Phone: 54-11 5777-4403 or 4747 
Fax: 54-11 5777-4212 
JensenBD@state.gov 

ETD July 2009 

MATERA 
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SUBJECT: MEXICO Economic Notes, November 30-December 6, 
2006 


1. (U) President Felipe Calderon Hinojosa followed his 
short, but successful inauguration with a speech at the 
National Auditorium detailing key goals of his 
administration. CalderonQs Secretaries of Finance, 
Economics and Labor have named their respective 
undersecretaries. The new Director General of Pemex said 
his goal is to promote reform, but not privatization. Ona 
separate note, inflation expectations improve slightly. End 
Summary. 


2. (U) After the December 1 swearing-in ceremony, Calderon 
addressed supporters and the civil society representatives 
at the National Auditorium. There, the new President 
committed to work hard to resolve existing political 
differences and said he will always be willing to dialogue, 
but that he wonQt wait for this dialogue to happen in order 
to start working. Calderon instructed his Security Cabinet 
to prepare a proposal to combat organized and other crime, 
to strengthen the police, and to create a unique national, 
criminal information database in no more than 90 days. 
Calderon acknowledged that fighting poverty and social 
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inequality were among his main challenges. He promised to 
allocate more resources and use public resources more 
efficiently to alleviate poverty. Calderon said he would 
improve health services and education as well. He 
instructed his Social Cabinet to maintain and improve 
existing programs. 


3. (U) Calderon instructed the Economic Cabinet to present 
in December a program to reallocate public expenditures 
and, during the first quarter of 2007, to prepare measures 
to make the productive sector more efficient. In this 
context, his cabinet will also have to incorporate 

resources for the QFirst Employment ProgramQ (in which 
employers will be exempted from social security fees if 
they hire young people that are looking for their first 

job). In summary, as stated by Calderon, his three main 
priorities will be: security, extreme poverty reduction, 

and creation of jobs. Calderon also announced that he 
would reduce top officialsQ salaries by 10 percent and also 
reduce government administrative costs. Finally, he 
promised to send to Congress an electoral reform to 
regulate expenses and duration of campaigns. 

Official designations in Hacienda 


4. (U) The top three aides to Finance Secretary Agustin 
Carstens will be Alejandro Werner as Under Secretary of 
Finance; Ernesto Cordero (key Calderon transition staffer) 
as Under Secretary of Expenditures; and Fernando Sanchez 
Ugarte (former consul in Oregon) as Under Secretary of 
Revenue The Secretariat of Finance also announced the 
following designations: Eugenia Casar as treasurer; Jose 
Antonio Gonzalez Anaya as Chief of the Coordination Unit 
with State Governments; Alberto Real Benitez as SATQs 
General Administrator; and Luis Roberto Patron as Customs 
General Administrator (SAT). Jose Antonio Meade will be 
CarstenQs coordinator of advisors. Roberto del Cueto will 
be chairman of the National Banking and Securities 
Commission; and Agustin Acosta will be chief of the 
Financial Intelligence Unit. 
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5. (U) Eduardo SojoQs team is expected to give continuity 
to EconomiaQs projects and more support to small and medium 
sized enterprises (SMEs). Beatriz Leycegui was designated 
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Under Secretary of International Trade Negotiations; 

Heriberto Felix was designated Under Secretary of Small and 
Medium-Size Businesses; Carlos Arce (former head of the 
Regulatory Improvement Commission and the ConsumerQs 
Protection Office) was designated Under Secretary of 

Foreign Investment and International Trade Practices; and 
Rocio Ruiz was ratified in the Under Secretariat of 

Industry and Commerce. Some applauded RuizQ ratification 
because of her experience and knowledge, but some disagreed 
because of her part in orchestrating the reduction of 

several tariffs. Felix, former PAN candidate for Governor 

of Sinaloa in 2004 and former PAN Senator will have to 
implement new programs to support SMEs. Leycegui, who was 
one of NAFTAQs negotiators and Jaime Serra PucheQs partner 
in the private consulting group SAI, is seen as a technical 
person that will continue with the trade opening policy. 
Leycegui, who also collaborated in the Secretariat of 

Foreign Affairs, will also have the task of taking 

advantage of MexicoQs 12 foreign trade agreements with 42 
countries. Alberto Ortega will be SojoQs Coordinator of 
Advisors. 


6. (U) The new Secretary of Labor, Javier Lozano, 

designated the team that will accompany him during his 
tenure. In the Under Secretariat of Labor, Security and 

Social Prevision, he designated Alvaro Castro (former 
Director of Religious Affairs in the Secretariat of the 

Interior); as Under Secretary of Employment and Labor 

Policy, Lozano named Javier Prieto de la Fuente, who is 
former director of Institutional Affairs of Cemex and led 
Concamin from 2001-2003, and is former advisor to Secretary 
Carlos Abascal). Patricia Espinosa Torres will be the 

Under Secretary for Human Development. Espinosa was a PAN 
Deputy and Chief of the WomenQs National Institute. 

Reyes Heroles on Energy Reform 


7. (U) Jesus Reyes Heroles, new Pemex DG, said that his 
goal is to have a business capable of guaranteeing an 
abundant supply at competitive prices. However, he said 
that this target does not mean that Pemex is going to be 
privatized, or sold, nor does it mean an expansion of the 
private sectorQs participation. Reyes Heroles said that in 
order to accomplish his goal he would look into what is 
needed to run Pemex better and more efficiently. 
Separately, the chairman of the Energy Committee of the 
Chamber of Deputies, David Maldonado (PAN), announced that 
lawmakers are working to reform the Energy Regulatory 
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Commission (CRE). The reform will seek to grant powers 
currently held by Hacienda to the Commission so that the 
CRE establishes electricity and natural gas prices. The 
goal is to eliminate subsidies and provide support only to 
those who need it. Maldonado also stated that the 
committeeQs challenge is to reach consensus in order to 
pass Pemex corporate governance reforms, such as changes to 
its tax regime and diluting the strength of the union on 
PemexQs board of directors. Maldonado said that the 
Mexican oil industry requires both public and private 
investment. 


8. (U) Inflation expectations improved slightly in late 
November, but the growth expectations for 2007 worsened to 
3.5 percent according to the latest survey from the Mexican 
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central bank. The market expects annual inflation to end 
2006 at 3.9 percent compared to the previous forecast of 
4.0 last month. Inflation expectations for 2007 continue at 
3.5 percent. 


BASSETT 
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WHA FOR A/S SHANNON AND PDAS SHAPIRO 
EUR/WE FOR ALLEGRONE, CLEMENTS, AND CERVETTI 


E.O. 12958: DECL: 12/07/2016 
TAGS: PTER, PREL, PGOV, SP 
SUBJECT: SPAIN/VENEZUELA: ETA ISSUES SPARK SPANISH ANGER 


Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


1.(U) Only hours after Spanish President Jose Luis 
Rodriquez Zapatero and Foreign Minister Miguel Angel 
Moratinos had called to congratulate Hugo Chavez on winning 
his second presidential term on December 4, all major Spanish 
media outlets seized on a report from Basque news agency 
Vasco Press that Venezuela would extend citizenship to four 
Spanish members of the terrorist group ETA in order to 
prevent their extradition to Spain. Further, Venezuela would 
pay two other Spaniards 325,000 Euros each for emotional 
damages resulting from Venezuela\'s 2002 extradition of the 
two members to Spain to face terrorism charges. The 6 
individuals are collectively suspected in connection with 40 
ETA-sanctioned murders and dozens of terrorist attacks in 
Spain. 


2.(U) Caught completely off guard, the Spanish Foreign 
Ministry issued a statement December 4 saying it had no 
knowledge of such an arrangement and would be in contact with 
the GOBRV. The announcement came at a particularly difficult 
time as President Zapatero faces mounting criticism for his 
management of the still nonexistent ETA peace negotiations. 

It provoked outrage and disbelief in Spain across the 

political spectrum. 


3. (U) By the evening of December 5, Spanish media outlets 
were reporting from Caracas on the GOBRV\'s announcement that 
it had been unaware of the agreement that, it claimed, had 

been brokered unbeknownst to Chavez between a civil servant 
and the attorney of the ETA members. A December 6 MFA 
communique stated that no such agreement would be made, and 
the responsible civil servant would be fired. Spanish media 
attributed the Venezuelan about-face to strenuous lobbying by 
Spanish Ambassador to Caracas Raul Morodo. 


4.(U) The four ETA-members who were to receive citizenship 
are Eugenio Barrutiabengoa, Lorenzo Ayestaran, Jesus Ricardo 
Urteaga, and Miguel Angel Aldana. The two members extradited 
in 2002 are Sebastian Etxaniz Alkorta and Juan Victor 

Galarza. A 1990 extradition agreement between Venezuela and 
Spain stipulates that either nation may refuse to extradite a 
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suspect if the suspect is a nationalized citizen. 


//¡COMMENT// 


5. (C) Spanish authorities have been working for years to 
win the extradition of certain ETA members in Venezuela 
(other \"retired\" ETA members are in Venezuela with the 
agreement of the Spanish government). While Ministry of 
Justice sources have previously insisted that the problems 
were technical in nature and related to inefficiencies in the 
Venezuelan justice system, this incident will feed suspicion 
in many quarters here that Chavez is aiding active ETA 
members. 

Llorens 
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REF: A. A: VATICAN 249 
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VATICAN 00000256 001.2 OF 002 


CLASSIFIED BY: Peter Martin, Pol/Econ Chief, Vatican, State. 
REASON: 1.4 (b), (d) 
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1. (C) While not officially endorsing Turkey\'s entry into the 

EU (ref a), the Holy See continues to support the dialogue and 
reform process connected to the issue. Top officials, including 
the pope, have spoken positively in public and private about 
European integration. Although they are critical of the 

religious freedom situation in Turkey, officials recognize that 

the EU entry process offers an opportunity to bring Turkey along 
on these matters. In his December 6 audience, the pope 
expressed emphasized his hope that Turkey would be a \"bridge of 
friendship and of fraternal cooperation between the East and 
West.\" Post continues to engage on the issue, focusing on the 
opportunity presented by integration and EU entry to ameliorate 
the situation for Catholics and other Christians in Turkey. A 
high-level visit from the Department could be very helpful in 
highlighting the matter for the Holy See and eliciting further 
useful public and private comments. Please see paragraphs 5-6 
for action request. 


2. (C) Holy See Undersecretary for Relations with States 

(Deputy FM equivalent) Pietro Parolin told the Charge December 6 
that the Holy See continues to support the \"positive\" process of 
dialogue and reform connected to Turkey\'s EU bid . (Recent 
public statements from other Holy See officials have borne a 
similar positive message on European integration.) The 

Vatican\'s position on Turkey\'s EU accession has not changed (ref 
a), despite inaccurate media reports following Pope Benedict\'s 
meeting with PM Erdogan . In fact, neither the pope nor the 
Vatican have endorsed Turkey\'s EU membership per se; rather, the 
Holy See has been consistently open to accession, emphasizing 
only that Turkey needs to fulfill the EU\'s Copenhagen criteria 

to take its place in Europe. If that occurs, Parolin 

reiterated, \"we would see no obstacle\" to Turkey\'s joining the 

EU -- a development which, he agreed, has the potential to 
promote greater rights for religious minorities in Turkey. 


Caveats 
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3. (C) Parolin does have some concerns about the situation. 
One great fear is that Turkey could enter the EU without having 
made the necessary advances in religious freedom. He insisted 
that EU members - and the U.S. - continue to press the GoT on 
these issues. We noted that the continuing dialogue and process 
for EU entry provide just such a forum for this pressure, and 
cautioned that deadlines and ultimatums would be 
counterproductive -- robbing Turkey of a powerful incentive to 
enact needed reforms, and depriving the West of valuable 
leverage on the issue. Parolin took the point, but said that 

short of \"open persecution\", it couldn\'t get much worse for the 
Christian community in Turkey, where limited property rights and 
other factors have left Christians enjoying \"freedom of belief, 
but hardly a full freedom of religion\". Other Vatican officials 
expressed disappointment to us over President Sezer\'s veto of 
nine articles of the recently passed Foundations Law affecting 
religious minorities (ref b). Parolin noted that a list of 

particular problems -- outlined in a document put out by the 
Turkish Catholic bishops two years ago -- remains valid today as 
an explanation of the troubles Catholics face in Turkey. 


Pope Speaks Again 


VATICAN 00000256 002.2 OF 002 


4. (C) Parolin confirmed that the pope\'s trip to Turkey had 

been very positive for inter-religious relations. The \"tense 
atmosphere\" in Turkey preceding the visit may have eased 
somewhat. With regard to Erdogan\'s incorrect assertion that the 
pope had expressed his specific support for Turkey\'s EU 
membership, Parolin expressed certainty that the PM hadn\'t 
misunderstood the pontiff; but probably just wanted to get some 
good media coverage from the meeting. The pope expressed the 
\"same position we have always had\", though perhaps in a \"nicer 
way\". The general message from the Holy See on the issue, in 
any case, has been positive. At his weekly audience December 6, 
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the pope expressed his hope for \"joint Christian and Muslim 
action on behalf of human rights\" and emphasized his hope that 
Turkey would be a \"bridge of friendship and of fraternal 
cooperation between the East and West.\" 


5. (C) The Holy See will not officially endorse Turkey\'s EU 
entry, but positive comments from the pope and other officials 

in support of the dialogue and reforms that are part of 

integration and the entry process receive a lot of play in the 
European media. The pope\'s Regensburg speech , which made clear 
that he is not naove about the challenges presented by Islam, 
gives added heft to his favorable words on Turkey. Private 
comments from Vatican officials to European diplomats here also 
carry some weight - particularly in the traditionally Catholic 
countries. Our emphasis on using integration and EU entry as an 
opportunity to make life better for Christians in Turkey, will 
resonate with the Vatican, and could lead to more Holy See 
action, both public and private. Despite Parolin\'s insistence 

that those in favor of Turkey\'s EU entry must do more to push 
for reforms, he is on the same page with us on the overarching 
issue: in essence, both Turkey and Europe need to see diversity 
as a strength, not a threat. 


6. (C) Atthis critical juncture we have an opportunity to 

catalyze a more active Holy See voice on Turkey. We hope a 
senior Department official such as A/S Fried or DAS Bryza can 

visit in the near future to highlight the matter for the Holy 

See and encourage them to do more to push a positive message on 
Turkey and integration. 

SANDROLINI 
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E.O. 12958: DECL: 12/07/2016 
TAGS: PREL, MOPS, AID, ECON, AF, PK, GM 
SUBJECT: GETTING MORE FROM GERMANY ON AFGHANISTAN 


Classified By: Deputy Chief of Mission John M. Koenig for Reasons 1.4 ( 
b) and (d). 


1. (S/NF) Summary: Germany remains a key partner in 
Afghanistan and Chancellor Merkel is committed to succeeding, 
but we need to find new ways to increase German resolve and 
resources. Post believes the Germans can do more in the near 
term in many of the key areas Embassy Kabul has identified in 
recent messages, such as police training, development 
assistance, and counter-narcotics. More military support 

might be possible in the longer term, but it would require 
engagement at the highest levels to strengthen Chancellor 
Merkel\'s personal investment in Afghanistan, as well as a 
renewed effort to convince the German public and parliament 
that NATO and the international community have an integrated 
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strategy for success that is making progress. Germany\'s 2007 
EU and G-8 presidencies present an opportunity now to 
redouble our efforts. End summary. 


2. (S/NF) Chancellor Merkel is the key decision-maker on 
overall Afghanistan policy (Foreign Minister Steinmeier 

appears to be the other key voice). The pre-Riga debate over 
German military flexibility in northern Afghanistan made this 
clear, as the Chancellor repeatedly spoke out publicly to 

stress the limits of Germany\'s ISAF mandate, even as some 
other parts of the government (including within her 

chancellery staff) were considering ways Germany might do 
more. Amore forthcoming German position on Afghanistan will 
happen only if the Chancellor presses for it; we should 

engage accordingly and consider making use of the EU and G-8 
summits to this end. Merkel has never visited Afghanistan as 
Chancellor, although the Afghanistan team at the chancellery 
has advocated a trip. A visit there -- especially if it were 

not confined only to the German-commanded northern region -- 
could increase Merkel\'s personal investment in success, her 
appreciation of the challenges, and perhaps her government\'s 
readiness to do more. We should do what we can to encourage 
a visit. 


\"Comprehensive Approach\" Key for Germans 

3. (S/NF) Merkel and her government pride themselves on 
their \"comprehensive\" policy in Afghanistan, fusing 

political, military, and development efforts in a \"networked 
security\" approach. Germans at times may need to be reminded 
that we also follow the concept; there is little in the 

German media about what the U.S. in doing there, other than 
militarily. In discussing Afghanistan with the Germans, we 
should agree with their concept but identify specific areas 
where the civilian effort is falling short, and ask them what 
they can do to help, especially on reconstruction and 
development, counternarcotics, and police training. 


2007 Summit Opportunities 


4. (S/NF) Germany will assume January 1 the presidencies of 
the EU (for six months) and G-8 (for twelve months); this 
presents an opportunity to leverage our strong relations to 
achieve greater commitment by other partners as well. Berlin 
is ready to address Afghanistan in both fora, urging EU 
consideration of an expanded ESDP police training role and 
raising the possibility of inviting Presidents Karzai and 
Musharraf to attend part of the June 6-8 G-8 Summit in 
Germany. 
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5. (S/NF) Merkel\'s team is particularly interested in a 
successful U.S.-EU summit in Washington this spring; we 
should use this desire to spur greater German activism and 
leadership on Afghanistan within the EU. The European 
Commission recently proposed an increase of 32 percent in EC 
assistance through its \"Neighborhood Policy\" (which does not 
include Afghanistan). We should explore whether Germany 
could seek similar increases in EC and member-state 
assistance to Afghanistan, which we could profile in the 
U.S.-EU summit. 


6. (S/NF) Some German initiatives, such as hosting a 
late-January 2007 meeting of the G-8/Joint Coordination and 
Monitoring Board (JCMB) at the Political Director level, 
present opportunities but also pose the risk of showing the 
appearance of action without the substance. We should make 
clear to the Germans that we support their efforts and are 
ready to work with them in the expectation they will yield 
concrete results rather than a duplication of existing 
mechanisms. 


Reconstruction/Development 


7. (S/NF) Chancellor Merkel, in parrying suggestions that 
Germany is not pulling its weight in Afghanistan, has made a 
point of emphasizing that Germany is the lead provider of 
security in an area that is home to 40 percent of the Afghan 
population. We should use this rhetorical point to encourage 
greater German bilateral support for reconstruction and 
development. German aid to Afghanistan (including German 
payments through the EU) between 2002 and 2006 will amount to 
about 1.5 billion euro, compared to our announced 10.3 

billion at the London Conference between FY 2001 and FY 2006. 
We should particularly encourage greater German civilian 
assistance in the south and east. 


Military and Civilian Efforts 


8. (S/NF) There is a widespread notion in Germany that ISAF 
(as well as OEF) operations in the south and east amount to 
an attempt to achieve a purely military solution. The strong 
public perception is that Germany is doing the \"right\" things 
in the north and the U.S., Canada, and the UK are doing the 
\"wrong\" things in the south and east. Chancellor Merkel and 
her government have done little to counteract this perception 
and at times have encouraged it. Our task is complicated by 
the possibility (supported by reporting in more sensitive 
channels) that some senior Afghan officials have offered this 
interpretation to German counterparts as well. The visit 
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December 14 of the delegation led by SCA DAS John Gastright 
will be a valuable opportunity to help reverse these 
misperceptions. In particular, post recommends we focus to 
the extent we can publicly on progress in the east that 
demonstrates our own concerted effort in civilian and 

military areas. 


9. (S/NF) In the short term, we expect Chancellor Merkel to 
stick to a strict interpretation of Germany\'s ISAF mandate, 
which allows German forces to support deployments outside the 
north and Kabul only temporarily and when absolutely 
necessary for fulfillment of the mission. As frustrating as 

we find this position, Germany has made tiny steps in the 
direction of more flexibility: German officials refused two 
months ago even to acknowledge their C-160 flights to 
Kandahar, fearing a negative public reaction (which never 
came). Now Merkel openly cites this support as evidence that 
Germany is not hunkered down exclusively in the north. We 
should continue to encourage Berlin to fill -- even if only 
temporarily -- ISAF shortfalls such as reconnaissance 

aircraft, UAVs, or MEDEVAC. Keeping up the pressure will 
help expand the public and official readiness to discuss 
increasing flexibility more generally. 


10. (S/NF) In the longer term, we should work to surmount 
German caveats. The upcoming visit of to Washington of NSA 
Christoph Heusgen should leave him with a clear understanding 
of how we would like to see German policy develop. We should 
also focus on key German parliamentarians, who have indicated 
more creativity than Merkel\'s government on this issue. 

Senior Foreign Affairs Committee members have suggested that 
they could support a re-evaluation of Germany\'s posture -- 

and possibly raising the 3,000-troop ceiling by another 500 

or 1,000 -- if it were part of an ISAF-wide re-evaluation of 

its requirements and if other Allies did their part. The 
Bundestag could possibly address the matter in conjunction 
with an early renewal of the ISAF mandate in the spring 

(which would be several months before the current mandate 
runs out in September 2007). An early renewal is a hotly 
debated topic within government security circles and would 
have to be approved by Merkel. Her decision would be the 

key, but the obstacle of public opinion would remain -- this 
would be an uphill battle for the government. Merkel has 
demonstrated that she is capable of this sort of leadership, 
however -- she orchestrated support for Germany\'s 
unprecedented UNIFIL deployment last summer, turning 
two-thirds public opposition into majority support over the 
course of several weeks. 


Police Training and Counter-Narcotics 
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11. (S/NF) Germany has 40 police trainers in Afghanistan in 
its capacity as G-8 lead nation (compared to approximately 
400 U.S./contract personnel in the USG police training 

effort). There is discussion of raising this perhaps to 50, 

but the MFA pins more hopes on the current EU fact-finding 
mission enabling a doubling of trainers -- but even that 
amount is modest. We continue to encourage Germany to find 
creative ways to put more police officials at federal 
government disposal, especially since the need for 
international police forces and trainers is only increasing, 
including in places like Kosovo. We should keep up this 
pressure, and make clear what we expect from Berlin in its EU 
Presidency role: it is not clear whether the additional 
European police officials that the Germans think might be 
within reach would lead to a qualitative difference in the 

effort in Afghanistan. 


12. (S/NF) The Germans have been cautious on 
counter-narcotics issues, fearing ill-will that could 

endanger their relatively small number of forces in places 
like Badakhshan. They adhere to their opposition to 
eradication and the need for alternative livelinoods. With 
indications of increased Afghan government commitment to 
implementing its counter-narcotics strategy, now is the time 
to stress with Berlin the importance of eradication this year 
in Badakhshan and the need for Germany to find ways to 
support all aspects of the CN program. 


Comment 


13. (S/NF) The Germans have done a lot in Afghanistan since 
2002. In our discussions with them, we should recognize 
those contributions while underscoring that there is a 
difference between doing a lot and doing enough: it is the 
latter that we and the rest of the international community 
should strive for together. End comment. 


14. (U) Post provides below a timeline of some key events in 
upcoming months in which increased commitment to Afghanistan 
could be advanced: 

December 8: Visit of Foreign Minister Steinmeier to the U.S. 


January 11-12 Meeting of U.S.-EU Political Directors (Dresden) 


January 29 EU-Afghanistan troika meeting (Afghan attendee: 
FM Spanta) (Berlin) 


January 30 Meeting of JCMB Political Directors (Berlin) 
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January 31 G-8 Political Directors (Berlin) 


Mid-February EU-Pakistan troika meeting (Berlin). 


TIMKEN JR 
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E.O. 12958: DECL: 12/07/2016 

TAGS: PREL, PGOV, PINS, IZ 

SUBJECT: PARLIAMENTARY ROUNDTABLE DISCUSSES IRAQ\'S 
SITUATION WITH CODEL SHAYS 


Classified By: (U) Classified by Political Counselor Margaret 
Scobey, reasons 1.4 (b) and (d). 


1.(C). SUMMARY. CODEL Shays met December 3 with a 
roundtable of Iraqi Council of Representatives (CoR) members 
that included all major political blocs. Member reactions 

and recommendations to the current situation largely fell 

along sectarian and party lines. Sunni Arab Tawafug members 
complained of discrimination and the lack of real 

participation, while a leading secular lraqiyya member 
bemoaned the lack of support for liberal secular movements. 
A Shia Independent said the main problem is terrorism and 
expressed his hope that the U.S. military can help the GOI 

get rid of it. A leading Shiite Fadhila member described the 
current problem as political, not governmental or 
organizational. He said the problems would remain even if 

the government were changed. A Kurdish bloc member stated 
that although the Kurds bore no role in the sectarian 

violence plaguing Iraq, all Iraqis need to work together as 

an internal front and cooperate to solve the serious problems 
facing the country. END SUMMARY. 


2. (C) CODEL Shays met December 3 with a roundtable of 
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Council of Representatives (CoR) members: Abd al-Khalaq 
al-Zangana (Kurdish Alliance/KDP), Hassan al-Shemmari (Shia 
Coalition/Fadhila), Safia al-Suhail (lragiyya), Dr. Ala Mekki 
(Tawafuq/IIP), Taha Khudayr al-Luhaiby (Tawafuq/National 
Dialogue Council), Amer Thamer Ali (Shia 
Coalition/Independent), and Ablahad Sawa (Kurdish 
Alliance/Chaldean Democratic Union Party). 


3. (C) Al-Luhaiby listed four main problems for the Sunni 
Arabs: (a) Sunnis feel the demographic statistics are not 
correct. He claimed that the ration card system indicates 

that 40 percent of Iraqis are Sunnis; (b) Sunnis entered the 
political process to stop the killing, but there has been no 
opportunity for real participation, in particular, he 

bemoaned the lack of a Sunni \"sovereign\" ministry; (c) since 
2003, he alleged that no construction or reconstruction 
projects have taken place in Sunni areas; and (d) Sunnis as a 
group have been branded as \"takfiris,\" (those who call others 
infidels) even though they are supported by both Shiite Iran 
and Sunni Syria. 


4. (C) Dr. Ala Mekki said his lraqi Islamic Party was 
involved in the political process from the beginning and 
agreed to the governmentVs political program and national 
reconciliation initiative. However, with the passing of 

time, these two programs have produced no results on the 
ground. He bemoaned the (a) the lack of security (burning of 
mosques and kidnappings) and militia violence; (b) 
infiltration of Iraqi Security Forces (ISF); (c) lack of 

basic essential services; (d) sectarianism in the ministries; 
and (e) intervention of the PM to stop violence in some 
(Shiite) areas while supporting military operations in others 
(Sunni areas). 


5. (C) While critical of the PM\'s performance, Mekki 
expressed his belief that PM Maliki has good intentions, and 
that he is trying hard to make change. Mekki made four main 
suggestions: (a) all government personnel pledge to work 
against violence or incitement of violence and if they 

violate the pledge, that they be removed from their 

positions; (b) appointment of technocrats to security and 
essential service ministries; (c) halting the displacement of 
people from certain areas; and (d) bringing militia members 
who commit violence to justice. 


Shia Coalition Viewpoints 
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6. (C) Shia Independent Amer Thamer Ali told CODEL Shays that 
the Shia were denied all of their rights under the previous 
regime, but that they have participated in the political 

process and work with all sides now. He said the main 

problem is terrorism. He expressed his hope that the U.S. 
military can help the GOI get rid of terrorism and said Iraq 
needs U.S. help in the security area. Leading Fadhila member 
Hassan al-Shemmari described the current problem as 
political, not governmental or organizational. He criticized 

the sectarian basis of political process, saying it should 

have been based on the interests of Iraq as a whole. As such, 
Shemmari argued, the problems that plague Iraqi politics 

would remain even if the government were changed. There are 
political struggles and problems between the various Iraqi, 
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regional states, and international powers - and until now, no 
political solution has been found. 


7. (C) Leading Iragiyya member Safia al-Suhail said the 
removal of Saddam Hussein was a great victory for democratic 
change. She bemoaned the fact that the international 
community had defined the Coalition presence as occupiers, 
not liberators. Safia defined all the violence that has 

ensued as resistance, fueled and supported by neighboring 
countries (with a view toward \"liberating Iraq\"). The 

problem of sectarian violence, she continued, is caused by 

the support of armed groups from these neighboring countries. 
She said sectarian quotas and the absence of a national 
citizenship have exacerbated the violence. She highlighted 
the politicization of religion as a main problem and the lack 

of support for secular liberal movements. There is no 

citizen state based on institutions, and no accountability. 

She recommended that (a) whoever commits wrongs needs to be 
held accountable; (b) neighboring countries need to be 
pressured not to interfere in Iraq and to stop supporting 
sectarian groups; (c) support for inclusive citizen state be 
increased; and (d) participation of women be increased. 


Kurds: We Are Not Involved in Sectarian Dispute, But We 
Support Reconciliation 
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8. (C) Abd al-Khalag al-Zangana (KDP) highlighted the problem 
that all of the main parties in Iraq feel they are unjustly 

treated and that a lack of trust exists between them - 

although he maintained the Kurds are not involved in the 
sectarian dispute. He added that people need to accept that 
the one party, one sect, one nation rule is gone and that 

there are serious problems that require all Iraqis to work 
together and cooperate. The main component of this is an 
internal front with the support of international and regional 
countries. 


9. (C) The member statements and recommendations fell largely 
along party and sectarian lines and revealed how stark the 
difference in viewpoints between them can be. Despite this, 
there was genuine collegiality and respect among the various 
CoR members and broad agreement that Iraqis themselves need 
to overcome their internal political and sectarian 

differences to deal with the serious issues confronting the 

nation. 

Khalilzad 
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SIPDIS 
SIPDIS 


STATE FOR WHA/AND LPETRONI 

STATE PASS TO DEPT OF AGRICULTURE 
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COMMERCE FOR JANGLIN 

TREASURY FOR SGOOCH 


E.O. 12958: DECL: 12/06/2016 

TAGS: EMIN, EINV, ECON, PREL, PGOV, BL 

SUBJECT: MORALES REPEATS VOWS TO NATIONALIZE FORESTRY, 
MINING 


REF: A. LA PAZ 2431 
B. LA PAZ 2780 
C. LA PAZ 2976 
D. LA PAZ 3032 
E. LA PAZ 3161 


Classified By: Charge d\'Affaires Krishna R. Urs for reason 1.4 (d). 


1. (U) Echoing past declarations, President Morales vowed 
December 5 to \"recover\" Bolivia\'s forests for the state and 
\"nationalize\" the mining industry in 2007. The announcement 
paralleled past threats to Bolivia\'s forests (ref A) and 

mineral resources (refs B and C). 


2. (C) Comment: Morales\' most recent threats will likely have 
no more immediate impact than those of the past. His 
announcement of an impending mining \"nationalization\" may 
further needle investors, but it is best viewed not so much 

as a reason to panic, but as further evidence of the GOB\'s 
policy incoherence, as it contradicts mid-November assurances 
from Minister of Mining Jose Dalence and other GOB officials 
that the government has no plans to nationalize the mining 
industry (refs D and E). This is not to say, however, that 
Morales will not eventually act. Experience in the 
hydrocarbons sector has shown that the president will follow 
through in at least a limited way on \"nationalization\" plans, 
and some change to the mining code and existing tax and 
royalty structures seems inevitable. 


3. (C) Comment continued: Morales\' announcement of plans to 
\"recover\" forestry resources for the state should likewise be 
treated as a threat with little immediate impact. Backed by 
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few concrete plans, it is likely little more than a statement 
delivered in the context of the GOB\'s usual populist 
rhetoric; it actually contradicts provisions of the November 
28 land reform bill, which took steps to ensure respect for 
existing forestry concessions. But again, this is not to say 
Morales will not eventually act; if he does, he could 
undermine one of Bolivia\'s few success stories, putting at 
risk ten years and $35 million of USAID assistance and 
threatening the country\'s position as the world leader in 
certified natural tropical forests (ref A). We will continue 
to monitor Morales\' public statements for signs of hardening 
intentions toward either sector. End comment. 

URS 
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E.O. 12958: DECL: 12/06/2016 
TAGS: EAIR, KJUS, PGOV, PREL, TD, XL 
SUBJECT: DEALINE LOOMING ON APIS LEGISLATION 


REF: STATE 194938 
Classified By: CDA Eugene P. Sweeney for reasons 1.4 (b) and (d) 


1. On December 5, Ambassador Austin delivered Reftel 
talking points to Minister of National Security Martin 

Joseph, regarding the urgent need for enactment of 
legislation relative to the Advance Passenger Information 
System before December 25. In addition, the Ambassador 
raised the issue earlier with Prime Minister Patrick Manning, 
encouraging him, in his capacity as the Caricom head of 
government responsible for the security portfolio, to urge 
other Caricom countries to pass the necessary enabling 
legislation. Manning assured the Ambassador that \" we have 
nothing to fear\". 


2. Corroborating Manning,s assurances, parliamentary 
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sources have confirmed to us that the Immigration (Advance 
Passenger Information) Bill, 2006 was passed by the Senate on 
November 14 and is scheduled to be debated by the House of 
Representatives, on December 8. 

SWEENEY 
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E.O. 12958: N/A 

TAGS: PGOV, PINS, SOCI, SU, DR 

SUBJECT: DOMINICAN REPUBLIC CONFIRMS NO ATTENDANCE AT 
AFCARPAC 


REF: A. STATE 194464 
B. SANTO DOMINGO 3650 


1. On December 7, poloff received confirmation from 
Ambassador for UN and OAS Affairs Michelle Cohen that the 
Dominican Republic will not/not attend the Khartoum AFCARPAC. 
BULLEN 
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E.O. 12958: N/A 
TAGS: ECON, ETRD, VE 
SUBJECT: BRAZILIAN FIRMS SAMBA ALL THE WAY TO THE BANK 


REF: CARACAS 3413 


1. (SBU) SUMMARY: Venezuelan-Brazilian trade is expected to 
reach USD 4 billion this year, representing a 60 percent 
increase over 2005. This increase is consistent with 
Venezuela\'s import boom and with the growing relationship 
between the two countries. Brazilian firms also seem to be 
winning more than their share of large infrastructure 
contracts. In concert with deepening political ties 
represented, inter alia, by Venezuela joining Mercosur, 
President Lula da Silva\'s public endorsement of Chavez and 
Chavez\'s post election victory lap to Brazil and beyond; 
Brazilian firms and exporters, for now at least, are sitting 

in the sweet spot. END SUMMARY. 


2. (U) Venezuelan-Brazilian trade reached USD 3.5 billion 
(USD 3 billion in imports from Brazil and USD 500 million in 
exports to Brazil) as of October 2006, and is expected to 
close the year near the USD 4 billion mark. This would 
represent a USD 1.5 billion (60 percent) increase over 
bilateral trade in 2005 and over a 100 percent increase since 
2000. In addition, the balance of trade has shifted 
dramatically from a Venezuelan surplus in 2000 of USD 576 
million to an expected USD 3.2 billion Brazilian surplus by 
the end of 2006. Venezuelan exports to Brazil consist 
primarily of petroleum derivatives (fuel, plastics, 

fertilizer, etc.) whereas the array of Brazilian goods 
imported to Venezuela continues to grow, from agricultural 
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products to arms. Brazilian state-owned arms manufacturer 
Imbel recently announced the sale of 5,350 9mm pistols to 
Venezuela. Brazil's largest export to Venezuela so far in 
2006 has been cell phone equipment, followed by automobile 
parts and chicken. 


3. (SBU) Brazilian President Lula da Silva\'s endorsement of 
Chavez\'s re-election bid (reftel A) at the opening 

celebration for the second bridge over the Orinoco river 
(connecting the Brazil-Venezuela highway) seemed a diplomatic 
faux pas, but really it was simply good business. The bridge 
was built by the Brazilian construction firm Odebrecht and 
financed by Brazil\'s development bank (BNDES). It reportedly 
cost Venezuela between USD 1.1 and 1.2 billion (reportedly 40 
percent over budget) and plans are already underway for 
bridge number 3. (Note: While Odebrecht also \"won\" the 
contract for the 3rd bridge, so far as we can tell there was 

no bidding process. End Note.) Brazilian firms have also 
been very successful in winning other major infrastructure 
projects in Venezuela, including the replacement for the 
collapsed bridge on the highway from the airport in La Guaira 
to Caracas. (Note: The BRV initially tried to rebuild the 

bridge itself and only turned to an outside contractor in 
mid-2006. The BRV claims the bridge will be open for 
business in Spring of 2007. End Note). Odebrecht is also 

the main contractor for Lines 3 and 4 of the Caracas metro. 


4. (U) The Brazilian state-owned oil company, Petrobras, has 
increased cooperation with PDVSA and a joint project is 
underway to build a refinery in Pernambuco, Brazil, that is 
expected to cost between USD 2.5 and 2.8 billion. When 
completed, the refinery will be the first in Brazil capable 

of refining Venezuela\'s brand of heavy crude, with a capacity 
of 200,000 barrels a day. Petrobras is also certifying 
extra-heavy crude reserves in the Orinoco belt in eastern 
Venezuela and may well take part in any tender for future 
extraction. 


5. (U) Venezuela\'s entrance to Mercosur and departure from 
CAN and the G-3 group (Mexico, Colombia, and Venezuela) will 
give the Brazilians additional advantages by lowering tariffs 
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and trade barriers, while increasing them for competitors in 
other countries in the region. This will not occur 

overnight, however as Andean Community trade preferences are 
set to continue for another 4-plus years, and Venezuela has 

yet to even negotiate the specific product line market access 
terms for its Mercosur accession. (Note: It remains to be 
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seen the effect on actual companies that export to Venezuela, 
as many are large multinational firms which have branches in 
Mercosur countries and will be able to shift their production 
for the Venezuelan market. End Note.) 


6. (SBU) At a recent meeting with a representative of the 
Venezuelan-Brazilian Chamber of Commerce (CAVENBRA), the 
representative insisted that many of the recent successes of 
Brazilian firms were actually years in the making and the 

result of sustained effort rather than political favoritism. 

He observed, for example, that Odebrecht had been in 
Venezuela for 10 years before it received its first major 
contract and that many Brazilian firms successes come from 
their ability to approach the BRV with package deals that 
include financing from Brazil's development bank. (Comment: 
Our contact was very sensitive to the perception that they 

were taking business away from other countries and repeatedly 
stressed that in recent years they had become better 
competitors and were not succeeding as a result of political 
favoritism. While Brazilian companies in general have become 
more pronounced overseas in recent years, the rate of 
increase for trade and the startling success in winning major 
infrastructure projects since Chavez took office make it seem 
unlikely that they became so competitive overnight. End 
Comment.) 


7. (SBU) While Brazilian contractors are garnering major 
projects, few Brazilian businesses are investing in Venezuela 
long term. In a trend seen throughout the private sector, 

firms are delaying investment and reducing capital spending. 
(Note: Foreign Direct Investment (FDI) to Venezuela has 
amounted to a paltry USD 75 million through August of 2006, 
as compared to USD 900 million for all of 2005. End Note.) 

In addition, Brazilian firms seem to have similar complaints 

as the business community in general, including an 
incompetent bureaucracy and oppressive regulations. As an 
example, the representative of CAVENBRA noted that Brazil\'s 
attempts to import soy beans to Venezuela have been stymied 
by a slow import approval process at the Ministry of 
Agriculture, which has left trucks sitting at the border with 
rotting produce. 


8. (SBU) COMMENT: Fueled by the oil windfall, Venezuelan 
government spending and imports are at all-time highs and 
many companies are reaping the benefits of this massive 
spending. The creation (both existing and planned/imagined) 
of regional entities and mega-projects such as Telesur, a 
Bank of the South, the gas pipeline of the south, the train 

of the south, etc. are political decisions by Chavez to 

project himself regionally. Brazilian firms probably 

represent some of the few regional firms with the breadth and 
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depth of experience to complete many of the planned massive 
infrastructure projects. At the same time, the opening up of 
Brazil\'s north west, home to 40 million people, gives Brazil 

a geographical advantage over many competitors in the 
Venezuelan marketplace. It seems very likely that 
Brazilian-Venezuelan commercial ties will continue to grow in 
the near term, as Brazilian firms ride the economic gravy 
train and that the Brazilians will continue to make 

significant economic inroads, thanks to Chavez\'s focus on 
deepening south-south ties. END COMMENT. 


WHITAKER 


88615 

OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 

DE RUEHLO #8254 3411905 

ZNY CCCCC ZZH 

O 071905Z DEC 06 

FM AMEMBASSY LONDON 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0834 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 

RUEHGV/USMISSION GENEVA PRIORITY 1103 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 0857","CONFIDENTIAL LONDON 0082£ 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/07/2016 

TAGS: PHUM, EUN, LE, UK 

SUBJECT: (C) UK DISLIKES UN HRC LEBANON COMMISSION 
RESOLUTION; NOTES EU DIVIDED ON AMENDMENTS 


REF: STATE 196226 
Classified By: PolCouns Richard Mills, reasons 1.4 (b & d). 


(C) The UK shares our concerns related to the UN Human 
Rights Council (HRC) resolution to implement the Lebanon 
Commission of Inquiry\'s (COI) recommendations and will follow 
the EU in voting against the resolution in its proposed form. 
However, the UK will vote for the resolution if EU members 
can agree on what language in the text to change and is 
successful in making those changes to the resolution. 

Foreign and Commonwealth Office (FCO) Head for UN Human 
Rights Institutions Alexandra Davison told us December 7 that 
the EU members oppose the language of the resolution as 
tabled by the Organization of the Islamic Conference and that 
the EU would vote against it in its current form. Davison 

said that while the EU was opposed to the current text, some 
EU members, like the Netherlands, believe that the resolution 
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could be worked on to make it acceptable to an EU concensus. 
She said that this has dragged all EU members into 
negotiations on language and revealed vastly different views 
among EU members on what language should be altered. In 
fact, EU opinions are so divided, she opined, that it would 

be difficult to improve the resolution to the point that the 

EU would vote for it. 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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E.O. 12958: N/A 
TAGS: KMDR, KPAO, OPRC, PTER, Cl, IR 
SUBJECT: MEDIA REACTION - IRAQ STUDY GROUP REPORT 


1. On December 7, conservative, independent \"La Tercera\" (circ. 
101,000) ran an editorial entitled, \"Change of Strategy in the War 
in Iraq.\" Quotes: 


2.\"The results of the Baker-Hamilton Commission were released... 
The tone of the document...concurs with that of the new Secretary of 
Defense, who said the United States is losing the war. 


3. \"A dispassionate analysis of the situation in Iraq shows that 
violence...is preventing the state from functioning, has virtually 
paralyzed the country, and is undermining reconstruction efforts. 
The bipartisan panel...acknowledges this..., reaffirms the view that 
an immediate and unilateral withdrawal would leave a vacuum that 
could worsen violence, admits that the U.S. by itself cannot put an 
end to that violence..., and is emphatic that foreign elements such 
as Al Qaeda or other terrorist groups are not responsible for this 
violence.... It is positive that the White House itself 

commissioned the report, because it shows a willingness not to 
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insist on an unsuccessful strategy.... The White House said it 

would study the Commission\'s proposal, but noted that there is a 
similar Pentagon report that must be considered. No one is 
suggesting hasty actions, but the prognosis is widely known and 
sufficiently strong to launch a change in strategy. The 
Baker-Hamilton proposals are not easy to implement, but do show the 
need for a strong change in direction on how the United States 
addresses the conflict in Iraq." 


YAMAUCHI 
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DEPARTMENT FOR S/CT - HILL 
DEPARTMENT FOR IO/OSC - SANDAGE 


E.O. 12958: N/A 
TAGS: KTFN, EFIN, ETTC, KVPR, PREL, PTER, PM 
SUBJECT: TERRORIST LISTS 


REF: STATE 193615 


1. (SBU) Posts inter-agency Illicit Finance Task Force 

reports that the GOP does not maintain a national list of 
banned terrorist entities. Panama\'s Financial Analysis Unit 
(UAF) and Superintendency of Banks rely on the USG Specially 
Designated Global Terrorist List and the OFAC website in 
executing terrorist financing oversight and remaining 

compliant with their United Nations obligations. 

Arreaga 
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SIPDIS 
SIPDIS 
STATE FOR WPOPP AND OES/OA AHAYES 


E.O. 12958: N/A 

TAGS: PHSA, KSCA, SENV, BR 

SUBJECT: UNGA OCEANS AND LAW OF THE SEA - BRAZIL WILL NOT MAKE 
STATEMENT TO THE UNGA ON TORRES STRAIGHT DEBATE 


REF: STATE 195607 


Science Office delivered demarche in REFTEL on Dec. 6 to Maria 
Teresa Pessoa, Director of the Space and Sea Division of the 
Brazilian Foreign Ministry. In response to the demarche, Pessoa 
stated that the Government of Brazil recognizes the prerogative of 
Australia to establish navigational regulations in waters under 
Australia\'s jurisdiction, but does not intend to intervene in the 
Plenary. Brazil will not make a statement to the United Nations 
General Assembly. 
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SUBJECT: TERRORIST FINANCE: DOMESTIC USG DESIGNATIONS DELIVERED TO 
BELIZE 


Column 3 
REF: State 196015 


1. Per reftel, on December 7 poloff delivered domestic USG 
designations of Hizballah-related individuals/entities in the 

Tri-Border Area to Ambassador Amalia Mai, Chief Executive Officer at 
the Ministry of Foreign Affairs and Foreign Trade. Copies of the 
designations were also delivered to Geraldine Davis, Director of the 
Financial Intelligence Unit and Sydney Campbell, Governor of the 
Central Bank of Belize. In the past, GoB officials have readily 

added names and entities to their terrorist finance lists at USG 
request. Post has no reason to believe that this request will be 
treated differently. 


2. Post will report any substantive response to the Department. 
HILL 
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E.O. 12958: DECL: 11/21/2016 

TAGS: PGOV, PREL, ECON, BL 

SUBJECT: MORALES: A POTENT FORCE DESPITE SHRINKING SUPPORT 


REF: A. LA PAZ 3204 


Column 3 
B. LA PAZ 3131 
C. LA PAZ 3191 
D. LA PAZ 3000 
E. LA PAZ 3061 
F. LA PAZ 3063 
G. LA PAZ 3301 


Classified By: Ecopol Counselor Andrew Erickson for reason 1.4 (d). 


1. (C) While President Morales\' popularity has dropped from a 
May high of 81 percent, his current 67 percent approval 
demonstrates he remains a potent force. To maintain his 
standing, Morales has engaged in a propaganda strategy of ads 
espousing his accomplishments, rhetorical attacks aimed at 
undermining the mainstream press, and the creation of 
state-sponsored media outlets to broadcast his party\'s 

ideology. Hydrocarbons nationalization remains hugely 

popular and a new school subsidy program which the GOB claims 
is a result of nationalization also enjoys widespread 

approval. Capitalizing on the opposition\'s mistakes, Morales 
and the Movement Towards Socialism (MAS) moved the 
Constituent Assembly forward and passed key land reform laws, 
and while doing so may have captured full control of the 
legislature (reftel A). Morales is also astutely aware of 

the racial complexities of Bolivian society and is not afraid 

to play the \"race card\" to his political advantage. At the 

MAS\' November conference, Morales showed that he remains in 
control of the party, but pressure is mounting from all 

sides. Bolivia\'s prefects are trying to exert themselves 

(reftel B) and civic groups are promoting civil disobedience 
(reftel C). If he wants to stay on top, Morales will need 

all the political weapons in his arsenal -- propaganda, high 
profile announcements, the mobilization of social groups, and 
large state coffers. End Summary. 


2. (U) While President Morales\' popularity has dropped from a 
May high of 81 percent, his 67 percent approval per a 
November 20 Apoyo Opinion poll shows he is still a potent 
force. A separate November 1 poll showed 84 percent of 
Bolivians approve of gas nationalization and 60 percent feel 
the economy is growing. Both polls were conducted after the 
signing of new hydrocarbons contracts but before the signing 
of the new land reform law (reftel A). 
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3. (SBU) To maintain his standing, Morales has engaged in a 
propaganda strategy of ads espousing his accomplishments, 
rhetorical attacks aimed at undermining the mainstream press, 
and the creation of state-sponsored media outlets to 
broadcast his party\'s ideology. The ads that he has delivered 
low inflation, record-high foreign reserves, an unprecedented 
budget surplus and a projected 4.5 percent economic growth 
rate. They each bear the tag line \"Bolivia is Changing, Evo 
Delivers.\" The president of the association of journalists 

told poloff that the strategy to undermine the mainstream 
press is working and that public confidence in the press has 
declined dramatically. MAS militants are increasingly 

hostile to journalists. On November 27 they assaulted five 
journalists in Cochabamba; there is no evidence of GOB 
involvement in the attacks. To better disseminate its 
message the GOB announced it will create, with Venezuelan 
funding, a 30 station \"communitarian\" radio and TV network. 
The network\'s role is clear Morales has declared that the GOB 
will arm itself. Later he announced that state-run networks 
would soon air a show similar to Hugo Chavez\'s \"Alo, 
Presidente,\" (reftel D). 


4. (U) Hydrocarbons nationalization remains hugely popular 
and a new school subsidy program which the GOB claims is a 
result of nationalization also enjoys widespread approval. 

The October 28 signing of new hydrocarbons contracts buoyed 
Morales\' base and temporarily hushed his critics. Two days 
prior, the GOB announced the primary school subsidy program. 
The subsidy, intended for children to buy educational 

supplies, can be used to purchase anything. The program 
should reach close to 1.2 million children with each 

receiving about 25 USD, which equals a month\'s salary for 40 
percent of the population. 


5. (C) The prevailing wisdom prior to November was that the 
CA was losing credibility as evidenced by the drop in its 
approval rating from 69 percent in August to 46 percent in 
October. However, the CA\'s approval rebounded to 58 percent 
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in November per the latest Apoyo Opinion poll. The increase 
appears related to the MAS\' securing a simple majority vote 

for constitutional changes on November 17 (reftel E). To 
influence the CA and other institutions Morales can mobilize 
large groups (at times mobs) to push his agenda. In Sucre, 
marches have served to intimidate opponents and pressure MAS 
moderates to hold the party\'s line. 


6. (SBU) Capitalizing on the opposition\'s mistakes, Morales 

and the MAS managed to get the senate to pass key land reform 
laws. In doing, the MAS appears to have captured full 

control of the Congress (reftel A). Using a favorite tactic, 
Morales urged indigenous groups to march to La Paz in favor 

of land reform. The marchers and the MAS succeeded in 
pressuring three opposition members to cross party lines to 
pass the legislation. Land reform could end up being more 
popular than nationalization because Morales will be able to 
provide land directly to his supporters. 


7. (C) Morales is astutely aware of the racial complexities 

of Bolivian society and is not afraid to play the \"race card\" 

for political advantage. A 2006 UNIR Foundation poll 
revealed that 66 percent of Bolivians identify themselves as 
indigenous; over 50 percent view racism as an issue. After 
the December 2005 election hope emerged that the new GOB 
would reduce racial tension. But Potosi Mayor Rene Joaquino 
has argued that racism under the current GOB has worsened. 
Foreign Minister David Choquehuanca\'s inflammatory racist 
comments aimed at La Paz\'s upper and middle class, (mostly of 
European descent), have likely alienated both groups. 
Minister of Education Felix Patzi agreed that some GOB 
statements contain \"elements of discrimination,\" but excused 
them as a byproduct of Bolivia\'s history. 


8. (C) At his party\'s November conference, Morales 
demonstrated that he remains in control of the MAS. The 
party re-elected him president as he choreographed the 
expulsion of \"disloyal members\" (reftel F). Meanwhile, he 
resisted one of the rank and files\' thorniest demands, the 
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desire for more GOB jobs. A recently retired MFA employee 
confirmed that the MAS continues to send people to Cuba and 
Venezuela for government training, indicating that GOB 
positions will eventually be filled by MAS acolytes. 


9. (C) Given Bolivia\'s social tensions, Morales\' 67 percent 
approval rating is impressive. Morales \"delivery\" of 
nationalization and land reform, his attacks on the media, 

his exploitation of racial divisions and his providing of 
subsidies to the general public have contributed to his 
continued support. Morales also enjoys greater power now 
that the MAS controls both the CA and may control the 
Congress. The opposition is showing signs of fighting back, 
holding a separate senate session on December 6 (Note: The 
\"opposition senate\" passed three resolutions supporting a 
two-thirds voting mechanism for the CA, a resolution to 
censure Minister of Government Alicia Munoz for the December 
5 incident reported in reftel G, and a petition to be 

delivered to the Summit of South American Nations. End 
Note). Pressure is mounting from all sides. Bolivia\'s 
prefects are trying to exert themselves and civic groups are 
promoting civil disobedience. Following his pattern of 
announcing major populist \"reforms\" when his approval ratings 
start to sag -- such as hydrocarbons nationalization in May 

or the school subsidy program -- Morales will likely unveil 
mining nationalization upon the next drop in his popularity. 
Coca-farmers, leftists and other backers can be expected to 
continue to plead for the GOB to \"deliver\" on the dividends 

of nationalization. Morales\' political savvy has been 

evident in his first ten months. But if he wants to stay on 

top, he will need all the political weapons in his arsenal -- 
propaganda, high profile announcements, the mobilization of 
social groups, and large state coffers. End Comment. 

URS 
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E.O. 12958: N/A 
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SUBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE, DECEMBER 2 
-8 


REF: A. ASUNCION 0869 
B. ASUNCION 0999 


1. (U) SUMMARY: 


-- Military Receives Peacekeeping Equipment 
-- Bond Sale Successful 
-- Emergency Management Team Visit 


MILITARY RECEIVES PEACEKEEPING EQUIPMENT 


2. (SBU) The Charge signed and officially turned over the 

final shipment of equipment requested by the Paraguayan Armed 
Forces Peacekeeping Center (CECOPAZ) on December 5 during 
their annual graduation ceremony. The equipment transfer is 
part of the Enhanced International Peacekeeping Capabilities 
Program (EIPC). EIPC funds included USD 350,000 for training 
and USD 247,000 for equipment. Then Ambassador Keane 
delivered the first equipment transfer of computers and 
audiovisual equipment in 2005. The latest shipment included: 
Kevlar helmets (60), crowd control kits (30), lensatic 

compass (20), compass pouches (20), medical backpacks (9), 
stretchers (9), tents (2), concertina wire (50 rolls), spot 

lights (4), binoculars (14) tripods (4), sand bags (5000), 

military spec rucksacks (50), reflective vests (10), hearing 
protectors (20), Gasmin GPS systems (20). (NOTE: As this 
equipment transfer used FY 2001 funds, it illustrates just 

how laborious and lengthy our current foreign assistance 
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delivery mechanisms are, even for relatively small amounts of 
U.S. aid. A Paraguay Peacekeeping unit is to deploy to Haiti 
this month with the Brazilian Peacekeeping Force. END NOTE). 


BOND SALE SUCCESSFUL 


3. (U) The Government of Paraguay successfully conducted its 
second sovereign bond issue this year on December 6. The 
Central Bank conducted the auction that was 60 percent 
oversubscribed, with all of the bonds purchased by local 
banks. A total of about USD 41 million was issued, with USD 
29.5 million in USD denominated bonds issued with an average 
yield of 8.8 percent. The remaining local currency 
denominated bonds (worth about USD 11.5 million) were sold 
with an average yield of 14.9 percent. Five banks 

participated, including Citibank. A portion of the proceeds 

will help provide capital for Paraguay,s second-tier public 

bank, although on much worse terms than a concessional IDB 
loan meant for that purpose that the Paraguayan Congress 
refused to approve. 


EMERGENCY MANAGEMENT TEAM VISIT 


4. (SBU) The Massachusetts National Guard (MANG) Deputy 
Commander Colonel Thomas Sellers, along with several 

officials from the Massachusetts Emergency Management Agency 
(MEMA) visited Paraguay November 29 to December 6, as part of 
SOUTHCOM\'s State Partnership Program (SPP). This is the 
third exchange visit in the past five months to help 

establish a firm military-to-military and 

civilian-to-civilian relationship on issues of mutual 

interest and benefit. The MANG and MEMA Team met with their 
counterparts in the Paraguayan National Emergency Secretariat 
(SEN) to discuss the need for creating a national emergency 
strategy and developing a national response plan. The MEMA 
and MANG Team also met with Diputado Miguel Rojas Salvioni 
(Colorado - ANR) and Senator Jose Manuel Bobeda (UNACE) to 
discuss on-going areas of cooperation (Emergency Management, 
Police Reform, Business Development, and the Safe 
Neighborhood Initiative) as well as offering an opportunity 

for other areas of cooperation. As they were able to observe 
themselves through TV coverage of this week\'s riots here, the 
police desperately need assistance in civil disturbance 

control. MANG is actively looking into providing National 

Guard MP\'s (who are police officers in their \"day jobs\") to 
provide riot control training. 

FITZPATRICK 
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1. (SBU) Summary. The UN convoked donors and UN agencies to 
describe the deteriorating security situation in eastern Chad 
and steps the UN has taken to protect staff and ensure the 
delivery of essential services. Refugee camps in northern 
Chad are essentially being run by refugee committees with 
intermittent visits from UN staff. The 90,000 Internally 
Displaced Persons (IDPs), less able to run on \"auto-pilot,\" 
require presence of UN and NGO workers to deliver essential 
services. It is estimated that under current circumstances 
food, fuel and water will be available for about two months. 
After moving out non-essential staff, the UN reports that 
approximately 300 staff (including NGO partners) would need 
to leave in the event of a full evacuation. UNHCR Director 
stressed that \"no one has been abandoned;\" while they 
recognize the vulnerability of the refugee camps, so far the 
food and fuel at the camps has not been the target of rebels 
or other marauders and essential services continue. End 
summary. 


2.(U) The UNDP Resident Representative and the Head of UN 
High Commissioner for Refugees (UNHCR) briefed donors and 
representatives of other UN agencies on December 7 concerning 
the deteriorating situation in eastern Chad and the steps 

which the UN has taken to protect safe and safeguard 

essential services for refugees and IDPs. 
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UNSTABLE AND VOLATILE 


3. (U) UN Security Officer Idriss Mbaye described the 

current \"unstable and volatile\" security situation in eastern 
Chad where an accelerating deterioration in security has 
taken place since the end of November 2006. He recalled the 
taking of Abeche for 24 hours by the rebel group UFDD, the 
subsequent looting of UN property and humanitarian goods and 
further tentative movements of Chad rebels towards Ati and 
Moussoro On December 1 rebels attacked Guereda and then 
retreated to the border town of Koulbous. In Guereda, armed 
men forced their way into the UN compound, threatened staff 
at gunpoint, and stole two vehicles. Presently, according to 
Mbaye, the UN believed that Am Zoer was under the control of 
the UFDD and that Biltine had been retaken by the UFDD as 
well. Mbaye noted that on the Sudan side of the border, both 
Koulbous and Al Fasher were currently experiencing extreme 
instability. Movement of troops and locals indicated that 

there may be some activity in the Goz Beida area. And 

finally, there was a concern that Central African Republic 
(CAR) rebels might infiltrate into Chad. Mbaye commented 
that UFDD and RAFD appeared to be working together; it was 
clear that the ultimate goal was NVdjamena. 


4. (U) UNDP Resident Representative Kingsley Amaning repeated 
that the situation had deteriorated rapidly. In an interview 

with President Deby, the President had told him that the 

rebels had between 5,000 - 6,000 men, and 400-500 vehicles. 
According to Amaning, the rebels were here to stay -- they 

were not returning to Sudan. The UN, NGOs, Chadian army, 
Chadian rebels, Sudanese rebels and Chadian IDB were now all 
occupying the same perilous zone. Amaning thanked the 
Embassy of France for permitting UN and NGO partners to stay 
in the French base during the last attack on Abeche. He 
explained that the UN intended to continue working, but 

sought to minimize the exposure of UN staff and assets. 
Accordingly, the UN had moved to level IV security in the 

East, and level Ill security in N\'djamena. 


REFUGEE COMMITTEES IN CHARGE 


5. (U) UNHCR Director Serge Male explained that UNHCR was 
drawing down to essential staff so as to reduce its footprint 

in the event of a full evacuation. He noted that some 250 UN 

and NGO workers had been trapped in Guereda during the recent 
fighting December 1, and the aim was to avoid a similar 

situation. But no one will be abandoned. The UN will focus 

on the essential activities, which are protection, food, 
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water and sanitation. As Guereda, Iriba and Bahai were 
deemed the most vulnerable security-wise, UNHCR is leaving a 
skeleton staff and has instructed partners to focus on the 
essential sectors only. Core staff from Abeche were flying 

out for 24-hour visits to provide support, but essentially 

refugee committees were running the camps -- including food 
and fuel distribution. Male commented that the December 4 
food distribution had been performed successfully. WFP 
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Representative Bamezon stated that there were stocks in 
transit to guarantee sufficient food for the camps for 

January. Libyan truckers were continuing to bring food down 
through Libya for the time being. However, WFP, which lost 
some 489 metric tons of looted commodities in Abeche 
(destined for school feeding), has suspended its development 
activities in eastern Chad and canceled or postponed all 
non-essential field missions. 


6. (U) Concerning President Deby\'s message on the need to 
move the refugee camps, Male explained that the UN agreed in 
theory. However, suitable sites still needed to be found; 

the refugees would need to accept such a move, and the move 
would need to be financed. 


IDPs -- GROWING - AND VULNERABLE 


6. (U) Male explained that while the camps were, to a 

certain extent, able to operate on \"auto-pilot\", IDPs were 

not, and therefore they had kept some UN/NGO partners with 
the IDP groups. IDPs now numbered 90,000 according to Male 
and donors would be receiving a new appeal before Christmas 
for their support. Male called the population in the east 

bitter and demoralized. Dadjos were particularly targeted. 

The UN was being told by locals that Arabs have come asking 
them to join in raids of their neighbors. They refuse, but 

are then the victims of raids themselves. UNHCR reports 
continue to chronicle Arab militia attacks on small village 

in Dar Silla, leaving scores dead and forcing hundreds to 

flee -- mostly to the Goz Beida area. UNDP Res Rep Amaning 
noted that it appeared to be more than coincidence that rebel 
attacks were often preceded by Arab militia raids. Amaning 
also noted that the UN had not eliminated the possibility of 
negotiating with whoever is there to ensure access to 
humanitarian space. 


INTERNATIONAL FORCE 
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7. (U) In response to the Ambassador\'s question on an 
international force on the border, Amaning responded that 
they did not know what kind of force it would be. Would it 

be dissuasive only? Would it interpose itself between 

warring sides? He emphasized that any force needed to be 
perceived by all sides as neutral. It also needed to be 

strong, and be able to guarantee humanitarian space. The 
African Union Ambassador asked if it was envisioned placing 
this force without the political support of all parties (i.e. 
Sudan)? Amaning responded that Sudan had already said that 
it did not want a force next door; but ifthe UN agreed, and 
Chad accepted, then it could be placed regardless of Sudan\'s 
position. But of course, he added, it was preferable to have 
unanimity on the question. 


8. (U) Commenting on the deteriorating political situation, 
and the perspective of donors, the French Embassy Deputy 
commented that if Sudan continued to support the rebels, the 
situation would continue. If Sudan ceased to support the 
rebels, the situation would not continue. 


UN CONTINGENCY PLANNING 


9. (U) Both the UN and WFP have established alternate command 
centers in Cameroon, and reported that they would be able to 

use UN planes currently operating in Sudan if the situation 

took a turn for the worse and widespread evacuation was 
necessary. 41 international staff are left in Abeche, 90 in 
N\'djamena. Humanitarian NGO partners in the region number 
140. In the event of a full evacuation, the UN would be 

taking about approximately 300 staff members. 


COMMENT 


10. (SBU) The UN considers that the most likely scenario is 
far more attacks by rebel groups inside the country leading 
to a breakdown in government control and increased 
insecurity. They are planning accordingly. 


11. (U) Tripoli minimize considered. 
WALL 
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1. (SBU) SUMMARY. Typically an area of activity between the 
Sudanese Armed Forces (SAF) and the National Redemption 
Front (NRF) rebels, Bahai was eerily quiet December 5-7, as 
the town and nearby Oure Cassoni refugee camp prepared for 
the December 7 departure of United Nations essential staff. 
NRF rebels maintained an uncharacteristically low profile 

both in Bahai and in Oure Cassoni amidst rumors that they 
were reinforcing a column of Chadian National Forces (ANT) 
moving toward Tine. At least 16 ANT vehicles were observed 
December 7 from Abeche in the direction of Biltine, which 
UFDD rebels are reportedly occupying. UNHCR Abeche 
speculates, however, that the Chadian rebels are continuing 
their trend of drawing the ANT around eastern Chad, likely 
toward Am Zoer and Guereda, in an effort to tire them out so 
that rebels could eventually reach N\'Djamena. UNHCR Abeche 
assesses there is no real threat to Abeche in the next 24 
hours. END SUMMARY. 


2. (SBU) Normally a mainstay of the population of the 

northern town of Bahai on Chad\'s eastern border, as well as 

of the refugee camp Oure Cassoni, NRF rebels were few and 
far between from December 5-7. Poloff observed a small 

group of NRF with family members in Oure Cassoni December 5 
and a larger group visiting a comrade in Bahai Hospital 

after having been wounded in fighting around Lake Kariyari 

in early October. UNHCR Bahai agreed the NRF presence had 
diminished in the city since the attacks last month in 

Abeche and in recent weeks in Guereda, and speculated that 
this absence was connected to a reinforced ANT presence most 
recently seen in a column moving toward the strategic market 
town of Tine. 
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3. (SBU) Poloff observed a column of at least 16 ANT 
vehicles on the road from Abeche to Biltine on the morning 
of December 7; more ANT trucks and forces were observed 
later in central Abeche, having just arrived from Adre en 
route to Biltine. UFDD rebels reportedly occupied Biltine 

but were alleged to be moving from the city southwest in the 
direction of Oum Hadjer, which would provide them easier 
access to their re-supply bases around Am Dam and Goz Beida. 
UNHCR Abeche received a report December 7 that Chadian 
rebels (possibly RAC) were leaving Biltine for Guereda, from 
which ANT forces were allegedly vacating in the direction of 
Am Zoer; UNHCR Guereda staff still in the town were 
contemplating evacuation by road from the city. UNHCR 
Abeche told Poloff that Mahamat Nouri informed the Abeche 
office his rebel group had no plans to re-occupy Abeche, and 
UNCHR assessed that there was no immediate threat to the 
town. 


4. (SBU) Upon orders from Geneva and New York Headquarters, 
UNHCR Bahai reduced its staff from 17 to four as of December 
7. Refugees in Oure Cassoni camp were unfazed by the move, 
with camp leaders going so far as to invite the humanitarian 
community into Oure Cassoni itself if they were in need of 
protection, adding that the camp (with its base of NRF 

protectors) was the safest place for the humanitarians to 

be. The Chadian refugee agency (CNAR) assured that Oure 
Cassoni operations would continue unchanged, despite the 
reduced humanitarian presence (NOTE: ACTED and IRC continue 
to maintain a presence in Bahai. END NOTE). CNAR, however, 
was noticeably absent on the opening day of food 

distribution in Oure Cassoni on December 5 and refused to 

assist with the continuation of distribution on December 6, 
arguing it was not CNARVs responsibility to do so, despite 

the reduced humanitarian presence. Distribution 

nevertheless proceeded without major incident through 
December 7, with only one last-minute change in the method 

of doling out rations to families. 


5. (SBU) During a December 6 visit to Bahai Hospital, 
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Poloff spoke with the approximately 30 SAF soldiers still 
recuperating from injuries sustained during October 7 
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fighting around Lake Kariyari (reftel cited above). All SAF 

with whom Poloff spoke were unanimous in their desire to 
return to Sudan and to get word back to their families in 

Sudan of their status, noting that they had had no such 

contact for the two months of their incapacitation. They 

were also unanimous in their disillusionment with the 

Sudanese Government of National Unity, which, some 
contended, was \"corrupt\" and responsible for perpetrating 

the war in Darfur, most recently in dispatching the 

Janjaweed against rebels of the Sudanese Liberation Movement 
faction of Mini Minnawi in El Fasher. IRC administrators of 

the Bahai Hospital confirmed an absence of animosity or 
incidents among SAF and NRF patients sharing rooms, due 
perhaps to a shared disenchantment with the Khartoum regime. 


6. (U) Tripoli minimize considered. WALL 
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E.O. 12958: DECL: 12/07/2016 

TAGS: ETRD, ETTC, PREL, JM, CU 

SUBJECT: JAMAICA: SUSPENSION OF TITLE III OF THE LIBERTAD 
ACT 


REF: A. STATE 191752 
B. 04 KINGSTON 01765 
C. 05 KINGSTON 02618 
D. 06 KINGSTON 846 AND PREVIOUS 


Classified By: CDA James T. Heg, reasons 1.5 (b) and (d) 


Column 3 
This message responds to questions asked in ref. A. 


1. (C) Since the determination that the Jamaican-owned 
\"SuperClubs\" brand of all-inclusive resorts was operating in 
Cuba in violation of Title IV ofthe Libertad Act, and 
subsequently divested itself of assets there (ref. B), Post 

is unaware of any Jamaican investments in Cuba. However, 
many Jamaicans, including businesspeople, oppose U.S. policy 
towards Cuba, which hampers post efforts to gather accurate 
data on investments. A contact at the Jamaica Promotions 
Agency (JAMPRO) stated that while a number of Jamaican 
companies export to Cuba, she \"was not aware\" of any Jamaican 
entity with a commercial presence in Cuba. 


2. (SBU) There is no direct bilateral trade agreement between 

GOJ and Cuba. There is a partial scope trade agreement 

between CARICOM, of which Jamaica is a member, and Cuba. The 
Jamaican government, through the Export-Import Bank, has an 
established line of credit with Banco Nacional de Cuba in 

order to facilitate exports. 


3. (U) As stated in ref. C, in July 2005, the Cuban 

government expanded the medical program \"Mision Milagro\" 
(Miracle Mission) to residents of the Caribbean, providing 
operations in Cuba free of charge for people with cataracts 

or other treatable eye conditions. Under the cooperation 
agreement on energy conservation also mentioned in ref. B, 
Cuba provided energy-saving compact fluorescent bulbs to 
households in East Kingston and Port Royal; distribution 
actually began in February, 2006 and is ongoing. Cultural 
and educational exchanges take place, and former Minister of 
Foreign Affairs and Foreign Trade, K.D. Knight, has spoken of 
\"Cuban assistance for Jamaican students\" in the form of 
scholarships to study in Cuba. Jamaican sportspersons often 
compete at Caribbean events in Cuba. 


4. (SBU) Post is unaware of any recent measures taken by the 
GOJ to advance democracy, human rights, and fundamental 
freedoms in Cuba. Post has no evidence that the GOJ has 
substantially changed its policies or actions toward Cuba in 
the six months since the submission of our last assessment in 
May 2006 (Ref. D). Jamaica continues to maintain cordial 
diplomatic relations with Cuba, its close geographical 
neighbor. 


5. (U) Jamaica has a diplomatic presence in Havana. To 
post\'s knowledge, there have been no official visits of Cuban 


or Jamaican representatives since the submission of ref. D. 


6. (C) Post continues to believe that suspension of the right 
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to bring action in U.S. courts against entities and nationals 
trafficking in confiscated properties in Cuba is necessary to 
U.S. interests. Singling out Jamaican entities or nationals 
for prosecution would be counterproductive in achieving other 
USG objectives. In Post,s view, proceeding with the 
implementation of Title III of the Libertad Act would 
seriously complicate, and perhaps even compromise, our 
efforts in areas of agreement. Actions against Jamaican 
nationals would likely provoke a strong response from GOJ. 
HEG 
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SIPDIS 
SIPDIS 
DEPT FOR WHA/CEN 


E.O. 12958: DECL: 12/06/2016 
TAGS: PGOV, PINR, KDEM, NU 
SUBJECT: CSE OFFICIAL CLAIMS COUNCIL IS OPEN TO ELECTORAL 


REFORMS 
Classified By: CDA Peter Brennan for reasons 1.4 (b and d) 


1. (C) Summary: During a December 5 lunch with poloff, 
Nicaraguan Supreme Electoral Council (CSE) Chief of Staff 
Rodrigo Barreto commented that the CSE magistrates are open 
to suggestions to reform the electoral laws and regulations 

-- although not from certain prominent domestic NGOs with 
whom they have contentious relationships. He also said that 
the process of campaign fund reimbursement is under way and 
has caused tensions within the political parties, who are in 
charge of disbursing the funds internally. As in many other 
governmental institutions, CSE functionaries who are not 
affiliated with the FSLN are afraid of losing their jobs next 

year. End Summary. 
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2. (SBU) When asked ifthe CSE magistrates would be open to 
reform suggestions, specifically from the OAS and EU final 
elections reports, Barreto replied affirmatively. He noted 

that the CSE plans to keep open the Municipal Electoral 
Councils (CEMs) to facilitate the ongoing distribution of 
cedulas (national voter/ID cards) and is requesting funds 

from the treasury to keep them open permanently. Part of the 
distribution problem is caused by the constant relocation of 
the CEMs, which are opened and closed based on budget 
resources, he explained. Barreto noted that CSE officials 
have met with representatives of the local European Union 
mission regarding ongoing technical assistance. 


3. (C) While the CSE is open to working with the OAS, EU, and 
other international donors, Barreto commented, they are not 
disposed to have any further contact with local observer 
groups Etica y Transparencia and IPADE. According to 
Barreto, the magistrates are \"upset\" with these groups for 
failing to unequivocally endorse the presidential and deputy 
elections. 


4. (C) Barreto mentioned that the political parties are 

already in the process of receiving and distributing their 
campaign expenditure reimbursements. He explained that the 
reimbursements are based on one percent of the national 
budget divided by the percentage of votes obtained by each 
party in the general election. The parties themselves 
determine how to share the funds internally between the 
candidates and allied political organizations, which has 
caused considerable angst and internal feuding, especially 
within the PLC, he said. (Note: The parties are projected to 
receive the following reimbursements: FSLN - $3,440,000; ALN 
- $2,550,000; PLC - $2,400,000; MRS - $500,000. The AC did 
not receive the minimum four percent of the national vote to 
qualify for reimbursement. End Note.) 


5. (C) Barreto commented that many of the functionaries in 

the CSE who are not affiliated with the FSLN (Barreto 

included) are concerned about keeping their positions after 

the change in administration. He agreed that the FSLN made 
too many promises regarding employment in government 
institutions during the campaign that they will be hard 

pressed to fulfill. (Bio Note: Barreto mentioned that his 

links with the Chamorro family -- his wife was married to a 
Chamorro and his stepson is a Chamorro -- shield him to some 
degree and may provide another avenue for employment. Also, 
his wife is co-owner/director of the local Montessori 

preschool that is \"doing very well.\" End Note.) 


6. (C) Comment: Barreto\'s remarks that the CSE will not be 
receptive to input on electoral law and regulatory reforms 
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from certain NGOs who had the temerity to question the CSE\'s 
performance, are disturbing. While the CSE may be willing to 
address electoral reforms on their terms, the donor community 
should not allow the magistrates to take an \"a la carte\" 
approach and then label the Council \"cooperative.\" We will 
continue to keep a close watch on the most crucial reforms -- 
those involving cedula production and distribution and 

control over the civil registry. 

BRENNAN 
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TO RUEHC/SECSTATE WASHDC PRIORITY 4846 
INFO RUEHZH/HAITI COLLECTIVE PRIORITY 
RUEHBR/AMEMBASSY BRASILIA PRIORITY 1314 
RUEHSA/AMEMBASSY PRETORIA PRIORITY 1150 
RUEHQU/AMCONSUL QUEBEC PRIORITY 0642 
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SIPDIS 
SIPDIS 


STATE FOR WHA/EX AND WHA/CAR 
S/CRS 

SOUTHCOMALSO FOR POLAD 
STATE PASS AID FOR LAC/CAR 
INR/IAA (BEN-YEHUDA) 

WHA/EX PLEASE PASS USOAS 


E.O. 12958: DECL: 12/07/2010 
TAGS: PGOV, PREL, KDEM, HA 
SUBJECT: ELECTIONS: 4 DAYS AFTER 


1. (U) Four days following Haiti,s 3rd round of elections, 
Provisionary Electoral Council,s (CEP) officials are closely 
holding all results because, according to CEP Director 

General Jacques Bernard, several races are extremely close 
and he wants to be certain of the results. According to OAS, 
the office responsible for running the Voting Tabulation 

Center (VTC), 95.4% of the ballot tally sheets have been 
received from the 10 departments with 99% of these tally 
sheets processed. The remaining 4.4% will arrive from remote 
areas by week,s end. 


Voter Turnout 
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2. (SBU) Based on the tally sheets received at the VTC, 
technical experts at OAS project the voter turnout is 

nationally at approximately 34%. However, MINUSTAH\"s chief 
electoral advisor disputes this number because he believes 

the OAS counted every ballot cast not considering that each 
voter, depending on the jusrisdiction, cast 2 or 3 ballots. 
(Comment: It is hard to believe that Bernard would have made 
so elementary a mistake in calculating turnout, but 34% seems 
a high estimation based on observer reports. End Comment.) 


3. (C) The CEP DG told Poloff that voter turnout was 
approximately 31% in the metropolitan areas and a great deal 
higher in the rural areas, estimating voter turn out for 

mayor at 34%, legislative at 49%, and ASEC/CASEC at 42%. He 
stated that the election results would be published this 
evening after the CEP press conference. At that time, the 
CEP would also discuss those races that will require reruns. 
MINUSTAH reports that disruptions and irregularities caused 
the cancellation of elections in 30 of the 822 voting 

centers. Election officals are reviewing results from an 
additional 46 voting centers where irregularities may cause 
the cancellation of results. According to Bernard, all of 

the races are close with leads being won by a few hundred 
votes; this proximity will likely lead to &lots of 

contestations.8 Therefore, he is unwilling to publish 

partial results. 


Political Parties in Leadership 


4. (C) Based on preliminary numbers supplied by OAS to 
Poloff, Lespwa slates won 312 of 1351 government positions 
already processed with FUSION and OPL running a distant 2nd 
and 3rd, with 190 and 165 positions respectively. Fanmi 
Lavalas comes in 11th place, winning only 41 seats. 


5. (SBU) 
TIGHE 
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SIPDIS 
SIPDIS 


DEPT FOR AF WS FRAZER AND AF S/E NATSIOS 
NSC FOR PITTMAN AND SHORTLEY 


E.O. 12958: N/A 
TAGS: PGOV, MOPS, PHUM, PREF, AU-1, UN, SU 
SUBJECT: DARFUR: SITUATION CALMER IN EL FASHER 


REF: Khartoum 02808 


1. The situation in El Fasher appears calmer as of December 7 
despite sporadic gunfire between 1900 and 0030 hours on the night of 
December 6-7, according to UNDSS officials in El Fasher. 
Negotiations among the Sudanese Government, rebel groups, and 
Janjaweed appear to have resulted in a large-scale pull- back of 
Janjaweed and rebel forces from positions outside El Fasher. 


2. According to EU Military Observers, North Darfur Deputy Wali 
Iddris Abdullah Hassan met with police and other security forces on 
December 7 to discuss the recent violence in El Fasher. Riot police 
are widely deployed around El Fasher town center. Although more 
people are back on the street, only about 10 percent of shops are 
open in the markets, reflecting fears of repetition of recent 
hostilities. Another student demonstration against the lack of AMIS 
protection of civilians from the Janjaweed at AMIS HQ did not 
materialize, perhaps due to the intensified police presence, 
suggested SLM representatives. 


3. According to UNDSS in El Fasher, on the morning of December 7, 
up to four 8-ton trucks full of Janjaweed were observed driving past 
SLM compounds. No clashes occurred despite this provocation, and 
the trucks reportedly headed towards Kutum. A 40-vehicle convoy has 
been reported to be heading towards Al-Salaam IDP camp and the road 
to Mellit. Several kilometers from El Fasher a 60-vehicle convoy of 
Janjaweed drove back north towards Kutum. This may be the same 
convoy that had moved south, closer to El Fasher, on December 6, 
possibly as a show of force. 


HUME 
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SIPDIS 


SIPDIS 
SENSITIVE 


E.O. 12958: N/A 

TAGS: PREL, PHUM, PTER, US, SU 

SUBJECT: Sudan: Letter to Sec. Rice from FM Lam Akol on Guantanamo 
Detainee 


1. (SBU) On December 6, Embassy Khartoum received a letter dated 
December 4 from Foreign Minister Lam Akol regarding the status of 
Guantanamo detainee Sami Mohy El din Mohammed Al Hajj, an Al-Jazeera 
cameraman. 


2. (SBU) the text of the letter is as follows: 
(Begin text) 


| am writing to you in relation to the Sudanese citizen Mr. Sami 

Mohy El din Mohammed Al Hajj who was arrested in Afghanistan few 
years ago while he was covering the events there as a journalist, or 

more precisely, a cameraman for Aljazeera Television and was since 
then detained in Guantanamo Bay by the US Law Enforcement Agencies. 
Mr. El Hajj is listed in the detention under No. US9SU-000345DP. 


To the best of our knowledge and belief, Mr. Al Hajj is held in 
detention without charge in Guantanamo Bay for a very long period of 
time and without any clue as to the nature of the crime he is 

alleged to have committed or any indication as to a time frame for 

his trial. 


| wish hereby to convey the deep concern of the people of the Sudan 
and the family and friends of Mr. El Hajj about his health in 
Guantanamo. It is likely that, Mr. El Hajj might have been 

mistakenly arrested as a combatant in Afghanistan. The information 
gathered about his character reveal that he is a person of good 
record and that he was just doing his job as a cameraman when 
arrested. Of course, if there is any prima facie evidence to the 
contrary, the Government of the Sudan would welcome his transfer to 
his country of nationality for the due process of law to take 
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place. 


Therefore, we would kindly request the intervention of your esteemed 
Department with the relevant US Authorities in Guantanamo to assess 
the position of Mr. El Hajj and to facilitate his immediate release 

for him to travel to Sudan. | trust the Minister of Foreign Affairs 

of the sisterly State of Qatar could assist in this matter. 


| am convinced that the disturbing unconfirmed information about the 
deteriorating health and morale of Mr. El Hajj will prompt your 
Department to take an immediate action on humanitarian grounds, and 
we are hopeful that Mr. El Hajj will soon join his family and 

friends in Sudan. 


| avail myself of this opportunity to thank you in advance and to 
renew to your Excellency the assurances of my highest esteem. 


(End text) 
HUME 
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SIPDIS 

E.O. 12958: DECL: 12/08/2016 

TAGS: PREL, MARR, ASEC, CASC, FJ 

SUBJECT: FIJI UPDATE 12/8: FOR SHORT TERM, DE FACTO COUP; 
FUTURE LESS CLEAR; ELECTIONS A FEW YEARS AWAY; REQUEST FOR 
CONTINUED INTERNATIONAL PRESSURE 

REF: SUVA 549 (AND PREVIOUS) 

Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 


Column 3 

1. (C) Fiji Vice President Madraiwiwi and Prime Minister 

Qarase both have acknowledged that Bainimarama\'s coup has 
succeeded for the immediate future, though neither has 
resigned. With significant players, including many in the 
ethnic-Fijian community, very unhappy about that result, a 
\"crunch time\" may still come in Fiji time, a while from now. 
Observers await revelations about who Bainimarama\'s shadowy 
backers have been. Madraiwiwi has pleaded for international 
pressure to continue to demonstrate that the world \"will not 
tolerate or condone\" what has happened. It appears the RFMF 
doesn\'t plan elections anytime soon. End summary. 


VP: tacit acceptance of coup; but crunch time ahead 

2. (C) In a conversation today, Vice President Madraiwiwi 
told us he expects Bainimarama and the RFMF to continue a 
\"gradual consolidation\" of the coup. He sees a \"tacit 
acceptance" of the reality of military control, though a real 
question remains about how much support the coup has in the 
community. Madraiwiwi predicts Wa crunch time will come" 
about whether the RFMF can sustain itself in power. People 
are \"biding their time; these things take time\" in Fiji. He 
noted it took a year after the 1999 election for the uprising 
that removed then-PM Chaudhry; but \"it may take less time 
this time.\" 


Curiosity about those in the shadows 

3. (C) In the meantime, Madraiwiwi added, it will be 
interesting to see who comes out from the shadows, including 
to take prominent positions in Bainimaramal's interim 
administration. Madraiwiwi accepts blame for being naive 
about some whom he trusted to have sympathies for the 
nation\'s interests, rather than just for the military\'s. He 
indicated the list includes people close to President lloilo 

who have taken advantage of the man\'s \"frailty.\" 


Time to move on 

4. (C) Madraiwiwi said he holds no anger or resentment. In 
fact, he is relieved, though he is experiencing weariness and 
sadness. It is time to move forward, and he will begin work 
at the Howard\'s law firm on Monday. (Madraiwiwi\'s closest 
friend, Graham Leung, is managing partner there.) Asked 
whether he technically remains VP, Madraiwiwi said it would 
appear so; but he is leaving the legalities of his situation 

to others. He expressed appreciation for the strong stance 
Great Council of Chiefs Chair Bokini has taken in support of 
the Constitution, including by affirming that only the GCC 
can appoint or remove a President or Vice President. 
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Plea for continued international pressure 

5. (C) Madraiwiwi expressed appreciation for moves by the 
international community, including the United States, to 

press for rule of law and to impose coup sanctions. He urged 
the world to keep demonstrating that it \"will not tolerate or 
condone\" the RFMF\'s illegal removal of the government. 


Qarase turning to a new direction 

6. (U) In a media interview early this morning, PM Qarase 
sounded subdued. He said he is thinking of next steps for 
his future life, perhaps a venture into business. He said he 
stood his ground for \"principle and democracy,\" and is proud 
of that. He figures Bainimarama\'s coup will be challenged in 
court. He asked civil servants to continue working for the 
people, independently of politics. 


Elections down a long road... 

7. (U) The RFMF\'s PM told the media today that it may take 
\"12 months, or 2 or 3 years\" for Fiji to be ready for general 
elections. Opposition Leader Beddoes\'s proposal for a 
government of national unity (refs), which would invoke the 
\"doctrine of necessity\" and a Qarase resignation as PM in 
order to put in a caretaker government made up of MPs elected 
in last May\'s elections, suggests the prospect of elections 
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in March 2009. 


Ganilau out of the shadows? 

8. (U) Former RFMF Commander and former GCC head Ratu Epeli 
Ganilau, who has been rumored to be one of the main 
proponents of Bainimarama\'s coup, told the media today GCC 
Chair Bokini has asked him to mediate between the RFMF and 
the GCC. Ganilau said the takeover was illegal, but people 
must accept reality. The GCC must come to terms with the 
military and move on. Ganilau added that he would consider a 
position in the interim government. The RFMF spokesman said 
the military is not seeking a GCC meeting for now, wanting a 
\"normal situation\" before moving to re-appoint President 

lloilo. GCC Chair Bokini informed the media he has not 

spoken with Ganilau and certainly has not asked him to 
mediate. Bokini said it will be hard to get the chiefs to 

meet in the current circumstances. 
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Chaudhry, Manueli in the doorway? 

9. (U) Former PM and Fiji Labor Party leader Chaudhry 
announced today that the FLP stands ready to help the 

military return Fiji to democratic rule ASAP. He reiterated 

that he will not personally accept a role in a caretaker 
government, since it would arise from an illegality. 

Chaudhry appealed to the diplomatic community to engage with 
the RFMF. Former RFMF Commander and Home Affairs Minister in 
the Rabuka Government Paul Manueli has been seen frequently 
at the army camp and has served as an RFMF emissary to the 
Qarase Government at times. Asked by the media if he is part 
of Bainimarama\'s advisory council, Manueli denied it. 


The advisory council 

10. (C) The DATT reports that Bainimarama\'s advisory council 
is to consist of three senior RFMF officers: Bainimarama; 

Chief of Staff Capt. (Navy) Teleni; and Land Forces Commander 
Col. Driti; plus a number of civilian CEOs from key 

ministries. RFMF Major George Langman is to be secretary. 
Total membership is expected to be 10-12, and the first 

formal meeting is to be next Monday. Per ref A, Bainimarama 
announced yesterday that all CEOs are to produce reports for 

a meeting with the RFMF on Monday. 


Chiefs, Army, troop loyalties 

11. (U) Yesterday, the high chief of Namosi Province called 

for all RFMF troops from Namosi to lay down their weapons and 
return home. Today the chief\'s nephew, an RFMF Lieutenant 
designated as leader of Namosi troops at the camp, told the 
media that he and his mates unanimously decided to ignore the 
chief and back Bainimarama\'s goals, preferring army life to 
planting root crops in the village. 


Churches remain unhappy 

12. (U) The Fiji Council of Churches and the Assembly of 
Christian Churches in Fiji have an ad in today\'s Fiji Times 
stating they do not recognize or support the interim 

government which is unconstitutional. They say the coup \"is 

a manifestation of darkness and evil.\" Comment: Sermons this 
Sunday might be interesting. 


Spinning the news 

13. (C) Former RFMF Colonel Baledrokadroka, who awaits 
court-martial on allegations that he attempted to stir a 

mutiny against Bainimarama last January, was seen at the RFMF 
camp yesterday. The RFMF suggested he had returned to signal 
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support for the takeover. Our DATT reports Baledrokadroka 
has a different account. RFMF troops came to his house in an 
intimidation attempt earlier this week. Frustrated, the 

Colonel went to the camp to complain to Col. Driti. 
Baledrokadroka reports the RFMF offered him the Police 
Commissioner job, but he responded that he \"wants no part\" of 
what is going on. He is seeking asylum with his family in 

New Zealand. 


Comment 

14. (C) With PM Qarase and VP Madraiwiwi both signaling they 
are moving on, it appears Bainimarama can now presume he has 
won the short-term battle. Neither the PM nor VP has 
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actually resigned, but the coup seems to have succeeded, for 
now. However, as Madraiwiwi suggested, memories are long in 
Fiji and many ethnic-Fijians are unhappy with the recent 

events. RFMF troops continue to barge into offices without 
notice or warrant; intimidation has not ended; bruising of 

the rule of law continues. With visa sanctions in play, we 
expect those who linger in the shadows behind Bainimarama, at 
least the savvy ones, will attempt to play coy about the 

interim government. As Suva moves into the weekend, the 
streets remain calm. 

DINGER 
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DEPARTMENT FOR DOE/NNSA/NA25/NNTRAV MCRAE 
E.O. 12958: N/A 


TAGS: ENRG, KNNP, PARM, OTRA, PE 
SUBJECT: COUNTRY CLEARANCE FOR DOE/NNSA/NA25/NNTRAV MCRAE 
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REF: STATE 195870 


1. (U) The Embassy grants country clearance for the visit to 

Peru of James Bennett McRae from December 10-14, 2006. The 
purpose of this trip is to attend and participate in an 

International Atomic Energy Agency (IAEA) sponsored Regional 
Workshop on Liability for Nuclear Damage, at the Ministry of 
Foreign Affairs office. No embassy assistance has been 
requested. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Deputy Economic Counselor 

Hal Howard, office telephone number (51)(1)618-2414, cellular 
telephone (51)(1)9-628-6866, e-mail: howardhh@state.gov. 
Embassy after-hours direct line for Marine Security Guard is 
(51)(1)618-2936. The Embassy address is Av. La Encalada, 
Cuadra 17, in the Monterrico Sur Section of Lima. Control 
officer should be notified as soon as possible upon arrival 

in country if you are not met at the airport. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. Palm Pilots, MP-3 players, etc. within 

the Chancery facility. Such devices are never authorized in 
CAA spaces and are not authorized connectivity within OpenNet 
unclassified or classified networks, or stand-alone 
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classified PCs. Personnel who wish to bring PDAs authorized 
under the Department of State,s Secure Wireless Extended 
Enterprise Technology (SWEET) program into the Chancery must 
notify Post ISSO and RSO in advance of travel. Find 

information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 

for detailed guidance regarding Post Information Systems 
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security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 

may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
security training requirement. 

Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 

Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 

State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
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Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 


serious problem in metropolitan Lima and popular tourist 

areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 

grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 

remain alert to their surroundings at all times, particularly 
when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 
Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 


5. (U) ICASS TDY Policy and Action Request: 


Each visitor, regardless of length of stay, must 

bring/forward fiscal data to pay for direct costs of the 

visit. Each agency, organization, or visiting delegation 

will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 
attributable to the visit. Also, for TDYers over thirty (30) 
days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
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written communication, generated by the traveler,s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 ofthe TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 
shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 
and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 
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--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is at a 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
cannot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 
clearance exam performed by a private doctor. The WAE or TDY 
employee can obtain the forms that the doctor needs to 
complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 


Column 3 
Medical Officer. Please contact tne Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 

travel. 
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FOR WHA/CEN TELLO 
FOR WHA/CCA 


E.O. 12958: DECL: 11/29/2016 

TAGS: ETRD, ETTC, PREL, PM, CU 

SUBJECT: PANAMA/CUBA RELATIONSHIP: TITLE III LIBERTAD ACT 
RESPONSE 

REF: STATE 191752 

Classified By: Charge d\'Affaire Luis Arreaga for Reasons 1.4(b)(d) 


1. (U) Post answers to reftel questions are based on 
information obtained by the GoP\'s Comptroller General\'s 
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offices, the GoP Ministry of Foreign Relations, the 
administrative offices of the Colon Free Zone, various 
industry and third country publications and conversations 
with various Panamanian business executives. 


2. (C) Question 1: What are the nature of investments (and 
names, if known) that host country businesses have in Cuba? 


3. (U) According to an investment study prepared by Spain\'s 
Society for Industrial Promotion and Reconversion (SPRI), of 
the 43 foreign companies operating in Cuba, six are 
Panamanian. 


4. (U) The SPRI study states that Panamanian companies 
participate in 18 cooperative production projects in Cuba, 
second only the Spain, which has 29 such projects. 


5. (U) Copa Airlines maintains offices in Havana and has 
approximately 20 weekly non-stops flights from Panama City to 
Havana. According to various business executives, Copa 
Airlines is the only major Panamanian company operating in 
Cuba. 


6. (U) According to the GoP\'s Ministry of Commerce and 

Industry (MICI), Panamanian exports to Cuba have declined 

from a high of $4.3 million in 1998 to $469,590 in 2005. 

According to MICI, Panamanian exports to Cuba have rebounded, 
totaling $429,038 for just the first six months 2006. 

Principal exports to Cuba are cosmetics, beauty supplies, 

juices, vegetable extracts and aluminum. 


7. (U) According to MICI, Cuban exports to Panama have ranged 
from a high of $1,151,673 in 2000 to a low of $142,877 in 

2002. However, during 2005 Cuban exports to Panama jumped to 
$15.7 million; of which $15.3 million was cement products 

(fueled by PanamaWs construction boom). According to MICI, 
Cuban exports have continued at this increased level during 

the first six months of 2006, totaling $8.0 million. 


8. (SBU) The bulk of Panamanian/Cuban commerce occurs through 
the Colon Free Zone (CFZ). According to the CFZ, of the 
approximately 2,400 companies operating in the CFZ, 

approximately 95 do business with Cuba. Cuban companies and 
Panamanian shell companies owned by Cubans or the GOC use the 
Colon Free Zone as a transit point to import U.S. and other 

goods to Cuba to circumvent the U.S. trade embargo. As of 

2004, Cuban companies owed various companies in the CFZ 
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approximately $200 million for goods previously delivered. 
According to the Colon Free Zone, during 2004, approximately, 
$195 million of goods were re-exported to Cuba. 


9. (U) The GoP does not compile statistics on the amount of 
foreign direct investment made by Panamanian companies in 
other countries. 


10. (C) Question 2: Are there bilateral trade agreements 
between the host country and Cuba? 


11. (U) On January 27, 1999, the GoP, under the Ernesto Perez 
Balladares administration, and GOC signed an Agreement for 
the Reciprocal Promotion and Protection of Investments which, 
among other things, guarantees that each country shall grant 
the other investment protections and rights no less than 

those received by any other third country. 


12. (U) On August 31, 2000, the GoP, under the Mireya Moscoso 
administration, and GOC signed an Agreement Relating to 


Airlines Services between their Respective Territories and 
Onward Destinations. 


13. (C) Question 3: Are there any exchange programs between 
host country and Cuba, including but not limited to: 
scholarships for host country national to study in Cuba; 
Cuban-paid medical travel for host country nationals; and 
Cuban doctors working in host country? 


14. (U) On February 16, 1999, the GoP, under the Balladares 
administration, and GOC signed an Agreement for Cultural and 
Educational Cooperation. 


15. (U) On March 17, 2006, the GoP, under the Torrijos 
administration, and GOC signed a Memorandum of Understanding 
eliminating the need for visas to travel between Panama and 
Cuba for persons holding diplomatic, official, consular or 

special passports. The Memorandum of Understanding states 
that the purpose of eliminating the visa requirement is to 

facilitate travel and exchanges between officials of both 

countries in order to contribute to an expansion in bilateral 
cooperation. 
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16. (U) Operacion Milagro Panama is actively supported by the 
GoP. According to GoP figures, as of March 31, 2006, 655 
Panamanians have bee treated by Cuban doctors in Panama and 
750 more are scheduled for treatment. The GOC sponsors both 
free travel to Cuba and free eye care. Operacion Milagro 
receives the personal support of First Lady Vivian Fernandez 

de Torrijos, who personally travels to the airport to visit 
Panamanian departing for Cuba. The First Lady, along with 

the GoP Vice Minister of Health, Dora Jara, supervises and 
coordinates all Operacion Milagro activities. The GOC has two 
eye doctors working in Panama on a rotating basis. These 
doctors perform pre-screening of Operacion Milagro patients 

at GoP health facilities. Both GoP and GOC officials 

frequently discuss expanding the reach of Operacion Milagro 

in Panama. The GoP goes out of its way to praise Operacion 
Milagro, whether in presidential speeches, by sponsoring 
full-page newspapers ads extolling the virtues of Operacion 
Milagro and on the websites of its various government 

agencies. The GoP lists Operacion Milagro as one of 

greatest accomplishments. 


17. (U) Panama and Cuba have student exchange programs. 
There are currently approximately 400 Panamanian medical 
students at the Latin American School of Medicine in Cuba. 


18. (C) Question 4: Has the host country, in Post\'s opinion, 
worked to promote the advancement of democracy and human 
rights in Cuba? This can include: public statements or other 
governmental actions, such as resolutions in the national 
assemblies condemning human rights abuses in Cuba; statements 
in support of democracy following the July 31, 2006 handover 

of power from Fidel to Raul Castro; actions in support of 

civil society in Cuba through host country\'s diplomatic 

missions or other fora. 


19. (C) The GoP has not made any public statements in support 
of democracy or human rights in Cuba during 2006. The GoP 
appears to have done little to support the advancement of 
democracy or human rights in Cuba. The GoP is strengthening 
its relationship with Cuba through increased 
government-to-government contact and through exchange 
programs such as Operacion Milagro. The GoP does not support 
any proactive steps to further democracy upon President 
Castro\'s death or as a result of the transfer of power to 

Raul Castro. The GoP, however, advocates lifting the USG 
trade embargo on Cuba. 
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20 (C) Question 5: Have there been any high-level diplomatic 
visits between Cuba and host country in the past six months? 


21. (U) The GoP and GOC re-established diplomatic relations 
on August 20, 2005 after diplomatic ties were severed in 
August 2004. 


22. (U) On March 16-18, 2006, GoP ForMin Navarro lead a 
diplomatic and trade mission to Cuba. He was accompanied by 
Health Minister Camilo Alleyne and Colon Free Zone Users 
Association President Severo Souza. 


23. (U) In July 2006, Civil Aviation Authority Director 
Eustacio Fabrega visited Cuba to discuss bilateral aviation 
matters. 


24. (U) On September 14-16, 2006, President Martin Torrijos 
and ForMin Samuel Lewis Navarro attended the 14th Non-Aligned 
Nations Summit in Havana. 


25. (U) Panamanian companies attended the 24th Annual 
International Trade Fair in Havana, Cuba held October 
30-November 4, 2006. 


26. (U) On November 3-10, 2006, members of the Cuban Civil 
Aviation Authority attended the Latin American Civil Aviation 
Conference in Panama. 


27. (U) During the week of November 13, 2006, the President 
of Panama\'s legislature Elias Castillo visited Cuba during 
which he and the President of the Cuban National Assembly 
Ricardo Alarcon signed an accord to reinforce 

inter-legislative relations. 


28. (U) During the week of November 20, 2006, Alarcon visited 
Panama to meet with President Torrijos, ForMin Navarro and 
members of the Panama-Cuba Parliamentary Group. Alarcon also 
attended the Latin America and Caribbean Congress for the 
Independence of Puerto Rico held in Panama. 

Arreaga 
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DEPT FOR WHA/CCA 


E.O. 12958: N/A 

TAGS: CU, ETRD, ETTC, PREL, MX 

SUBJECT: MEXICO: REVIEW FOR SUSPENSION OF TITLE III OF 
LIBERTAD ACT 


REF: STATE 191752 


1. (U) Post supports continued waiver of Title III provisions 

of the Libertad Act for Mexico. The Mexican International 
Development Bank has begun the process of recovering debt 
from Cuba. Mexico\'s exports to Cuba have decreased slightly 
in 2006 while imports increased over 250 percent. Relations 
under the previous administration were turbulent and 

President Calderon will likely try to improve affairs, 

however, Mexico continues to promote respect for human rights 
in Cuba and in the region. End Summary. 


2. (SBU) The Havana branch of the Mexican International 
Development Bank, BANCOMEXT, has been closed since 2005. The 
Bank of Cuba and other entities on the island still have 
approximately 325 million USD in outstanding Mexican debt. 

In April, BANCOMEXT won a settlement of 35 million USD from 

the Bank of Cuba in an Italian Court. BANCOMEXT is looking 

into using European courts to recover more of the debt. 


3. (U) In July 2002 Mexico and Cuba entered into a 
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Complementary Economic Agreement (ACE-51). ACE\'s are similar 
to Free Trade Agreements, but only include some sectors. In 

2001, Mexico and Cuba signed an Investment Promotion and 
Protection Agreement (APRI). No new agreements have been 
signed in recent years. 


4. (U) Mexico has seen a 25 percent decrease in its trade 
balance with Cuba for the first 3 quarters of 2006. From 
January to September 2006, Mexican exports to Cuba were USD 
150 million while imports from Cuba were USD 38 million. 
Though the trade balance is still quite healthy at USD 112 
million to date, this represents a 9 percent decrease in 

exports and a 253 percent increase in imports over the same 
period in 2005. Comment: Cuba\'s increased exports may be a 
one-time event. Half of Cuban investment is located in the 
provinces of Quintana Roo, Campeche and Yucatan, mostly in 
the hotel and fishing industries. The large increase in 

imports from Cuba is likely related to investments to fix 
damages caused by Hurricanes Wilma. End Comment. 


4. (SBU) According to Ricardo Dominguez, the Secretariat of 
Foreign Relations (SRE) Director for Cuban, Haitian and 
Dominican affairs, there are no official exchange programs 
between Mexico and Cuba. Medical travel to Cuba is usually 
paid for by individual travelers. From time to time, groups 

of Cuban teachers work on literacy programs in marginalized 
areas of Mexico. 


5. (SBU) GOM officials continue to insist that Mexico prefers 
to use multilateral fora to discuss human rights issues with 
Cuba (or other countries), rather than engage the GOC 
one-on-one. The Mexican Embassy in Cuba eschews engaging 
with Cuban dissidents or human rights activists, which it 
believes could be construed as interfering in Cuba\'s internal 
affairs. Although the two governments coordinate migration 
policies, to date they have not reached a formal migration 
accord. During the past six months, President Fox on at 

least one occasion publicly called for the Government of Cuba 
to adhere more strictly to international human rights 
standards and to permit a more open and democratic political 
system to develop. Mexican relations with Cuba were 
turbulent during the Fox administration. Recently 

inaugurated President Felipe Calderon has said that he will 
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seek a more constructive and less confrontational 
relationship with Cuba than prevailed under the Fox 
administration. Nevertheless, we do not expect the new 
administration to overlook the issue of human rights on the 
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island. Shortly before assuming office, Calderon\'s Secretary 
of Foreign Relations, Patricia Espinosa Cantellano, 
acknowledged that Cuba suffered from \"a difficult human 
rights situation, that there are problems that should be 
addressed, which explains why this subject is brought before 
international fora.\" 


6. (SBU) Since the August 10, 2005, appointment of Jose 

Ignacio Pina Rojas as Mexico\'s Ambassador to Cuba, Mexico has 
had an Ambassador resident in Havana. There have been no 
ministerial level visits to Cuba in the past six months. 

Mexico was represented at the recent Non-Aligned Movement 
summit held in Havana by diplomats resident in Havana, and 

did not send a delegation from Mexico City. 


7. (SBU) Post strongly supports continued waiver of Title III 
provisions of the Libertad Act. Implementing such provisions 

will make it harder for Mexico to support human rights 

advances in Cuba as well as weaken international condemnation 
of Cuban human rights violations, by adding another 

polarizing factor to the debate. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
BASSETT 
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PLEASE PASS ALSO TO USOAS AND USAID/LAC 


E.O. 12958: N/A 
TAGS: PGOV, KDEM, PREL, PHUM, ETRD, EC 
SUBJECT: ELECTION OVER, CORREA TAKES STAGE 


1. (SBU) Summary: The Supreme Electoral Tribunal officially 
declared Rafael Correa Ecuador\'s president-elect on December 
4, but rival candidate Alvaro Noboa has refused to concede 
defeat, requesting an investigation of Correa campaign 
finances. Since being elected on November 26, Correa has 
reaffirmed Ecuador\'s right to ATPDEA extension; announced 
plans to abolish Ecuador\'s Trade Ministry; and said his 
government would investigate alleged human rights abuses 
committed during the presidency of Leon Febres Cordero. 
Correa will attend the South American Summit in Bolivia 
December 8-9, then travel to Brazil and Argentina for 
presidential meetings. End Summary. 


Results Official, PRIAN Protests 


2. (U) With all November 26 votes counted, the Supreme 
Electoral Tribunal (TSE) on December 4 officially declared 
Rafael Correa to be Ecuador\'s president-elect. The 
presidential inauguration will take place on January 15. 

Correa won 56.6% of valid votes (a majority in 19 provinces) 
while second round rival Alvaro Noboa (PRIAN) finished with 
only 43.33% (a majority in only three provinces--Manabi, 
Guayas, and Esmeraldas). Null and blank votes totaled 10.8%. 


3. (U) Still refusing to concede defeat, Alvaro Noboa\'s 
PRIAN party on December 4 charged that 13 of Correa\'s 
campaign financers had failed to declare taxes over the past 
three years, and requested an investigation by electoral 
authorities. TSE president Xavier Cazar confirmed receipt of 
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the complaint and said an investigation was underway. 


Correa Heads South 


4. (U) President-elect Rafael Correa left Ecuador on 

December 7 to travel to meetings in Brazil, Bolivia, and 
Argentina. In Brasilia, Correa will reportedly discuss 

petroleum and other commercial issues with Brazilian 

President Lula da Silva. He will then travel to Cochabamba, 
Bolivia to attend the South American Summit December 8-9, and 
then travel to Buenos Aires to meet with Argentine President 
Nestor Kirchner. A previously scheduled trip to Bogota was 
canceled for unspecified reasons. 


Correa: Ecuador Deserves ATPDEA Extension 


5. (U) Responding to unconfirmed and premature reports of a 
House of Representatives bill extending ATPDEA trade 
preferences only for FTA-signees Peru and Colombia, Correa 
commented publicly that ATPDEA should be extended for as long 
as there is a drug fight. Ecuador would not accept \"insults 

or threats\" from any nation, he added. Going further, Correa 
told reporters that should Ecuador be excluded from ATPDEA 
renewal, he would seek resources, even from the 

anti-narcotics budget, to compensate Ecuadorian producers 
hurt by ATPDEA expiration. In responding to another 

question, Correa said that there was no reason for Ecuador to 
name an arbiter in the Oxy arbitration case because the 
process had no basis for moving forward without the agreement 
of both parties -- showing that he either does not understand 
the provisions of the bilateral investment treaty or chooses 

to ignore them. 


Correa: Ministry of Commerce No More 


6. (U) Correa announced during his campaign and reaffirmed on 
December 5 his plans to close the Ministry of Commerce and 
move its trade negotiating responsibilities to the Foreign 
Ministry. The Ministry\'s industrialization and fishery 

functions would be moved to the Ministry of Agriculture. 

Correa claimed the shift would \"transform Ecuador into an 
exporting nation.\" 


Correa: LFC Violated Human Rights 


7. (U) Correa announced on November 30 that his government 
would not \"pardon or forget\" past human rights abuses carried 
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out under previous administrations. Singling out 

ex-president and PSC strongman Leon Febres Cordero, whose 
administration has been dogged by allegations of abuses 
during his government\'s crackdown on domestic terrorist 
groups in the mid-80\'s, Correa said human rights abuses must 
be investigated and perpetrators held responsible for their 
actions. 


FARC Leader Congratulates Correa 


8. (U) The Revolutionary Armed Forces of Colombia (FARC) 
leader Raul Reyes issued a statement on December 6 
congratulating president-elect Rafael Correa on his electoral 
victory, calling it \"a historic reaffirmation of sovereignty 

and rejection of U.S. intervention in Latin America.\" The 
FARC also thanked Correa for not labeling the organization as 
terrorists. The FARC issued similar statements to Daniel 
Ortega and Lula da Silva. Additional congratulatory messages 
continue to arrive from other countries, most recently from 

the Government of China and Peruvian president Alan Garcia 
for his victory. The Chinese ambassador used the occasion to 
note that China now has more than $1.5 billion invested in 
Ecuador. 


Comment 


9. (SBU) Correa\'s first travel as president-elect signals 

his government\'s interest in reinforcing its ties to what 

they perceive as like-minded South American neighbors. His 
proposal to eliminate the Ministry of Commerce, if confirmed, 
is presumably aimed at tightening control over trade policy 
and reducing the influence of the chambers of commerce and 
other private sector groups - the main constituencies of the 
current Ministry of Commerce. Correa\'s knee-jerk reaction to 
a still developing story on ATPDEA renewal does not bode well 
for his ability to respond in a measured way to issues in our 
bilateral relationship. 

BROWN 
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RUEHLP/AMEMBASSY LA PAZ DEC QUITO 0877 
RUEHSG/AMEMBASSY SANTIAGO 0994 
RUEAIIA/CIA WASHDC 

RUEABND/DEA HQS WASHDC 


SIPDIS 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, SNAR, PE 
SUBJECT: ELECTORAL BOARD EXPOSES NARCO-CANDIDATES 


Sensitive But Unclassified, Please Handle Accordingly. 


1. (U) Summary: The National Electoral Board (JNE) on 
November 14 identified more than 200 candidates in local 
elections who had lied on their resumes, including some who 
had hidden ties to narcotrafficking. Most of the publicized 
narco-candidates did not win. Despite evidence of 
narco-influence, the JNE President said the number of 
narco-candidates was not/not rising, but rather increased 
official scrutiny of candidate lists had led to more 
discoveries. Former Interior Minister Rospigliosi disagreed, 
and claimed the presence of narcos in public office was 
becoming more widespread. Whatever the case, political 
parties must step up to the challenge of policing candidate 
lists and culling candidates with questionable pasts. End 
Summary. 


2. (U) The National Electoral Board on November 14 (five days 
before regional and municipal elections) found that 214 
candidates had lied on their resumes (which the JNE requires 
of all candidates), including 156 who had failed to mention 
past criminal charges. Many candidates hid links to 
narcotrafficking. The JNE passed this information to the 
Prosecutors Office for further investigation. Some high 

profile media reports about the discovery followed. 


3. (U) In some cases, the deceptions and links to 
narcotrafficking were serious. For example, Humberto Chavez 
Penaherrera, an APRA mayoral candidate in a San Martin 
(Huallaga Valley) district, had a criminal record and is the 
brother of a convicted narcotrafficker. (Note: Chavez 
Penaherrera and another APRA candidate linked to 
narcotrafficking were subjects of front page stories leading 

to accusations that APRA Secretary General Mauricio Mulder 
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had not properly vetted APRA candidate lists. End Note.) 
Pucallpa Mayor Luis Valdez Villacorta, an independent, was 
re-elected despite being linked to local narcotraffickers and 
the murder of a local journalist. Luis Sante Zubia Cortez, 

of Si Cumple in Moquegua, was removed from the party list 
before the elections and detained by authorities after the 
JNE announced he was wanted for embezzlement. 


4. (SBU) JNE President Enrique Mendoza told Poloffs that the 
influence of narcotraffickers was not necessarily worse than 
past years, but that increased and more systematic scrutiny 
of candidate lists had led to discoveries that may not have 
been made in previous years. He noted that during the recent 
regional/municipal elections, the JNE, for the first time, 

had reviewed resumes and looked for inconsistencies. Mendoza 
said Peru needed a massive voter education campaign to 
increse citizen awareness about the election process and to 
prevent narco-penetration of the political system in the 

future. 


5. (SBU) Former Interior Minister and counternarcotics expert 
Fernando Rospigliosi told Poloffs that \"many more 
(narcotrafficker sympathizers) were elected than you think.\" 
He highlighted a number of pro-coca radical candidates in 
Huanuco, San Martin, and the VRAE who are not explicitly 
narcotraffickers but allegedly received their financial 

support. Unlike Mendoza, Rospigliosi said the 
narcotraffickers\' influence in the elections had increased, 
primarily because candidates needed cash and narcotraffickers 
had large amounts of that on hand. He further observed that 
the election of pro-coca candidates was proof of 
narcotrafficking influence. 


6. (SBU) Comment: JNE oversight revealed the shady 
backgrounds of many candidates in November\'s municipal 
elections, but the information emerged only days before the 
voting. Peruvian political parties (even one as well 
organized as APRA) are vulnerable to candidates with easy 
access to large amounts of cash. The JNE deserves credit for 
exposing an ongoing problem, but the parties will need to 
develop stricter internal controls to eliminate influence of 
illicit money and questionable candidates. It is unclear 
whether parties, whose credibility is low and whose oversight 
capabilities are minimal, will be up to the task. End 
Comment. 

POWERS 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/07/2016 

TAGS: KJUS, PGOV, PINR, PREL, PTER, CO 

SUBJECT: EX-PARAS SAY PEACE PROCESS OVER, BUT DIVISIONS 
APPEAR IN RANKS; GOC REMAINS FIRM ON JUSTICE PHASE 


Classified By: Political Counselor John S. Creamer. 
Reasons: 1.4 (b) and (d) 


1. (C) On December 6, a spokesman for 59 ex-paramilitary 
leaders said the peace process with the GOC was over, in 
response to the GOC\'s alleged failure to comply with its 

peace process commitments. Still, the GOC insisted the 
process was on track. Sergio Caramagna, Director of the 
Mission to Support the Peace Process in Colombia (MAPP/OAS), 
told us on December 7 the ex-paras were divided into two 
groups, with a more moderate group committed to work with the 
GOC. The ex-paras have not threatened violence, and national 
police officials told us they doubt the ex-paras have the 

capacity to engage in large-scale disturbances. End summary. 


2. (C) Spokesman Ivan Roberto Duque (AKA \"Ernesto Baez\") 
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announced on December 6 that 59 ex-paramilitary leaders had 
called off the peace process in response to the GOC\'s alleged 
failure to comply with commitments made during GOC-AUC 
negotiations. The immediate trigger for the para 

announcement was President Uribe\'s order to transfer the 59 
from \"La Ceja\" detention center to the Itagui 

maximum-security prison in Antioquia Department on December 
1. Uribe said his decision reflected concerns that the paras 
were planning to escape from the facility, as well as reports 

that they had ordered murders from La Ceja. The 
paramilitaries\' announcement followed Peace Commissioner Luis 
Carlos Restrepo\'s December 6 visit to Itagui to confirm the 
GOC\'s continued commitment to the peace process. Instead, 
Restrepo was greeted by a tense atmosphere and was only able 
to speak for five minutes as the paramilitaries left the room 

one by one. 


3. (C) After the meeting, Baez said the only two 
interlocutors the AUC would recognize were an opposition 
party, the Polo Democratico, and Congress\'s Chamber of 
Representatives Peace Commission. Polo Democratico Senator 
Gustavo Petro said he did not consider such a role to be 
appropriate for the Polo, and urged the paras to tell the 
truth to judicial authorities. Still, if the GOC thought it 
necessary for the Polo to \"play that role,\" the Party would 
do so. Meanwhile, the Chamber of Representatives Peace 
Commission will visit the paramilitary leaders in Itagui on 
December 11. 


4. (C) MAPP/OAS Director Sergio Caramagna, who attended 
Restrepo\'s meeting with the paras, told us on December 7 that 
the peace process was in critical condition, but he hoped it 

could still be saved. Caramagna said the paras were divided 
into two groups, with a hard-line group led by Baez calling 

for an end to talks and a more moderate group trying to 

preserve the process. The second group had approached 
Caramagna to find a common ground to overcome the crisis. He 
said the Church and Antioquia\'s Peace Facilitator Commission 
could play important roles in the effort to end the impasse. 


5. (C) Restrepo and Minister of Interior and Justice Carlos 
Holguin publicly reiterated the GOC\'s commitment to the para 
process on December 7, but President Uribe warned the former 
AUC leaders that whomever takes up arms again would be 
extradited. The President\'s statement responded to rumors 
that the former leaders and supporters would resort to 
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violence. Uribe said the first phase of the peace process 
was over; now it was time apply the Justice and Peace Law 


(JPL). He called for the suspension of presidential Decree 
2898, which provided a six-month timetable (until February 
17th, 2007) for the ex-paras to ratify their intention to 
participate under the JPL. By suspending the ratification 
requirement, Uribe hoped to remove a legal obstacle to the 
taking of para confessions (version libres) by the Fiscalia 
under the JPL. 


7. (C) Media reports stated the paras have been using the 
threat of telling the truth about all of their sponsors and 
collaborators, but have refrained, at least publicly, from 
calling for violence. The GOC has repeatedly encouraged the 
former AUC leaders to tell the truth, and in the meeting in 
Itagui, Caramagna told us Restrepo called on them to do so. 
National Police Intelligence analysts said the former leaders 
no longer have organized military structures big enough to 
become a significant threat, but could encourage minor 
disturbances, such as roadblocks and other smaller 
demonstrations. 

DRUCKER 
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E.O. 12958: DECL: 12/07/2011 

TAGS: MARR, PREL, PGOV, JA 

SUBJECT: AGREEMENT REACHED ON GSOMIA TEXT 


Classified By: Ambassador J. Thomas Schieffer, reasons 1.4 (b, d). 


1. (C) SUMMARY: U.S. and Japanese negotiators reached 
substantial agreement November 29 on the text of a General 
Security of Military Information Agreement (GSOMIA), which 
will set uniform rules across the Japanese government for 
handling U.S.-origin classified military information. The 
GSOMIA should enable smoother and swifter exchange of such 
information with Japan, especially at the military level. 

MOFA contacts expect the text to be endorsed by the Cabinet 
no later than March; no Diet approval is required. END 
SUMMARY. 


2. (C) A U.S. negotiating team, led by OSD/ISP Director 

Ronald Zwart and Deputy Director David Sobyra, reached 
agreement with Japanese counterparts November 29 on the text 
of a General Security of Military Information Agreement 
(GSOMIA), designed to set uniform rules for the handling of 
each countries classified military information. 


3. (C) The agreement commits both sides to \"substantially 
equivalent" treatment, handling, transmittal and storage of 
each others\' classified military information. Exact 

procedures to implement the agreement are largely left up to 
each party to define, with periodic reciprocal security 
assessment visits to confirm that substantially equivalent 
procedures are in place. The GSOMIA should enable smoother 
and swifter exchange of such information with Japan, 

especially at the military level. See para 8 for bilaterally 

agreed GSOMIA text. 


4. (C) MOFA will likely submit the text for Cabinet Office 
legal review in January, with final approval by the Cabinet 

no later than March (no Diet approval required), according to 
MOFA U.S.-Japan Security Treaty Division contacts. Before 
that happens, say the contacts, the various Japanese 
government agencies that handle the classified military 
information covered by the agreement will review their 
internal procedures to ensure they are in compliance with the 
terms of the GSOMIA text. 


5. (C) MOFA contacts say they will seek reference to at least 
\"substantial agreement" on the GSOMIA in a possible \"2 21" 
statement in mid-January. 


6. (U) Embassy understands that action now lies with State\'s 
Office of the Legal Advisor (L) to review and clear on the 
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text. The agreement requires English and Japanese language 
versions to be equally valid; Embassy will forward MOFA\'s 
Japanese version to L as soon as received. 


7. (C) Progress on the text indicates Japan has overcome 
inter-agency differences that caused resistance to a GSOMIA 
for 25 years, and made it the only major U.S. ally without 
such an agreement. The agreement on the text reached 
November 29 is the culmination of negotiations begun in 2003. 
Inter-agency buy-in was evident in the broad representation 
in the Japanese delegation at the talks. Japanese 
representatives included the Japan Defense Agency, Cabinet 
Intelligence and Research Office, Public Security Information 
Agency, Cabinet Satellite Office, National Police Agency, and 
Japan Coast Guard. 


8. (U) Begin bilaterally agreed GSOMIA text: 


AGREEMENT BETWEEN THE GOVERNMENT OF JAPAN AND THE GOVERNMENT 
OF THE UNITED STATES OF AMERICA CONCERNING SECURITY MEASURES 
FOR THE PROTECTION OF CLASSIFIED MILITARY INFORMATION 


PREAMBLE 


The Government of Japan and the Government of the United 
States of America (hereinafter referred to as \"the Parties\" 
and separately as \"a Party\"), 


Affirming that the Japan-United States security arrangements, 
based on the Treaty of Mutual Cooperation and Security 
between Japan and the United States of America signed at 
Washington on January 19, 1960, is the cornerstone for 
achieving common security objectives, 


Recognizing that the Mutual Defense Assistance Agreement 
between Japan and the United State of America signed at Tokyo 
on March 8, 1954, and the arrangements made thereunder have 
provided for the reciprocal exchange of defense-related 
information, 


Recalling that, at the meeting of the Security Consultative 
Committee on October 29, 2005, the Ministers expressed their 
commitment to take additional necessary measures to protect 
shared classified information so that broader information 
sharing is promoted among pertinent authorities, 


Desiring to further mutual cooperation to ensure that 
protection of classified military information; 


Have agreed as follows: 
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ARTICLE 1 


DEFINITIONS 
For the purpose of this Agreement, 


(a) \"Classified Military Information\" (hereinafter referred 

to as \"CMI\") means any defense-related information that is 
generated by or for the use of or held by the Department of 
Defense of the United States of America or the Japan Defense 
Agency, or defense-related information generated by or for 

the use of or held by other relevant authorities of the 
Government of the United States of America or the Government 
of Japan, and that requires protection in the interests of 
national security of the originating Party. The information 

shall bear a security classification and, where necessary, an 
appropriate indication to identify such information as CMI. 
Such information may be in oral, visual, electronic, magnetic 
or documentary form, or in the form of equipment of 
technology; 


(b) \"national laws and regulations\" means, 

(i) in relation to Japan, the laws listed in the Annex 

attached hereto and other relevant laws and regulations, and 
(ii) in relation to the United States of America, the laws 

which will be notified by the Government of the United States 
of America to the Government of Japan through the diplomatic 
channel and other relevant laws and regulations; 


(c) \"personnel security clearance\" means an eligibility for 
handling securely CMI granted to individuals in accordance 
with each Party\'s appropriate procedures. 


ARTICLE 2 
PROTECTION OF CMI 


CMI provided directly or indirectly by one Party to the other 
Party shall be protected under the terms set forth herein, 
provided that they are consistent with the national laws and 
regulations of the recipient Party. 


ARTICLE 3 
CHANGES IN NATIONAL LAWS AND REGULATIONS 


Each Party shall notify the other of any changes to its 
national laws and regulations that would affect the 
protection of CMI under this Agreement. In such case, the 
Parties shall consult, as provided for in Article 19(b), to 
consider possible amendments to this Agreement. In the 
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interim, CMI shall continue to be protected in accordance 
with the provisions of this Agreement, unless otherwise 
approved in writing by the releasing Party. 


ARTICLE 4 
SECURITY CLASSIFICATION AND MARKING OF CMI 


For the Government of the United States of America, CMI shall 
be marked Top Secret, Secret, or Confidential. For the 
Government of Japan, CMI that is designated as \"Defense 
Secret\" according to the Self-Defense Forces Law shall be 


SIPDIS 

marked \"Bouei Himitsu\", and the other CMI that is not 
designated as \"Defense Secret\" shall be marked \"Kimitsu\", 
\"Gokuhi\", or \"Hi\" depending on the sensitivity of the 
information concerned. 

\"Bouei Himitsu\" that bears the additional marking \"Kimitsu\" 
shall be afforded a degree of protection equivalent to the 
U.S. \"Top Secret." \"Bouei Himitsu\" shall be afforded a 
degree of protection equivalent to U.S. \"Secret.\" 


Equivalent classifications shall be as follows: 


United States Japan 

Top Secret Kimitsu / Bouei Himitsu (Kimitsu) 
Secret Gokuhi / Bouei Himitsu 

SIPDIS 

Confidential Hi 

SIPDIS 


//Japanese characters to be added to table in final text// 


Each recipient Party shall stamp or mark the name of the 
releasing Party on all CMI. The CMI shall also be market 
with the equivalent security classification of the recipient 
Party. 


ARTICLE 5 
SUPPLEMENTAL IMPLEMENTING ARRANGEMENTS 
Supplemental implementing arrangements under this Agreement 


may be entered into by competent authorities of the Parties. 
For the Government of the United States of America, the 
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competent authority shall be the Department of Defense. For 
the Government of Japan, the competent authority shall be 
identified by the Government of Japan and notified by it to 

be Government of the United States of America through the 
diplomatic channel. 


ARTICLE 6 
PRINCIPLES FOR PROTECTING CMI 
The Parties shall ensure that: 


(a) The recipient Party shall not release the CMI to any 
government, person, firm, institution, organization, or other 
entity of a third country without the prior written approval 

of the releasing Party; 


(b) The recipient Party, in accordance with its national laws 
and regulations, shall take appropriate measures to provide 
to the CMI a degree of protection substantially equivalent to 
that afforded by the releasing Party; 


(c) The recipient Party shall not use the CMI for any other 
purpose than that for which it was provided, without the 
prior written approval of the releasing Party; 


(d) The recipient Party shall observe intellectual property 
rights such as patents, copyrights, or trade secrets which 
are involved in CMI; 


(e) Each governmental facility that handles CMI shall 
maintain a registry of individuals with personnel security 
clearances and who are authorized to have access to such 
information; and 


(f) Procedures for identification, location, inventory and 
control of CMI shall be established by each Party to manage 
the dissemination of and access to CMI. 


ARTICLE 7 
PERSONNEL ACCESS TO CMI 


(a) No government official shall be entitled to access to CMI 
solely by virtue of rank, appointment, or a personnel 
security clearance. 


(b) Access to CMI shall be granted only to those government 
officials whose official duties require such access and who 
have been granted a personnel security clearance in 
accordance with the national laws and regulations of the 


Column 3 
recipient Party. 


(c) The Parties shall ensure that the determination on the 
granting to a government official of a personnel security 
clearance is consistent with the interests of national 
security and based upon all available information indicating 
whether the government official is trustworthy and reliable 
in the handling of CMI. 


(d) Appropriate procedures shall be implemented by the 
Parties to ensure that the criteria referred to in the 
preceding paragraph have been met, in accordance with the 
national laws and regulations of each Party, with respect to 
any government official to be granted access to CMI. 


(e) Before a representative of one Party releases CMI to a 
representative of the other Party, the recipient Party shall 
provide to the releasing Party an assurance that: the 
representative possesses the necessary level of personnel 
security clearance; the representative requires access for 
official purposes; and that the recipient Party, in 
accordance with its national laws and regulations, shall take 
appropriate measures to provide to the CMI a degree of 
protection substantially equivalent to that afforded by the 
releasing Party. 


ARTICLE 8 
VISIT PROCEDURES 


Authorizations for visits by representatives of one Party to 
facilities of the other Party where access to CMI is required 
shall be limited to those necessary for official purposes. 
Authorization to visit a facility which is located in the 

territory of the country of one Party shall be granted only 

by the Party. The visited Party shall be responsible for 
advising the facility of the proposed visit, the topic, the 
scope, and highest level of CMI that may be furnished to the 
visitor. Requests for visits by representatives of the 

Parties shall be submitted through the appropriate offices of 
the Embassy of the United States of America in Tokyo or 
United States Forces Japan Headquarters in the case of United 
States visitors, and through the Embassy of Japan in 
Washington, D.C. in the case of Japanese visitors. 


ARTICLE 9 
TRANSMISSION 


CMI shall be transmitted between the Parties through 
Government-to-Government channels. Upon such transfer, the 
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Recipient Party shall assume responsibility for custody, 
control and security of the CMI. 


ARTICLE 10 
SECURITY OF FACILITIES 


Each party shall be responsible for the security of all 
governmental facilities where CMI of the other Party is kept 
and shall assure that, for each such facility, qualified 
government officials are appointed who shall have the 
responsibility and authority for the control and protection 

of CMI subject to this Agreement. 


ARTICLE 11 
STORAGE 


The Parties shall store CMI in a manner that assures access 
only by those individuals who have been authorized access 
pursuant to Articles 7 and 16. 


ARTICLE 12 
SECURITY REQUIREMENTS DURING TRANSMISSION 


The minimum requirements for the security of CMI during 
transmission shall be as follows: 


(a) Classified Documents and Media 


(i) Documents and media containing CMI shall be transmitted 
in double, sealed envelopes with the innnermost envelope 
bearing only the classification of the documents or media and 
the organizational address of the intended of the intended 
recipient and the outer envelope bearing the organizational 
address of the recipient, the organizational address of the 
sender, and the registry number, if applicable. 


(ii) No indication of the classification of the enclosed 
documents or media shall be made on the outer envelope. The 
sealed envelope shall then be transmitted according to the 
prescribed regulations and procedures of the releasing Party. 


(iii) Receipts shall be prepared for packages containing 
classified documents or media that are transmitted between 
the Parties and a receipt for the enclosed documents or media 
shall be signed by the final recipient and returned to the 
sender. 


(b) Classified Equipment 
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(i) Classified equipment shall be transported in sealed, 
covered vehicles or be securely packaged or protected in 
order to present identification of its details, and kept 

under continuous control to prevent access by unauthorized 
persons. 


(ii) Classified equipment which must be stored temporarily 
awaiting shipment shall be placed in a storage area that 
provides protection commensurate with the level of 
classification of the equipment. Only authorized personnel 
shall have access to the storage area. 


(iii) Receipts shall be obtained on every occasion when 
classified equipment changes hands en route. 


(iv) Receipts shall be signed by the final recipient and 
returned to the sender. 


(c) Electronic Transmissions 


CMI transmitted by electronic means shall be protected during 
transmission using encryption appropriate for that level of 
classified information. Information systems processing, 
storing, or conveying CMI shall receive security 

accreditation by the appropriate authority of the Party 
employing the system. 


ARTICLE 13 
DESTRUCTION 


(a) The Parties shall destroy classified documents and media 
by burning, shredding, pulping, or other means preventing 
reconstruction in whole or in part of the CMI. 


(b) The Parties shall destroy classified equipment beyond 
recognition or modify it so as to preclude reconstruction in 
whole or in part of the CMI. 


ARTICLE 14 
REPRODUCTION 


When the Parties reproduce classified documents or media, 
they shall also reproduce all original security markings 
thereon or mark on each copy. The Parties shall place such 
reproduced classified documents or media under the same 
controls as the original classified documents or media. The 
Parties shall limit the number of copies to that required for 
official purposes. 
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ARTICLE 15 
TRANSLATIONS 


The Parties shall ensure that all translations of CMI are 
done by individuals with personnel security clearances 
pursuant to Articles 7 and 16. The Parties shall keep the 
number of copies to a minimum and control the distribution. 
Such translations shall bear appropriate security 
classification markings and a suitable notation in the 
language into which it is translated indicating that the 
document or media contains CMI of the releasing Party. 


ARTICLE 16 
RELEASE OF CMI TO CONTRACTORS 


Prior to the release to a contractor (including a 
subcontractor, whenever the term is used herein) of any CMI 
received from the other Party, the recipient Party shall take 
appropriate measures, in accordance with its national laws 
and regulations, to ensure, that: 


(a) no individual is entitled to access to CMI solely by 
virtue of rank, appointment, or a personnel security 
clearance; 


(b) the contractor and the contractor\'s facilities have the 
capability to protect CMI; 


(c) all individuals whose official duties require access to 
CMI have personnel security clearances; 


(d) a personnel security clearance is determined in the same 
manner as provided for in Article 7; 


(e) appropriate procedures are implemented to provide 
assurance that the criteria referred to in Article 7 (c) have 
been met with respect to any individual granted access to CMI; 


(f) all individuals having access to CMI are informed of 
their responsibilities to protect the information; 


(g) initial and periodic security inspections are carried out 

by the recipient Party at each contractor facility where the 
releasing Party\'s CMI is stored or accessed to ensure that it 
is protected as required in this Agreement; 


(h) access to CMI is limited to those persons whose official 
duties require such access; 
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(i) a registry of individuals with personnel security 
clearances and who are authorized to have access to such 
information is maintained at each facility; 


(j) qualified individuals are appointed who shall have the 
responsibility and authority for the control and protection 
of CMI; 


(k) CMI is stored in the same manner as provided for in 
Article 11; 


(I) CMI is transmitted in the same manner as provided for in 
Articles 9 and 12; 


(m) classified documents and classified equipment are 
destroyed in the same manner as provided for in Article 13; 


(n) classified documents are reproduced and placed under 
control in the same manner as provided for in Article 14; and 


(o) translation of CMI is done and copies are treated in the 
same manner as provided for in Article 15. 


ARTICLE 17 
LOSS OR COMPROMISE 


The releasing Party shall be informed immediately of all 
losses or compromises as well as possible losses or 
compromises of its CMI and the recipient Party shall initiate 
an investigation to determine the circumstances. The results 
of the investigation and information regarding measures taken 
to prevent recurrence shall be forwarded to the releasing 
Party by the recipient Party. 


ARTICLE 18 
VISITS BY SECURITY REPRESENTATIVES 


Implementation of the foregoing security requirements can be 
advanced through reciprocal visits by security 
representatives of the Parties. Accordingly, security 
representatives of each Party, after prior consultation, 

shall be permitted to visit the other Party to discuss 

security procedures and observe their implementation in the 
interest of achieving reasonable comparability of their 
respective security systems on mutually agreed venues and in 
a mutually satisfactory manner. Each Party shall assist the 
security representatives in determining whether CMI provided 
by the other Party is being adequately protected. 
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ARTICLE 19 


ENTRY INTO FORCE, AMENDMENT, DURATION AND TERMINATION 


(a) This Agreement shall enter into force on the date of 
signature. 


(b) Amendments to the present Agreement shall be entered into 
by mutual consent of the Parties and shall enter into force 
as of the date of the signature thereof. 


(c) This Agreement shall remain in force for a period of one 
year and shall be automatically extended annually thereafter 
unless either Party notifies the other in writing through the 
diplomatic channel ninety days in advance of its intention to 
terminate the Agreement. 


(d) Notwithstanding the termination of this Agreement, all 
CMI provided pursuant to this Agreement shall continue to be 
protected in accordance with the provisions of this Agreement. 


DONE at on , „in duplicate, in Japanese 
and English languages, both texts being equally authentic. 


For the Government of Japan: 
//signature// 


For the Government of the United States of America: 
//signature// 


//page break// 
ANNEX 


The Japanese national laws and regulations referred to in 
paragraph (b) of Article 1: 


(1) Secret Protection Law to Implement the Mutual Defense 
Assistance Agreement and Other Related Agreements between 
Japan and the United States of America (Law No. 166, 1954) 


(2) Self-Defense Forces Law (Law No. 165, 1954) 


(3) Law on Special Measures concerning Criminal Cases to 
Implement the Agreement under Article VI of the Treaty of 
Mutual Cooperation and Security between Japan and the United 
States of America, regarding Facilities and Areas and the 
Status of United States Armed Forces in Japan (Law No. 138, 
1952) 


(4) National Public Service Law (Law No. 120, 1947) 
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End text. 
SCHIEFFER 
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PP RUEHWEB 

DE RUEHPE #4622 3412305 

ZNR UUUUU ZZH 

P 072305Z DEC 06 

FM AMEMBASSY LIMA 

TO RUEHC/SECSTATE WASHDC PRIORITY 3270 
INFO RUEHBO/AMEMBASSY BOGOTA 4168 
RUEHBR/AMEMBASSY BRASILIA 7123 
RUEHCV/AMEMBASSY CARACAS 9993 
RUEHLP/AMEMBASSY LA PAZ DEC QUITO 0878 
RUEHSG/AMEMBASSY SANTIAGO 0995 
RUMIAAA/CDR USCINCSO MIAMI FL 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PE 
SUBJECT: REQUEST FOR GUIDANCE/LANGUAGE ON SOFA 


1. After two months, Post has obtained an appointment with 
Ambassador Bellina, diplomatic advisor to the Ministry of 
Defense, and Carlos Yrigoyen, Deputy for Military Political 
Affairs at the MFA, for Monday, December 11. Our goal was to 
re-engage the Peruvians on a possible status of forces 
agreement (SOFA). Post requests the latest instructions on 
how best to approach the Peruvians on this issue. 

POWERS 


88638 

PP RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTM 
DE RUEHME #6823/01 3412324 

ZNR UUUUU ZZH 

P 072324Z DEC 06 

FM AMEMBASSY MEXICO 

TO RUEHC/SECSTATE WASHDC PRIORITY 4510 

INFO RUEHXC/ALL US CONSULATES IN MEXICO COLLECTIVE 

RHEHNSC/NSC WASHDC 

RHMFIUU/CDR USSOUTHCOM MIAMI FL 

RHMFIUU/CDR USNORTHCOM 

RUEHC/DEPT OF LABOR WASHDC 

RUCPDOC/DEPT OF COMMERCE WASHDC 

RHEBAAA/DEPT OF ENERGY WASHINGTON DC 

RUEATRS/DEPT OF TREASURY WASHDC","UNCLAS SECTION 01 OF 03 MEXICO 006823 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR A/S SHANNON 

STATE FOR WHA/MEX, WHA/EPSC, EB/IFD/OMA 

STATE FOR EB/ESC MCMANUS AND IZZO 

USDOC FOR 4320/ITA/MAC/WH/ONAFTA/ARUDMAN 

USDOC FOR ITS/TD/ENERGY DIVISION 

TREASURY FOR IA (ALICE FAIBISHENKO) 

DOE FOR INTERNATIONAL AFFAIRS KDEUTSCH AND SLADISLAW 
STATE PASS TO USTR (EISSENSTAT/MELLE) 

STATE PASS TO FEDERAL RESERVE (CARLOS ARTETA) 

NSC FOR DAN FISK, CYNTHIA PENDLETON 


E.O. 12958: N/A 
TAGS: ECON, ELAB, EFIN, PINR, PGOV, MX 
SUBJECT: MEXICO\'S CALDERON SUBMITS BUDGET TO CONGRESS 


REF: MEXICO 6157 


1. (SBU) The new Mexican government of President Felipe 
Calderon, which took office on December 1, submitted its 2007 
budget proposal to the Chamber of Deputies on December 5. 
The $205-billion budget is based on assumptions of 3.6% real 
GDP growth, inflation of 3.0%, a Mexican oil mix price of 
$42.50 a barrel, and an average nominal exchange rate of 
11.20 pesos to the dollar. The proposal reflects Calderon\'s 
emphasis on job creation, poverty reduction, and public 
security. When compared to the approved 2006 budget, the 
proposal increases social spending by 6.9%, anti-crime 
spending by 12.4%, and transfers to state-owned energy 
company PEMEX by 32.5%. Although the fiscal deficit 
increases from 0.8% of GDP in the 2006 budget to 1.6% in 
Calderon\'s proposal, the budget is fiscally responsible. The 
budget does not include fiscal reform measures, but Finance 
Secretary Agustin Carstens has said a fiscal reform package 


SIPDIS 

is likely in 2007. The proposed budget replaces the 
controversial 20-percent \"beverage tax\" on fructose-sweetened 
soft drinks with a 5-percent tax on drinks sweetened with 

either sugar or fructose syrup -- a move that Carstens says 
brings Mexico into compliance with a WTO ruling. Although 

the current political environment will complicate the 
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process, Calderon should be able to secure congressional 
approval of the budget without major difficulties before the 
December 31 deadline. End Summary. 


2. (SBU) Finance Secretary Carstens on December 5 presented 
the newly installed Calderon government\'s 2007 budget 
proposal to the Chamber of Deputies. Calderon has called the 
bill \"realistic\" and said it is based on expectations of an 
economic slowdown due to lower growth in the U.S. and a drop 
in Mexico\'s oil production. The budget proposal assumes real 
GDP growth of 3.6%, consumer price inflation of 3.0%, an 
average nominal exchange rate of 11.2 pesos per dollar, a 

real interest rate (28-day Cetes) of 3.9%, a current account 
deficit of 2.3% of GDP, and an oil price estimate of $42.5 

per barrel for 2007. The proposal balances the budget using 
the narrow definition of the budget balance (which excludes 
contingent liabilities), but the broader measure of the 

budget balance, the Public Sector Borrowing Requirement 
(PSBR), is a deficit of 1.6% of GDP. This figure is up from 

the 0.8% of GDP deficit targeted in the 2006 budget. 

Proposed net expenditures total $205.0 billion, up 9.4% from 
the 2006 budget in real terms, while programmable 
expenditures total $149.7 billion, up 12.1% from 2006. 

(Note: total net expenditures actually fall by 2.9% in real 

terms when compared to actual 2006 spending. End Note.) The 
budget is based on the underlying assumptions of U.S. real 
GDP growth of 2.5% and a real expansion of U.S. industrial 
production of 3.0%. 


3. (SBU) Calderon said publicly that the budget seeks to 
concentrate spending on programs oriented toward his 
administration\'s three priorities: public security, the 

fight against poverty, and job creation. Calderon -- who is 
under pressure to focus more heavily on poverty alleviation 
to earn the support of the millions of Mexicans who voted for 
his leftist opponent -- increased spending on social programs 
by 6.9% in real terms. Calderon boosted spending on public 
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security by 12.4% in real terms compared with the 2006 
budget. Among the administration\'s anti-crime initiatives 
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are plans to establish a unified police force, create a 
technology-based criminal information system, and increase 
funds for counter-narcotics work. The government, which 
expects oil prices and its oil production to fall in 2007, 
increased transfers to PEMEX by 32.5%. The budget proposal 
also boosted spending on education by 4.2% and spending on 
health by 9.3% in real terms. The largest spending cuts went 
to financial services (-20.9%), communications and 
transportation (-20.5%), sustainable development (-18.7%), 
and agrarian issues (-13.3%). 


4. (SBU) The budget does not include significant fiscal 

reform measures, but during the presentation of the proposal, 
Calderon said that the budget would be accompanied by efforts 
to boost Mexico\'s chronically low tax collection, in part by 
simplifying the system. During a television interview on 
December 6, Carstens said that the government likely would 
submit a fiscal reform package in 2007. Carstens said that 

the government needs to increase revenues because of the 
pressure pensions put on government finances and because 
PEMEX needs significant investment over the next few years to 
maintain its export platform. He said that without fiscal 

reform, the fiscal deficit would increase to 3% of GDP by 

2012. Calderon earlier this week slashed salaries of senior 
officials in the executive branch by 10 percent -- including 

his own -- and cut expenses, such as office and telephone 
costs. Calderon said the measures were intended to free up 
funds for social programs -- though some commentators noted 
that the move was also at least partially intended to show up 
his leftist opponents. (Note: Mexican government officials 

are some of the highest paid in Latin America. End Note.) 


5. (SBU) The budget proposal included a measure that would 
replace the controversial 20-percent \"beverage tax\" on sales 
and imports of soft drinks that use sweeteners other than 
cane sugar with a 5-percent tax on sales and imports of all 
soft drinks regardless of which type of sweetener they use. 
Carstens said publicly that the change brings Mexico in line 
with a WTO ruling that demands the fructose soda tax be 
eliminated. According to the local press, Mexican cane sugar 
producers reacted favorably to the proposal because it 
complies with the WTO ruling while not leaving them 
completely totally unprotected. 
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6. (SBU) Financial markets performed well after the 
announcement of the budget, with the stock market continuing 
to post records and the peso recovering to 10.87 pesos per 
dollar. HSBC\'s Juan Pedro Trevino and JP Morgan\'s Alfredo 
Thorne (strictly protect) agreed that the budget proposal is 
fiscally responsible and that Calderon and Carstens would be 
able to secure the budget\'s approval in Congress without 
major conflicts. Both economists said that the budget was in 
line with their expectations, but expressed confusion about 
why the current account deficit assumption jumped from 0.3% 
of GDP in 2006 to 2.3% in 2007. Trevino told Econoff that 
expectations of slower U.S. growth and lower oil revenues 
explained part of the jump, but he was at a loss to explain 
why the current account deficit worsened so much. He also 
told Econoff that the increase in the PSBR deficit was a 
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signal that Mexico needs fiscal reform to increase the tax 
base. 


7. (SBU) Local press reporting shows that complaints have 
already arisen regarding the amount of funds allocated to 
infrastructure, education, and agriculture. Businessmen with 
interests in infrastructure development have complained about 
large spending cuts to the Secretariat of Communications and 
Transportation, arguing that the cuts will give advantage to 
foreign companies. (Comment: it is possible that Calderon is 
looking to private-sector investment to help fill the gap. 

End Comment.) The President of the lower house\'s Education 
Committee said publicly that he would push for more resources 
for the Secretariat of Public Education, saying that the 

budget allocations in Calderon\'s proposal are insufficient, 
particularly for higher education. Local agricultural groups 

are protesting for additional resources. 


8. (SBU) Calderon\'s budget proposal did not include any major 
surprises, as it was in line with what the incoming 

government team has been saying for the past few weeks. It 
focuses on Calderon\'s three key priorities of job creation, 
poverty alleviation, and public security. While it 
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represents a slight fiscal easing, it is fiscally 

responsible. It appears that Calderon\'s strategy was to 
submit a relatively non-controversial budget in order to help 
build consensus in a difficult political environment during 

his first year in office. Many analysts expect that he will 

start pushing reforms forward in 2007. In this regard, one 

of Finance Secretary Carstens\' key challenges will be making 
lawmakers understand the risks to the Mexican economy of 
failing to implement reforms. 


9. (SBU) Calderon should be able to secure congressional 
approval of the budget without major difficulties before the 
December 31 deadline. This is due in part to the budget\'s 
emphasis on social spending, as well as the formula defined 
in the new fiscal responsibility law for calculating the oil 

price estimate. That said, the \"political factor\" will 
undoubtedly complicate negotiations on the budget in 
Congress, especially after Calderon\'s chaotic inauguration 
ceremony last week. (Note: Self-declared \"legitimate 
president\" of Mexico Andres Manuel Lopez Obrador has proposed 
his own budget. The document proposes federal spending of 
$193 billion and, like Calderon\'s budget, it cuts office 
expenses and allocates more funding for infrastructure and 
housing programs. End Note.) 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
BASSETT 
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PP RUEHWEB 
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ZNR UUUUU ZZH 
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FM USMISSION USUN NEW YORK 

TO SECSTATE WASHDC PRIORITY 0900 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: AORC, UNGA/C-5, KUNR 

SUBJECT: UN CAPITAL MASTER PLAN: GUIDANCE REQUESTED ON 
MEMBER ASSESSMENTS 


REF: A. USUN 2116 
B. USUN 2222 
C. SECSTATE 190201 
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1. ACTION REQUEST: The Secretary-General has recommended a 
financing methodology for the Capital Master Plan that would 
have Member States assessed over five years, in equal 
installments (ref A). The European Union (ref B) has 
proposed that, instead of five even assessments, assessments 
for the Capital Master Plan be roughly proportional to the 
expenditure required in those years. They have suggested a 
five year assessment, with the first year assessment equal to 
10 percent, the second and third years at 25 percent, and the 
fourth and fifth years at 20 percent. USUN seeks guidance as 
to whether this proposal can be supported by the U.S. in any 
way, as support for this proposal may assist U.S. objectives 

in other areas. 

BOLTON 
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PP RUEHWEB 

DE RUEHSJ #2734 3412349 

ZNR UUUUU ZZH 

P 072349Z DEC 06 

FM AMEMBASSY SAN JOSE 

TO RUEHC/SECSTATE WASHDC PRIORITY 6802 

INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 


SIPDIS 

\"NOTE BY CIB: DO NOT/NOT PROCESS. GIVE TO EAO FOR GUIDANCE\" 
SIPDIS 

DEPARTMENT FOR WHACCA AND WHA/CEN 


E.O. 12958: N/A 

TAGS: ETRD, ETC, PREL, CS 

SUBJECT: COSTA RICA: SUSPENSION OF TTLE III OF THE 
LIBERTAD ACT 


REF: A. STATE 19152 
B. SAN JOSE 2223 (EXDIS) 
C. SAN JSE 1955 


1. Since returning to the presidency i May 2006, Costa 
Rican President Oscar Arias has een one of the region\'s 
leading critics of the Cstro government and a strong 
advocate for democrtic change and human rights reforms in 
Cuba. Costa Rica shows absolutely no signs that it would 
consider re-establishing diplomatic relations with the Castro 
government, which were severed in 1961. Opposition to 
oppressive regimes in general, and to those \"in the 
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neighborhood\" in particular, are fully consistent with Costa 
Rica\'s well-developed democratic principles. The USG should 
encourage and bolster Costa Rica\'s continued support for 
democracy in Cuba. Therefore, suspending Title Ill of the 
Libertad Act in regard to Costa Rica remains in the USG 
national interest. 


2. During the latter half of 2006, Costa Rica continued its 
long-standing opposition to the Castro regime, sharpened by 
Arias\'s return to power. At Colombian President Uribe\'s 
inaugural in early August, Arias (unsuccessfully) tried to 
engage Cuban Council of Ministers VP Lage on the future of 
Cuba. In an August 29 Op-ed in the Miami Herald, Arias 
criticized Cuba as \"the only exception in the great Latin 
American transformation toward liberty,\" described the 
government as \"plain and simple, a dictatorship,\" and 
stressed that \"the Cuban people deserve to choose their own 
destiny.\" Following a meeting in San Jose with USOAS 
Ambassador Maisto on September 29, (Ref B), Arias told the 
media that he would use international fora to continue to 

call for democracy in the entire hemisphere. 


3. At the same time, Costa Rica, in solidarity with other 

Latin American nations, has not been afraid to criticize USG 
policy on Cuba. Arias\'s op-ed called for an end to the U.S. 
embargo as a \"strategic step\" towards an orderly transition 

of power. The GOCR also continued to support calls in the UN 
General Assembly an end to the economic embargo. These 
tactics in no way reflect Costa Rican support for the Castro 
regime, but are rather a disagreement over tactics, i.e., how 
best to create the conditions for a democratic transition 

(Ref C). 


4. The following responses are keyed to Ref A questions: 


A) Post is unaware of any Costa Rican investments in Cuba. 
B) Post is unaware of any bilateral trade agreements between 
Costa Rica and Cuba. 

C) Scholarships to study medicine in Cuba have been offered 
to Costa Rican students in the past, but Post is unaware of 
any students who have accepted these scholarships, given the 
ready availability of public university programs in Costa 

Rica. Post is unaware of any Costa Ricans who have traveled 
to Cuba for medical treatment, again given the availability 

of publicly subsidized health care in Costa Rica. At any 

given time, there are between six and ten Cuban doctors 
working in Costa Rican hospitals, most of them providing 
radiological treatment at Hospital Mexico in San Jose. One 
defected in early 2006 and was promptly granted residency in 
Costa Rica. 

D) Costa Rica has worked to promote democracy and human 
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rights in Cuba. These efforts include President Arias\'s 
public statements (see above). 

E) Costa Rican Foreign Minister Bruno Stagno attended the 
14th Non-Aligned Movement\'s Summit meeting in Havana in 
September. There were no/no high-level Cuban diplomatic 
visits to Costa Rica. 


FRISBIE 
FRISBIE 
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RR RUEHWEB 
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ZNR UUUUU ZZH 
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FM AMEMBASSY WELLINGTON 

TO SECSTATE WASHDC 3578","UNCLAS WELLINGTON 000969 


SIPDIS 
SIPDIS 


STATE FOR EAP/ANP - DAN RICCI; EB/ESC/TFS - LEANNE CANNON; S/CT - 
PATTY HILL; IO/PSC - JOHN SANDAGE 


E.O. 12958: N/A 
TAGS: EFIN, ETTC, KTFN, KVPR, PREL, PTER, NZ 
SUBJECT: NEW ZEALAND - TERRORIST LISTS 


REF: State 193615 


New Zealand Police publishes a list of designated terrorist and 
terrorist organizations on their website at: 


http://www.police.govt.nz/service/counterterr orism/ 
designated-terrorists.html 


The list on the website is currently 95 pages long and was last 
updated in August. 


McCormick 
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SIPDIS 
SIPDIS 
DEPT FOR WHA/CEN JASON MACK, WHA/PPC AND DRL 


E.O. 12958: N/A 

TAGS: PHUM, PREL, MASS, XM, CS 

SUBJECT: SOUTHERN COMMAND\'S HUMAN RIGHTS INITIATIVE; 
TRAINING POLICE IN COSTA RICA 


1. SUMMARY: The U.S. Southern Command, as part of its Human 
Rights Initiative (HRI), sponsored a human rights conference 

in Costa Rica for 77 personnel, mainly from the public 

security force, November 28-December 1. Building on the work 
of an initial conference in August, this event sought to 

create a consensus document on implementing the HRI in Costa 
Rica. Participants developed objectives for human rights 
training for security officials and guidelines to measure the 
program\'s effectiveness, but differed over the need for, and 
possible function of, a human rights ombudsman within the 
police force. The conference may help security force 

personnel better prepare for provocative and potentially 

violent demonstrations around the first legislature vote on 
CAFTA, expected in February. This initiative is another 

example of USG \"military\" funding in support of a clearly 
civilian program. We continue to point to initiatives like 

this to debunk the myth that USG military assistance is 
\"militarizing\" Costa Rica. END SUMMARY. 


2. Southcom and the Costa Rican-based NGO Center for the 
Study, Training, and Analysis of Human Rights (CECADH) hosted 
the conference under the auspices of the HRI, a regional 
program designed to strengthen respect for human rights by 
the military and security forces of 34 nations in the Western 
Hemisphere. Held at a resort in the Guanacaste province of 
northwestern Costa Rica, the conference included 77 Costa 
Ricans, mostly from the Costa Rican national police force 
(Fuerza Publica). The conference sought to create a 
country-specific consensus document to guide implementation 
of the HRI\'s goals and parameters which were established at 
an August 2006 conference of security and human rights 
leaders in Costa Rica. Poloff and the Embassy,s Southcom 
TCA (Traditional Commander\'s Activities) coordinator attended. 


3. Costa Rica is unique among HRI participants in that it 
does not have a military, so the goals and methods laid out 
in the consensus document were adapted for use by the police 
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force, in conjunction with the human rights component 
alreadybuilt into the curruculum of the national police 
academy . Discussion at times was lively, fueled by 
moderators from CECADH and the academy raising (the few) 
current cases of alleged human rights abuses by Costa Rican 
security officials. Poloff observed groups of officers in 
spirited efforts to reach consensus on objectives assigned to 
their group. The final product was a draft document, 
eventually to be available to the public (perhaps via a new 
link on the Ministry of Public Security\'s web page), 

explaining how security forces should be trained to respect 
human rights and how the effectiveness of that training would 
be measured. 


4. Some of the most passionate discussions, however, 
centered on whether the police force should have an internal 
human rights ombudsman, and if so, where that office should 
be located and what its authorities should be. (NOTE: Costa 
Rica already has an independent human rights ombudsman, 
monitoring these issues nationwide.) While the issue was not 
resolved and many of the ideas discussed were not practical, 
the extremely frank conversation served as a healthy venting 
of numerous institutional concerns. U.S. participants in the 
discussion suggested that Costa Rica,s relatively strong 
human rights record and the GOCR,s limited resources were 
reasons not to create a new and potentially cumbersome entity 
within the office of the Minister of Public Security, where 

the ombudsman\'s objectivity on police violations of human 
rights might be questioned. 


5. This was an important Southcom-sponsored effort to focus 
Costa Rican security authorities on how to more effectively 
implement their human rights doctrine. The timing and topic 
of the conference were fortuitous. The police need to be 
prepared for the next round of anti-CAFTA demonstrations 
which may coincide with the first ratification vote (probably 

in February). Protestors may deliberately provoke security 
forces into over-reacting, in hopes of swaying public opinion 
(and a few key legislators) against CAFTA ratification. The 
conference also achieved a milestone in that Costa Rican 
police officers established their own criteria for measuring 
progress toward their own policy goals. Members of the 
Embassy,s Law Enforcement Committee will monitor GOCR follow 
up. In addition, we will continue to point to initiatives 

such as HRI and this conference to debunk the lingering local 
myth that USG military assistance is \"militarizing\" Costa 
Rica. 
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PP RUEHFK RUEHKSO RUEHNAG RUEHNH 

DE RUEHKO #6897/01 3420056 

ZNR UUUUU ZZH 

P 080056Z DEC 06 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 8945 
INFO RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHAAA/THE WHITE HOUSE WASHINGTON DC PRIORITY 
RUEAWJA/USDOJ WASHDC PRIORITY 
RULSDMK/USDOT WASHDC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/JOINT STAFF WASHDC//J5// 
RHHMUNA/HQ USPACOM HONOLULU HI 
RHHMHBA/COMPACFLT PEARL HARBOR HI 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// 
RHMFIUU/COMUSJAPAN YOKOTA AB JA//J5/JO21// 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA 
RUAYJAA/COMPATWING ONE KAMI SEYA JA 
RUEHNH/AMCONSUL NAHA 1583 
RUEHFK/AMCONSUL FUKUOKA 9099 
RUEHOK/AMCONSUL OSAKA KOBE 2530 
RUEHNAG/AMCONSUL NAGOYA 8661 
RUEHKSO/AMCONSUL SAPPORO 0133 
RUEHBJ/AMEMBASSY BEIJING 5115 
RUEHUL/AMEMBASSY SEOUL 1214 
RUCNDT/USMISSION USUN NEW YORK 2693", "UNCLAS SECTION 01 OF 11 TOKYO 006897 


SIPDIS 
SIPDIS 


DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 12/08/06 


Index: 
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1) Top headlines 

2) Editorials 

3) Prime Minister\'s daily schedule 


Iraq report fallout: 

4) JDA chief Kyuma denies there was \"official\" support from Japan at 
start of Iraq war; Prime Minister Koizumi was making a \"private\" 
comment to press 

5) Kyuma in Diet reply downplays Japan\'s support for Iraq war 
6) Kyuma\'s statement seems to challenge legitimacy of Japan\'s 
decision to support Iraq war 

7) Government carefully watching US policy response to panel\'s 
report on Iraq war for may have an impact on ASDF withdrawal 
timetable from Iraq 

8) Government mulling leaving ASDF in place in Iraq duties until 
2009, timed to US withdrawal timetable 


US base issues: 

9) Okinawa governor-elect Nakaima takes flexible stance on 
government\'s Futenma relocation plan, conditioned on removing danger 
of present base 

10) US F-16 jet drops dummy bomb on runway of shared Misawa 
military-civilian base 

11) US Navy places all-Japan curfew on drinking alcoholic beverages 
late at night 

12) Yokosuka sailor\'s wife arrested for child abuse 


13) Japan-ROK separate meeting scheduled for sidelines of ASEAN 
confab has been put off, a sign that bilateral ties remain cool 


14) Foreign Minister Aso in Singapore meeting with Chinese 
counterpart lauds improvement in bilateral ties 


15) Japan likely to support USV pact with India backing civilian 
nuclear development 


16) LDP\'s Taku Yamasaki corrects earlier statement by saying former 
Prime Minister Koizumi did not directly express desire to make 3rd 
visit to Pyongyang 

Diet agenda: 

17) Diet extension now seen as inevitable 

18) Cabinet to approve controversial decision made on road 
construction funding 


19) Lawless: \"It would be crazy for Japan not to intercept\" missile 
headed for US (Corrected copy; missing text) 


Articles: 


1) TOP HEADLINES 


Column 3 


Asahi: 
DoCoMo to recall Sanyo-Mitsubishi made cell-phone battery packs 


Mainichi: 

Special-purpose road construction revenues: Government, ruling 
parties agree to amend law in 2008; Gasoline tax not included in 
agreement 
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Yomiuri: 

Mitsubishi- Tokyo-UFJ Bank to enter final coordination for resuming 
political donations worth 30 million yen for first time in nine 

years 


Nihon Keizai: 

AHA to sell off all hotels nationwide; Bidding formula to be adopted 
to sell land, buildings; Total amount likely to reach 100 billion 

yen 


Sankei: 

Welfare Ministry ok\'s lump sum childbirth payment of 700,000 yen at 
expanded discretion of health insurance unions; Subsidies may be 
paid for fertility treatment 


Tokyo Shimbun 

Final plan includes reallocating special-purpose road construction 
revenues, including gasoline tax, for general use; Stipulates 
amendment of related laws in 2008 


Akahata: 
Amendment to Basic Education Law for worse: Law should be scrapped 


2) EDITORIALS 


Asahi: 

(1) Special-purpose road construction revenues: Road system will 
expand, and the state will wither 

(2) Iraq report: US president should respond immediately 


Mainichi: 

(1) Proposals on Iraq policy: US diplomatic power will be put to 

test 

(2) Measures to deal with crime victims: It could happen to anybody 


Yomiuri: 
(1) US Iraq report: Can it serve as prescription for US to emerge 
from chaos? 


Column 3 
(2) Phone rate to be raised by 7 yen; NTT\'s management efforts to be 
put to test 


Nihon Keizai: 

(1) Multiple policy changes needed for US to pull out of Iraq 

(2) Issuance of government bonds should be drastically curtailed 
under Kantei leadership 


Sankei: 

(1) lraq report: Open up horizons, eliminating sectarian conflict 
(2) 65 years since Japan\'s attack on Pearl Harbor: Pacific War 
changing from experience to be described to history to be learned 


Tokyo Shimbun: 

(1) US forces in Iraq: US should make diplomatic efforts to 
compensate for withdrawal 

(2) Road revenues: Make fresh start for reallocating funds for wider 
usage 


Akahata: 
(1) Make best use of reflection on war 


3) Prime Minister\'s Official Residence (Kantei) 
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Prime Minister\'s schedule, Dec. 7 


NIHON KEIZAI (Page 2) (Full) 
December 8, 2006 


07:59 

Met with Nippon Keidanren Chairman Mitarai, Tokyo University 
Professor Motoshige Ito and others at a restaurant in the Akasaka 
Prince Hotel. 


09:55 
Video taped message for the Visit Japan Campaign at Kantei. 


11:46 
Met Special Advisor Nemoto. 


12:29 
Had lunch and enjoyed talks with sixth-grade students at an 
elementary school in Ichigaya. 


14:04 
Met Hideyuki Shinohara, first-prize winner in the national truck 
drivers contest, and others at Kantei. Met Finance Minister Omi, 
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Finance Vice Minister Fujii and others. Joined by Assistant Deputy 
Chief Cabinet Secretary Saka. 


15:33 
Held dialogue with Mitarai for a New Year special feature in Nippon 
Keidanren\'s organ magazine. 


16:05 
Met National Policy Agency Director General Uruma. 


17:02 
Attended a Security Council meeting. Later attended a meeting of the 
Council on Economic and Fiscal Policy. 


19:42 

Dined at a Japanese restaurant in the Hotel Okura with \"Yamazato 
kai\" members, including Yomiuri Shimbun Group President Tsuneo 
Watanabe and Asahi Shimbun columnist Toru Hayano. 


21:49 
Returned to his official residence. 


4) Defense chief denies gov\'t supported Iraq war 


ASAHI (Page 3) (Abridged) 
December 8, 2006 


Defense Agency Director General Kyuma, sitting in on the House of 
Councillors Foreign and Defense Affairs Committee in its meeting 
yesterday, was asked about the United States\' use of armed force 
against Iraq and indicated that support for the Iraq war did not 
represent the government\'s official view but was Prime Minister 
Koizumi\'s personal view at that time. \"The government did not 
officially say Japan would support it, and | heard the prime 

minister (Koizumi) told the media that he would,\" Kyuma stated 
before the committee. He was replying to a question asked by Yasuo 
Ogata representing the Japanese Communist Party. 


Kyuma used to maintain that it was inappropriate to say \"support\" 
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the Iraq war when it started and that it was enough to say 
\"understand\" it. This can be taken as raising a question about the 
justification for the Iraq war. However, the government has 
supported the use of force against Iraq in its official view. 
Kyuma\'s statement will likely create a stir. 


5) JDA chief contradictory to the government\'s statement on the 
opening of the Iraq war, saying the government did not state it 


Column 3 
\"supports\" striking Iraq 


TOKYO SHIMBUN 
December 8, 2006 


At a meeting yesterday of the Upper House Committee on Foreign 
Affairs and Defense, Defense Agency (JDA) Director-General Fumio 
Kyuma, referring to the response to the opening of the Iraq war by 
the government of the time: \"The government of Japan did not 
officially state it endorsed (the war).\" He thus indicated that it 

was incorrect to say that the government had endorsed the war from 
the very beginning. 


At the time of the opening of the war in Iraq in March 2003, then 

Prime Minister Junichiro Koizumi stated positively, \"We understand 
America\'s launching military action and endorse it.\" Kyuma\'s remarks 
are likely to cause a controversy. 


In the session, Kyuma, asked about the prime minister\'s statement, 
stated, \"| knew Prime Minister (Koizumi) made such a comment to the 
media.\" 


In addition, referring to the Special Measures Law on Iraq 
Reconstruction, Kyuma emphasized that the objective of the law is 
wholly to provide reconstruction assistance, noting: \"It\'s incorrect 
to say that the government created a law in a way to somewhat 
support the war, nor is it correct to think that in accordance with 
that line, the Self-Defense Forces (SDF) were dispatched to 


(Iraq).\" 


In April 2004, when he served as acting secretary general of the 
ruling Liberal Democratic Party (LDP), Kyuma stated in a speech: 
\"The government endorsed America\'s military action, but frankly 
speaking, | find it difficult to go as far as to say it was an 
endorsement.\" 


When asked about (Kyuma\'s remarks) by reporters at the Prime 
Minister\'s Official Residence yesterday, Prime Minister Shinzo Abe 
stated: \"I\'ve not yet received a report about what remarks (JDA 
Director-General Kyuma) made. | expect the report to come to me 
shortly.\" 


6) Doubt cast about Japan\'s support for US initiation of Iraq war; 
Kyuma distancing himself from previous government? 


TOKYO SHIMBUN (Page 2) (Full) 
December 8, 2006 


Shohei Yoshida 


Defense Agency Director-General Fumio Kyuma\'s remarks yesterday on 
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Japan\'s support for the Iraq war signify the emergence of a move in 
Japan, inspired by America\'s ongoing move to review its Iraq policy, 
to question whether it was justifiable for Japan to endorse the 
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opening of the war. 


On March 20, 2003, immediately after the United States and its 

allies struck Iraq, then Prime Minister Junichiro Koizumi met the 
press and stated he endorsed the opening of the war. As the reasons 
for the endorsement, he cited the removal of Iraq\'s weapons of mass 
destruction (WMD). Prime Minister Shinzo Abe, who served as chief 
cabinet secretary at the time, yesterday firmly stated to reporters: 
\"There were rational reasons for us to believe, when the war was 
started, that Iraq possessed WMD.\" Abe thus reiterated there was no 
mistake in the government\'s judgment. 


US President Bush is now forced to review his Iraq policy, following 
his defeat in the midterm elections. But the Japanese government 
finds it difficult to say it will back America\'s move to review the 
president\'s Iraq policy because Tokyo has supported it to date. 


On the recommendations in a report just released by the US Iraq 
Study Group, as well, Chief Cabinet Secretary Yasuhisa Shiozaki 
simply stated: \"We will pay close attention to the moves in the days 
ahead.\" Yesterday, Kyuma stated, \"It\'s troublesome for us to be 
described as being committed to the Iraq war and mobilizing 
Self-Defense Forces (SDF) troops to Iraq.\" This remark leaves us 
with the impression that Kyuma is desperate to avoid being called to 
account for the endorsement of the opening of the war. 


7) Government carefully watching how US will change Iraq policy in 
determining future course of ASDF activities 


YOMIURI (Page 2) (Full) 
December 8, 2006 


The government intends to carefully watch how the United States 
government will switch its policy course toward Iraq in response to 
a report of recommendations on Iraq policy worked out by the Iraq 
Study Group, a bipartisan advisory panel to the US Congress. 


In a press conference yesterday, Chief Cabinet Secretary Shiozaki 
said: \"Although the recommendations are very sincere and 
constructive, we need to closely watch to see if the US government 
reflects the recommendations in its policy.\" One Foreign Ministry 
official also said, \"It is doubtful whether US troops will be pulled 
out of combat in Iraq, given the deteriorating security situation 
there.\" 


Column 3 


The Japanese government has dispatched about 200 Air Self-Defense 
Force (ASDF) troops and 3 C-130 transport planes to Kuwait on a 
mission of transporting United Nations\ members and goods to Baghdad 
and other areas in Iran from Kuwait. If all US combat troops 

withdraw from Iraq by early 2008, as recommended in the report, 

there naturally will be some effect on ASDF activities, but the 
government intends to carefully watch for the time being how the 
situation will change. 


In a meeting of the House of Councillors Foreign and Defense Policy 
Committee yesterday, Defense Agency Director General Kyuma referred 
to an extension of the Iraq Humanitarian Reconstruction Support 
Special Measures Law, which is to expire in late July of next year: 


\"Whether the US will be able to maintain security in Iraq 
constitutes a very essential element. While paying close attention 
to the policies of the US and the UN, we will have to make a 
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judgment (on what to do about future SDF activities) by next July.\" 


8) Gov\'t mulls extending Iraq law until 2009, with eye to US 
military pullout 


MAINICHI (Page 5) (Abridged) 
December 8, 2006 


The Iraq Study Group, a bipartisan group established in the United 
States, has now presented the Bush administration with a report 
calling for Iraq-based US military combat troops to be withdrawn by 
March 2008. Meanwhile, the Japanese government began yesterday 
studying withdrawing Air Self-Defense Force troops currently engaged 
in airlift activities in Iraq. The government presumes that the 
complete pullout of US troops would take more time beyond that time 
limit. With an eye to the next US presidential election, the 
government will study extending a time-limited law for special 
measures to assist Iraq\'s reconstruction or the so-called Iraq 

Special Measures Law, which is to expire at the end of July next 
year, for two years. In addition, the government will also consider 
terminating the ASDF\'s Iraq mission within that extended timeframe. 


The government yesterday held a meeting of the Security Council of 
Japan (SCJ), in which the government decided to extend the ASDF\'s 
airlift mission in Iraq until the end of July next year. The 

government will confirm the decision in a cabinet meeting today. 


The report\'s specification of a withdrawal date is a sudden surprise 
to Japan. \"If they set a timetable, terrorists will step up their 
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activities,\" says a government official. 


\"Japan has made its own decision to help Iraq with its 
reconstruction and has been extending cooperation,\" Prime Minister 
Shinzo Abe told reporters at his office yesterday when asked about 
the report\'s possible repercussions on extending the ASDF\'s Iraq 
mission. \"We will see various situations, and Japan will make its 
own decision,\" Abe added. However, one government official voiced 
concern, saying, \"The report, which sets a timetable, has a big 
impact." 


If the US military phases out its presence in Iraq, there will be 

more need for the ASDF\'s airlift support. There will be a US 
presidential election in the fall of 2008. If the ASDF\'s Iraq 

mission is extended for one year, the government will have to reach 
a conclusion amid the presidential election campaign. \"In our 
country\'s relations with the United States, we should not be 
involved in debates for the presidential election,\" a government 
official said, adding, \"We will seek to pull out with two years\' 
extension.\" 


9) Okinawa governor-elect shows flexible stance on government\'s plan 
for Futenma, premised on \"removing the danger\" of current airfield 


YOMIURI (Page 1) (Full) 
December 8, 2006 


Responding to an interview request from the Yomiuri Shimbun on Dec. 
7 in Naha City, Hirokazu Nakaima, who will be sworn in as the new 
governor of Okinawa on Dec. 10, in commenting on the issue of 
relocating MCAS Futenma (Ginowan City), revealed a policy course he 
will take once he is governor of considering flexibly the plan to 

build an alternate facility on the shores of Camp Schwab (Nago City) 
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that the government has proposed. He said: An important factor is 

the general agreement by (Yoshikazu Shimabukuro) the mayor of Nago 
City to accept the site. There has been a major change in the 
prefectural population\'s feelings about this issue.\" However, he 
stressed that in considering the proposed plan, he was laying down 

the following premises: 1) On the \"removal of the dangerousness\" of 
Futenma Air Station to the neighboring area until the relocation 

occurs, the government must come up with specific measures and carry 
them out within three years; and 2) the government must proceed 
respectfully with talks with the prefecture and related cities and 

towns, and also carefully carry out an environmental impact 
assessment. 


On the removal of the danger of Futenma, he noted: \"Technical 
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studies should be able to be carried out within the government on 
such solutions as relocating some of the training, shortening the 
time (the base is used), or and reducing noise.\" 


During the campaign, Nakaima, who was running for the first time for 
governor in the election in November, took a stance of being opposed 
in principle to the V-shaped double runway plan that the government 
had drafted. However, Major of Nago Shimabukuro this April gave his 
approval to the plan. It appears that Nakaima\'s thinking comes from 
the need for environmental preparations for relocating Futenma, and 
his flexible stance thus is premised on such factors as progress in 
removing the dangerous aspects of the current base. 


10) US fighter jet drops dummy bomb at Misawa Airport 


ASAHI (Page 38) (Full) 
December 8, 2006 


A US Air Force F-16 fighter jet on a training mission from the US 
Misawa Air Base in Misawa City, Aomori Prefecture, dropped a dummy 
bomb on a runway of Misawa Airport, sources revealed yesterday. The 
US military has recovered the dummy bomb. Misawa Airport is a 
dual-use airport for the US Air Force, the Air Self-Defense Force, 

and commercial airlines. However, the airport was not affected, the 
sources said. 


According to the Defense Facilities Administration Agency\'s Misawa 
office and other sources, the drop took place on Dec. 6 at around 

7:25 p.m. The dummy bomb is made of concrete. It weighs about 11 
kilograms and is about 60 centimeters long. There was no explosion. 


11) US Navy restricts off-base drinking hours in Japan 


ASAHI (Page 38) (Full) 
December 8, 2006 


The headquarters of US Naval Forces Japan took action yesterday to 
ban all US Navy personnel in Japan from drinking alcoholic beverages 
at off-base restaurants and in other public places from 2 a.m. 

through 6 a.m. In the wake of an aircraft carrier crewmen\'s 
robbery-murder case that occurred in January this year in the city 

of Yokosuka, Kanagawa Prefecture, the US Navy has restricted 
off-base drinking hours for its Yokosuka- and Atsugi-based 

personnel. The US Navy has expanded this restriction to all US naval 
bases in Japan. 


12) American mother arrested for child abuse in Yokosuka 
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TOKYO SHIMBUN (Page 27) (Full) 
December 8, 2006 


The Kanagawa Prefectural Police\'s Uraga Police Station late 
yesterday arrested Natasha Yvette Anderson, an unemployed 
20-year-old American national without occupation who lives in 
Yokosuka City, on the charge of physical abuse of her two-month-old 
son. 


According to the police investigation, she is suspected of causing 
fracturing her son\'s ribs and causing cranial bleedings by throwing 
him against the bed in her apartment over a period from Nov. 1-10 
out of frustration when he did not stop crying. 


The suspect reportedly stated: \"I did it after losing control when 
he wouldn\'t stop crying.\" 


The suspect lives with her husband, 20, assigned to the US Navy, and 
her son. Her husband was away from home for a long period of time 
because of military training. Last night, she visited a hospital in 

the US Navy\'s Yokosuka Base and said, \"My son looks sick.\" A 
hospital official deemed the injuries highly likely to be the result 

of child abuse and reported it to the police station via US forces. 


13) No bilateral summit set between Japan, South Korea on sidelines 
of ASEAN conference 


SANKEI (Page 5) (Full) 
December 8, 2006 


It is now likely that a bilateral summit will not be held between 

Prime Minister Shinzo Abe and South Korean President Roh Moo Hyun on 
the sidelines of a series of conferences related to the ASEAN 

(Association of Southeast Asian Nations) in the Philippines starting 

on Dec. 11. A Foreign Ministry source said, \"Priority has been given 

to first bilateral meetings,\" but a government source remarked, \"The 

two countries now need to take joint steps on the North Korea issue, 

so it is regrettable that a bilateral summit has not been arranged. 

This might be proving that bilateral ties are still strained.\" 


Prime Minister Abe will be arriving in Manila on Dec. 8. After 

meeting with President Arroyo, he will attend the ASEAN+3 (Japan, 
China and South Korea) summit, the East Asia summit, and other 
sessions to be held on Cebu Island. Coordination is now underway for 
the prime minister to also meet during this period with Australian 

and Indian prime ministers separately, besides the leaders of ASEAN 
countries. He is also scheduled to meet Chinese Premier Wen Jiabao. 


Regarding a separate meeting with the South Korean prime minister, a 
negotiator said, \"Neither Japan nor South Korea has made a 
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proposal.\" A Foreign Ministry source said, \"The Japanese and South 
Korean leaders held a bilateral meeting on the occasion of the 
Asia-Pacific Economic Cooperation (APEC) summit in November.\" 


Prime Minister Abe visited China and South Korea in October in an 
effort to break the impasse in Japan\'s strained relations with these 
countries. To improve ties with China, he met with President Hu 
Jintao and Premier Wen, but when it comes to South Korea, bilateral 
relations are still delicate. In the first Abe-Roh meeting, though 

the meeting took place just after North Korea\'s nuclear test, the 
president spoke of Japan\'s historical views on and one. As a result, 
no joint statement was issued. According to an aide to the prime 
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minister, \"The prime minister looked considerably displeased.\" 


The difference in ardor between Japan and South Korea also persists 
on the North Korea issue. If both countries hold a summit under such 
a situation and if a difference in both sides\' stances is exposed, 
North Korea might take advantage of it. A government source 
speculates, \"The Kantei might not be eager about a bilateral 
summit.\" 


14) Singaporean foreign minister in meeting with Abe lauds 
improvement in Japan-China relations 


Hayami Ichikawa, Singapore 


ASAHI (Page 4) (Full) 
December 8, 2006 


Foreign Minister Taro Aso, now visiting Singapore on the first leg 

of his tour of Southeast Asian countries, met yesterday with his 
Singaporean counterpart George Yeo. He explained to Yeo about the 
visit to China by Prime Minister Shinzo Abe and his meetings with 
Chinese leaders in Beijing in October. Aso stated: \"Japan worried 
ASEAN member countries with its interruption of high-level exchanges 
with China. Japan-China relations have now got better.\" Yeo then 

told Aso: \"It is a very good move. All the \'children\' (ASEAN 
members) are very happy with the fact that the \'mother and father" 
(China and Japan) get along well now.\" 


15) Government starts coordinating view in order to approve India\'s 
civilian-use nuclear reactor in support of US-India accord 


MAINICHI (Page 2) (Excerpts) 
December 8, 2006 


The government yesterday started coordinating views on civilian-use 
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nuclear development by India with the possibility of supporting the 
agreement reached in March between the US and India. The accord 
approves the US providing nuclear-related technology to India on the 
condition of India accepting inspections by the International Atomic 
Energy Agency (IAEA). Though Japan has been suspending judgment 
about the issue in view of the fact that it is the only country on 

which atomic bombs were used, it has decided to approve the pact 
considering the strategic importance of India. The government\'s 
switch in its nonnuclear proliferation policy toward giving its 

approval to India, a nuclear power that is not a member of the 
Nonnuclear Proliferation Treaty, will likely draw criticism. 


Prime Minister Shinzo Abe during a meeting with Indian Prime 
Minister Singh, who is to visit Japan on Dec. 13, is expected to 
convey Japan\'s support for the US-India agreement, saying, \"Japan 
will look into the issue in a positive manner.\" 


The US and India in March agreed that the US provides 
nuclear-related technology to India with the condition attached that 
India makes its civilian-use nuclear reactor subject to IAEA 
inspections. The implementation of the pact requires approval of the 
Nuclear Suppliers Group (NSG), for which Japan is serving as the 
secretariat. Singh sought Japan\'s support and understanding when he 


SIPDIS 
met with former Prime Minister Junichiro Koizumi in July, but 
Koizumi refrained from making a clear-cut reply. 


16) Taku Yamasaki corrects his remarks that Koizumi expressed 
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willingness for a third visit to North Korea, saying \"| said that\" 


TOKYO SHIMBUN (Page 2) (Full) 
December 8, 2006 


In a meeting yesterday of his faction, Taku Yamasaki, former vice 
president of the Liberal Democratic Party (LDP), corrected his 

remarks that former Prime Minister Junichiro Koizumi had expressed a 
willingness to make a third trip to North Korea. He stated in the 
meeting: \"(In our meeting on Dec. 6) | suggested that Mr. Koizumi 
make a third visit to North Korea. He was just listening to me.\" 


When reporters asked Koizumi yesterday, \"Were you just listening to 
(Mr. Yamasaki talking)" He nodded his head. He admitted that 
Yamasaki had made up the story. 


While Yamasaki was serving as LDP secretary general, Koizumi often 
corrected Yamasaki\'s remarks. 


Column 3 
17) Extension of Diet session seen as unavoidable 


SANKEI (Page 5) (Full) 
December 8, 2006 


The House of Councillors Education Special Committee decided in its 
directors\' meeting yesterday to give up taking a vote on bills 
amending the Fundamental Law of Education today, as desired by the 
ruling camp. The vote will be taken after Prime Minister Shinzo Abe 
returns from an overseas trip to attend the East Asia Summit on Dec. 
14. The current Diet session is due to adjourn on the 15th, so it 

will be unavoidable to extend the session for about one week. 


The Upper and Lower House Diet Affairs Committee chairmen of the 
Liberal Democratic Party and Minshuto met in the Diet building 
yesterday, in which they agreed to hold a question-and-answer 
session at the special committee on Dec. 11 and a central public 
hearing on the 12th. Minshuto refused to attend talks regarding the 
future schedule. 


The ruling coalition aims to take a vote on the 14th and enact the 
bills at an Upper House plenary session on the 15th. A senior Diet 
Affairs Committee member in the ruling camp conveyed to the 
government a plan to decide whether to extend the session or not on 
the 14th. But the ruling camp is likely to decide on the extension 

\"on the assumption that an unexpected situation might occur,\" as 
said by a senior Diet Affairs Committee member. 


18) Cabinet to endorse today plan to revise road-related tax 
revenues system; Reforms, including gasoline tax system, to be put 
off 


NIHON KEIZAI (Page 1) (Excerpts) 
December 8, 2006 


The government and ruling parties agreed yesterday to carry out 

legal amendments during the regular session of the Diet in 2008 that 
would be necessary to pave the way for tax revenues for road 

projects to be used for general purposes. The agreement reflects the 
ruling coalition\'s demand that a mid-term plan for road construction 

be formulated, among other requests. The government has decided put 
off incorporating gasoline tax revenues, which account for about 80% 
of the tax revenues for road construction, into general revenues. 
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The government and ruling camp will reach a final agreement in their 
meeting today and the Cabinet will approve it also today. They aim 
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to revise the special law on road construction revenues. However 
since the agreement does not include the plan to use gasoline tax 
revenues for general purposes that Prime Minister Shinzo Abe vowed 
at the Economic and Fiscal Policy Council, the government will face 
difficulties at the stage of amending the law. 


19) Lawless: \"It would be crazy for Japan not to intercept\" missile 
headed for US (Corrected copy; missing text) 


SANKEI (Page 5) (Full) 
December 7, 2006 


It was confirmed yesterday that during his visit to Japan for senior 
bilateral consultations, US Deputy Undersecretary of Defense 

Lawless, in connection with missile defense (MD) and collective 
self-defense, stated, \"It would be crazy if it was clear that a 

missile was headed for the United States, and Japan had the 

capability of shooting it down but did not do so. That would not be 

an alliance.\" The remark was made to former Defense Agency Shigeru 
Ishiba by Lawrence during their meeting last week, and introduced to 
the Liberal Democratic Party subcommittee on defense policy studies, 
which Ishiba chairs. 
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1. (U) Embassy welcomes and grants country clearance for the 
December 20-24, 2006 visit to Japan by lO A/S Kristen 
Silverberg and Raymond Hotz. 


2. (U) Control Officer for the visit will be Scott Hansen. 
He can be reached at: 


Office phone: (81-3)3224-5559 

Home phone: (81-3)3224-6858 

Mobile phone: 81-80-1020-2000 

Fax: (81-3)3224-5322 

E-mail: HansenSW @state.gov (unclassified) 


3. (U) A schedule will be sent via separate email. 


4. (U) Tokyo hotel reservations have been made for A/S 
Silverberg for the nights of 20-23 (4 nights) and for Mr. 
Hotz for the nights of 20-22 (3 nights) at the: 


ANA Hotel Tokyo 

1-12-33 Akasaka 
Minato-ku, Tokyo 107-0052 
Tel: (81-3) 3505-1111 

Fax: (81-3) 3505-1155 


5. (U) Control Officer will meet and assist A/S Silverberg 
upon her arrival at Narita International Airport. 


Visa 


6. (U) Holders of U.S. diplomatic or official passports must 
have a Japanese visa to enter Japan. Travelers on a U.S. 
tourist (blue cover) passport may enter Japan as a tourist 
without a Japanese visa for up to 90 days. 


7. (U) The Embassy\'s laptop policy is as follows: Absolutely 
no personal, non-government owned laptop computers may enter 
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the Embassy. Absolutely no laptop, even government owned, 
may be connected to the Embassy network in any way. TDY 
employees are reminded that no government owned laptops may 
enter the Embassy without prior RSO approval. Absolutely no 
laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 
If you would like to bring a US government owned and 
provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


8. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


9. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


10. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


Column 3 


11. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

SCHIEFFER 
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FM AMEMBASSY ASTANA 
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SIPDIS 
SIPDIS 


STATE FOR S/WCI (M. STAMILIO), S/WCI (A. MORRISON), L/PM 
(AHAINES), SCA/CEN (M. O\'MARA), DOD/OGC (BEAVER), 
OUSD/DETAINEE POLICY (LIOTTA), NSC (CAMPONOVO) 


E.O. 12958: DECL: 12/06/2016 
TAGS: PTER, KAWC, PHUM, PREL, PINR, KZ 
SUBJECT: KAZAKHSTAN: DISCUSSION ON RETURN OF DETAINEES 


REF: STATE 194431 


Classified By: Pol-Econ Chief Deborah Mennuti, reasons 1.4 (B) 
and (D). 


1. (S) On December 5, Poloff delivered reftel demarche on 
the proposed return of three Kazakhstani detainees to 
Ualikhan Saginkhanov of the MFA\'s Consular Department. 
Saginkhanov appeared surprised at the proposed mid-December 
time frame. Saginkhanov said that he would send the 
information up the chain and would attempt to get a resoponse 
to Poloff as soon as possible, but that it was an 

inter-agency process and would not have an immediate turn 
around. He said he would contact Poloff with the Kazakhstani 
response, as well as to inform him as to who would be the 
Kazakhstani POC as soon as he had the information. 


Column 3 

2. (S) The embassy point of contact for the transfer is: 
Lt Col Richard H. Lee, Jr. 

Air Attache 

USDAO Astana, Kazakhstan 

Mobile: 7-701-757-5155 

Office: 7-3172-70-22-93 

Fax: 7-3172-70-22-57 

Email: LeeRH@state.gov; please also info DAOAstana@state.gov 
SIPR mail: diLeeRH@dia.smil.mil; please also info 
DAOAstana@dia.smil.mil 

ORDWAY 
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E.O. 12958: DECL: 12/08/2016 

TAGS: CVIS, PTER, PINR, PGOV, PREL, NZ 

SUBJECT: NEW ZEALAND AGREES TO FUND HOMELAND SECURITY PRESIDENTIAL 
DIRECTIVE (HSPD)-6 TERRORIST LOOKOUT INITIATIVE 


REF: STATE 19032 


Classified By: Classified by DCM David J. Keegan, for reasons 1.4 (b) 
and (d). 


1.(C) Summary: GNZ has approved necessary funding needed to 
implement an HSPD-6 agreement with the United States, and would like 
NZVs liaison in Washington to meet with CA to go over next steps. 

End summary. 


2. (C) PE Couns and Econoff met on December 1 with Mike McBurney, 
manager of the counter-terrorism branch of the New Zealand Security 
Intelligence Service (NZSIS) and Ash Johnson, liaison at the New 
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Zealand Embassy in Washington, to discuss GNZ\'s review of a possible 
HSPD-6 Memorandum of Agreement (MOA) with the U.S. McBurney said 
that NZSIS remains GNZVs choice for a lead agency for this project, 

and the Ministries needed to approve funding of the project (i.e., 

the \"O-Desk\") would meet on December 6. (NB: As McBurney predicted, 
the O-Desk met and approved funding on the 6th). 


3. (C) McBurney said there is high-level support for the project; PM 
Clark herself called it \"a no-brainer.\" He also said NZSIS hoped to 
review and complete comments on the U.S. draft agreement by December 
8. To ensure that Washington is fully apprised of developments, 
Johnson has requested a meeting with CA for the week of December 11 
to go over specifics with the hope of starting negotiations soon 
thereafter. Johnston will continue to be the main point of contact at 

the New Zealand Embassy for the purpose of these negotiations, as 
well as to liaise with USG agencies if there are any \"hits\" once the 
system is up and running. (A main use for the funds needed to 
implement the agreement will be to send a second NZ liaison to 
Washington, to ensure that someone will always be on the ground there 
if a hit is made.) 


4. (C) PE Couns and Econoff also used the December 1 meeting to 
deliver the questions raised in reftel asking for details on host 
government efforts/ability to collect expanded biometric and 
biographic data to bolster counter-terrorist efforts. McBurney 
confirmed that while GNZ officials had discussed many of the 
questions already in general terms with USG counterparts, they\'d not 
done so in much detail. He promised to convey any comments to 
Emboffs. 


McCormick 
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RUEKJCS/SECDEF WASHINGTON DC PRIORITY 

RUEHNO/USMISSION USNATO PRIORITY 1550 

RHWSMRC/USCINCCENT MACDILL AFB FL PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY","C ON FIDENTIAL SECTION 01 OF 0 


SIPDIS 


NOFORN 
SIPDIS 


E.O. 12958: DECL: 12/07/2016 

TAGS: PGOV, PHUM, PK, PREL 

SUBJECT: GOP ARRESTS BALOCH POLITICAL LEADERS TO STOP LONG 
MARCH 


REF: ISLAMABAD 17548 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 


Summary 


1. (U) On November 27, police raided Baloch National Party 
(BNP) President Sardar Akhtar Mengal\'s office and put him 
under house arrest. The arrest was the most prominent of a 
series that have occurred since the announcement of a \"long 
march!" from Gwadar to Quetta to protest President Musharraf\'s 
policies in Balochistan. Opposition members in the Senate 
jointly protested the arrests, but Parliamentary Affairs 

Minister Sher Afgan Niazi defended the Government of 
Pakistan\'s (GOP) actions, saying that Mengal had been taken 
into custody as a preventive measure, since Mengal\'s free 
movement could harm law and order in Balochistan. The 
motivation for the GOP crackdown may be to secure the region 
ahead of a 7-9 December President Musharraf visit. The 
outcome may be another increase in already high levels of 
Baloch anger at the central government. End Summary. 


Mengal\'s Long March Plan, 
Fiery Rally Speech Spark Arrests 


2. (U) On October 29, Baloch National Party President Sardar 
Akhtar Mengal announced a \"long march" from Gwadar to Quetta 
- a distance of approximately 500 miles. The march was 

designed to highlight Baloch opposition to GOP policies in 
Balochistan, including offensive military operations, 
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extra-judicial arrests of political activists, disappearances 

of Baloch youth, the settlement of non-Baloch in Balochistan, 
and the construction of military cantonments. The event also 
was viewed as a protest against the late August Pak-Mil 

killing of Nawab Bugti. The march had been scheduled to start 
in Gwadar on November 30 with a public meeting, and then 
proceed north, ending in Quetta on December 11 with a rally 
and another public meeting. 


3. (C) On November 26, police began arresting district level 
BNP leaders as well as a Union Council nazim (mayor) from 
Khudzar. On November 27 at approximately 2300, police raided 
Mengal\'s office in Sakraan, near the industrial city of Hub 

(just under 100 km west of Karachi) and placed him under 
house arrest. The arrest occurred after Mengal\'s appearance 
earlier that day at a public rally in Hub, where he 

reportedly criticized the government and vowed to lay down 

his life for the Baloch people. Since then, arrests have 
occurred in virtually all areas of the Baloch belt of the 

province, including Gwadar, Hub, Khuzdar, Turbat, Kharan, 
Kallat, Chaghai, and Noshki. Embassy contacts report that 
that the police targeted BNP leaders who lived along the 
planned march route. They estimate that between 200 and 500 
have either been put under house arrest or brought to police 
lockups. The provincial government has also imposed Section 
144 of the Code of Criminal Procedure, which prohibits 
assemblies of five or more people, public meetings, and the 
carrying of firearms. 


4. (C) On November 30, Mengal\'s supporters turned out in 
small groups at the march\'s start point in Gwadar, but spent 
most of the day running from place to place to avoid the 
police. The march never gelled, and an Embassy contact 
reported that another 88 people were arrested. On December 
1, police in Quetta fired teargas at 1,500 to 2,000 students 
who demonstrated against Mengal\'s arrest. The students 
blocked roads and burned two buses and three cars during the 
demonstration. 
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Long March Not a Sign of Baloch Unity, 
Arrests Unlikely to Crystallize Resistance 


5. (C) While billed as an all-Balochistan event, preparations 
belied the long march as an attempt to shore up support for 
Mengal\'s BNP. Mengal left out many Baloch leaders with whom 
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he could have found common cause, and he did not include in 
the planning process people who disagreed with his policies 
and politics. Furthermore, there was no plan to march 
through any Pashtun majority areas in Balochistan. One 
Quetta-based reporter told post that \"Mengal is making a big 
mistake. In such a movement, political leaders should forget 
their petty differences and concentrate on the real issue, 
which is to get more rights for the Balochi people. Leaving 
out like-minded political opponents was a foolish approach.\" 


Balochistans Supporters in Islamabad 
Want Moderation in Balochistan Policies 


6. (C) Post contacts worry that the latest government 

crackdown in Balochistan will further alienate the province 

from the center. On December 1, Pakistan Muslim League (PML) 
Secretary General Senator Mushahid Hussain Sayed told PolOffs 


SIPDIS 

that he has been advising Musharraf that Balochistan needs a 
\"healing touch\" and a \"change of course.\" Even though 
Musharraf told Sayed that he agrees with 27 of the 31 
recommendations made in the Parliamentary Committee\'s Report 
on Balochistan (reftel), President Musharraf has yet to \"cut 
through the red tape\" to get the recommendations implemented, 
Sayed said. Sayed expected the report\'s implementation 

status to be discussed during a December 4 meeting of the PML 
Central Executive Committee, but the media later reported on 
the frustration of some PML leaders at its conspicuous 

absence from the agenda. 


7. (C) Comment: While the arrest of BNP leaders and the 
attempts to disrupt the long march may be related to securing 
the area in preparation for President Musharraf\'s December 
7-9 visit, such actions ultimately add to the Baloch\'s 

already long list of grievances. Mengal\'s arrest and the 
accompanying police crackdown are prominent additions to a 
growing list of grievances the Baloch hold against the GOP\'s 
Balochistan policies, including arrests, disappearances, and 
detentions without trial of Baloch nationalists; military 
operations and cantonment construction; refusal to devolve 
powers to the provinces; and lack of economic development. 
Like the August death of Nawab Akbar Bugti, Mengal\'s arrest 
has given the opposition a common rallying point. 
Nevertheless, there is no indication that the GOP\'s actions 
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(or lack thereof) are motivating local Baloch leaders to 
coordinate their demands for greater provincial autonomy and 
protection of human rights. End Comment. 

CROCKER 
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NSC FOR HOLLY MORROW 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, KPKO, ASEC, MARR, UN, TT 
SUBJECT: UPDATE ON POLICING AND SECURITY ISSUES 
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1. (SBU) Summary: UNMIT reports that the situation in and around 
Dili IDP camps, which previously have been the main flashpoints 
for violence, largely has returned to \"normal,\" with only 

sporadic rock fights and disturbances. However, they remain 
concerned that government plans to utilize PNTL and F-FDTL in 
IDP relocation operations could provoke new security issues. 
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UNMIT reports that a much-delayed operation to move IDPs from 
the four most problematic camps should begin in tne coming week 
and the possible onset of heavy rains adds to the urgency. 
Meanwhile, the past week has seen a significant upswing in 
violent clashes between martial arts groups in Dili and in some 
districts. The reactivation of screened PNTL continues to 

proceed slowly due the high number of those rejected due to 
allegations of past misconduct. There is evidence of increasing 
pressure from GOET and unscreened PNTL themselves for police to 
be reactivated outside the screening mechanism. In this mix, 

the increasing visibility of armed F-FDTL soldiers in Dili 

presents a further element of risk. End Summary. 


2. (SBU) At recent briefings for local diplomats and 

international agencies, UNMIT and UNPOL officials reported a 
major reduction in incidents involving the IDP camps in Dili, 

and fewer crimes overall in most districts of Dili. UNPOL noted 

its increased operational presence around the camps and at newly 
reopened police stations in the Dili suburbs. However, they 
warned that the IDP situation could become volatile at any time. 
UNMIT reports that after a number of delays the GOET has agreed 
to an UNMIT operational plan to begin relocating residents of 

the four most problematic IDP camps in Dili (i.e., the hospital, 

port, Obrigado barracks, and airport camps). As of December 7 
UNMIT was only awaiting the final GOET list of ten new sites to 
which IDPs unwilling or unable to move back to their homes will 
be relocated and UNMIT hopes that the process will begin in the 
coming week. As an incentive for IDPs to relocate, the UN has 
announced that blanket foot distributions in Dili will cease and 
henceforth food will only be provided to vulnerable gourps. The 
GOET has announced that no further assistance will be provided 
to any IDP camp residents who fail to register for relocation by 
December 15. Heavy precipitation on December 7 underlined the 
threat of the coming rainy season, and there are fears that 
flooding of the camps could result in a humanitiarian crisis as 

well as a security concern if desperate IDPs were to attempt to 
occupy government facilities or local hotels. 


3. (SBU) GOET plans to utilize PNTL and F-FDTL in the relocation 
operation have raised additional concerns. UNMIT has received 
assurances that no F-FDTL personnel mentioned in the UN 
Commission of Inquiry report will be involved but remains 
seriously concerned that some of the F-FDTL elements will be 
armed, despite assurances from the Prime Minister to the 
contrary. F-FDTL standard operating procedures calls for armed 
escorts for any F-FDTL carrying out such operations. The GOET 
plan calls for 150 F-FDTL and and a like number of PNTL to be 
involved in these operations, bu given the relatively small 

number of screened PNTL available this does not seem possible. 


4. (U) While IDP-centered incidents have abated, Dili has 
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nonetheless seen a number of violent incidents in the pst week 
involving martial arts groups (MAGs) and similar 
organizations/gangs. A series of clashes between PSHT and 7-7 
members have taken place over the last few days in the Taibesse, 
Kampung Baru and Bebonuk neighborhoods of Dili respectively. 
These have resulted in two deaths, one stabbing and one gunshot 
in Taibesse, and one stabbing death in Bebonuk, as well as a 
handful of gunshot and stabbing wounds. Several house burnings 
have also occurred. These MAG clashes represent a significant 
shift in conflict dynamics as the East v. West element that has 
characterized much of the violence of recent months seems to be 
entirely absent. Interestingly, organizations working in IDP 

camps report that their employees are feeling safer to move 

freely around Dili as they currently do not expect to be singled 

out for being from one or the other part of the country, and 

instead assess that only members of the MAG groups and gangs 
with tell-tale tattoos, scars or markings are now vulnerable to 
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targeting. 


5. (U) The current clashes in Dili follow a number of incidents 

in the districts in the last couple months, usually involving 

the Colimau 2000 group and PSHT. These clashes likewise have 
resulted in some deaths and house burnings, including an 
incident last month in Ermera district in which a PSHT member 
and several members of his family were killed in a single 

attack. Colimau 2000, 7-7 and a third group, Korka, reportedly 
have a loose alliance with a focus against PSHT. However, it is 
unclear to what extent the recent district incidents are linked 

to current developments in Dili. Humanitarian aid sources note 
that the delayed onset of the rainy season, and consequent food 
shortages in the districts are already an issue and are likely 

to worsen in the coming months. Food security issues are 
expected to exacerbate community conflict in the districts. 


6. (SBU) Screening and reintegration of PNTL officers is 
proceeding at a slow pace, despite pressure from GOET leaders 
who are demanding that PNTL be more quickly put back on the 
street. The main problem is that the screening process is 

turning up numerous complaints of misconduct and even criminal 
behavior among PNTL officers that must be investigated further. 
There are 600 PNTL previously working in Dili now in some stage 
of the screening process of over 1,000 registered who have 
registered. The files of some 60 per cent of these have been 

set aside for further investigation. Of a list of 150 PNTL 
submitted by the GOET for the IDP camp operations, only 36 
passed muster. 


Column 3 

7. (SBU) It should be noted that only those with absolutely no 
allegations are currently making it through the screening 

process. According to members of the Australian UNPOL 
contingent, it is possible, in fact likely, that a large number 

who have not passed have allegations that can be quickly cleared 
up once attention is given to this process. That said, there is 

also an expectation that there are plenty of cases where 
allegations are well founded. So far UNPOL has not begun work 
on this front. Leaving this more intensive stage of the vetting 
unaddressed poses some real risks given the number of suspended 
police officers involved. Combined with the fact that their 

F-FDTL counterparts are essentially back to business as usual 
with no restrictions on their movement or activities, resentment 

at being indefinitely sidelined could fester. 


8. (SBU) Acting Police Commissioner Antero Lopes acknowledges 
that there are ongoing threats by some unscreened PNTL to 

reoccupy their offices. There is also some agitation among the 
unscreened personnel of the special units to whom the message 

has been conveyed that the current priority for PNTL is 

community policing not rapid reaction forces. Lopes 

acknowledged that \"a majority\" of the PNTL who participated in 

the November 16 \"Peace March" with FDTL were unscreened, 
supposedly non-active personnel. He said a number of unscreened 
PNTL were going about in their uniforms but mostly in connection 

with ceremonial occasions. The unscreened \"non-active\" 

leadership of PNTL is only supposed to participate in ceremonial 
events out of uniform, as non-active Commander Paulo Martins did 

on November 28. The leadership did not appear at the December 1 
ceremony to inaugurate the UNPOL-PNTL headquarters and according 
to Martins, he was neither invited nor informed. In contrast, 

F-FDTL commander, Brigadier General Taur Matan Ruak was there in 
full uniform. 


9. (SBU) In this mix of changing and complicated security 

issues, a PNTL that appears likely to remain in institutional 

limbo for months to come, and impatience on the part of both 

police and GOET for national police to be back on the streets, 

the visible reemergence of the F-FDTL introduces a further 

element of risk. So far, their appearances at various meetings 

and ceremonies, including the November 28 independence day and 
December 7 Invasion day celebrations, have gone off without 
incident, but the large number of armed F-FDTL involved in these 
events raised concerns. Armed F-FDTL members present in Dili and 
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in official ceremonies was the pre-crisis norm and there is 


currently no available evidence indicating clear intent on the 
part of F-FDTL to intentionally destabilize the current status 
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quo. However, there are worries of potential intent to expand 
the role of the F-FDTL beyond its pre-crisis norm. 


10. (SBU) Comment: As has been repeatedly in evidence in recent 
months, there is a continual gravitational pull away from 

legitimate state institutions and processes toward the more 
informal networks, especially among the security forces. The UN 
has conveyed a strong message to GOET that any involvement in 
policing operations by unscreened PNTL is unacceptable and that 
any F-FDTL members involved in community or IDP outreach or 
operations should under no circumstances be armed. We should 
encourage the UN to be firm on these issues and provide 
diplomatic support vis- -vis the GOET. Likewise, we should 
strongly encourage the UN to move ahead with the next stage of 
PNTL screening to ensure that police with false or insufficient 
allegations of misconduct can return to duty while those with 
serious violations are appropriately disciplined. Extended 

delay of this process will serve no one and presents further 

risks. End comment. 

GRAY 
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E.O. 12958: DECL: 11/30/2031 

TAGS: EFIN, ECON, PREL, PGOV, PINR, CH 

SUBJECT: CITIYS RICHARD STANLEY ON GDB AND BANKING IN CHINA 


REF: A. SHANGHAI 5625 
B. SHANGHAI 1354 


CLASSIFIED BY: Mary Tarnowka, Political/Economic Chief, U.S. 
Consulate Shanghai, State Department. 
REASON: 1.4 (b), (d) 


1. (C) Summary: On December 1, Citibank China CEO Richard 
Stanley updated a visiting Federal Reserve Bank (FRB) delegation 
led by Governor Kevin Warsh on the status of Citi\'s efforts to 
purchase a minority stake with management control in the 
Guangdong Development Bank (GDB). According to Stanley, the 
deal, signed on November 16, needed to be finalized no later 

than December 18, and could potentially be part of the 
deliverables for the December 14-15 Strategic Economic Dialogue 
(SED) meetings in Beijing. To meet this deadline, Guangdong 
Province, responsible for removal of about USD 7 billion in bad 
loans, would need to sell its stake in Southern Grid and deposit 
the cash in GDB by December 10. Stanley also described Citi\'s 
China business strategy and, with his usual candor, outlined 

CitiVs views on some of the challenges facing foreign banks in 
China, including the new banking regulations. He encouraged USG 
officials participating in the SED to take a \"publicly 
accommodating, privately tough\" stance in convincing China to 
continue to open up it is market to the world. End summary. 


2. (SBU) As part of a recent visit to Shanghai to assess 
macroeconomic and financial sector development, FRB Governor 
Kevin Warsh, San Francisco FRB President Janet Yellen, and VPs 
Rueven Glick and Teresa Curran, accompanied by P/E Chief and 
Econoff, met with Citibank China CEO Richard Stanley and VP 
Christie Ho on December 1. 


3. (SBU) Stanley outlined Citi\'s three-pronged strategy for 
continued growth in China. He identified these as: 1) Citi\'s 

own organic growth; 2) its relationship with the Shanghai Pudong 
Development Bank (SPDB); and 3) its efforts to acquire a 
minority stake with management control in GDB. 


Column 3 
CitiVs Organic Growth as the American-flag Bank 


4. (SBU) Stanley said that Citi\'s top priority would be to 

continue to enlarge its organic (independent Citibank) growth, 
and take advantage of its 104-year history in China using its 
well-known brand, which in Chinese meant \"American-flag Bank\" 
(Huaqi yinhang). According to Stanley, Citi had 3,000 employees 
located in six cities across China. He expressed continued 
frustration with the obstacles Citi had encountered opening up 
new branches, noting that other countries\' foreign banks seemed 
to be allowed to expand more rapidly, and said that the approval 
of \"a branch or two\" of a Chinese bank in the U.S. would help 
CitiVs approval process here in China. Warsh and Yellen smiled, 
noting that had heard similar suggestions in their meetings with 
People\'s Bank of China (PBOC) and China Banking Regulatory 
Commission (CBRC) in Beijing. 


5. (C) Stanley said Citi\'s second priority was to develop its 
\"synthetic joint venture investment\" in SPDB. Stanley explained 
that CitiVs initial 4.9 percent stake, acquired in 2002, had 

been reduced to a 3.2 percent stake, due to non-tradable share 
reform. The main business of the investment was a joint credit 
card operation, which had 700,000 cardholders. Stanley 
explained that the business was doing well now, but had been 
delayed at the outset. Apparently former CBRC Chairman (now 
Tianjin Mayor) Dai Xianglong had approved the credit card JV, 


SHANGHAI 00007112 002 OF 005 


but Liu Minkang tried to stop the deal, resulting in the 

business not being launched until 2004. Stanley said that while 

he sat on the board of directors and Citi had employees seconded 
to the SPDB as advisors, the day-to-day management was done by 
SPDB. Stanley noted SPDB was already listed on the Shanghai 
Stock Exchange and planned another listing, and said Citi had 

the option to increase its stake to 19.9 percent, and would do 

so likely when the price dropped. 


6. (C) Stanley was most excited by the third part of Citi\'s 
growth strategy, the contract to acquire a 20 percent stake in 
GDB, signed on November 16. According to Stanley, the deal 


Column 3 

would give Citi an option to purchase up to a 65 percent stake, 
exercisable \"the minute the law changes.\" Stanley said, 
although the Central Government clearly wanted to retain a 
majority stake in the Big Four or Big Five Banks at least for 

the medium-term, it had expressed an intent to raise the 
ownership caps on foreign ownership in other Chinese banks. 
Stanley\'s conversations with National Development and Reform 
Commission staff led him to believe that 3-5 years out, the cap 
still might be around 49 percent, but that eventually majority 
foreign ownership would be allowed. Once Citi had more than a 
50 percent stake, it would merge GDB into Citibank China, and 
possibly list it, as it had done with similar acquisitions in 

other counties. Under a worst case scenario, it would just list 
and take its money out. From Stanley\'s perspective, however, 
GDB was \"a long term investment\" in building Citi\'s penetration 
into China\'s market. According to news reports, GDB had 500 
branches, 12,000 employees and USD 48 billion in assets. 
Stanley said GDB had about USD 100 billion in loans and about 
USD 40 billion on its balance sheet. 


7. (C) Expressing thanks for continued strong USG support, from 
Treasury Secretaries Paulson and Snow, Commerce Secretary 
Gutierrez and Ambassador Randt, Stanley said that Citi and GDB 
signed the take-over contract on November 16 and were scheduled 
to close the deal by December 18. He said there had been some 
discussion of including the signing in the SED meetings and he 
was certainly supportive. He recollected spending the prior 
Christmas holiday in negotiations and said he did not want to 
repeat that experience. He commented that someday, he and 
Christie Ho, would write a book about their negotiating 
experience, a la \"Beijing Jeep.\" He noted that Citi, unlike its 

two competitors for the GDB deal, continued to be a tough 
negotiator. Societe General was ready to sign whatever was 
offered and Ping An had offered an additional USD 800,000 after 
bids were closed. Stanley said he thought China\'s financial 
leaders were willing to accept Citi\'s terms because 1) they 
wanted to do something for the United States, and 2) they wanted 
a capable partner who could turn the bank around as a showcase. 


8. (C) Stanley explained that Citi, and its consortium partners, 
agreed to purchase 85.6 percent of GDB for about USD 3.1 
billion. Citi would own 20 percent and International Business 
Machine (IBM) would own 4.7 percent. Stanley commented that 
CBRC had raised some concerns about Citi\'s financing of a 
portion of IBM\'s stake, but he didn\'t think they were serious 
since Citi had always been very transparent about this and IBM 
was also obtaining some financing from unrelated parties. 
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According to reports in Caijing, an influential Chinese business 
periodical, Citi's other partners include China Life Insurance 
Company (20 percent share), National Electricity Net (20 percent 
share), Puhua Investment Company (8 percent share), and 
Cititrust (12.8 percent share). 


9. (C) The deal was scheduled to close by December 18 after GDB 
resolved the issue of 58 billion RMB (about USD 7 billion) in 
nonperforming loans (NPLs), what Stanley referred to as \"the 


SHANGHAI 00007112 003 OF 005 


core cancer.\" The adjusting entry to handle the write-off was 
supposed to occur by December 10 to allow GDB\'s auditor, KPMG, 
time to review the financial statements. Stanley said that Citi 
already had a 100-person transition team in Guangzhou working 
with GDB. He said that business had basically been frozen this 
year but that the transition team now had the opportunity to 

review any new big loans before they were issued. 


10. (C) Stanley also indicated that, what he had once termed 
\"the worst Bank in China\" (ref B) was actually in better 
condition than he had expected. He said although there were 
\"legacy problems\" in Guangdong, the branches in Shanghai, 
Hangzhou and Nanjing were relatively well-run. KPMG had been 
auditing GDB for three years and was ready to give it a clean 
opinion -- provided the cash came in to write-off the NPLs. 
Stanley told Warsh that Citi had actually been hoping for a more 
conservative classification. Nonetheless, he said that after 
KPMG and Citi had gone through GDB\'s books, there were only \"a 
few hundred million RMB\" in loans that they could not agree on. 
He said this was \"really amazing\" given GDB\'s reputation. 


11. (C) Under the terms of the agreement, GDB\'s board would 
elect Citi's Michael Zink, currently Citi Korea Senior Executive 
VP for Corporate and Investment Banking, as President later that 
afternoon. There would be 17 total directors -- 14 executive 

and three independent. Citi could nominate six directors, five 
executive and one independent. The three executive directors 
would include Zink, a tough-talking Citi risk management expert 
from North Carolina, and a consumer banking expert from Citi\'s 
Singapore operations. One of the independent directors Citi 
would bring on was Y.S. Wong, who had retired after 35 years of 
experience with Citi as a risk management expert. Stanley said 
Chinese officials openly admitted that Citi would have 
management control. The President would have the ability to 
appoint a new management team, and hire and fire staff. While 
Citi could nominate the bank\'s chairman, it currently planned to 
retain GDB\'s chairman for the next one and half years to see 
through the transition process. 
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12. (C) Stanley said that at the working level, GDB employees 
were \"welcoming Citi like the arrival of the Savior.\" He 

estimated that it would take Citi one year to implement basic 
compliance and anti-money laundering policies and a more-robust 
audit process. Stanley observed that the biggest challenge was 
human resources. He said that all of GDB\'s branch managers 
located in Guangdong were \"political appointees,\" many of whom 
were responsible for the bad loans. Stanley said the Guangdong 
Deputy Party Secretary had advised Citi to \"go in and fire two 
branch managers on the first day to show who is boss.\" 


13. (C) According to Stanley, GDB, the PBOC and the CBRC agreed 
that 58 billion RMB worth of NPLs would be resolved ina 
\"pre-closing adjustment\" prior to Citi\'s final signature. 

Stanley said these loans were too politically sensitive to ever 

see the light of day since he understood they were largely 
channeled to Guangdong\'s current and former leaders and their 
friends. In the end, the question came down to who would pay. 
Guangdong Government had tried to place the responsibility on 

the PBOC, but Chairman Zhou Xiaochuan had made clear that PROC 
would only take care of the Big Four banks. CBRC acknowledged 
that the NPLs needed to be removed to make the sale, but had no 
money of its own. Eventually, PBOC told Guangdong\'s political 
leaders that they needed to clean up their own mess. The 

current plan was that Guangdong Province would sell its stake in 
Southern Grid and parts of the Guangdong Electricity Group to a 
State Grid and China Life consortium. The sale of these 

provincial assets was due to bring in roughly 50 billion RMB. 

The Citi-lead consortium would be responsible for the other 8 

billion RMB. 


Stanley Never Sleeps, Wen is Weak; Hu is Sick 
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14. (C) An obviously exhausted Stanley described the hectic pace 
he had maintained over the past several months conducting his 
own brand of shuttle diplomacy in order to resolve the business 
and regulatory issues surrounding the GDB acquisition. He said 
he tried to start and end each week at the office in Shanghai, 

and traveled to Guangzhou and Beijing for meetings from Tuesday 
to Thursday. Part of the problem he encountered was that \"PBOC 
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and CBRC don\'t like each other" and kept asking Citi to relay 
messages and information back and forth. 


15. (C) Stanley said that in his discussions in Beijing, he had 
heard that Huang Ju was sick with cancer and resided in 
Shanghai; Huang was \"technically retired\" and would probably be 
officially retired in March 2007. He also had heard that Hu 

Jintao was also \"not healthy\" and that the Party had begun the 
process of looking for the next generation of leaders. Stanley 
added that, compared to Zhu Rongji, Wen Jiabao was \"a weak 
premier\" and not effective in leadership circles. 


16. (C) Stanley said that he had seen \"radical political change 

in the last eight months\" and a \"general backlash against 

foreign investment.\" He mentioned that Huijin Investment 
Company CEO Xie Ping had come under a lot of criticism for 
pricing the China Construction Bank (CCB) sale of stock to Bank 
of America too cheaply (after BofA made large paper profits from 
the CCB listing on the Hong Kong exchange) and many other 
Chinese officials began to question why they should be so open 

to investment after the failure of the CNOOC and Dubai Port 
deals. Stanley said \"hard line communists\" now had more say in 
the governing process and the media had become \"increasingly 
vocal in opposing foreign encroachment\" in China\'s economy. He 
said China\'s leadership, to its credit, had taken a more 

populist tack in addressing issues such as the wealth gap, and 
environmental degradation. However, in the process, it had 
dismantled the more business-oriented polices of the previous 
government and tried to address these economic problems by 
\"pouring money into fixed asset investment\" through the hands of 
local party bosses. 


17. (C) Stanley said that with Huang\'s sickness and Wen\'s 

weakness, all decisions about China\'s exchange rate, monetary 

policy, and interest rates were made by a twelve-person 

Financial Service Committee headed by State Councilor Hua 

Jianmin. He said that Hua was \"a very mysterious guy\" who Citi 
executives had never met, despite having previously employed his 
daughter, Hua Qin. PBOC Zhou Xiaoquan and CBRC Liu Minkang also 
sat on this committee. Stanley added that Zhou was quite open 

about the constraints on his power, sometimes stating, \"If | was 

an independent Central Bank Chairman...\" 
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18. (C) Stanley said the November 28 regulations requiring 
foreign banks to incorporate locally to carry out RMB business 
were \"not bad\" and that Citi had undertaken local incorporation 
in other markets around the world. Citi looked forward to being 
able to conduct RMB business with Chinese citizens. The 
\"dribbling out\" process of releasing the regulations had caused 
lots of heartburn, but there had been many opportunities for 

Citi and others to provide comment. He noted that the new 
banking rules benefited banks, such as Citi, that were already 
established in China with capital. If a new bank wanted to open 
up in China, he said, it would be \"virtually impossible to get 

in.\" WHow could a bank be profitable for three sequential years 
if it couldn\'t do RMB business?\" he added. 


19. (C) Stanley said China was engaged in an ongoing process of 
de-politicizing its banks, but still had a long way to go. The 
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FRB participants were delighted to hear Stanley note the 
increased teeth CBRC had gotten in requiring Chinese banks to 
reclassify loans, a process he had observed at SPDB. While 
generally optimistic on the reform path Chinese banks had taken, 
Stanley said that the \"Big Four\" Chinese banks would never 
entirely get out of the business of making \"political\" loans. 

He discussed the difficulty that Small and Medium Enterprises 
(SMEs) had in securing loans, despite CBRC policy support, 
quipping: \"A bad loan to an SOE is patriotic -- a bad loan to an 
SME is idiotic.\" Banks, he said, have no incentive to make 
loans to SMEs and no real experience in making the 
forward-looking valuations necessary to effectively 

differentiate between good and bad companies. 


20. (C) Stanley said the security market was \"still totally 

closed\" except for investment banks profiting from cross-border 
listings in Hong Kong. He said the current stock market boom 
was \"ridiculous.\" He observed that the high domestic stock and 
real estate prices merely reflected the excess liquidity caused 

by the failure of monetary policy and the limited types of 

assets available to soak it up, noting that bond market yields 
were zero. 
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21. (C) In response to a question by Governor Warsh, Stanley 
advised that U.S. officials coming to participate in December\'s 
SED adopt a posture that is \"publicly accommodating, but hard 
behind the scenes.\" In his experience, he had found that it was 
never useful to \"publicly beat them up,\" but that the USG should 
be \"tough\" on such issues as market access. He said it was in 
China\'s own interest to adjust its currency policy to manage its 
excess liquidity. Market access was the real problem, and if 
China didn\'t open up, its unchecked enormous trade surplus would 
increase the potential for U.S. or EU trade retaliation. 

Stanley said it was important that SED participants made clear 
that \"We, in the Cabinet, are your friends, but we are getting 

fed up as well.\" He believed that Chinese officials \"had the 
feeling that they need to be friendly to Americans,\" and would 

be receptive to such tough talk so long as it was presented 
privately and couched in terms of steps taken being in the 
mutual interests of both China and the United States. 


22. (U) The FRB delegation did not have an opportunity to clear 
on this cable. 
JARRETT 
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SUBJECT: NEPAL: TIBETANS VIEW RESETTLEMENT AS ZERO-SUM GAME 


Classified By: Ambassador James F. Moriarty for reasons 1.4 (b/d). 


SUMMARY 


1. (C) In October 2006, Post\'s Tibetan-speaking staff 
conducted an informal survey of 18 Tibetans on the proposed 
resettlement of 60,000 Bhutanese refugees and about refugee 
resettlement generally. Generally, the reactions from the 
respondents indicated that some Tibetan refugees viewed U.S. 
resettlement programs as a zero-sum game, exposing a worry 
that U.S. attention toward the Bhutanese refugees could 
negatively impact Tibetan prospects for resettlement. 


METHODOLOGY 


2. (C) In October 2006, Post\'s Tibetan-speaking staff 
conducted an informal survey of 18 Tibetans on the proposed 
resettlement of Bhutanese refugees and about refugee 
resettlement generally. Views of third persons were also 
sought through those who were interviewed. This is a summary 
of the findings, including views of leaders and activists 

gleaned from various media sources. 


REACTIONS MIXED 


3. (SBU) Generally, the reactions were mixed on the proposed 
Bhutanese refugee resettlement program: 


a. While many respondents welcomed the news of a resettlement 
program for Bhutanese refugees, many also expressed confusion 
as to why the U.S. planned to resettle 60,000 Bhutanese 
refugees but only 5,000 Tibetans. A number of respondents 
opined that they wished the U.S. would resettle all of the 

refugees living in Nepal. Some lamented that this indicated 

a U.S. preference for the Bhutanese refugees over Tibetans. 
They felt they were being treated differently from the 

Bhutanese refugees, saying that the latter received 

significant aid and attention from the international 

community, while Tibetans do not. (Comment: The Tibetan 
refugee camps are in much better shape than the Bhutanese 
camps. For 15 years, the GON has maintained that the 
Bhutanese camps are temporary and has thus allowed neither 
electricity nor permanent housing. End Comment.) 


b. All respondents agreed that resettlement would bring those 
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resettled a \"better life,\" including freedom and the 
opportunity to contribute to democratic movements. 


c. Many Tibetans acknowledged that the Bhutanese refugee 
resettlement program would not face the same political 
obstacles as the resettlement of the 5,000 Tibetans, noting 
that tiny Bhutan could not bring the same political pressure 

on Nepal as China could. They hoped, however, that the U.S. 
would undertake the resettlement of the 5,000 Tibetans first. 
(Comment: Because of the political obstacles to Tibetan 
resettlement, it would be unwise to link the two resettlement 
programs. End Comment.) 


WHO IS MOST VULNERABLE? 


4. (C) Most respondents believed that Tibetan refugees were 
more vulnerable than Bhutanese refugees in Nepal, arguing 
that the Government of Nepal withheld refugee status from 
Tibetans. They also pointed out that, while Nepal helped 
Bhutanese refugees in their struggle to return by initiating 
talks and pressuring the Royal Government of Bhutan (RGOB), 
Nepal mistreats Tibetans and bans Tibetan democratic 
demonstrations. They also raised incidents in which Maoists 
threatened Tibetans in refugee settlements, warning that the 
Maoists would \"kick all of the Tibetans out of Nepal by 
setting their houses on fire.\" Interestingly, almost all of 

the respondents agreed with the RGOB in arguing that the 
Bhutanese refugees are Nepal\'s own people, implicitly 
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questioning their refugee status. 


COMMENT 


5. (C) On average, Tibetans in Nepal are better off than the 
Bhutanese refugees. For example, those who hold Refugee 
Cards are able to work in Nepal and generally have freedom of 
movement and, to a large extent, freedom of religion. Many 
Tibetan Buddhist monasteries exist in Nepal allowing the 
continuation of Tibetan religious and cultural practices not 
permitted in Tibet. While their fears are unfounded, it 

comes as no great surprise that Tibetan refugees see 
themselves in competition with the Bhutanese refugees in 
Nepal when it comes to resettlement. The view that U.S. 
resettlement programs are a zero-sum game erodes possible 
solidarity among refugees more broadly, solidarity that could 
ultimately further the interests of all refugees in Nepal. 
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SUBJECT: MOZAMBIQUE: GOVERNMENT WARNS ITS CITIZENS ON WORLD 
AIDS DAY 


Ref: Maputo 1497 
Maputo 1531 


1. Senior government officials continued their candid 

dialogue in commemoration of World AIDS Day on December 1. 
President Armando Guebuza, although out of the country on 
official travel, issued a written statement focusing 

particularly on the impact of HIV/AIDS on the fight against 
poverty, its terrible threat to the country\'s youth, and the 
continuing problems of stigma and discrimination faced by 
those infected with the disease. (Note: An estimated 16 
percent of Mozambicans aged 15-49 were HIV positive in 2004. 
End Note.) Combating poverty was the main theme of the 
recent FRELIMO party congress, and Guebuza stressed that the 
surge in HIV/AIDS cases had become a major obstacle to 
implementing the government\'s anti-poverty agenda. He noted 
that youth were especially affected, given that more than 

half of the 500 new infections occurring daily were among 
people between the ages of 15 and 29. Guebuza scolded 
Mozambicans for giving in to the prevailing atmosphere of 
stigma and discrimination, which discourages testing and 
divides families, and instead encouraged sympathy, 
compassion, and care for infected members of society. 


2. Prime Minister Diogo officially represented the 
government in Manjacaze, Gaza Province, at the official AIDS 
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Day ceremonies, which included music, dancing, a march, and 
speeches encouraging education, fidelity, and proper use of 
contraceptives. Echoing Guebuza\'s message, Diogo reiterated 
the devastating effect of HIV/AIDS on Mozambican youth, whom 
she referred to as the \"window of hope,\" and urged action to 
protect the \"future of the country.\" Diogo condemned 
discrimination against persons with HIV/AIDS and appealed to 
the African, and specifically Mozambican, tradition of 

solidarity to be shown to those infected and affected by the 
virus. She also repeated the government\'s pledge to have 
anti-retroviral (ARV) treatment in all 128 districts by the 

first quarter of 2007. 


ARV MONITORING AND EVALUATION SYSTEM 


3. In the days following World AIDS Day, the Health Ministry 
organized a three-day workshop in partnership with the World 
Health Organization and local NGOs to discuss the 
establishment of a national monitoring and evaluation system 
for patients receiving ARV therapy. The Health Ministry 
envisions the establishment of such a system in coordination 
with the provision of ARV in all 128 districts in 2007. 


AIDS AFFECTING THE POLICE FORCE 


4. The impact of HIV/AIDS is keenly felt in public 

institutions. Interior Minister Jose Pacheco revealed on 

the eve of World AIDS Day that in 2005 some 620 members of 
the Mozambican police (approximately 2.5 percent of the 
25,000 strong force) died from AIDS. In his remarks he 
emphasized the serious challenge the government now faces 
not only in recruiting additional members as the police 

force expands, but also replacing those lost to AIDS. 


COMMENT 


5. HIV/AIDS has clearly become one of the most discussed 
issues among senior level officials, who in the past month 
have used opportunities at the FRELIMO congress and on World 
AIDS Day to speak frankly and forcefully about the gravity 
of the epidemic and the need for a change in attitudes. 
Despite positive and widespread media coverage of the 
government\'s message, unfortunately a majority of 
Mozambicans with HIV/AIDS still do not seek treatment, 
either out of ignorance or fear of discrimination. Although 
the government pledges to ramp up its ARV program (as a 
result of our and other donors\' assistance), formidable 
logistical challenges (lack of trained medical personnel, 
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for example) and stigma surrounding the disease remain major 
constraints. 
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SUBJECT: SLOVENES HAVE SELECT INTERESTS IN INT\'L MARITIME 
ORGANIZATION (IMO) 


REF: STATE 183434 


1. On November 6 Econoff learned that the Government of 
Slovenia (GOS) would not be attending the Maritime Safety 
Committee meeting. When Econoff delivered reftel points on 
November 28 to Jadran Luin, Director General at the Ministry 
of Transport (MOT) in charge of Maritime affairs, Luin 
explained that due to limited resources, the Slovenian 
Ambassador to Great Britain usually represented national 
interests at IMO meetings. At this time, the GOS focuses on 
three committees to the exclusion of all others: the Legal, 
Maritime Safety and Maritime Environmental Protection 
Committees. Although not active with the IMO, Luin stressed 
that the GOS is actively working with neighboring countries 
with regards to maritime routes and safety. Maritime issues 
are important to the GOS as they relate to the port in Koper 
but the GOS does not have an official position on either the 
LRIT or GMDSS programs, which are to be discussed at the 
meeting in Istanbul. 


ROBERTSON 


88653 


Column 3 

RR RUEHGH RUEHVC 

DE RUEHCN #1250/01 3420534 

ZNR UUUUU ZZH 

R 080534Z DEC 06 

FM AMCONSUL CHENGDU 

TO RUEHC/SECSTATE WASHDC 2322 

INFO RUEHOO/CHINA POSTS COLLECTIVE 
RUCPDOC/USDOC WASHDC 0015 

RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUEHCN/AMCONSUL CHENGDU 2794","UNCLAS SECTION 01 OF 02 CHENGDU 001250 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE PLEASE PASS FEDERAL RESERVE SYSTEM FOR WARSH AND FRB SAN 
FRANCISCO FOR CURRAN 


E.O. 12958: N/A 

TAGS: ECON, EFIN, PGOV, SENV, CH 

SUBJECT: FEDERAL RESERVE LOOKS AT SOUTHWEST CHINA DEVELOPMENT 
PROSPECTS 


CHENGDU 00001250 001.2 OF 002 


1. (SBU) Summary. A Federal Reserve delegation visited Chengdu 
from November 28-30. According to local government leaders, the 
economies of Sichuan and Chengdu will continue to grow rapidly, 
although environmental protection is a concern. Representatives 
of smaller U.S. businesses operating in Chengdu complained of 
lack of government transparency and human resource problems. 
End summary. 


2. (U) Federal Reserve System Governor Kevin Warsh, San 
Francisco Federal Reserve Bank (SFFRB) President Janet Yellen, 
SFFRB International Research Group Vice President Reuven Glick, 
and SFFRB Group Vice President and Deputy for Banking 
Supervision and Regulation Teresa Curran visited Chengdu 
November 28-30 to meet with local officials and to discuss 
economic prospects for China\'s southwest with representatives of 
U.S. businesses. 


3. (SBU) Sichuan Development and Reform Commission (SDRC) 
Director Xie Hong used the term \"harmonious\" at least three 
times during his description of the provincial and central 


Column 3 

government\'s plans for the area\'s economic development. He said 
that Chengdu was not \"representative\" of the province generally, 
noting that Sichuan\'s population was heavily rural. Therefore, 
authorities needed to ensure that the benefits of economic 
development were spread fairly throughout society, so 
development could be both \"sustainable\" and \"harmonious,\" said 
Xie. Strict environmental protection was also necessary to 

ensure \"harmony between man and nature.\" Asked about the 
province\'s efforts to attract FDI, Xie acknowledged that to 

succeed the province must \"do better than Shanghai or Beijing.\" 


4. (SBU) On the question of province\'s revenues, SDRC Finance 
Director Guo said that local taxes and fees were sufficient to 
cover approximately one-half of the province\'s expenditures, 
with the rest coming from the central government. She explained 
that the province received revenues from the central government 
both in the form of refunds of taxes paid by local and 

provincial authorities, and in the form of direct payments. 


5. (SBU) Chengdu Executive Vice Mayor Liu Peizhi outlined the 
factors driving the city\'s recent growth, which he stated had 
averaged 13 percent per year over the previous five years. He 
seemed particularly proud of one result, which was an increase 
in the city\'s fiscal revenues from 36 billion RMB (approx. USD 
4.5 billion) in 2005 to a projected figure of 43 billion RMB 
(approx. USD 5.4 billion) in 2006. He claimed that only seven 
percent of the city\'s economy was based on agriculture, while 
heavy industry accounted for over 41 percent, the remainder 
coming from \"tertiary\" industries, including the service sector. 
However, he admitted that the city\'s logistics sector was 
\"lagging.\" Summing up Chengdu\'s advantages, he said that it was 
a \"happy place to be,\" due to its \"harmonious society" and the 
ability of its residents to \"live and work in peace and 
contentment.\" 


6. (SBU) Asked about environmental concerns, Liu pointed to 

water pollution on the upper Yangtze as one of his primary 

worries. With heavy population pressure along the river\'s upper 
stretches and tributaries, Liu said that it was almost 

impossible to stop the discharge of untreated wastewater, even 
though modern treatment plants have been built. Following the 
meeting, a Foreign Affairs Office (FAO) representative tried to 
downplay Liu\'s comments about Chengdu\'s environmental problems. 
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7. (SBU) At a luncheon event organized by AmCham Sichuan, local 
representatives of U.S. businesses aired their concerns over the 
province\'s business environment. With heavy representation from 
U.S. SMEs, attendees complained of difficulty getting commercial 
credit from local banks, and problems in dealing with China 

Customs and agricultural inspection services. The transparency 

of government decision-making was a common grievance, along with 
human resource problems. One representative of a firm 
manufacturing precision instruments said that he had to spend up 

to 50 percent of his time on personnel issues, while in the 
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United States he would expect to spend less than ten percent of 
his time on such matters. 


8. (SBU) The delegation visited Intel\'s assembly and packaging 
facility in Chengdu to meet with managers. Intel Chengdu\'s 
Chief Financial Officer David Schmid told the delegation that 

the main reason for locating the plant there was to take 
advantage of low labor costs (which he said were one half to two 
thirds those of Shanghai) and to be closer to the firm\'s markets 
in southeast Asia. He added that the plant had experienced a 
very low rate of confidentiality or trade secret violations, 

which he attributed to a low turnover rate and to good business 
practices. Unlike the SME attendees at the lunch event, Schmid 
had few complaints about government transparency, China Customs, 
or the availability of credit. 


9. (SBU) New Hope Group Chairman Liu Yonghao gave the delegation 
a brief history of his firm\'s rise from selling bicycles and 

watches in 1982 to its present status as one of China\'s leading 
agribusiness concerns (it also has finance, chemical, and 
construction divisions). His major concerns for the continued 
development of southwest China\'s economy included the quality of 
its workforce, along with the need to improve the 

transportation, energy, and logistics sectors. He called U.S. 
investment in China\'s banks \"very positive.\" Asked about his 
worries for China\'s overall political and economic future, Liu 

said that stability was the most important thing, but that 

continued market opening and political reform were necessary to 
maintain that stability. He added his view that the economy 

(and especially the agricultural sector) remained vulnerable to 
\"external shocks\" such as SARS and avian influenza. 
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10. (SBU) Concerns over workforce quality, the environment, the 
banking system, and social stability are hardly unique to 
southwest China. However, transportation and logistics problems 
as well as local government attitudes seem to remain significant 
obstacles to the area\'s development. In the short term at 

least, large investors here will likely continue to enjoy 

significant advantages over SMEs in their dealings with local 
Officials. 

BOUGHNER 
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E.O. 12958: N/A 
TAGS: EINV, EFIN, ECON, PINR, TW 
SUBJECT: WEF Ranks Taiwan 100th in Banking Soundness 


SUMMARY 


1. The World Economic Forum (WEF) recently gave Taiwan\'s banking 
system a ranking of 100th out of 125 rated economies. Taiwan\'s 
banking regulators have expressed dismay, disagreement, and have 
pointed out flaws in evaluation method. End summary. 


Poor Ranking 


2. In its 2006 banking soundness rating for 125 economies, the WEF 
lowered Taiwan\'s ranking to 100th from 74th in 2005. Banking 
soundness was one of 89 factors on the WEF global competitiveness 
rating. Taiwan\'s 2006 overall ranking dropped from 8th to 13th, and 
the United States\' ranking from first to fifth. 


Taiwan Regulator Disagrees 


3. In response to the poor rating, the Financial Supervisory 
Commission Banking Bureau (BB) held a press conference on September 
27 to rebut the WEF findings. The BB noted that the WEF did not 
base its bank rating on financial indicators as capital adequacy 

ratio, non-performing loan (NPL) ratio, return on asset (RA) ratio, 

and return on net worth (RE) ratio. Instead, the WEF based its 

rating on a simple questionnaire which asks ordinary businessmen 
(without financial backgrounds) to judge the soundness of the 

banking system. BB claims that the questionnaire\'s sole question on 
banks reads: \"Banks in your country are: 1=insolvent and may require 
a government bailout, 7=generally healthy with sound balance sheet.\" 
The BB also noted that the WEF never interviewed any of Taiwan\'s 
banking regulators. 


Good Shape but Poor Profitability 


4. According to the BB, Taiwan banks are in relatively good shape 
with good quality assets. Their average capital adequacy ratio is 
10.33%, higher than the 8% required by Basil Il. Their average NPL 
ratio is 2.39%. Their profitability in term of RA or RE ratio is 
relatively poor but is expected to improve as delinquent debt 
problems seem to be under control. 


Poor Ranking for the United States and Japan 
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5. According to the BB, while the rating for Taiwan was unfair, the 
WEF also gave the United States a ranking of 27th, worse than 18th 
for Chile, 19th for South Africa, and 22nd for Barbados. The 
ranking for banks in Japan was 76th. 


WANG 
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Ref: Taipei 2695 


SUMMARY 


1. (U) Taiwan\'s monetary authorities in November started permitting 
banking institutions to lend NT Dollars (NTD) to foreign borrowers 

in Taiwan which may be used to finance direct investment, securities 
trading, and real estate purchases. The new measure relaxes the 
conditions for using NTD loans as direct foreign investment 
(reported reftel) and is designed to reduce Taiwan\'s excess 

liquidity. End summary. 


Industry Regulations 


2. (U) On November 13, Taiwan\'s Central Bank of China (CBC) and the 
Financial Supervisory Commission (FSC) issued a joint statement that 
banking institutions will be permitted to lend NTD to foreign 

borrowers without residence in Taiwan after the Bankers Association 
adopts a set of voluntary regulations, which it did late November. 


Relaxation 


3. (U) According to the CBC, qualified foreign borrowers may be 
foreign individuals without permanent residence or foreign 
corporations without registration in Taiwan. NTD loans to these 
foreign borrowers may be used to finance such activities as 
securities trading, real estate purchases, direct investment 
projects, and acquisition and mergers. These NTD loans must be 
secured with collateral, except for intra-day loans which are used 
to pay for stocks purchased earlier the same day. 


To Reduce Excess Liquidity 


4. (U) A CBC official told AIT/T that the new measure is designed 
to reduce excess liquidity which has kept yield rates on 10-year 
public bonds below 2%, the second lowest in the world after only 
Japan. The CBC official said low interest rates in Taiwan should 
attract foreign investors to use NTD loans to do merger and 
acquisitions (M&A) here. He further noted low interest will also 
attract hedge funds to borrow NTD loans to finance securities 
transactions. The CBC estimated that NTD loans required annually by 
hedge funds and foreign securities firms may reach NT$1.32 trillion 
(US$40 billion), equivalent to 90% of total postal savings currently 
placed on deposit with the CBC. 


COMMENT 
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5. (SBU) It is unsound to expect hedge funds to resolve domestic 
excess liquidity problems. The November 13 relaxation measure 
indicates the CBC\'s desperation to address excess liquidity issues 
which have remained in spite of the July 2006 measure permitting 
secured NTD loans to serve as foreign direct investment in Taiwan 
(reftel). The CBC needs to issue additional negotiable certificates 
of deposit to absorb excess liquidity from the banking system. The 
best solution would be a substantial expansion of private 
consumption and private investment. 


Young 
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E.O. 12958: DECL: 12/08/2031 

TAGS: ECON, ETRD, EINV, APECO, TW 

SUBJECT: AUSTR VISIT: TIFA, APEC, CHINESE GOODS, AND 
CONFUSION ON GPA 


REF: TAIPEI 3972 
Classified By: AIT Econ Chief Daniel K. Moore for reasons 1.4 (B/D) 


1. (C) Summary: Bureau of Foreign Trade (BOFT) Director 
General Franco Huang told AIT Econ Chief that he would try to 
provide AIT with \"acceptable footnote language\" for Taiwan\'s 
WTO GPA accession. It is not clear whether this signifies 
confusion or motion in Taiwan\'s position. His comments 
contrast with Vice Premier Tsai Ing-wen\'s statement to AIT 
DIR in late November (reftel) that no footnote language would 
be acceptable to Taiwan. Huang and his staff told Econoffs 
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they were frustrated with various snubs their foreign 

minister had to endure in Hanoi during APEC, but they were 
very pleased with U.S. and other members\' support for a Free 
Trade Area of the Asia-Pacific (FTAAP). End summary. 


2. (U) On December 5, AIT Econ Chief hosted a lunch for 
BOFT Officials for a working-level readout on the Hanoi APEC 
meetings and an update of key trade issues in advance of 
Assistant USTR Tim Stratford and Deputy Assistant USTR Eric 
Altbach\'s planned visit December 18-19. The lunch was 
attended by BOFT\'s Director General Franco Huang, BOFT staff 
responsible for WTO, APEC, and bilateral trade issues, as 

well as the Chief of the Ministry of Foreign Affairs APEC 

Task Force. 


Preparing for AUSTR Visit 

3. (C) DG Huang called the Government Procurement Agreement 
(GPA) a difficult issue and noted that Chinese Taipei 

(Taiwan\'s official name within APEC and WTO) could not accede 
to the WTO GPA under the current proposed footnote language. 
He promised, however, to \"ask his boss\'s boss,\" i.e. Minister 

for Economic Affairs Steve Chen, for footnote language 
acceptable to Chinese Taipei. This contrasts sharply with 

Vice Premier Tsai Ing-wen\'s statement to AIT DIR on November 
24 that Taiwan is \"not ready to consider\" having any footnote 

in its WTO GPA accession language. 


4. (U) DG Huang stated BOFT and the Ministry of Economic 
Affairs looked forward to discussing the TIFA agenda during 

the Stratford/Altbach visit. He promised to urge the 

relevant offices to move more quickly in drafting Taiwan\'s 
comments on the model bilateral investment agreement that 

USTR passed to BOFT in August. However, he also noted that 
the model agreement provided was done under an FTA framework. 


APEC 

5. (C) Turning to the APEC meetings in Hanoi, BOFT 

officials stated they were extremely pleased that the U.S. 

and some other member economies supported the goal of the 
FTAAP. Although the Leaders\' Declaration was rather weak on 
the issue, only calling for \"further studies\" on ways to 
implement a FTAAP over the long term, Chinese Taipei took it 
as a victory that the U.S. and several other developed member 
economies offered support for this goal. Chinese Taipei was 
also pleased that the leaders\' statement labeled the Doha 
Development Agenda as a top priority. DG Huang stated that 
Ambassador Michalak was \"our hero\" at APEC for his tireless 
promotion of these goals. Huang also noted Michalak 
personally told him China\'s Vice Minister of Commerce should 
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not have spoken out in the APEC meeting to say that only 
sovereign countries can be party to free trade agreements. 
According to Huang, both Japanese and New Zealand reps echoed 
Michalak\'s comments. 


6. (U) Hanoi was not without frustrations, however. BOFT and 
MOFA officials cited snubs that Taiwan\'s foreign minister had 
to endure such as being seated away from the other foreign 
ministers during a formal dinner, and having to wait to 

depart the event until all of the other foreign ministers had 

left. The MOFA official stated that Chinese Taipei had to 
argue with the APEC Secretariat for complete inclusion of its 
APEC accomplishments in a final statement. According to the 
official, China objected that the report included six 
accomplishments of Chinese Taipei and only listed three from 
China. China wanted to cut the number of Chinese Taipei\'s 
down to three as well. After protests and middle-of-the 

night e-mails the original language was preserved. These 
kinds of snubs were nothing new, Huang commented. Even with 
these frustrations, Huang stated that Taiwan remained fully 
committed to APEC and would continue to participate as 
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actively as possible. He highlighted Taiwan\'s US$2 million 
contribution to the e-APEC initiative as one example of 
Chinese Taipei\'s commitment to APEC. 


Taiwan Bans on PRC Goods 

7.(C) During the WTO Trade Policy Review for Taiwan, held 

in May this year, China protested Taiwan\'s import ban on over 
2000 PRC products, stating such a position is contrary to WTO 
standards. The American Chamber of Commerce in Taipei and 
the European Chamber of Commerce Taipei (ECCT) regularly 
complain to Taiwan officials about these same prohibitions, 

also citing them as WTO-incompatible. DG Huang had told AIT 
in August China and Taiwan might hold bilateral consultations 
on this topic \"after the summer\" break and that he thought 

this would be a very important step in cross-Strait economic 
relations. DG Huang confirmed today that no such talks have 
materialized to date, but indicated China and Taiwan continue 
to discuss such talks and have tentatively arranged to hold 

talks in January on Taiwan\'s bans on agricultural products. 
However, Huang added that the composition and leaders for the 
delegations have not yet been decided. 


8. (C) Comment: AIT believes it unlikely that Taiwan has 
shifted its position on the WTO GPA footnote issue since the 
Director last spoke with the Vice Premier on November 24. 
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Nonetheless, AIT will follow up with BOFT to see if Minister 

of Economic Affairs Steve Chen clears on acceptable footnote 
language for Chinese Taipei\'s accession to the WTO GPA. 
YOUNG 
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E.O. 12958: N/A 

TAGS: KTFN, EFIN, ETTC, PREL, PTER, KVPR, CE 

SUBJECT: TERRORIST LISTS: SRI LANKA DOES NOT MAINTAIN A 
NATIONAL TERRORIST LIST 


REF: SECSTATE 193615 


(SBU) EconOff coordinated with US TreasuryOff located in Sri 
Lanka to obtain the following information requested reftel. 
Sri Lanka does not maintain a formal national list of banned 
terrorist organizations. Rather, it exchanges information 
bilaterally with countries that have known operatives of the 
Liberation Tigers of Tamil Eelam (LTTE). This information 
exchange is conducted through diplomatic note, copies of 
which are maintained in paper files. The Inspector General 
of Police is the designated competent authority for these 
matters. 

BLAKE 
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SIPDIS 
SIPDIS 


STATE FOR I/RF, PA/PR/FPG/MW, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION - ISG REPORT - TOKYO 


LEAD STORIES: Friday morning\'s Yomiuri front-paged an 
exclusive interview Thursday with Okinawa Governor-elect 
Nakaima in Naha, during which he expressed flexibility 
toward a GOJ plan to relocate the functions of Marine 
Corps Air Station Futenma to Camp Schwab. 


1. \"President Bush Should Immediately Act on ISG Report" 
The liberal Asahi editorialized (12/8): \"While pointing 

out numerous US policy mistakes committed since the start 
of the war, the bipartisan Iraq Study Group (ISG) 

proposed that President Bush should change his policy in 
that country.... We agree with the report\'s proposal. 

Robert Gates, who won Senate approval as the next defense 
secretary on the same day the ISG submitted the report to 


SIPDIS 
President Bush, admitted that the Bush administration 
mismanaged some US operations in Iraq. The president 
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should now move to substantially change his Iraq policy. 
We also agree with the basic direction of the ISG report. 
Although the report did not touch on specific procedures 
regarding a US withdrawal, it specified the goal of 
recalling troops and a timetable for doing so. This is 
significant in that the continued presence of US troops 
is worsening the situation rather than improving it. A 
declaration that the US will not remain in the country 
forever will be effective in alleviating anti-American 
sentiment both in and outside Iraq." 


2.\"ISG Report a Map out of Iraq Chaos" An editorial in 
the top-circulation, moderate Yomiuri observed (12/8): 
\"...Saying that present US policy in Iraq is not 
functioning, former Secretary of State Baker and other 
members of the bipartisan ISG came up with 79 
recommendations to break the Iraq deadlock. President 
Bush said he would consider the recommendations in a 
serious manner and come up with a new policy in several 
weeks. The question is what the contents of a new Iraq 
policy will be.... If the Bush administration follows the 
ISGVs proposals, the phased withdrawal of 140,000 US 
troops in lraq will start as early as next year. This is 
tantamount to accepting calls from Democrats for an early 
withdrawal. Nevertheless, the administration has rejected 
calls for an immediate pullout, saying that this would 

lead to further bloodshed or anarchy.\" 


3. \"US Exit Strategy Needs Multilateral Modifications\" 

The business-oriented Nihon Keizai editorialized (12/8): 

\"... The recommendations from the ISG were just proposals 
for discussion. In reality, it is the Bush administration 

that will decide how to change US policy in lraq.... 
President Bush needs to realize that it is difficult to 

give shape to and implement some of the ISG policy 
options submitted to him.... It will be worth seriously 
considering a proposal that the US build a multilateral 
framework, invite Iran and Syria to take part, and engage 
these countries in a serious manner. The reconstruction 

of Middle East peace is imperative to improve the 

regional environment surrounding Iraq. Inasmuch as former 
Secretary of State Baker said there was no \'magic 
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formula\' to resolve the situation, the US should resort 
to as many policy options as possible to break the 
stalemate.\" 


SCHIEFFER 
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E.O. 12958: DECL: 12/16/2016 

TAGS: PGOV, PREL, PTER, LE, SY, IS 

SUBJECT: LEBANON: LEBANESE FORCES MOVING TOWARD COUNTER 
DEMONSTRATIONS 


Classified By: Ambassador Jeffrey D. Feltman. Reason: Section 1.4 (b). 


SUMMARY 


1. (C) One of the political advisors to Lebanese Forces 

(LF) leader Samir Ja\'ja\' stated that the majority of LF\'s 
leadership is angry at the unrelenting media coverage of the 
anti-government street demonstrations that have taken place 
since last Friday. Arguments that March 14 pro-government 
forces must answer the Hizballah-FPM show of force are 
becoming more persuasive to the leadership of the second most 
important bloc in the country\'s Christian community. Samir 
Ja\ja in particular feels that Nasrallah and Michel Aoun need 
to be reminded that they are not the only leaders with 
popular support in Lebanon. End Summary. 


2. (C) Elie Khoury, a political advisor who has good ties 

to the LF leadership, but who is not a member of the inner 
circle, informed emboff on December 5 that Samir Ja\ja\' is 
receiving near unanimous advice from his party leadership 
that the current display of Hizballah power is steadily 
eroding support for the government, partly from intimidation, 
but mostly due to political fatigue on the part of Lebanon\'s 
citizenry, which is still trying to recover from the 

debilitating July-August conflict. 
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FIGHTING THE IMAGE OF INEVITABILITY 


3. (C) According to Khoury, part of the frustration now 

being felt by the Lebanese Forces stems from the fact that LF 
MP George Adwan, with backing from Ja\'ja\', had been trying 
\"for months\" to establish a dialogue with Michel Aoun and has 
little to show for it. (Note: This assessment contrasts 

with a description by Aounist MP Ibrahim Kanaan of the same 
channel as effective and reliable. End note.) Samir Ja\ja\' 
has reportedly \"had enough\" of Hizballah-Aounist speeches 
which rake Siniora and March 14 over the coals each night, 
followed by one-sided \"interviews\" that give no indication of 
a March 8 readiness to compromise. Ja\ja\' is deeply 
concerned that Lebanon and the world see only one force in 
the streets -- leading to the logical conclusion that 
pro-democratic forces are close to throwing in the towel. 


4. (C) Even though Ja\'ja\' is convinced that his 
arch-adversary Michel Aoun is blindly following Hizballah\'s 
(and Syria\'s) guidance, Khoury said he is willing to back one 
last March 14 effort to reach across the political divide. 

But that effort should be made from a position of strength, 
which can only be re-created by a show of force in the 

streets of downtown Beirut. Khoury stated that for March 14 
to enter into negotiations with its present passive posture 
would almost guarantee the end of the pro-reform movement, 
and with it, a democratic Lebanon. 


5. (C) A message was passed to Ja\'ja\'s advisor that if 
March 14 felt compelled to take to the streets to counter the 
increasingly confident Hizballah-Aounist bloc, it should 
physically position its supporters far away from Riad Solh 
Square and Martyr\'s Square. Khoury indicated he would pass 
that advice to Ja\ja\', but pointedly asked why Hizballah and 
the \"blindly ambitious\" Aoun should \"own\" that highly 
symbolic space. 

FELTMAN 
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SIPDIS 
SIPDIS 


NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 
STATE FOR NEA/ELA, NEA/FO:ATACHCO 


E.O. 12958: DECL: 12/07/2016 

TAGS: KPAL, PREL, PTER, LE 

SUBJECT: LEBANON: HANIYYEH DECLINES TO VISIT STRIFE-RIDDEN 
LEBANON 


REF: STATE 195195 
Classified By: Jeffrey D. Feltman, Ambassador. Reason: 1.4 (d) 


1. Polchief checked with the Foreign Ministry on the proposed 
visit of Hamas Prime Minister Ismail Haniyyeh to Lebanon. We 
were informed that due to Lebanon\'s political crisis Haniyyeh 
had dropped Beirut from his regional visit itinerary. A 

rumor had it that Prime Minister Siniora turned off the 

visit, citing security concerns due to the Hizballah-led 
opposition\'s near-siege of his Grand Serail complex. 
However, our Ministry source indicated that the decision to 
forgo a visit to Beirut came from the Palestinian side. Our 
ministry source shared our sense of irony that the Hamas 
leader would steer clear of Lebanon because of political 
strife. 


2. We nevertheless delivered reftel points regarding 
Haniyyeh\'s unconstructive role in the Palestinian Authority. 
Our interlocutor took the points on board and promised to 
relay them to senior levels, but cautioned that the 
Ministry\'s political leadership and policy-making apparatus 
are in turmoil following the late-November resignation of 
Shiite Foreign Minister Fawzi Salloukh. 

FELTMAN 
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SIPDIS 


STATE FOR AF/W 
STATE FOR INR/AA 


E.O. 12958: N/A 

TAGS: PREL, PGOV, KDEM, NI 

SUBJECT: GROUP TO BRING US-STYLE ALTERNATIVE DISPUTE 
RESOLUTION TO NIGERIA 


1. (SBU) Summary: In an early November meeting with the 
Consul General, U.S. experts in alternative dispute 

resolution (ADR) outlined their plans to launch a new program 
in ADR and conflict resolution (CR) in partnership with 

Nigerian Law School and the Negotiation Conflict Management 
Group. Efforts to promote ADR have the potential to counter 
Nigeria\'s current climate of \"winner take all\" politics and 

to enhance the rule of law as well as sanctity of contracts 

and political tolerance. End summary. 


2. (U) In an early November meeting with the Consul General 
(CG), U.S. experts in alternative dispute resolution (ADR) 
outlined their plans to launch a program of ADR and conflict 
resolution (CR) in Nigeria. The experts included: Judge 
Alexander Williams Ill of the Superior Court of Los Angeles; 
Peter Robinson, Managing Director of the Institute of Dispute 
Resolution at the Pepperdine School of Law; Mahmoud Salhi, 
Assistant Professor of Law at California State-Dominguez 
Hills; and David Hosmer, Mediator. 


3. (U) Robinson told the Consul General that Pepperdine 
University\'s ADR program is developing an international 
focus, with emphasis on Nigeria. The program will 
concentrate on training mediators and delivering ADR/CR 
services in Nigeria. Robinson said he was impressed with the 
ADR/CR Nigeria already has in place, and planned to visit 
additional programs during their trip. 


4. (SBU) Group members told the CG they find impressive the 
efforts and motivation of the Negotiation Conflict Management 


Column 3 

Group\'s (NCMG) founder, Kehinde Aina, and of retired Supreme 
Court Justice Kayode Eso, Chairman of the NCMG. Judge 
Williams also found the NCMG board distinguished and capable, 
and the overall quality of the lawyers strong. The group 

noted the NCMG has already established a 5000 square foot 
building in Lagos devoted to the advancement of ADR/CR. 


5. (U) The group wants to ensure that Nigerian lawyers are 
trained in ADR. Judge Williams feels that going through 
Nigeria\'s law school, the Nigerian Law School in Lagos, to 
establish a program with the American Bar Association (ABA) 
and Pepperdine School of Law, would promote use of ADR in 
Nigeria. 


6. (U) During the first year of the program, Robinson wants 

to hold four 2-week ADR classes in Lagos. However, costs are 
high, and the program must be self-supporting, Robinson 

noted. The group will explore ways to partner with Nigerian 

and U.S. businesses, and may approach the Nigerian government 
as well. 


7. (SBU) Judge Williams expressed concern that he had been 
asked to give a lecture to Nigerian judges entitled \"ADR on 
the Bench, Promise or Threat?\" Williams said ADR is a tool 
to enhance judges\' ability to resolve cases, not a threat. 

The Consul General told the group the title reflects the view 
that politics and law must be a zero-sum game. ADR, built on 
compromise, provides a different framework for 
problem-solving in Nigeria, he said. The current political 
situation has evolved because enough actors do not realize it 
is counterproductive to view everything through such a 
conflictual prism, the CG told the group. 


8. (SBU) Responding to a question from our guests about the 
role of lawyers in promoting social change and justice in 
Nigeria, the CG stated that, in the past, some attorneys have 
been mercenary, lending themselves and their talents to 

create legal arguments in support of extant military regimes. 
However, those attorneys have been counterbalanced by some 
very distinguished lawyers who have been at the forefront of 
democratization in Nigeria. Most of Nigeria\'s well-known 
human rights organizations were founded by lawyers and these 
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lawyers are among the most respected members of Nigerian 
society, the CG noted. Thus, plans to focus on ADR and the 
legal profession as a vehicle for a wider social change fit 
in with this aspect of Nigeria\'s legal profession\'s history. 


9. (SBU) Comment: Post sees efforts to promote ADR as a way 
to link American and Nigerian professionals and institutions 

of higher learning in a quest to bring greater respect for 

the rule of law, enhance conflict resolution in Nigeria and 
promote the sanctity of contracts. End comment. 
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E.O. 12958: DECL: 12/06/2016 

TAGS: PTER, PREF, PREL, PGOV, TU, IZ 

SUBJECT: MAKHMOUR: TURKEY AWAITS ANSWERS FROM GOI BEFORE IT 
WILL NEGOTIATE TRIPARTITE AGREEMENT 

REF: A. BAGHDAD 4371 AND PREVIOUS 


B. ANKARA 5642 AND PREVIOUS 


Column 3 
Classified By: POL/C Janice G. Weiner for reasons 1.4 (b) and (d). 


1. (C) Summary: Turkish MFA still must complete negotiations 

on the Makhmour camp Tripartite Agreement with UNHCR and will 
not discuss the agreement with the Iraqi government until the 

GOI formally responds to UNHCR\'s June 1 letter to Iraqi 
President Talabani. Turkey would welcome the U.S. signing the 
Tripartite Agreement. MFA reported that the Turkish 

parliament will have to approve the Tripartite Agreement. 

ICRC\'s Ankara representative told us that the Iraqi Red 

Crescent may step in to support the camp\'s residents should 
UNHCR cut off funding. End summary. 


2. (C) We met December 6 with MFA Director General for 
Security Affairs (S/CT-equivalent) Hayati Guven to get a 
readout from his November 15 discussions with UNHCR and U.S. 
officials in Geneva on the Tripartite Agreement for durable 
solutions and closure of the Makhmour refugee camp in 
northern Iraq. Guven reported that the discussions went 

well, but that the new version of the text he had received 

from UNHCR subsequent to this meeting still had some 
problematic language. He plans to meet with UNHCR\'s Turkey 
representative in 7-10 days, and invited us to join the 

meeting. 


3. (C) Guven noted that UNHCRVs text adds the United States 
as an observer signatory. He was pleased with this 
development, adding that U.S. backing for the agreement -- 
even if only as an observer -- would increase the GOT\'s 
confidence that the closure of Makhmour camp would be 
realized. Indeed, Turkey would likely support the U.S. 

signing on as a full party. We responded that UNHCR had 
inserted this without the advance consent of U.S. 
representatives at the Nov. 15 Geneva meeting, and that the 
USG was considering the issue. 


4. (C) We asked when Turkey would be ready to negotiate the 
text in a trilateral (Turkey-Irag-UNHCR) setting, adding that 

we hoped this could occur as soon as possible. Guven 
responded that Turkey will not discuss the text with the 

Iraqis until the GOI responds to the letter the UN High 
Commissioner sent to President Talabani on June 1. The Iraqi 
response must cover two areas, Guven insisted: 


-- Measures the GOI will take to expel PKK elements in the 
camp and ensure a safe registration, evaluation, and returns 
process, and 


-- Whether those refugees who do not wish to return to Turkey 
will be resettled in a dispersed manner to the three 
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provinces, Dohuk, Erbil, Suleymaniyah in northern Iraq (or 
abroad). 


We responded that we understood that Mission Iraq was 
discussing a response with the GOI, and would continue to do 
so. 


5. (C) Guven emphasized that Turkey\'s main objective in this 
process was the permanent closure of the camp. He referred 
to the November 15 discussions in Geneva as centering on 
restoring the humanitarian nature of the camp, and said that 
Turkey is not interested in a scenario in which UNHCR carries 
out small-scale repatriation to Turkey but the camp remains 
open. He said Turkey will insist in its discussions with the 
GOI that the camp be closed and its facilities no longer made 
available to the PKK. 


6. (C) Guven confirmed that an GOT interagency legal review 
has concluded that the text of the Tripartite Agreement will 
have to be approved not only by the cabinet but also by the 
Turkish parliament. He acknowledged that this could prove 
difficult and time-consuming, particularly in a charged 

political environment (parliament elects a new President of 
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Turkey in May 2007, and parliamentary elections must take 
place in November). He recalled that it took the parliament 
five months to approve an international anti-corruption 
agreement Guven had worked on. 


7. (C) We also met November 21 with the Head of the ICRC 
Mission in Turkey, Pierre Ryter. He reported that ICRC and 

the Iraqi Red Crescent had held recent preliminary 

discussions on what role Red Crescent might have in 

supporting Makhmour camp\'s residents when and if UNHCR cuts 
off support. We understand from our discussions with UNHCR\'s 
Turkey office that UNHCR is struggling with how to reconcile 

its policy decision that the humanitarian nature of the camp 

has been compromised with its humanitarian obligation to 
support its residents. UNHCR may be considering Red Crescent 
as a \"bridge\" to provide some support until the camp can be 
closed. (We did not discuss our conversation with ICRC with 
MFA\'s Guven.) 


8. (C) Comment: Guven was candid with us in hinting at the 
Turkish military\'s hard line on the Makhmour issue, and that 
this may be a difficult process. The added wrinkle of the 
required approval of the Turkish parliament could well drag 
the process out and further politicize an already difficult 


Column 3 

issue in which the MFA is trying to achieve a result but must 
avoid allegations of being \"soft\" on the PKK issue. We are 
making progress on Makhmour, but it is still an open question 
whether this process can be completed in the next year. End 
comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 

TAGS: ECON, ENRG, TU 

SUBJECT: TURKEY\'S \"HOUSTON\"?: ADANA WANTS BTC PIPELINE TO ATTRACT 
MORE ENERGY-RELATED INVESTMENT 


REF: ANKARA (5455 


SUMMARY 


1. (U) With the BTC terminal as an anchor, the Turkish 

government wants its eastern Mediterranean coast-line to develop 
into an energy-based hub that will include ship-building, 
petro-chemicals and oil refining. While hype about Ceyhan 

becoming Turkey\'s \"Houston\" or \"Rotterdam\" is overblown, if some 
of the major investments now on the drawing board come to 

fruition, the region could see some welcome employment growth to 
counter the continuing woes of the local textile industry. 

Adana\'s conservative business community is slowly embracing its 
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region\'s new strategic position in world energy markets, but it 
is clear that the policy vision - and capital - will come from 
elsewhere for the foreseeable future. End summary. 


BTC as Flag-Ship for New Investments 


2. (U) Even before its July inauguration, the 

Baku-Tbilisi-Ceyhan pipeline began operations and has now loaded 
over 25 million barrels of oil at the Turkish terminal near 

Ceyhan. GOT officials are eager to develop the region around 

the terminal, which is also the end-point of the lraq-Turkey 

pipeline that originates in Kirkuk. The Kirkuk line has been 

plagued by sabatoge attacks in Iraq, but at full capacity it 

could pump as much as 550 million barrels per annum. 


3. (SBU) East of the oil terminals, the GOT has established a 
150-hectare Special Economic Zone, which offers duty-free export 
processing privileges as well as favorable tax treatment to 
potential investors. According to the zone\'s director, Muharrem 
Pusat, a Turkish shipbuilding company, Hay, is building a 

shipyard in the zone on an area of 800,000 sqm. Initially the 

yard will focus on service and repair of tankers calling at the 

oil terminals. Later, the shipyard will also construct tankers, 
ultimately reaching a capacity of 20 per year ranging from 

10.000 to 300.000 DWT. Pusat said the company could eventually 
employ up to 5,000 workers. 


4. (U) The Hay project will take advantage of its proximity to 
Isdemir (Iskenderun Iron and Steel Industry), located a few 
miles across the bay of Iskenderun. Isdemir, which was 
privatized in 2002, has started manufacturing flat iron, an 
important input for shipbuilding. Adana Chamber of Industry 
President Umit Gozumus told us he would also like to attract 
some South Korean ship-building expertise to the region to 
develop the synergy with Isdemir further. Currently the SEZ is 
mostly empty, but an Irish company, Kingspan, is finishing work 
on a 10m Euro plant to produce insallation panels. The zone 
also hopes to attract other manufacturing companies as well as 
petroleum-related industries such as petro-chemical processing 
or fertilizer plants. 


One, Two, Three Refineries? 


5. (U) There is also strong interest in building at least one 

oil refinery in the region. To date, the Turkish state-owned 

oil company Petrol Ofisi\'s plans appear most advanced; Pusat 
told us they have picked out a site west of the oil terminals 

and intend to build a plant with 10 million tons of annual 
capacity. Calik Energy in conjunction with an Indian partner 
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have also announced plans for a larger refinery, with a 15 

million ton capacity. Meanwhile, PM Erdogan is reportedly 
encouraging the Russia\'s Lukoil to consider building its planned 
Turkish refinery in Ceyhan rather than in the Black Sea province 

of Zonguldak, as originally planned. Finally, KazakhMunayGaz, a 
state-owned company, and AzerbaijanYs SOCAR (a BTC partner) have 
also announced plans to build refineries in the region. 


6. (U) These competing projects are being driven by robust 

growth forecasts for refined products in Turkey\'s under-supplied 
market, which is expected to increase by 6-10 percent annually 

in coming years. In addition, giving verbal support for a 

refinery project in Ceyhan is a way for energy companies to lend 
support for the GOT\'s proposed Samsun-Ceyhan Bosporus by-pass 
oil pipeline without committing resources to the planned 

pipeline itself, whose commercial prospects are uncertain given 

the stiff competition from other by-pass projects . 


7. (U) One reliable down-stream customer for a Ceyhan refinery 
is the tankers loading oil from the BTC pipeline. The nearest 
\"gas station\" for these ships is currently in Egypt and, 
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according to BTC officials, these vessels could consume about 
14,000 tons of fuel per year, more if the Kirkuk pipeline 
increases its throughput - and if Samsun-Ceyhan is realized. 
Tankers from Ceyhan can serve Europe or other global markets. 


Adana: We\'re \"Strategic\" Now 


8. (U) Adana\'s political and business communities are starting 
to embrace their region\'s strategic position in the world energy 
puzzle. At a recent seminar, experts from Ankara and Baku 
emphasized the BTC\'s international significance and talked up 
future ideas, such as the possibility of routing Russian and 
possibly Iraqi natural gas to Ceyhan, where it would be 

liquified for shipping to Israel and other consumers. But 
Adana\'s lack of local expertise and capital in the energy sector 
mean that the ideas and money for these plans will have their 
origins elsewhere for the foreseeable future. Houston wasn\'t 
built in a day. 

GREEN 
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STATE FOR INL, EAP/RSP, and EAP/CM 

JUSTICE FOR OIA, AFMLS, AND NDDS 

TREASURY FOR FINCEN 

DEA FOR OILS AND OFFICE OF DIVERSION CONTROL 


E.O. 12958: N/A 
TAGS: SNAR, MG 
SUBJECT: Mongolia INCSR: Part 1 


REF: STATE 209560 

1. The following is post\'s submission for Part 1 of the INCSR. 
2. Begin text: 

I. Summary 


Drug trafficking and abuse are not widespread in Mongolia, but 
continue to rise and draw the attention of the government. 
Mongolia\'s young, burgeoning urban population is especially 
vulnerable to the growing drug trade. The government continues to 
implement the National Program for fighting Narcotics and Drugs 
adopted in March 2000. The initial five-year plan was completed in 
2005, but the government has not yet decided on any changes for the 
next period. The National Council headed by the Chief of Police 
coordinates implementation of this program. The program is aimed at 
preventing drug addiction, drug related crimes, creating a legal 

basis for fighting drugs, implementing counternarcotics policy, and 
raising public awareness of the drug abuse issue. Mongolia is a 

party to the 1988 UN Drug Convention. 


II. Status of Country 


Mongolia\'s long unprotected borders with Russia and China are 
vulnerable to all types of illegal trade, including drug 

trafficking. Police believe most smuggled drugs come from China, and 
are carried by Mongolian citizens. Illegal migrants, mostly 

traveling from China through Mongolia to Russia and Europe, also 
sometimes transport and traffic in drugs. Police express particular 
concern that, if drug use in Mongolia continues to rise, organized 
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crime involvement in the trade will grow beyond the current low 

levels. The government has made the protection of Mongolia\'s borders 
a priority. U.S.-sponsored projects to promote cooperation among 
security forces and training have provided some assistance. A lack 

of resources and technical capacity, along with corruption in the 

police forces and other parts of government, hinder Mongolia\'s 

ability to patrol its borders, detect illegal smuggling, and 

investigate transnational criminal cases. 


III. Country Actions Against Drugs in 2006 


Policy Initiatives/Law Enforcement. The Mongolian government and 
law-enforcement officials have increased their participation in 
international fora focused on crime and drug issues. Mongolia became 

a member of the Asia-Pacific Group (APG) on Money Laundering in 2004 
and has committed to adhere to Financial Action Task Force (FATF) 
standards, while seeking participation and eventual membership in 

the FATF. The APG conducted an initial peer review of Mongolia 

late in 2006. Mongolia passed an anti-money laundering law in July, 

and began to work toward implementation. 


Drug Flow/Transit. Marijuana is the most widely used illegal drug. A 
small amount of marijuana is grown within the country, and appears 
to be consumed locally. Reports indicate that the availability and 

use of marijuana, heroin, cocaine, amphetamines, and 
over-the-counter drugs have increased. However, no reliable surveys 
exist of drug usage, nor is there any official database of drug 
convictions. The Mongolian government is alert to precursor chemical 
production and the potential for diversion. The government has 
closed some facilities suspected of diverting chemicals. 


Demand Reduction. Domestic, nongovernmental organizations work to 
fight drug addiction and the spread of narcotics abuse. 

International donors are working with the government to help 

Mongolia develop the capacity to address narcotics and related 
criminal activities before they become an additional burden on 
Mongolia\'s development. 


Corruption. Mongolian internal corruption and related criminal 
activity appear unrelated to narcotics activities. An 

anti-corruption law was passed in July and entered into force on 
November 1, but a new anti-corruption agency had not yet begun 
operations by the end of the year. The weakness of the legal system 
and financial structures leaves Mongolia vulnerable to exploitation 
by drug traffickers and international criminal organizations, 
particularly those operating in China and Russia. The reopening of 
the North Korean Embassy in Ulaanbaatar in August 2004 also 
heightens concern that the North Korean Government, through its 
Embassy in Ulaanbaatar, may again seek (as it did in the late-1990s) 
to finance North Korean diplomatic and other activities through 
narcotics trafficking, counterfeiting or other illicit activity. 
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Agreements and Treaties. Mongolia is a party to the 1988 UN Drug 
Convention, the 1961 UN Single Convention as amended by its 1972 
Protocol, and the 1971 UN Convention on Psychotropic Substances. 
Mongolia also is a party to the UN Convention against Corruption. 

The government of Mongolia attempts to meet the goals and objectives 
of international initiatives on drugs. The United States and 

Mongolia have in force a customs mutual legal assistance agreement. 


IV. U.S. Policy Initiatives and Programs 


U.S. government assistance has included international visitor 
programs on transnational crime and counternarcotics, as well as 
some training by U.S. law enforcement agencies. 

End text 
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FACING ADVERSITY 


REF: A. NAIROBI 3973 
B. NAIROBI 5129 


Classified By: Political Counselor Larry Andre for reasons 1.4 (b,d) 
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1. (C) SUMMARY: The Electoral Commission of Kenya is not 


insulated from the rising political temperature in Kenya 

ahead of next year\'s general election. The Commission is 
feeling the heat too, Chairman Samuel Kivuitu told the 
Ambassador, describing how party politics and government 
machinations are threatening to undermine the organization. 
Documented evidence of serious misconduct by candidates and 
their supporters during July\'s by-election present the 
Commission with an opportunity to send a strong message on 
acceptable electoral behavior next year and reassert its 
independence. END SUMMARY. 


2. (C) Electoral Commission of Kenya (ECK) Chairman Samuel 
Kivuitu is fighting hard to keep his organization and the 

running of Kenya\'s elections credible and independent. Ina 
December 5 luncheon with the Ambassador, Kivuitu expressed 
his frustration with Kenyan politics, and the unfortunate 

extent to which it affects his Commission. With the terms of 
several commissioners expired and every indication that the 
government will hand pick replacements, Kivuitu is concerned 
about the continued strength of the Commission and its 

ability to run a transparent and competitive election next 

year (ref A). 


IN KARUA\'S CROSSHAIRS 


3. (C) Justice and Constitutional Affairs Minister Martha 

Karua is determined to water down the ECK, Kivuitu told the 
Ambassador. The strength of the Commission, since 1997, has 
been that its commissioners were evenly split among those 
appointed by the government, and those named by opposition 
parties. With the expiration earlier this year of the terms 

of several commissioners, the ECK is left with a 10-3 split 

in favor of the government, Kivuitu explained. Although 
President Kibaki had assured Kivuitu that opposition 
commissioners would be named, Karua convinced the President 
otherwise. Kivuitu had earlier described a \"heated\" exchange 
of letters on the subject of commissioners\' appointments with 
Karua. He was not confident that there would be any 
opposition appointments. 


ECK DE-FANGED 


4. (C) The ECK\'s current imbalance surfaced recently with 
respect to evidence, presented by the Kenya National 
Commission on Human Rights (KNCHR), of serious misconduct 
during July\'s by-elections. Although Kivuitu wanted to come 
out swinging - publicly naming the culprits as well as 
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imposing fines (the extent of disciplinary measures the ECK 
can take within its mandate) - other commissioners refused. 
Instead, the ECK has only written letters to the politicians 
implicated. (NOTE: The Ambassador plans to join other 
concerned heads of mission in calling on the ECK to encourage 
the Commission to take action based on the facts presented. 
END NOTE.) Disappointed with some Commissioners\' 
\"cowardice,\" Kivuitu remarked \"our teeth aren\'t dull, they\'ve 
been pulled out.\" 


PREY TO PARTY POLITICS 


5. (C) The Electoral Commission has also been dragged into 
the current leadership struggle within the KANU party (ref 

B). KANU members allege that the party\'s takeover by MP 
Nicholas Biwott was a government scheme to manipulate the 
Electoral Commission\'s composition. In their analysis, the 
government will ask the Biwott KANU to name new commissioners 
(who will actually be pro-government) and call them 
\"opposition\" selections. Kivuitu remarked to the Ambassador 
that he had no doubt the government was involved in the KANU 
coup. About a letter the ECK wrote to (former) KANU Chairman 
Uhuru Kenyatta recognizing the Biwott slate of officers, 

Kivuitu confirmed he had sent the message, but had done it to 
help Kenyatta. Kivuitu, who has no fondness for Biwott (\"he 
should be in prison\"), explained that he wanted to let 


Kenyatta know the ECK had received a letter from the Biwott 
faction announcing their registration. Kivuitu added that he 
acted independently of the other Commissioners, alerting 
Kenyatta that formal notice from the Registrar would soon 
follow. 


THE POT-HOLED ROAD TO 2007 


6. (C) Despite the significant hurdles placed before the 

ECK, the Commission is proceeding with preparations for the 
expected general election next year. Kivuitu has requested 
the government to invite international observers, such as the 
Carter Center, and is working with local civil society 
organizations to put in place a coordinated domestic 
observation program. Kivuitu had earlier explained to a 
USAID Officer that the Electoral Commission had conducted its 
mandated periodic review of constituency boundaries and 
recommended the addition of at least 50 new constituencies. 
The steps involved in effecting this recommendation are 
numerous; among them the constitution of Kenya must be 
amended to allow for more than the current 210, and voters 
who reside in a new constituency will have to re-register. 
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Kivuitu confessed that when asked if he would simply give in 
and resign, part of him would like to walk away. However, 
after what he saw during the July by-elections (\"the worst 
I\'ve ever seen\") he believes there is much more work to do. 


7. (C) COMMENT: Kivuitu is a man in a tough spot: his 
attempts to do his job and fulfill the ECK\'s mandate are 
provoking resistance. The immediate challenge for Kivuitu is 
the ECK response to the overwhelming evidence of misconduct, 
on all sides, during the by-elections. If the ECK is unable 

to hold the culprits accountable, then an important check 

will disappear prior to next year\'s elections. The ECK knows 
what to do and has done it before - in 2002 and during the 
2005 referendum - very successfully. Unless the dedicated 
Kivuitu is stymied, the Commission can repeat those 
performances next year. The Mission will continue to support 
the ECK through direct assistance and also by encouraging it 
to take a strong stand against those who seek to rollback 
Kenya\'s democratic gains. 


8. (SBU) COMMENT CONTINUED: As agreed with other donors, the 
Mission is taking the lead coordinating electoral assistance. 

This will give us important leverage and influence to help 

ensure a transparent, inclusive, and credible process. END 
COMMENT. 

RANNEBERGER 
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UTTARANCHAL, LICENSE NO. D364154 


REF: USDOC 06144 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Embassy Science Officer (SO) Donald Brown and BIS FSN Prem 
Narayan conducted a Pre-license Check (PLC) at Ordnance Factory 
Dehradun (OFD), Dehradun, Uttaranchal, on November 28, 2006. 


3. BIS requested a PLC at OFD, a GOl-owned unit under the Ordnance 
Factories Board, Ministry of Defence (MOD), located at Raipur, 
Dehradun, Uttaranchal 248008, Tel: 0135-278-7120, Fax: 
0135-278-7177, email: itofddn@sanchar.net.in, Website: 
www.ofbindia.gov.in. OFD was listed as the ultimate consignee for 

one electron beam physical vapor deposition machine, Model Orion 
BC-3600 controlled under ECCN 2B005. The license applicant was 
System Control Technology Inc. (SCT), Livermore, CA. 


4. The SO and FSN Narayan met with S. Chandrasekhar (Chandrasekhar), 
General Manager; R.S. Puri (Puri), Additional General Manager; G. 
Vishwanadham (Vishwanadham), Joint General Manager and G.S.R. 
Prabhakar (Prabhakar), Joint General Manager. OFD. Under Secretary 
(AMS) Prashant Agrawal (Agrawal), Ministry of External Affairs 

(MEA), GOI, facilitated the meeting. Agrawal was also present in 

the meeting. 


5. OFD officials were not aware of the BIS or aware of BIS 
regulations. This was the first USG or BIS official visit to OFD in 
Dehradun. OFD officials stated that on November 17, 2004, they 
floated a global tender for purchasing an electron beam physical 
vapor deposition machine high vacuum thin film coating applications. 
SCT submitted a bid on February 5, 2005 for supplying the coating 
plant. Since their proposal met the technical specifications and 

had the best price, SCT was awarded the order. Puri provided a copy 
of the OFD supply order, the SCT quotation along with the technical 
specifications, OFD End-Use Statement, and correspondence between 
OFD and SCT concerning the proposed transaction. 


6. Prabhakar gave a detailed slide presentation on various optical 
surveillance devices that OFD manufactures including the end-use of 
the thin film coating plant. He stated that the thin film coating 

plant on order would replace the existing (European-supplied) plant 
that is approximately 30 years old. The new plant will be used for 
the same purpose as the existing plant is being used. The primary 
difference is the old plant is analog controlled and the new plant 

is digitally controlled. 


7. Prabhakar confirmed the stated end-use. The thin film coating 
plant will be used to coat glass binocular lenses. He stated that 
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the thin film interference coatings are routinely added to optical 
components to enhance reflectivity or to minimize reflective losses 
at air-glass interfaces. Such coatings are mandatory on optical 
instruments as modern optical devices comprise of multi-element 
designs to achieve the required image quality. In addition to 
minimizing reflective losses, the coating is also helpful in 
protecting the lens\' surface. OFD will use the thin film coating 
plant for various coatings, including single layer MGF2 
anti-reflection coatings, double layer narrow band \'V\' coatings, 
broad band anti-reflection coatings, aluminized front surface 
mirrors and chrome deposition for reticles. The process of coating 
the lenses takes approximately 4-5 hours. The finished coated 
lenses will be integrated into optical surveillance devices that OFD 
manufactures for the Indian armed forces. The plant runs in two 
shifts and is guarded 24 hours a day. SO Brown and FSN Narayan were 
given a brief tour of the facility where the existing plant is 
operating. The new plant on order will be installed at the same 
place replacing the existing plant. 


8. Established in 1943, OFD is one of the 39 
ammunition-manufacturing factories, functioning under the aegis of 
the Ordnance Factory Board (OFB), headquartered in Kolkata, 
Department of Defence Production, MOD. In addition to 39 factories, 
OFB has 58 laboratories. OFD is engaged in the production of 
optical surveillance devices and mechanical instruments including 
compasses and clinometers. It also manufactures precision 
mechanical components, optical components including convex and 
concave lenses, prisms and mirrors, assembly and testing of optical 
instruments for surveillance. In addition, OFD produces snow 
goggles, airfield lighting equipment including taxiway lights, small 
and large size reflectors. The prime customers of OFD are all three 
armed forces of India, Para-military forces under the Ministry of 
Home Affairs and other defence departments. OFD employs 
approximately 1,575 personnel. 


9. Recommendation: Post recommends Ordnance Factory Dehradun as a 


reliable recipient of the controlled U.S. origin commodity. All 
indications are that the listed commodity will be used in accordance 
with U.S. export control regulations (DBROWN/PNARAYAN) Mulford 
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USDOC FOR 532/OEA/M. NICKSON-DORSEY/J. HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 

USDOC FOR 4530/MAC/ANESA/OSA 

ICE HQ FOR STRATEGIC INVESTIGATIONS 

STATE FOR EB/ESP 


E.O. 12958: N/A 
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SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: DEFENCE ELECTRONICS 
APPLICATION LABORATORY, DEHRA DUN, UTTARANCHAL, LICENSE NO. D363134 


REF: USDOC 05928 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Embassy Science Officer (SO) Donald Brown and BIS FSN Prem 
Narayan conducted a Pre-license Check (PLC) at the Defence 
Electronics Application Laboratory (DEAL), Dehra Dun, Uttaranchal, 
on November 28, 2006. 


2. BIS requested a PLC on DEAL, a Defence Research Development 
Organization (DRDO) laboratory, Ministry of Defence (MOD), GOI. 
DEAL was listed as the ultimate consignee for five Model 
QPN-92961020PO power amplifiers (92-96 GHz.) and five Model 
QLN-9296015PO low noise amplifiers (92-96 GHz.) controlled under 
ECCN 3A001. The license applicant was Quinstar Technology, Inc. 
(Quinstar), Torrance, CA. 


3. Brown and Narayan met with Asok Sen (Sen), Director and K. 
Sivakumar (Sivakumar), Scientist \'F\’", DEAL. Under Secretary (AMS) 
Prashant Agrawal (Agrawal), Ministry of External Affairs (MEA), GOI, 
facilitated the meeting. Agrawal was also present in the meeting. 


4. DEAL has been a party to previous BIS export licenses. They were 
aware of certain BIS export regulations. DEAL officials were 

cooperative and provided a copy of the DEAL Supply Order and End-Use 
Certificate. 


5. Sivakumar confirmed the stated end-use. He stated that DEAL is 
currently conducting research to address security concerns/terrorist 
threats. Both low noise and power amplifiers will be required for 
this research project. He stated that these W-band amplifiers would 
be used for the realization of direct detection radiometers. These 
radiometers will be used for contra-band detection experimentation. 
(Comment: Sivakumar went out of his way to clarify that the original 
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documentation incorrectly called it \"Center band\", rather than 
\"Contraband\" detection. End Comment.) He described the application 
as follows: typically radiation emanates from the human body and 
hidden objects. Any radiation signals or temperature change will be 
received by the radiometers through amplifiers. The radiometer is 
basically a signal receiver. The low noise amplifiers will capture 

the low signals and transmit to the power amplifiers. The power 
amplifiers in turn will send these signals to the radiometer for 
radiation detection and further analysis. The process will enable 
security authorities to identify person carrying a hidden weapon or 

a bomb on his body or a criminal carrying narcotics. 


6. The experimentation project is at a preliminary stage. Sivakumar 
stated that once they are successful DEAL would likely purchase a 
larger quantity of these amplifiers. He stated that the amplifiers 

are so sensitive and delicate that a single mistake or mishandling 
may damage them and the amplifiers are irreparable. Therefore, they 
should have enough amplifiers to carry on research work without 
interruption. After the meeting, SO Brown and FSN Narayan were 
given a tour of the DEAL Millimeter Microwave Laboratory where these 
amplifiers will be used and stored. The laboratory was under 
renovation, but the experimental bays contained other small, bench 
top projects. 


7. In 1965, DRDO established the Himalayan Research Propagation 
Unit. Subsequently, in 1968 it was renamed as DEAL. DEAL is one of 
51 laboratories/research establishments operated by DRDO. DEAL\'s 
focus is on basic research and development in the area of 
communication systems, image processing, and satellite 
communication. DEAL employs approximately 500 personnel. DRDO was 
established in 1958 by the GOI MOD. Research and development 
activities at the various DRDO laboratories cover disciplines 

including aeronautics, rockets and missiles, electronics and 
instrumentation, combat vehicles, engineering, naval systems, 
armament technology including explosives research, terrain research, 
advanced computing, artificial intelligence, robotics, works study, 
systems analysis and life sciences including high-altitude 

agriculture, physiology, food technology and nuclear medicine. 


8. Recommendation: All indications were that the listed commodities 
will be used in accordance with terms of the export license and that 
the Defence Electronics Application Laboratory appears to be a 
reliable recipient of sensitive U.S.-origin technology for this 
transaction. (DBROWN/PNARAYAN) Mulford 
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SIPDIS 


E.O. 12958: N/A 
TAGS: TBIO, KFLU, KSTH, ECON, PREL, SOCI, JA 
SUBJECT: AVIAN INFLUENZA: JAPAN WEEKLY REPORT December 07 


REF: A. 05 STATE 153802 
B. TOKYO 6689 AND PREVIOUS 


1. There were no significant avian influenza (Al) developments in 
Japan during the period November 22 to December 07. No human or 
animal outbreaks of H5N1 Al were reported in Japan during the above 
period. 


-- Importation of Korean Chickens to Stop - 


2. On November 24, in response to the recent outbreak of avian 
influenza H5 in South Korea, the Ministry of Agriculture, Forestry 

and Fisheries (MAFF) announced that it has instituted a ban on the 
importation of live poultry and poultry meat and guts from South 

Korea. MAFF has requested the South Korean Government to provide 
more detailed information on the outbreak. Japan imported 1,497 

tons of poultry meat and two tons of processed egg products from 
South Korea in 2005. The GOJ requires all passengers entering from 
South Korea to sterilize the soles of their shoes . Vehicles 

arriving from South Korea are also required to be sterilized. 


-- Kyoto Sangyo University builds Al research center -- 


3. Kyoto Sangyo University has established a research center for 
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Avian Influenza and opened the facility to the media on November 30. 
The research center has two experimental laboratories and a 
reference room with a total area of 284 square meters. Professor 
Koichi Otsuki, former Director of the Avian Zoonoses Research Center 
of Tottori University leads the new center. Professor Otsuki will 

focus research on low pathogenic viruses at the center until another 
facility for high pathogenic viruses is established in 2008. 


SCHIEFFER 
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E.O. 12958: N/A 

TAGS: ETTC, KOMC, SN 

SUBJECT: RESULTS OF BLUE LANTERN CHECK ON LICENSE 
05-9699888 (2 OF 2) 


REF: A. STATE 117645 


B. SINGAPORE 3390 
C. CLAUSEN-STITZIEL E-MAILS 


Econoff on December 5 conducted site visits to Changi, Paya 
Lebar, Sembawang, and Tengah Air Bases to confirm the Defense 
Science and Technology Agency\'s (DSTA) receipt of night 

vision devices (NVD) listed Ref A. Econoff accounted for the 
remaining 115 NVDs (Ref B describes previous site visits) by 
checking serial numbers provided by PM/DTTC against the 

serial numbers on the devices. This concludes the 

post-shipment check on license 05-969988. 

HERBOLD 
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E.O. 12958: DECL: 12/10/2014 

TAGS: PGOV, PREL, KS 

SUBJECT: ROK\'S IRAQ ZAYTUN TROOP DEPLOYMENT EXTENSION: 
UPDATE 


REF: SEOUL 4156 
Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b,d). 


1. (SBU) The bill to extend the ROK Zaytun troop deployment 
to Iraq was submitted to the National Assembly\'s Defense 
Committee on December 6 calling for a one-year renewal of the 
deployment and a reduction in troops from 2,400 to 1,200. 

The bill currently calls for the ROK to complete its mission 

by the end of 2007, but no mention of a full-scale pullout of 
troops. December 12, the Defense Committee will address the 
bill again and it is likely to pass to the plenary session at 

that time. The GNP members of the Defense Committee will 
push to remove any provisions in the bill that hint at 

pullout of the troops. 


Uri Party Position 


2. (SBU) The Uri Party has passed a party position (Reftel) 
calling for a provision for complete withdrawal in the motion 
for renewal and some are calling for more specific language 
than the current vague reference to mission completion. 
According to Uri sources on the Defense Committee, some 
provision will be attached to the renewal bill but it will 

likely not emphasize complete withdrawal. Committee Member 
Lee Keun-sik told the press that, \"the ROKG must submit to 
the National Assembly by June, 2007 its plan on concluding 
the mission, and the deadline for mission conclusion shall be 
within 2007.\" 
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GNP Position 


3. (C) The opposition Grand National Party (GNP) has not 
adopted a party position on the troop renewal bill although 

it is clear most members support the renewal and with no 
pullout conditions attached. According to GNP sources on the 
Defense Committee, the GNP has not decided if it will adopt a 
party position or allow free voting on the renewal issue. 

Either way, of the GNP\'s 127 members, only a handful is 

likely to come out against the renewal. Some GNP members are 
hoping that some Korean companies can begin to start projects 
in northern Iraq and if so, the GNP will argue for an even 
longer-term military commitment to Iraq in order to protect 
Korean business interests. 


Comment 


4. (C) With strong GNP support and many Uri Party members 
conceding the renewal of the Iraq Zaytun troop deployment 
should happen in view of the ROK-U.S. alliance, the ROK 
commitment in Iraq into 2007 is virtually assured. The main 
uncertainty is whether the GNP will fight hard to remove any 
Uri Party drafted provisions on a complete pullout to the 

bill. Since the Uri Party, along with the Democratic Party, 
has enough votes to push through its version of the bill in 
committee and the plenary, it is possible that there will be 
some provision in the renewal bill about completion of the 
ROK Iraq mission in 2007. 

VERSHBOW 
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E.O. 12958: N/A 

TAGS: EFIN, ETTC, KTFN, PREL, PTER, BX 

SUBJECT: TERRORIST FINANCE: DOMESTIC USG DESIGNATION 

OF HIZBALLAH-RELATED INDIVIDUALS/ENTITIES IN THE TRI-BORDER AREA 


REF: A. STATE, 192347, B. STATE 196015 


1. (SBU) DCM delivered reftel B points to Ministry of Foreign 

Affairs and Trade (MFAT) Research Department Deputy Director 
Bustaman on December 7. Bustaman said that he would search GoB 
records but doubted whether any information would be turned up 
connecting these people to Brunei. 


SKODON 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: KSAC, PM, PREL, MARR, MASS, MCAP 
SUBJECT: SMA AGREEMENT 2007-2008 INITIALED 


REF: SEOUL 04116 


1. (SBU) On December 8, 2006, Pol M/C Joseph Yun and MOFAT 
Director General for North American Affairs Cho Tae-yong 

initialed the English language text of the agreed Special 

Measures Agreement (SMA). DG Cho commented that he was 
pleasantly surprised at the positive ROK press coverage on 

SMA and congratulated both sides on reaching a \"reasonable\" 
agreement. Recalling his recent meetings with lawmakers who 
serve on the Foreign Affairs Committee, DG Cho shared that 
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despite initial opposition from some National Assembly 
members, he did not foresee big obstacles with obtaining the 
National Assembly approval. POL M/C Yun thanked DG Cho for 
his efforts and those of his team. 


2. (SBU) Post will coordinate a formal signing ceremony upon 
further instructions. 
VERSHBOW 
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E.O. 12958: N/A 
TAGS: ELAB, ECON, ETRD, EINV CH 


SUBJECT: Hewitt Associates Survey on Expat Hiring: Number of Expats 
Expected to Continue to Grow 


1. (U) Summary: Among the recent conclusions of a Hewitt Associates 
study of Expatriate Hiring and Returnee Wages and Benefits released 
December 7 were: 

-- An expected increase in the number of expats from 150,000 to over 
200,000 within a few years; as business opportunities for foreign 

firms grow, so too will the number of expats as there are not enough 
local Chinese to meet the demand for managers; 

-- The mix of expats hired is changing as well, with many of them 

now hired locally here in China and this has an impact on benefits 
packages; 

- Unrealistic expectations by management for rapid development of 
the next generation of business leaders. In most places it takes 

12-15 years or more to develop good managers and corporate leaders; 
it is not really possible to telescope that into 5-7 years, without 
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some costs, especially if that means promoting inexperienced people; 
and 

-- The competition for managers will escalate as an increasing 
number of Chinese firms themselves begin to go global. 

End Summary. 


2. (U) Atan AmCham-hosted luncheon on December 7, Hewitt 
Associates reviewed its latest Expatriate Hiring and Returnee Wages 
and Benefits Survey, the largest survey done in China on this topic 
with 133 - mostly large - multinational companies participating. 


Number of Expats Increasing 


3. (U) Despite continuing plans to localize their China-based 
workforces, companies have been increasing the numbers of expatriate 
employees - from 70,000 in 2002 to more than 150,000 in 2006. More 
than 50% of the companies surveyed expect the numbers of expatriates 
in their companies and in China to grow and that within a few years, 
there will be over 200,000 expats. The reason is simple: MNCs 
continue to flood into China and establish their headquarters or 
functional centers, such as R&D, logistics, and procurement centers, 
primarily in Shanghai and Beijing, with a smaller number in Shenzhen 
and Guangzhou. The expectation is that as business opportunities 
grow, so too will the number of available managerial positions and 
there simply are not enough local Chinese with managerial experience 
to meet the demand. IBM, for example, will move its global 
procurement center to Shenzhen and will need 3,000 employees, many 
of whom will be expatriates, especially in the beginning. At the 

same time, the banking sector in China will open in December 2006, 
per China\'s commitments under the WTO. Some foreign banks have just 
established a China presence to take advantage of the opening and 
others, such as Citigroup, are increasing their country coverage by 
purchasing parts of Chinese banks (Citigroup bought into the 
Guangdong Development Bank). Some of these banks are reportedly 
seeking as many as 1,000 banking specialists in what is already a 

very tight market for trained employees with such skills. For now, 

the banks - and insurers - are busy poaching one another\'s staff. 


Problems in the Search for Managers 


4. (U) MNCs are also moving to China to establish their 
Asia/Pacific regional headquarter offices, adding further strains in 
the hunt for local talent. If it is difficult to find trained local 

talent for the China market, it is even more difficult to find local 
people trained for regional operations. To compensate for the 
talent shortfall, companies hire expatriates and returnees. In its 
study Hewitt looks at traditional western expatriates as well as 
expatriates from Hong Kong, Taiwan, other Asia, Chinese returnees, 
and expatriates hired inside China. 


Column 3 


5. (U) There is a changing mix of expat hires in China from earlier 
years. There is an increasing trend to hire expats already residing 

in China (47%) with only 24% of expat hires coming under the 
traditional model. Chinese returnees are another major source of 
hires with foreign experience. In a recent informal study in a 

German university, one-third of the graduate students were from 
China. Of these, the majority said they would return immediately to 
China from German upon graduation. The bulk of the remainder said 
they would return to China after working in Germany for several 
years to gain experience. 


Wither the Benefits Package 


6. (U) While salary trends are up, the localization trend has 
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increasingly manifested itself by localizing benefits packages, in 
part due to the increase in China-hire expatriates. The 

localization of benefits, with the diminution or loss of hardship 
benefits, premium pay in favor of performance pay, tax assistance, 
etc., has further increased the turnover of China-based expats in 
search of contracts still containing these benefits. Hewitt cited 
increased pressure on managers to deliver high rates of profit 
(often unrealistic goals of 30% growth per year) also leading to 
high turnover. Turnover of senior expat managers is a high 8.3%, 
and that of mid-level managers is 5.4%, much higher than the 3% norm 
in the United States. Local Chinese staff turnover remains 
extremely high at 13-14%. 


Training Corporate Leaders 


7. (U) The huge growth in the market cannot be supplied by China 
alone, so the need for expatriates will continue to grow. At the 

same time, fewer expatriates are hired as the top managers. A much 
higher percentage is now made up of middle managers and specialists. 
Hewitt stressed that the China market will be short of local talent 

for the next 15-20 years at least, leaving much room for expatriate 
hires. Among the key challenges are: 


- Demand beyond supply. 

- An increase up the value chain (of employee costs). 

- Voluntary turnover at record highs. 

- Expatriate and local talent shortages. 

- The question of developing leadership or purchasing it at a 
premium in the marketplace. 

- Significant wage inflation. 
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- Shortened leadership development times. 

- Unrealistic expectations by management for rapid development of 
the next generation of business leaders. In most places it takes 

12-15 years or more to develop good managers and corporate leaders; 
it is not really possible to telescope that into 5-7 years, without 

some costs, especially if that means promoting inexperienced people 


8. (U) Hewitt offered no solution, but explained that its survey 

only highlighted the dilemma. The leadership shortfall requires 

that companies understand their management and leadership needs, 
have a plan for leadership development, implement a robust 
evaluation and analysis review system, and identify individual 
development needs in a targeted manner. Despite criticism that the 
majority of China\'s single-child family children have a 
prince/princess mentality and an over-inflated sense of worth that 

is encouraging rapid turnover, these people could well price 
themselves out of the market. Hewitt said that talented people are 
in every population and it is critical to locate and develop that 

talent. 


China Too Will Need Managers as It Goes Global 


9. (U) Hewitt noted that this survey is focused on MNCs and not on 
Chinese companies; however it admitted receiving an increased number 
of inquiries from Chinese companies who face similar problems. 

These problems will escalate as an increasing number of Chinese 

firms themselves begin to go global. 


GOLDBERG 


88674 

RR RUEHCHI RUEHDT RUEHHM 

DE RUEHJA #3442/01 3420826 

ZNY CCCCC ZZH 

R 080826Z DEC 06 

FM AMEMBASSY JAKARTA 

TO RUEHC/SECSTATE WASHDC 2399 

INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS 
RUEHJA/ISLAMIC CONFERENCE COLLECTIVE 
RUEHBY/AMEMBASSY CANBERRA 0191 
RUEHWL/AMEMBASSY WELLINGTON 1195","C ON FIDEN TIAL SECTION 01 OF 03 JAKART, 


SIPDIS 
SIPDIS 
E.O. 12958: DECL: 12/07/2011 


TAGS: PHUM, PGOV, SOCI, KISL, ID 
SUBJECT: MUSLIM TELEVANGELIST IN POLYGAMY SCANDAL: FANS, 


Column 3 
PROGRESSIVES DISMAYED 


REF: 05 JAKARTA 4913 TELE-PREACHER AA GYM ON ISLAM IN 
INDONESIA 


Classified By: Political Officer Catherine E. Sweet, Reason 1.4(d) 


1. (SBU) Summary. Indonesia\'s most popular Muslim 
televangelist, Aa Gym, has admitted to taking a second wife, 
much to the dismay of Muslim progressives and his adoring 
female followers. Gym\'s admission, along with a recent sex 
scandal involving a politician who tried to take his pop star 
lover as a second wife, have brought the polygamy debate to 
the fore. President Yudhoyono has seized upon the public 
outcry over Aa Gym to revisit and expand Indonesia\'s polygamy 
laws. Advocates of polygamy, who are by largely male and 
religiously conservative but also include the leader of 
Indonesia\'s largest mass Muslim organization, are pushing 
back. They point out that the Qur\'an permits polygamy and 
assert that the need for polygamy is essentially biological. 
Polygamy foes decry the use of plural marriages as cover for 
adulterous behavior, and question whether men can truly be 
\"just\" toward more than one wife, as required by law and by 
Islam. While heartened that the Gym affair might spur a 
revision of Indonesia\'s polygamy laws, one feminist worries 
it may also embolden religious conservatives to use the 
otherwise moderate Gym to buttress their opposition to 
women\'s equality. End Summary. 


2. (U) Indonesia\'s most popular Muslim televangelist, 

Abdullah Gymnastiar (generally known as Aa Gym), has admitted 
to taking a second wife, much to the dismay of Muslim 
progressives and his adoring female followers. Speculation 

about the charismatic Gym entering into a polygamous 
arrangement came to a head on December 1, when he was asked 
during a Friday sermon broadcast from Malaysia whether he had 
married a second time. Gym offered a tortured explanation 

about men and women\'s differing physical needs, saying that 
\"women tend to be monogamous, thats how their software is.\" 
As for men, \"their software is different,\" claimed Gym. Ina 
series of press conferences on December 2 and 3, Gym conceded 
that three months ago he had married Alfarini \"Rini\" Eridani, 

a woman who reportedly worked at Gym\'s Darut Tauhiid Islamic 
boarding school (Rini is divorced according to some press 
accounts, widowed in others). Gym, a photogenic 44-year old 
cleric, has been married to first wife Ninih Muthmainnah 

Muhsin (known as Teh Ninih) for 18 years. She is the mother 

of his seven children. 


Stand by Your Man 
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3. (U) Teh Ninih has previously offered public support for 
Gym taking another wife. In October, amid rumors that Gym 
had married again, Teh Ninih told reporters that \"if 
(polygamy) can make Aa happy, | will just go along. Although 
that issue is very hard for a woman, | hope to get to heaven. 
One of the requirements for entering heaven is being loyal 

to your husband.\" Indeed, Teh Ninih has appeared by Gym\'s 
side during his recent press conferences, revealing that 
preparations for the second marriage had been underway for 
five years. Still, when reporters asked if she was jealous, 
she conceded that she was \"clearly jealous. That is a sign 
of love.\" 


4. (U) Gym\'s action has devastated many of his fans, who 
regarded him as an ideal husband and father. The embodiment 
of \"smiling Islam,\" Gym was particularly popular among women, 
who routinely packed stadiums to hear him preach and who were 
avid watchers of his weekly televised sermons (reftel). As a 
consequence of his announcement, however, the Jakarta Post 
reported that attendance at Gym\'s Sunday lectures dropped 
precipitously, and an SMS protest campaign has begun. Gym 
has acknowledged the impact of his decision and offered an 
apology to \"whoever does not agree with my action. If indeed 

| am no longer considered to be appropriate, hopefully 

another person who is more appropriate will emerge.\" 


5. (U) Aa Gym is the latest prominent figure to join the 

ranks of the Indonesian polygamist pantheon. Although there 
are no reliable data on the overall rate of polygamy, 
observers agree that it is increasing. Included among 
well-known polygamists are the deputy chairman of the upper 
house of parliament, A.M. Fatwa; Chairman of the Islamist 
Prosperous Justice Party\'s Central Board, Anis Matta; and 
former President Megawati Soekarnoputri\'s Vice President, 
Hamza Haz, who has three wives. (Note. Megawati herself is 
the product of a polygamist relationship as the daughter of 
founding president Soekarno and his second wife. End Note.) 
Perhaps the most colorful polygamist is a Jakarta 
restaurateur named Puspo Wardoyo, who holds an annual 
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Polygamy Award ceremony and whose restaurant franchises offer 
selections such as \"polygamy juice\" and \"polygamy vegetables.\" 


6. (U) Meanwhile, the issue of polygamy has also surfaced in 
a sex scandal involving Golkar legislator Yahia Zaini and pop 
music singer Maria Eva. After video of a sexual encounter 
between the two was made public last week, Zaini has stepped 
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down from his post as, ironically, Golkar\'s head of religious 
affairs (Zaini is also a former chairman of the Muslim 

Students Association). The party is currently debating 

whether it will recall Zaini. At a press conference on 

December 4, Maria Eva acknowledged the affair and said that 
although Zaini, who is already married, asked her to marry 

him, she refused because she \"did not want to become a second 
wife.\" 


Time to Revise Polygamy Laws? 


7. (U) President Yudhoyono has seized upon the public outcry 
over Aa Gym to revisit Indonesia\'s polygamy laws. 
Indonesia\'s 1974 marriage law stipulates that men wishing to 
take more than one wife (and women wishing to become second, 
third or fourth wives) must seek permission from the local 
court. Permission will be granted only if the first wife 

cannot carry out her wifely duties, becomes handicapped or 
terminally ill, or is barren. Additionally, the husband must 
obtain the first wife\'s/wives\' consent (if she is mentally 
capable of granting it), prove that he can afford to support 

all of the wives and their children, and guarantee that he 

will be just toward all his wives and children. 


8. (U) In 1983, at the urging of then-President Suharto\'s 
wife lbu Tien, the government passed a law further 
restricting polygamy for civil servants. In addition to 
fulfilling the requirements of the 1983 law, civil servants 
must also obtain their supervising officer\'s permission to 
take another wife (if male) or become a second/third/fourth 
wife (if female). Civil servants who are married to other 
civil servants are forbidden outright from engaging in 
polygamy. \"Officers,\" however, are exempted from the 1983 
law; these include ministers, the attorney general, the 
leadership of non-departmental governmental institutions, 
supreme/high state secretariat institutions, state- and 
regionally-owned banks and bodies, military personnel, 
governors and district heads. A final revision of the law in 
1990 prohibits female civil servants (but not male civil 
servants or officers of either sex) from entering into plural 
marriages. 


9. (U) On December 4, President Susilo Bambang Yudhoyono 
(SBY) met with Minister of Women\'s Empowerment Meutia Farida 
Hatta Swasono and Nazaruddin Umar, the Ministry of Religion\'s 
Director General of Religious Guidance and, according to 

Meutia, ordered that the government look into broadening the 
1983 law to include all state employees. SBY, who indicated 

that his goal was to protect women, argued that those who 

justify polygamy as religiously sanctioned must \"understand 
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the religion properly,\" and abide by the prerequisites to 
taking more than one wife. He indicated that he opposes the 
use of religion as a wedge on this issue, calling on 
Indonesians to \"think clearly\" and prevent the issue from 
\"developing into an unhealthy public discourse.\" 


The Case for More than One Wife 


10. (U) Not surprisingly, the Aa Gym case has revived an 
emotional debate about the acceptability of polygamy. The 
most vocal advocates of polygamy have been, by and large, 
male and religiously conservative. They have pointed out 

that, under certain circumstances, the Qur\'an permits men to 
have as many as four wives, and note that the Prophet 
Muhammad himself was a polygamist. Like Gym, others have 
explained the need for polygamy as essentially biological. 

For example, Masdar Farid MasVudi, a high-ranking member of 
Indonesia\'s largest mass Muslim organization, Nahdlatul Ulama 
(NU), asserted that \"polygamous institutions actually fulfill 
women\'s desires and reproductive rights. Not every man is up 
to being a good husband, unlike women.\" The Jakarta Post 
also quoted Yoyoh Yusroh, a female member of parliament from 
the Islamist Prosperous Justice Party, as saying that 
\"polygamy is better than infidelity. Think of a 25-year old 

widow ) she will need a husband to finance her children. If 
polygamy is banned, things would only get worse for her.\" 


11. (U) NU Chairman Hasyim Muzadi, whom many believe to be 
much more conservative than NU\'s general membership, has 
criticized the government\'s plans to change the marriage 
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laws. Muhammadiyah Chairman Din Syamsuddin has likewise 
suggested that the government should stay out of what is 
fundamentally a religious question; he also admonished 
religious leaders not to become involved in a political 

debate over the marriage law. 


The Argument against Polygamy 


12. (C) Prominent Muslim feminist and Director of the Center 

for Pesantren and Democracy Studies Lily Munir, who has long 

been outspoken in opposing polygamy, told us she was dismayed 

by Gym\'s announcement. (Note. Munir is a former 

International Visitor and a fellow at Emory University\'s 

Islam and Human Rights Fellowship Program. End Note.) She 
condemned those Muslims who use polygamy as \"a sexual excuse\" 
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for behavior that would otherwise be considered adulterous, 
saying that there is no textual basis in the Qur\'an for that. 


13. (U) Nazaruddin Umar, the Ministry of Religion\'s Director 
General for Islamic Affairs, questioned whether men could 
truly treat more than one wife equally, as mandated b Islam. 
\"Can one really( be just? Men would sayyes, but God in the 
holy Qur\'an says it is impossible for men to be just.\" (Note. 
Umar is a formr Fulbright scholar who conducted research at 
Gergetown University on gender biases from 2002-2003 In 
addition to his min*istry position, Umar teahes at the State 
Islamic University. End Note.) 


14. (C) Munir believes that the Gym affair will ave a mixed 
effect. On the one hand, she applaued the government for 
taking advantage it to revisit Indonesia\'s polygamy laws. On 
the other hand, she fears that Gym\'s action will embolden 
religious Conservatives who do not support equal rights for 
women and who may now use the otherwise moderate Gym to 
buttress their arguments. 

PASCOE 
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SUBJECT: AZERBAIJAN: SUBMISSION OF THE FINANCIAL CRIMES AND 
MONEY LAUNDERING SECTION OF THE 2006-2007 INTERNATIONAL 
NARCOTICS CONTROL STRATEGY REPORT (INCSR) 


REF: STATE 157000 
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This message contains the Money Laundering and Financial 
Crimes section of the 2006-2007 INSCR for Azerbaijan. 


Azerbaijan 


Azerbaijan is not considered a major center for international 
money laundering, given its small, underdeveloped banking 
sector. It is difficult, however, to determine the extent of 
money laundering activity, due to existing bank secrecy laws 
and the number of \"pocket banks.\" The large number of cash 
transactions, the increasing wealth of the country from oil 
revenues, and the legacy of corruption and tax evasion, all 
increase the potential for large scale money laundering 
activities and compound the problem of quantifying these 
crimes. 


The Government of Azerbaijan (GOAJ) criminalized money 
laundering relating to narcotics trafficking in 2000. 
Additionally, Parliament has made amendments to its banking 
and currency laws to prevent some money laundering 
activities. In November 2001, Azerbaijan established a 
threshold sum of $50,000 for reporting to its Customs agency 
currency transfers from abroad. Funds transfers abroad by 
individuals in excess of $10,000 must have approval of the 
National Bank of Azerbaijan (NBA). 


In May 2003, the GOAJ established an inter-ministerial 

experts group responsible for drafting anti-money laundering 

and counterterrorist finance legislation. As of September 

2005, the experts\' group, led by the NBA, has finalized 
proposed anti-money laundering legislation that would include 
establishment of a financial intelligence unit (FIU) and 

would expand the predicate crimes for money laundering beyond 
narcotics trafficking. Although the draft law has not yet 

been presented to Parliament, in April 2006 an amendment to 
the Azerbaijani Criminal Code was adopted making the 
legalization of illegally obtained funds (money laundering) a 
crime. The new Article 193-1 is a bare bones provision that 
must be supported by passage of a comprehensive law. The GOAJ 
has expressed its commitment to adopting such a law, and it 

is expected that final revisions to the draft law will be 

made and that it will be presented to Parliament during the 

first half of 2007. 


The NBA issues licenses and supervises commercial banks, 
foreign exchange offices and money remitters. To further its 
regulatory role, it issues binding regulations for the 

banking sector; however, neither regulations nor guidance 
notes have been issued specifically addressing anti-money 
laundering measures. In August 2004, the NBA established an 
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internal anti-money laundering working group to work with 
local commercial banks. 


In March 2004, the GOAJ enacted a comprehensive new Law on 
Banks that provides for improved \"fit and proper\" criteria 

for bank administrators and improved supervision of 

commercial banks. In November 2004, the NBA prohibited 
capital investments in banks operating in Azerbaijan by 

entities and individuals that are registered in any of the 

six countries on the FATF list of Non-Cooperative Countries 

and Territories. 


The new Law on Banks prohibits numbered accounts, although 
existing numbered accounts are allowed to continue until 

their terms expire. The NBA has issued \"know your customer\" 
directives to banks. The requirements include identification 
procedures and record-keeping. Similar rules do not apply to 
the insurance or securities sectors. There is no requirement 

to report suspicious transactions, although some banks 
voluntarily report such transactions to the NBA. In October 
2004, the NBA instructed commercial banks to establish 
internal procedures to identify every operation and client 
throughout the transaction process. Also in 2004, the NBA 
issued new rules on corporate management for all commercial 
banks. 


The Ministry of Finance supervises insurance companies. The 
Insurance Department at the Ministry follows the anti-money 
laundering program coordinated by the NBA. The Ministry 
conducts annual audits of insurance companies; one of the 
objectives of the audit is to check for money laundering 
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activity. The State Securities Committee, which regulates 
the securities market, has issued anti-money laundering 
directives. However, implementation is weak due to the large 
number of cash transactions and the reliance on the banks\' 
due diligence for some pre-funded transactions. 


Article 214-1 of Azerbaijan\'s Criminal Code criminalizes the 
financing of terrorism, but the Code does not address 

terrorist fundraising. Another deficiency is that the law 

provides only for personal liability and does not include 

criminal liability for entities involved in terrorist 

financing. These deficiencies are addressed in the draft 
anti-money laundering/counter financing of terrorism law. 
Currently, the NBA distributes the lists of individuals and 
entities designated pursuant to U.S. Executive Order 13224 
and pursuant to UNSCRs 1267 and 1390. As of 2003, the NBA 
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had identified and frozen the assets of at least two 
designated entities. 


The GOAJ does not have in place a formalized regime to seize 
and confiscate assets. The NBA has the authority to freeze 
accounts, but freezing without delay cannot be done readily. 
Confiscation of assets is an optional action in prosecutions. 
Mutual legal assistance is limited to narcotics-related 

offenses. 


Azerbaijan is a party to the 1988 UN Drug Convention, the UN 
International Convention for the Suppression of the Financing 

of Terrorism and the UN Convention against Transnational 
Organized Crime. In November 2001, Azerbaijan ratified the 
Council of Europe Convention on Laundering, Search, Seizure 
and Confiscation of the Proceeds from Crime. In February 

2004, Azerbaijan signed the UN Convention against Corruption. 
Azerbaijan has been a member of the Council of Europe\'s 
MONEYVAL since 2002, and in May 2003, Azerbaijan underwent a 
first round mutual evaluation by the MONEYVALVs Select 
Committee of Experts on the Evaluation of Anti-Money 
Laundering Measures. A second round MONEYVAL evaluation is 
expected to take place by the end of 2006. 


The Government of Azerbaijan (GOAJ) should enact anti-money 
laundering/counter financing of terrorism legislation that 
establishes a viable legal framework to detect and to 
prosecute these crimes, including mandatory reporting of 
suspicious transactions to a financial intelligence unit and 

the establishment of appropriate mechanisms to seize, freeze 
and confiscate assets without delay. Azerbaijan should amend 
current terrorist finance legislation to criminalize 

terrorist fundraising and establish criminal liability for 

legal entities. Additionally, Azerbaijan should provide 
awareness programs and training to its law enforcement and 
prosecutorial agencies, as well as to the banking sector. 
DERSE 
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SUBJECT: FORMER LDP OFFICIALS ADMITS LIE ABOUT KOIZUMI DPRK 
VISIT 


Classified By: Ambassador J. Thomas Schieffer. Reasons 1.4 (B) (D) 


1. (U) The December 8 edition of Tokyo Shimbun reported that 
former LDP vice president Taku Yamasaki has admitted that he 
lied when he told reporters that former prime minister 

Junichiro Koizumi had expressed a willingness to make a third 
trip to North Korea. On December 7, Japanese-language news 
outlets quoted Yamasaki as saying that Koizumi had shown a 
willingness to make a third trip to North Korea, this time as 

a special envoy, to try to break the deaklock in Japan\'s 
relations with the DPRK. In correcting this earlier 

statement, Yamasaki said that WI suggested that Mr. Koizumi 
make a third visit to North Korea. He was just listening to 

me.\" According to Tokyo Shimbun, Koizumi later confirmed 
that Yamasaki had made up the story. 


2. (C) On December 7, Isao lijima, former secretary to former 
PM Koizumi, told the Embassy that Yamasaki\'s comment that 
Koizumi wished to visit the DPRK again had been a complete 
fabrication (\"detarame\"). According to lijima, Koizumi did 

tell Yamasaki that he strongly wished to solve the nuclear 

and WMD issues at a June 6 dinner the two men had together. 
However, lijima denied that Koizumi ever said he wanted to 
visit North Korea again. lijima said that Yamasaki made the 
false statement because he himself wanted to visit Pyongyang 
as Koizumi\'s representative in order to gain the political 
limelight. 

SCHIEFFER 
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SUBJECT: HONG KONG ELECTORS CHOOSE CHIEF EXECUTIVE ELECTION 
COMMITTEE 


REF: A. HONG KONG 4207 
B. HONG KONG 3872 
Classified By: Acting DPO Laurent Charbonnet; Reasons 1.4 (b, d) 


1. (C) Summary: On December 10, a small minority of Hong 
Kong citizens will select the 800-member Chief Executive (CE) 
Election Committee, which next March will elect a CE to serve 
from 2007 to 2012. Incumbent CE Donald Tsang almost 
certainly will be reelected for a five-year term in March 

2007, although he has yet to announce his candidacy; the only 
relevant questions are whether his sole declared opponent, 
pro-democracy Civic Party legislator Alan Leong, will reach 
the 100-nomination threshold required to contest the election 
in March, and to what extent the central government in 

Beijing might attempt to influence the electoral process. It 
remains unclear whether Leong will be successful; even if his 
supporters win more than 100 Election Committee seats, there 
is no guarantee that he can maintain that level of support 
through next March. A subsequent cable will examine election 
issues and prospects in more detail. End Summary. 


2. (C) Comment: Beijing\'s activities to date have been 
exceedingly subtle and low-key; even democratic activists are 
hard-pressed to give concrete examples of Beijing\'s meddling, 
even in confidence. We expect that Beijing is biding its 

time and will be looking to see the complexion of the 
800-member Election Committee elected on Sunday. If Alan 
Leong supporters should manage to capture a 
larger-than-expected number of seats in the Committee, 
Beijing may very well decide to increase pressure on Election 
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Committee members. In the meantime, pro-Beijing supporters 
don\'t need to be told what to do -- they know Beijing is 

hoping for an uncontested, smooth, and predictable election. 
End Comment. 


3. (C) On December 10, approximately 220,000 Hong Kong 
citizens will be eligible to cast votes for the 800-member 

Chief Executive Election Committee (EC). Nobody in Hong Kong 
has any doubt that incumbent CE Donald Tsang will be 

reelected for a five-year term in March 2007; the only 

relevant questions are whether his sole opponent, Civic Party 
legislator Alan Leong, will reach the 100-nomination 

threshold in February required to contest the election, and 

to what extent the central government in Beijing might 

attempt to influence the electoral process. 


Two Contenders, One Platform 


4. (SBU) CE Tsang has not yet formally announced his 
candidacy for reelection, nor has he provided any hint about 
his policy priorities for 2007-12. In his October 11 annual 
Policy Address (ref a), Tsang specifically limited his 
discussion to issues he could address during the remaining 
months of his current term, an approach which generated 
considerable criticism for lacking substance. Since that 
address, Tsang has not offered any hints about possible 
policy initiatives during his presumptive second term. 


5. (SBU) Civic Party legislator Alan Leong, who became the 
pan-democracy camp\'s candidate following former Chief 
Secretary Anson Chan\'s decision not to run (ref b), formally 
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declared his candidacy on November 6. In contrast to Tsang\'s 
avoidance of substantive proposals, Leong has offered a broad 
agenda of political, economic, and social measures that he 
believes are urgently required: universal suffrage, 
improvements in the education system, a minimum wage, health 
care reform, and measures to reduce air pollution. To 

address these and other policy needs, Leong said a 
democratically elected government is a prerequisite for good 
governance; without electoral competition, he asked 
rhetorically, how could the city have a real debate on the 
issues? 


6. (C) On November 20, Leong told the Consul General that he 
had hoped to build momentum for his campaign by announcing 
his candidacy early, knowing that CE Tsang would announce 
late; Leong then would be able to shape the debate agenda. 
(Note: Hong Kong law states that Government officials cannot 
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be candidates for CE. Tsang will have to step down as CE 
before formally announcing his own candidacy; it is widely 
expected he will resign close to the start of the CE 

nomination period in February. End Note.) Ina November 21 
speech at the Hong Kong Foreign Correspondents Club, Leong 
said he had decided to run because the absence of electoral 
competition had left the people of Hong Kong with leaders who 
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were \"arrogant and remote.\" He acknowledged that the 
election would be difficult, because the \"system is rigged\" 
and there would be \"intense political pressure\" on individual 
electors to support the incumbent; how many of these 
electors, he asked, would be \"willing to commit financial or 
professional suicide\" to support him? 


Procedures Stipulated by the Basic Law 


7. (SBU) Under Hong Kong\'s Basic Law, an Election Committee 
of 800 Hong Kong residents chooses the Chief Executive for a 
five-year term. The last such election was in 2005, 

following the early resignation of incumbent Tung Chee-hwa. 
(See paragraph 9 for the current timetable.) A CE candidate 
must be a Chinese citizen, at least 40 years old, a permanent 
resident of Hong Kong who has resided in the Hong Kong 
Special Administrative Region (HKSAR) for at least twenty 
years, and have no right of abode in a foreign country. 

Annex | of the Basic Law outlines the method for the 

selection of the Chief Executive, including the composition 

of the EC and the nomination of CE candidates. To become a 
CE candidate, a person must receive nominations from at least 
100 of the 800 Election Committee members. Each member can 
only nominate one candidate. If there are two or more 
candidates who each receive more than 100 nominations, the EC 
will vote by sec-ret ballot, about a month later, with each 
member getting one vote. The candidate who receives an 
absolute majority (at least 401) of the votes becomes CE. If 
there is only one CE candidate, the EC would cast a \"vote of 
confidence\" by sec-ret ballot on the sole candidate; the 
candidate would also need an absolute majority to become CE. 


8. (C) The EC is composed of four sectors of 200 members 
each, representing various business, social, professional, 
political and organizational constituencies. The four 

sectors are further broken down into 38 subsectors. Septel 
will discuss the Byzantine structure of the 800-person 

Election Committee. Suffice it to say that the 
sector/subsector structure encourages maximum influence by 


Column 3 
inherently conservative business and organizational elites. 


Four-Stage Process 


9. (SBU) The first stage of the election process took place 
November 1-8, when eligible voters submitted nominations for 
the EC to the Hong Kong Government\'s Electoral and 
Registration Office. During the second stage, scheduled for 
December 10, the voters in each subsector will elect their 
specified shares of the 800 EC members. In the third stage, 
to be held on a yet to be determined date in February, the 
Government will announce a nomination period, during which 
the 800 EC members can nominate candidates for Chief 
Executive; each voter\'s selection will be a matter of public 
record. To contest the CE election, a candidate must receive 
at least 100 nominations. The fourth and final phase will 
take place on March 25, when the EC members will vote by 
sec-ret ballot to elect the next CE. 


Prospects 


10. (SBU) Of the 333 EC members whose seats are uncontested, 
only about 18-20 (the Legislative Council (Legco) 
pan-democrats) are expected to nominate Alan Leong, while the 
other 5-7 Legco pan-democrats plan to abstain. For the 
remaining 467 contested EC seats, the pan-democrats are 
fielding 104 candidates, but expect to do well in just a few 
subsectors: legal, education, higher education, health 
services, medical, information technology, social welfare, 

and district councils. The First Sector, composed of 
representatives from pro-Beijing and/or pro-business 

industrial and commercial groups, will deliver nearly all of 

its 200 votes to the incumbent; only four pro-democracy 
individuals from the tourism subsector might win places. The 
Second, Third, and Fourth Sectors, representing various 
professional groups, discussed in septel, are expected to 
provide the bulk of Leong\'s support. Most of the 200 seats 

in the Fourth Sector, including the Chinese People\'s 

Political Consultative Conference (CPPCC), the National 
People\'s Congress (NPC), the Heung Yee Kuk (certain 
indigenous New Territories residents whose seats are 
guaranteed by the Basic Law) and Legco, are uncontested, but 
there are contested races for 42 District Council seats. 


11. (C) As of two days before the vote, opinions remain 
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divided on whether the pan-democrats will win at least one 
hundred seats. NPC delegate and Liberal Party founder Allen 
Lee told us on December 4 that he expected Leong to gain no 
more than 80-90 seats, short of the minimum needed to contest 
the March 2007 election. Similarly, Democratic Party Vice 
Chairman Chan King-ming told us on November 30 that Leong had 
\"no chance\" to get one hundred seats in the EC. Various 

other pan-democratic leaders, including Civic Party 

legislator Ronny Tong, Democratic Party Chairman Lee Wing-tat 
and Civic Party Secretary General Joseph Cheng, have been 
slightly more optimistic, but still will only venture that 

Leong has a \"good chance\" to reach the threshold. Even if 

the democrats exceed the 100 level on December 10, however, 
their strategists fear there could be \"erosion\" of their 

support, presumably due to pressure from the central 
government and/or its local supporters, before the final vote 

on March 25. To provide for that contingency, Cheng and 
others feel Leong needs to win at least 120-130 seats on 
December 10 \"to be safe.\" 


12. (C) Allen Lee and Joseph Cheng also agree that the 
pan-democrats would need a high turnout (at least 40 percent, 
compared to the roughly 20 percent turnout in 2005). 

According to Cheng, however, the Leong candidacy is fighting 

to overcome a surprising level of apathy among potential 

voters; many of the academics, attorneys, and other 
professionals who would be expected to support Leong were not 
well informed on the issues and did not even know the date of 
the election. Beijing, on the other hand, was \"fully 

mobilized\" for the election: the pro-Beijing camp in Hong 

Kong had worked hard to produce lists of well-known or at 

least \"neutral\" candidates in many sectors, and also had 
attempted in most of the professional subsectors to \"blur the 
differences\" on policy issues and platforms between their 
candidates and the pan-democrats. For example, Cheng said he 
attended a December 1 seminar at Hong Kong University where 
two candidates in the higher education subsector, both 
university vice presidents whom Cheng knew to favor Donald 
Tsang, had announced publicly that they had \"democracy in 
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their blood.\" 


PRC Influence 


13. (C) Specific and reliable information concerning efforts 

by the central government to influence the outcome of the CE 
election process is almost impossible to find. Many 
observers can supply rumors or conjectures, but few can offer 
specifics; other observers cast as nefarious actions that 
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would otherwise be considered normal competitive electoral 
politics. One common thread is that Beijing has encouraged 
its supporters to contest the EC election to \"dilute\" the 
pro-democracy vote. For example, as early as March 2006, the 
Hong Kong press reported that mainland officials responsible 
for Hong Kong and Macau affairs had told Hong Kong delegates 
to the NPC and CPPCC during meetings in Beijing that the 
pro-Beijing Democratic Alliance for the Betterment and 
Progress of Hong Kong (DAB), the Liberal Party, and 
\"patriotic businessmen\" should try their best to participate 

in the EC election. The press also speculated that the PRC 
Liaison Office in Hong Kong would coordinate the activities 

of the pro-Beijing groups for the EC election. In April, 
Executive Council and Legco member Jasper Tsang Yok-sing 
wrote in the independent \"Ming Pao\" newspaper that a 
landslide victory for Tsang, preferably with no opponent, 
would be conducive to Hong Kong\'s stability and prosperity 
and was therefore a scenario that the central government 
would favor. 

Sakaue 
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E.O. 12958: N/A 

TAGS: KMDR, KPAO, OIIP, PREL, PGOV, AF, TX 

SUBJECT: TURKMENISTAN MEDIA IGNORES ALL MAJOR POST NEWS IN NOVEMBER 
REF: Embassy Press Releases on 11/01/06, 11/14/06 and 11/21/06 


SUMMARY 


1. (U) Turkmenistan\'s state media coverage of post events in 
November included uncharacteristic omission of three significant 
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news items: the November 10 opening of the Altyn Asyr border 
crossing checkpoint, a change in U.S. non-immigrant visa application 
policy and the November 21 Peace Corps donation of wheelchairs. 
Meanwhile Bishkek-based Times of Central Asia gave positive coverage 
to the border event, while the India-based Hindustan Times gave 
accurate and full coverage of the visa announcement and the 
wheelchair distribution. End Summary. 


FOREIGN COVERAGE ONLY OF THE BORDER CHECKPOINT OPENING 


2. (U) State media omitted coverage of the Altyn Asyr checkpoint 
opening. The Times of Central Asia\'s November 20 coverage of the 
checkpoint opening was based heavily on post\'s November 14 press 
release, and provided such detail as the site size (25,000 square 
meters) and funds spent on the project (over $2.5 million). It 

noted that Turkmenistan and the Nevada National Guard have been 
linked for more that 11 years under the State Partnership Program. 

It also stated that the National Nevada Guard provided three 
guardsmen and hundreds of hours of manhours to ensure the success of 
the project. The report quoted the current project manager, retired 
Col. John (sic) Morrow, who stated that \"this station is an example 
of what two countries working together can accomplish in the fight 
against international narcotics trafficking.\" 


STATE MEDIA OMITS WHEELCHAIR DISTRIBUTION CEREMONY 


3. (U) Turkmenistan\'s state media failed to cover a November 21 
event in which the Peace Corps donated 280 wheelchairs to the 
Physical Culture and Sports Club for the Disabled. On November 21, 
newswires U.S. Fed News (English) and Hindustan Times (English) 
reprinted post\'s press release. 


NO LOCAL COVERAGE OF U.S. VISA APPLICATION CHANGES 


4. (U) State media omitted any coverage of the announcement that 

all non-immigrant visa applicants must use the Electronic Visa 
Application Form starting November 1. Newswires U.S. Fed News and 
Hindustan Times reprinted post\'s press release. 


COMMENT 


5. (U) In the past state media have provided moderate coverage of 
embassy events, in particular if the government\'s role also could be 
expressed positively. Lack of coverage of the Altyn Asyr 

checkpoint, then, is surprising. Post will continue to follow this 

trend of decreasing state media coverage, but notes that state media 
coverage has very little correlation with public opinion in 
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Turkmenistan. END COMMENT. 


BRUSH 


Drafter: IMA: Meylis Hummedov, x2178 
Cleared: PAO: PAUL 
CHG: BRUSH 
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E.O. 12958: N/A 

TAGS: OTRA, AMGT, TH 

SUBJECT: THAILAND COUNTRY CLEARANCE FOR: VIRGINIA PALMER, 
S/CT DEPUTY COORDINATOR 


REF: STATE 194438 


1. Post warmly welcomes and grants country clearance to 
Virginia Palmer from Dec. 17 - 19, 2006. 


2. Hotel reservation has been made at: 

Four Seasons Hotel, 155 Rajadamri Road (Confirmation No: 
528832) 

Tel: 66-2-251-6127 

Fax: 66-2-254-5390 


Room rate is USD 146 (taxes and American breakfast included) 
and is within per diem (lodging $146, M&IE - $72). 


3. Embassy point of contact is: 


Name: Trent Wilson 
Work phone: (66-2) 205-4754 
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Cell phone: (66-8) 1909-8243 
Unclass E-mail Address: WilsonTN@state.gov 
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After-hours emergency number for the Embassy is (66-2) 
205-4108. 


4. The new airport for Bangkok, Suvarnabhumi, commenced 
international operations September 28, 2006. For more 
information, please refer to the following link: 
http://www.bangkokairportonline.com 


5. Embassy will not be providing transportation, but the 
following services are available if transportation is not 
prearranged. Thai Airways Limousine Service and American 
Express Airport Taxi are recommended for persons unfamiliar 
with Bangkok; these services are located on the 2nd floor of 
Suvarnabhumi Airport for arriving passengers and the cost of 
a one-way trip varies from 700 to 1,500 Baht, depending on 
the type of vehicle, with an additional 70 Baht for highway 
tolls. The new airport has limited facilities for regular 

taxis in the main terminal and if no taxis are available 

there, arriving passengers will have to board an airport 
shuttle bus from the main terminal to a nearby taxi and bus 
terminal. Regular taxis cost approximately 225 Baht, not 
including tolls, and an airport taxi surcharge of 50 Baht. 
Currently, the Thai Baht is approximately 37/dollar. 


6. Although visas are not required of holders of U.S. 
passports (whether diplomatic, official or tourist) who plan 

to stay fewer than 30 days, post nonetheless recommends that 
TDY travelers obtain an official visa before coming to 
Thailand. It is extremely difficult to extend the 30-day 

entry permit granted without a visa at the airport, and fines 

for overstays are costly. 


7. Thailand has an airport departure tax of 700 Baht that 
must be paid in local currency upon departure. 


8. SECURITY INFORMATION 


-- All U.S. citizen personnel serving under Chief of Mission 
authority in a temporary duty status of 30 days or more must 
complete appropriate overseas personal security training 
prior to travel (04 State 66580). Employees who have 
completed the Security Overseas Seminar course at State,s 
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Foreign Service Institute (FSI) after June 1, 2000 meet this 
requirement. All other TDYers must either, 1) complete the 
approved four-day seminar at FSI entitled \"Serving Abroad for 
Families & Employees (SAFE)\" or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

Training, DS/T, at telephone (703) 205-2617. Country 
clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 


-- Crime is generally non-confrontational in nature. 
Criminal acts are usually crimes of opportunity such as 
purse-snatchings, thefts of unattended property, and pick 
pocketing. Visitors should be especially alert in crowded 


buses, streets, and markets or while on \"tuk-tuks.\" Visitors 
should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


-- Be aware of common scams and frauds (including credit 
cards, in particular). Visitors should only use credit cards 
at well-established and reputable businesses. Visitors 
should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 
it is illegal to import these products into the U.S. Be wary 
of common scams for jewelry, suits, silks, gems, or 
antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized, seek assistance from Tourist 
Police by dialing 1155. 


-- Visitors are cautioned from visiting bars involved in the 

sex trade. Many of these operate illegally and clients can 

be subject to RTG law; they often charge exorbitant drink 

prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
sporadic reports of victims being drugged and robbed or 

beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment, unconsciousness, and if 
overdosed, death. 


C. TRAFFIC: 
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-- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side, 
opposite from the U.S., although there may be a bus lane that 
flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


-- The threat from transnational terrorist groups to the 
U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders, they remain 
relatively porous and allow easy illegal access. 
Transnational terrorist groups, including Al-Qa\'ida and 
Jemaah Islamiyah (Jl), have utilized Thailand as a transit 
point. 


-- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence, including incidents attributed to armed local 
Muslim separatist groups. Although Americans have not been 
specifically targeted in the past, the indiscriminate nature 
of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
citizens. 


-- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia, including 
Thailand. Travelers to Thailand should therefore exercise 
caution, especially in locations where Westerners congregate, 
such as clubs, discos, bars, restaurants, hotels, tourist 

areas, and other places frequented by foreigners. 


-- Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 
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-- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones, and to securely 
safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


-- Visitors should also be aware of the State Department,s 
Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements, which are available 


via the Internet at http://travel.state.gov. DOD personnel 
must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


-- In essence, visitors to Bangkok must exercise appropriate 
caution and be alert to their surroundings with regard to 

their personal security. Suspicious incidents/activities 

should be reported to RSO Bangkok (tel. 02-205-4000, 24 
hrs/day). On behalf of US Embassy Bangkok, we hope you have 
a safe and pleasant visit. 

BOYCE 
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AF/S FOR S. HILL 

NSC FOR SENIOR AFRICA DIRECTOR B. PITTMAN 
STATE PASS TO USAID FOR M. COPSON AND E.LOKEN 
TREASURY FOR J. RALYEA AND T.RAND 

COMMERCE FOR BECKY ERKUL 

ADDIS ABABA FOR USAU 

ADDIS ABABA FOR ACSS 


E.O. 12958: N/A 

TAGS: ECON, EFIN, PGOV, ZI 

SUBJECT: ZIMBABWE\'S 2007 BUDGET RELEASE - NO SOUND AND FURY 
- NO SIGNIFICANCE EITHER 


REF: HARARE 01361 


1. (SBU) Finance Minister Murerwa conceded Zimbabwe\'s dismal 
2006 economic performance in presenting his 2007 Budget to 
Parliament. He painted a grim picture of the state of the 
economy across nearly all sectors and indicators. 
Nevertheless, he premised the 2007 Budget on optimistic 
projections that are unlikely to be realized. Symbolic of 

the budget as whole, Murerwa announced that the quasi-fiscal 
activities of the Reserve Bank of Zimbabwe (RBZ) would be 
wrapped into the budget, but gave no indication how the 

fiscus would fund the parastatals or end their losses. Ina 
post-budget discussion, local analysts concluded that the GOZ 
remain unwilling to embrace needed reforms, that the harsh 
economic environment, including especially high inflation, 
would persist in 2007 and that supplemental budgets would 
once more be needed. End Summary. 


2. (U) Finance Minister Murerwa conceded the economy would 
contract by 2.5 percent in 2006 with the mining and 
manufacturing sectors declining by 14.4 percent and 7 percent 
respectively. In the manufacturing sector, he admitted that 
most companies were operating below 30 percent capacity. 
Murerwa put growth in the agriculture sector in 2006 at 6.4 
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percent. (N.B. far lower than his projection a half year ago 
of 23 percent expansion). 


3. (U) Furthermore, Murerwa reported a 6 percent decline in 
Zimbabwe\'s exports in 2006; mineral exports fell 0.2 percent 
and manufactured exports slid 6.3 percent. Imports declined 
1.6 percent. On the other hand, he claimed the capital 
account improved on the back of net inflows of US$298 million 
in foreign direct investment (N.B. primarily in the platinum 
industry), and the current account deficit for 2006 was 
US$543 million. 


4. (U) The Finance Minister noted that Zimbabwe\'s external 
sovereign debt was US$4.1 billion at end October, of which 
US$2.2 billion were arrears. Domestic debt, which now made 
up about 15 percent of GDP, soared from Z$15.9 billion in 
December 2005 to Z$97.8 billion in October 2006 and was being 
financed to 98.5 percent by short-term Treasury bills. (N.B. 

All Zimbabwe dollar figures are in revalued currency; the 

official exchange rate, unchanged since July 31, is 

Z$250:US$1; the parallel street rate is at an all-time 

premium of about Z$2600:US$1) 


5. (U) In his statement, Murerwa reported the official 
annualized inflation figure for October 2006 of 1070 percent 
and broad money (M3) supply growth for the year at over 1000 
percent. Private sector analyses, however, put the inflation 
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figure much closer to 2000 percent (and the true figure as we 
have reported elsewhere may be two to three times higher than 
these private analyses.) 


6. (U) Murerwa also announced that the RBZ\'s quasi-fiscal 
expenditures would be wrapped into the budget (reftel) over a 
three-year period. As a result, he projected a budget 

deficit of 43 percent of GDP in 2006, up from the original 
estimate of 4.6 percent but also up from his revised estimate 
of 23.9 percent, reflecting the government,s continued lack 
of discipline with respect to quasi-fiscal activity ) 

regardless of where it\'s accounted for. (N.B. Inexplicably, 
the 43 percent deficit figure excludes interest.) Regarding 
the promised privatization and commercialization of public 
enterprises in 2006, Murerwa conceded \"minimal progress, if 
any.\" 
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7. (U) Murerwa based his 2007 Budget, which projects a fall 
in the deficit to 17.6 percent of GDP (again not including 
interest payments), on the following -- excessively 
optimistic -- indicators for the coming year: 


-- 0.5-1.0 percent GDP growth; 

-- 9.4 percent growth in agriculture; 

-- 4.9 percent growth in mining; 

-- A recovery in tourism; 

-- A slower rate of decline (2 percent) in manufacturing; 

-- An end-2007 inflation target of 350-400 percent (and 
single digit inflation by end-2008); 

-- Money supply growth of 415-500 percent at end-2007; and 
-- Nominal GDP in 2007 of Z$8.5 trillion. 


8. (SBU) Although the 2007 Budget upped the tax-free 
threshold from Z$20,000 to Z$100,000, and the top tax bracket 
from Z$54,600 to Z$1 million, the measure failed to keep pace 
with soaring inflation and offered little or no relief to 

taxpayers. In fact, the Consumer Council of Zimbabwe 
reported that the cost of living for an urban family of six 

in November jumped to Z$208,000 from Z$141,000 in October. 
PriceWaterhouseCoopers tax expert Manuel Lopes told econoff 
on December 1 that the Poverty Datum Level would probably 
reach Z$1 million by September 2007. Furthermore, in an 
indication of the GOZ\'s lack of confidence in its own 
projections, Murerwa announced that civil servant salaries 
would henceforth be reviewed on a quarterly, rather than 
semi-annual basis. 
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9. (SBU) At a post-budget workshop on December 1, respected 
local economist John Robertson said he saw no indication that 
the rate of inflation would fall in 2007. The GOZ had shown 

no interest in restraining the extraordinary growth in the 

money supply, the main source of inflation. He predicted at 
least one, possibly two supplemental budgets in the course of 
2007. 
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10. (SBU) At the same workshop, Stanbic Bank Head of Risk 
Management and Economic Research Panashe Chitumba said he 
doubted whether expenditures could be \"squeezed\" as much as 
the 2007 Budget indicated without major reforms, in 

particular of the many parastatals. As long as the 

parastatals were not allowed to charge cost-recovery prices, 

he said the \"quasi-fiscal challenge\" remained unresolved. He 
predicted the harsh environment of 2006 was likely to persist 

in 2007 and that supplemental budgets would be needed to see 
the GOZ through the coming year. 


11. (SBU) Murerwa concluded his address to Parliament quoting 
Saint Paul to the Corinthians, \"Outwardly we are wasting 
away.\" There is no doubt he got that part right. In its 8th 
straight year of decline, Zimbabwe is the odd-country out in 

the region and will remain so until the GOZ embraces the need 
for reform. In the interval, Murerwa\'s Budget was little 

more than a housekeeping exercise to adjust expenditure and 
revenue upward in line with inflation and we have no 

expectation that RBZ Governor Gono\'s January Monetary Policy 
Statement will be any more substantive. 
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1. (SBU) To our knowledge the Government of Zimbabwe does 
not/not maintain a list of terrorist organizations. 

SCHULTZ 


88682 

OO RUEHWEB 

DE RUEHBK #7326/01 3420857 

ZNR UUUUU ZZH 

O 080857Z DEC 06 

FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3360 
INFO RUEHUL/AMEMBASSY SEOUL IMMEDIATE 2416 
RUEHVN/AMEMBASSY VIENTIANE IMMEDIATE 2956 
RUEHFT/AMCONSUL FRANKFURT IMMEDIATE 6715 


SIPDIS 


CODEL 
SIPDIS 


DEPARTMENT FOR H 


E.O. 12958: N/A 

TAGS: OREP, AMGT, TH 

SUBJECT: THAILAND COUNTRY CLEARANCE REQUEST FOR: STAFFDEL 
WOO 


REF: STATE 195923 


1. Post warmly welcomes and grants country clearance to Mr. 
Sean WOO from Dec. 14 - 15, 2006. 


2. Hotel reservation have been made for night of the 14th at: 


Sukhothai, 13/3 South Sathorn Road (Confirmation No: 465846) 
Tel: 66-2-344-8888 

Tax: 66-2-344-8899 

website: www.sukhothai.com 


Room rate $142 (taxes and American Breakfast included) and is 
within per diem (lodging - $146, M&IE - $72). Rooms are 
guaranteed and the Embassy may be billed if a 24-hour notice 
(local time) to hotel is not given for cancellations. 


3. Embassy point of contact is: 


Name: Trent N. Wilson 

Work phone: (66-2) 205-4754 

Cell phone: (66-8) 02-651-4479 

Unclass E-mail Address: WilsonTN@state.gov 
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SIPDIS 


After-hours emergency number for the Embassy is (66-2) 
205-4108. 


4. The new airport for Bangkok, Suvarnabhumi, will commence 
international operations September 28, 2006. For more 
information, please refer to the following link: 
http://www.bangkokairportonline.com 


5. Staffdel will be met by upon arrival by Susan M. Sutton, 
Political Counselor and transportation to hotel will be 
provided via GOV. 


6. Although visas are not required of holders of U.S. 
passports (whether diplomatic, official or tourist) who plan 

to stay fewer than 30 days, post nonetheless recommends that 
TDY travelers obtain an official visa before coming to 
Thailand. It is extremely difficult to extend the 30-day 

entry permit granted without a visa at the airport, and fines 

for overstays are costly. 


7. Thailand has an airport departure tax of 700 Baht that 
must be paid in local currency upon departure. 


8. SECURITY INFORMATION 


-- All U.S. citizen personnel serving under Chief of Mission 
authority in a temporary duty status of 30 days or more must 
complete appropriate overseas personal security training 

prior to travel (04 State 66580). Employees who have 
completed the Security Overseas Seminar course at State,s 
Foreign Service Institute (FSI) after June 1, 2000 meet this 
requirement. All other TDYers must either, 1) complete the 
approved four-day seminar at FSI entitled \"Serving Abroad for 
Families & Employees (SAFE)\" or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

Training, DS/T, at telephone (703) 205-2617. Country 
clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 


Column 3 
B. CRIME: 


-- Crime is generally non-confrontational in nature. 

Criminal acts are usually crimes of opportunity such as 
purse-snatchings, thefts of unattended property, and pick 
pocketing. Visitors should be especially alert in crowded 
buses, streets, and markets or while on \"tuk-tuks.\" Visitors 
should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


-- Be aware of common scams and frauds (including credit 
cards, in particular). Visitors should only use credit cards 
at well-established and reputable businesses. Visitors 
should be careful when purchasing branded or copyrighted 


goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry, suits, silks, gems, or 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized, seek assistance from Tourist 

Police by dialing 1155. 


-- Visitors are cautioned from visiting bars involved in the 

sex trade. Many of these operate illegally and clients can 

be subject to RTG law; they often charge exorbitant drink 

prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
sporadic reports of victims being drugged and robbed or 

beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment, unconsciousness, and if 
overdosed, death. 


-- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side, 
opposite from the U.S., although there may be a bus lane that 
flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 
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-- The threat from transnational terrorist groups to the 
U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders, they remain 
relatively porous and allow easy illegal access. 
Transnational terrorist groups, including Al-QaVida and 
Jemaah Islamiyah (Jl), have utilized Thailand as a transit 
point. 


-- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence, including incidents attributed to armed local 
Muslim separatist groups. Although Americans have not been 
specifically targeted in the past, the indiscriminate nature 
of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
citizens. 


-- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia, including 
Thailand. Travelers to Thailand should therefore exercise 
caution, especially in locations where Westerners congregate, 
such as clubs, discos, bars, restaurants, hotels, tourist 

areas, and other places frequented by foreigners. 


-- Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


-- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones, and to securely 
safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


-- Visitors should also be aware of the State Department,s 
Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov. DOD personnel 

must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


-- In essence, visitors to Bangkok must exercise appropriate 
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caution and be alert to their surroundings with regard to 


their personal security. Suspicious incidents/activities 

should be reported to RSO Bangkok (tel. 02-205-4000, 24 
hrs/day). On behalf of US Embassy Bangkok, we hope you have 
a safe and pleasant visit. 

BOYCE 


88683 

OO RUEHCHI RUEHDT RUEHHM RUEHNH 

DE RUEHGO #1783/01 3420857 

ZNR UUUUU ZZH 

O 080857Z DEC 06 

FM AMEMBASSY RANGOON 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5499 
INFO RUCNASE/ASEAN MEMBER COLLECTIVE 
RUEHBJ/AMEMBASSY BEIJING 1263 
RUEHBY/AMEMBASSY CANBERRA 0064 
RUEHKA/AMEMBASSY DHAKA 4410 
RUEHLO/AMEMBASSY LONDON 1880 
RUEHNE/AMEMBASSY NEW DELHI 3656 
RUEHUL/AMEMBASSY SEOUL 7162 
RUEHTC/AMEMBASSY THE HAGUE 0567 
RUEHKO/AMEMBASSY TOKYO 4751 
RUEHCI/AMCONSUL CALCUTTA 0990 
RUEHCN/AMCONSUL CHENGDU 0994 
RUDKIA/AMCONSUL CHIANG MAI 0758 
RUEATRS/DEPT OF TREASURY WASHDC 
RUEHGV/USMISSION GENEVA 2967 
RHEHNSC/NSC WASHDC 

RUEKJCS/SECDEF WASHDC 

RUEKJCS/JOINT STAFF WASHDC 
RUCNDT/USMISSION USUN NEW YORK 0630 
RUEHBS/USEU BRUSSELS","UNCLAS SECTION 01 OF 02 RANGOON 001783 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EAP/MLS; PACOM FOR FPA, TREASURY FOR OASIA:AJEWELL 
E.O. 12958: N/A 

TAGS: ECON, PGOV, EAGR, BM 

SUBJECT: GOB TRIES TO WHITEWASH EXTENSIVE FLOOD DAMAGE 

REF: RANGOON 1542 


RANGOON 00001783 001.2 OF 002 


Column 3 

1. (SBU) Summary: Closely-held GOB reports confirm that 
severe flash floods in central Burma in October damaged over 
200,000 acres in Mandalay and Sagaing Divisions and Shan 
State. Despite unofficial reports of significant human 
deaths and crop losses, the GOB has not officially 
acknowledged that the floods caused any damage. Officials 
ordered villagers in some towns to clean up all traces of the 
flood, and prohibited affected residents from discussing the 
disaster with strangers. The flood had a devastating effect, 
destroying not only crops already in the field, but also 

stores of food and seed, and will have both immediate and 
long term effects on food availability in the region, 

possibly leading to future shortages. End summary. 


2. (SBU) Embassy Rangoon\'s agricultural specialist traveled 
to Mandalay Division and Shan State on November 24 to 30 to 
assess the damage caused by flash floods that occurred 
October 8-10 (reftel). While official sources have not 
released any public information on the flood, Embassy\'s 
agricultural specialist was able to obtain access to 

unreleased Ministry of Agriculture reports that confirm that 
the floods damaged approximately 200,000 acres, with 2,000 
acres totally destroyed. Water from the heavy rains and 
overflowing rivers combined with broken dams, causing water 
levels to rise five feet over flood stage in some areas. In 
Kyaukse, Mandalay Division, the birthplace of regime ruler 
Than Shwe, water reached to rooftops and destroyed many of 
the town\'s food shops and stores of animal feed and 
fertilizer. Authorities in Kyaukse warned residents not to 

talk to strangers about the flooding, and ordered them to 
white wash to cover mud and water marks on buildings. 


3. (SBU) Traders with whom we spoke reported losses of 147 
metric tons (MT) of rice and 241 MT of beans and pulses. 

Only 20 MT were salvageable. The floods swept away several 
smaller villages, and residents reported that they saw human, 
livestock, and even elephant corpses floating in the water. 
Large sections of main roads in Mandalay and 

Sagaing Divisions and Shan State were washed out, and many 
paddy fields and banana plantations were destroyed, making 
dramatic changes in the landscape. 


4. (SBU) A few local businesses and religious organizations 
provided immediate relief to affected villagers, while the 

GOB provided minimal assistance with some evacuations and a 
few relief camps. International NGOs World Vision and Bridge 
To Asia helped rehabilitate damage in their current areas of 
operation, but officials did not allow them to extend 

assistance to other locations. Almost a month after the 

floods, Ministry of Agriculture and Irrigation officials 

requested targeted assistance from FAO and WFP. 
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Representatives made a quick assessment, and WFP provided 
funds for a Food for Work program to clear a clogged canal in 
Mandalay Division. FAO requested some modest funding 
assistance from the Bangkok regional office. When WFP 
offered further assistance, GOB officials said that the USDA, 

the government\'s political mass member group, or the Myanmar 
Red Cross would provide it, and that no further outside 
assistance was needed. 


5. (SBU) Sagaing Division, one of the primary producing 
areas for onions, was inundated. The price of onions, a 
Burmese staple, had already risen by 400 percent in the last 
two months; the flooding caused prices to soar even higher. 
Tomato crops grown in the famous floating gardens of Inle 
Lake in Shan State were almost entirely destroyed by rising 
waters. Officials did not release excess water from Inle 
Lake during the flooding, for fear of bursting Moe Pye Dam 
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below the lake, so water levels at Inle Lake reached their 
highest point in years. Many aquaculture farms flooded, 
sending fish into the streets. In Shan State, Shwe-Nyaung 
Township suffered the most damage, when waters flooded a 
marketplace where traders had stored all their wares in 
anticipation of the next day\'s weekly market day. Water 
remained in the township for over a week, while some other 
areas of Shan State were flooded for up to three weeks. One 
rice shop we visited reported it had lost USD 100,000 worth 
of goods. Water-soaked rice, fit only for animal 
consumption, was selling for less than 50 cents per bag, but 
still had few takers. 


6. (SBU) Contacts at the Mandalay YMCA told emboff that 
authorities gave only one days warning before opening some 
major dams in the region, exacerbating flooding in 
agricultural lands. Since residents of the dry zone have 

little prior experience with flooding, and little trust in 

the authorities, few responded to the announcements of dam 
openings in time. According to our contacts, some villages 
and farmland in Mandalay and Sagaing Divisions were still 
flooded in late November. Public infrastructure, including 
bridges, dams, and railroad tracks, also suffered significant 
flood damage. 


7. (SBU) COMMENT: The GOB\'s whitewashing of the flood\'s 
damage will have long-term consequences. The regime refuses 
to report how many people lost their lives, but we know that 

a great many lost livestock and/or crops in the field. Many 

of the stored grains and pulses, seeds, and fertilizers were 


Column 3 

also lost or badly damaged. The people affected need 
immediate help to rebuild infrastructure and replace lost 
crops, as well as long term assistance to replace inputs for 
the next plating season and get through the lean period 
between harvests. Flood-driven inflation will squeeze 
farmers even more. Unfortunately, rather than ask for help, 
the GOB remains in denial and seeks to maintain a policy of 
self- reliance, adding yet another burden to the load already 
borne by Burma\'s rural poor. End comment. 

VILLAROSA 
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E.O. 12958: DECL: 12/07/2016 

TAGS: PREL, UNSC, IS, JA 

SUBJECT: JAPAN\'S PERMREP TO ATTEND UNSC THEMATIC DEBATE; NO 
DECISION ON STATEMENT 


REF: STATE 196223 


Classified By: Political Minister Counselor W. Michael Meserve. Reason 
s: 1.4 (b)(d). 


1.(C) Embassy Tokyo Political Officer conveyed reftel 
demarche December 7 to MOFA UN Policy Division Director 
Shigeki Takizaki. He was aware of the issue concerning level 

of attendance at the debate and explained MOFA was discussing 
the matter internally. On December 8, Takizaki responded 

that because, at this point, only Qatar had decided to send 

its foreign minister and because FM Aso must be in Tokyo for 
the conclusion of the current Diet session, Japan has decided 
that its Permanent Representative Oshima will represent Japan 
during the thematic debate. 


2.(C) On the matter of Japan\'s support for issuing a 
statement in association with the thematic debate, Takizaki 
explained that Japan would not decided until it had seen a 
draft statement and had participated in the debate on its 
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drafting. He underscored that Japan\'s position is that any 
such document must be balanced, and strongly implied that 
Japan would not support any draft statement that it did not 
find properly balanced. 

SCHIEFFER 
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E.O. 12958: DECL: 12/05/2016 

TAGS: PREL, UNSC, PHUM, BM, TT, JA 

SUBJECT: DAS JOHN,S MEETING WITH DDG KITERA ON BURMA AND 
EAST TIMOR 


Classified By: Ambassador J. Thomas Schieffer for reasons 1.4 (b), and 


(d). 


1. (C) Summary: DAS Eric John on December 4 underscored the 
importance of passing a non-punitive UN Security Council 
resolution on Burma as a starting point for increased 

diplomatic pressure on the regime. Deputy Director General 
Kitera responded that Japan would prefer a Presidential 
Statement, noting that the international community must be 
patient with Burma and not push the military regime closer to 
China. Japan views ASEAN support as key to a successful 
Burma policy, explained MOFA officials. DAS John stressed 
that a non-punitive resolution provided the most effective 
diplomatic platform for the international community to use to 
affect change in Rangoon. On East Timor, DAS John and DDG 
Kitera agreed that Japan and the United States share concerns 
about the deteriorating situation, and will intensify efforts 

to promote reconciliation among the government\'s factions. 
End Summary. 


2. (C) Deputy Assistant Secretary for East Asia and Pacific 
Affairs Eric John met with Deputy Director General of Foreign 
Policy and Ambassador in Charge of UN Affairs Masato Kitera 
and other Japanese officials at the Ministry of Foreign 
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Affairs December 4 to discuss policies on Burma and East 

Timor. DAS John observed that Foreign Minister Taro Aso\'s 
November 30 speech on the \"Arc of Freedom\" was an example of 
the \"common platform\" upon which the United States and Japan 
base their foreign policy. The challenge both countries now 

face is to operationalize this shared philosophical approach. 

FM Aso\'s speech demonstrated Japan\'s efforts to broaden the 
horizon of its diplomacy, replied Kitera, saying that Japan 

seeks to create new approaches to contact \"bad countries.\" 


Japan dragging its feet on a resolution 

3. (C) Turning to Burma, DAS John told DDG Kitera that the 
international community must focus on delivering a unified 
message to the military regime. The United States is working 
with China, Japan, Korea and the countries of ASEAN to build 
a cooperative approach to Burma. To create change in Burma, 
stakeholder countries must develop a common message calling 
for the release of political prisoners including Aung San Suu 
Kyi, greater access for the United Nations and NGOs, and 
genuine political dialogue with all the parties, including 

the National League for Democracy. 


4. (C) The most effective way to promote positive change in 
Burma is for Japan and other nations with significant 

interests in Burma to take a common message the Burmese 
regime, DAS John stated. The best way to deliver this common 
message is by passing the U.S.-proposed UN Security Council 
resolution, DAS John stated. This non-punitive resolution 
would serve as a starting point for increased diplomatic 
pressure on the regime. 


5. (C) The international community must be patient with 
Burma, replied DDG Kitera, describing his long history of 
working with the regime to explain why he is \"so soft on 
Burma." In a recent meeting in Tokyo with UN Undersecretary 
General for Political Affairs Ibrahim Gambari, DDG Kitera 

told him that any progressive movement, however small, must 
be put into context for the international community. After 

20 years, the Burmese notion of time is different from that 

of the rest of the world, he said. A softer approach is a 

better approach, claimed DDG Kitera, suggesting that Japanese 
aid to Burma in 1995 might have played a role in the release 

of Aung San Suu Kyi that year. 


6. (C) Japan attaches great importance to Gambari\'s access 
to the regime, DDG Kitera continued, pointing out that during 
Gambari\'s recent visit to Burma, the Special Envoy was able 
to meet with both Aung San Suu Kyi and Senior General Than 
Shwe. In order to preserve this \"precious window\" to Burma, 
any action by the international community should, first and 
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foremost, be unanimous. Noting that Burma was \"furious\" with 
Japan after it concurred with the decision to put Burma on 

the UNSC\'s agenda, DDG Kitera told DAS John that Japan would 
prefer a Presidential Statement from the Security Council 

rather than a resolution. Whatever action the international 
community decides to take, Japan wants it to happen in late 
December so it doesn\'t sideline the East Asia Summit or other 
earlier regional meetings. 


7. (C) A Presidential Statement would be a retreat at this 
point, DAS John rejoined. The resolution is key to \"opening 
a door\" for the regime to understand how to reform. The 
United States already has established broad international 
support for the resolution, which highlights the value of 
Burmese cooperation with the United Nations. The United 
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States anticipates a vote on the resolution in the near 

future. When the resolution passes, all countries must 
\"redouble diplomatic efforts,\" said DAS John, and use the 
resolution as a platform to engage Burma and create change. 


Japan concerned about China 

8. (C) It is Japan\'s \"profound sadness\" that Burma is moving 
closer to China, said DDG Kitera. Japan was Burma\'s closest 
friend 20 years ago, but now China\'s broad financial and 
political support combined with a lack of \"rigorous 

criticism\" of the military regime has led the junta to place 
relations with China above those with Japan. All this 
underscores the need for China to participate in the 
international consensus. China listens to the United States 
more than to Japan, DDG Kitera asserted, so the United States 
must play a lead role in convincing China to support the 
international community\'s approach to Burma. 


9. (C) Burma thinks it can depend on China even if it is 
isolated from the rest of the world, elaborated MOFA First 
Southeast Asia Division Director Hideaki Mizukoshi. \"Burma 
has an open door only for China,\" added Senior Foreign Policy 
Coordinator Ichiro Maruyama, adding his skepticism that China 
was interested in promoting human rights or democracy in 
Burma. Mizukoshi requested that the United States inform 
Japan of the China\'s response to U.S. requests for China\'s 
support in the UNSC. 


10. (C) Japan sees ASEAN as key to engaging the junta, 
Mizukoshi continued. Burma is playing China, India, and the 
countries of ASEAN off against each other. ASEAN support is 
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essential to the success of Burma policy. Japan will be 

watching for statements on Burma from member countries at the 
December ASEAN Business and Investment Summit, and would use 
its bilateral meetings with Burma at the summit to pressure 

the regime to demonstrate positive change, said Mizukoshi. 


11. (C) The fact that China allowed Burma to be placed on 

the UNSC agenda is a sign of China\'s reluctance to be seen as 
obstructionist by the international community, replied DAS 
John. The USG has expended significant effort over the past 
year to convince China of the importance of pushing for 
change in Burma, including the necessity of a UNSCR. The 
United States also has been talking to the Philippines, 
Malaysia, Thailand, Vietnam and the other ASEAN countries to 
develop a common approach on Burma. As international 
momentum builds towards a resolution, China will not want to 
compromise its international image with a veto, DAS John 
remarked. 


Than Shwe still in command, says Japan 

12. (C) Hopes that Than Shwe is becoming isolated within the 
SPDC are \"wishful thinking,\" said Maruyama, discounting 
rumors that Maung Aye may be becoming disaffected from his 
boss. Maung Aye\'s quick rise to power was only with the 
consent of Than Shwe, and his fall from power could be just 
as quick. The difficulty in accessing Than Shwe should not 

be misconstrued as increased isolation, and in fact shows the 
importance of keeping the door open for Gambari. That is why 
UN action must \"not be overly aggressive,\" said Maruyama. 


Japan and the United States must cooperate on East Timor 
13. (C) Turning to the situation in East Timor, DAS John 
noted that fighting among factions has gotten worse, and is 
crippling civil society. The major problem is not outside 
influences, or a lack of international support, but rather 

the unwillingness of factions within the government to 
compromise. This sends a bad signal to all of society and 
manifests itself most disturbingly in the existence of 

violent gangs terrorizing the streets. DAS John asked for 
Japan\'s help in pressuring the East Timor government\'s 
factions to reconcile. The United States also wants Japan to 
support the leading role of Australian forces maintaining 
peace in East Timor. 


14. (C) Japan and the United States must share more 
information about East Timor, agreed DDG Kitera. Portugal\'s 
influence there is doing more harm than good, and Japan 
agrees with the United States that the international 

community \"must be vigorous\" in promoting reconciliation. 
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Japan will support the \"Green Hat\" option for an 
Australian-led international peacekeeping force, and will 
inform the Department when Japanese officials responsible for 
East Timor issues travel to Washington. 


15. (U) EAP DAS John has cleared this message. 
SCHIEFFER 
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E.O. 12958: DECL: 12/07/2016 
TAGS: ECON, EINV, EIND, CH, TW 
SUBJECT: CENTRAL TAIWAN SCIENCE PARK BELIES HOLLOWING-OUT 


REF: TAIPEI 4029 


Classified By: AIT Economic Deputy Section Chief Timothy D. Neely, Reas 
on 1.4 b/d 


1. (C) Summary: The Central Taiwan Science Park (CTSP) in 
Taichung has been remarkably successful at attracting 
large-scale investment from leading high-tech firms. 
Total investment since the park was established in 2002 
has reached US$49 billion. It is the site of Corning 
Inc.\'s largest capital investment in the world and a 
major center of flat-panel display manufacturing. 
Taiwan\'s semiconductor manufacturers have recently 
announced ambitious plans to expand operations there. 
The success of the park belies concerns about Taiwan\'s 
industrial \"hollowing-out\" as factories move to the 
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Mainland and shows that high-tech firms continue to 

expand on the island. Taiwan authorities should focus 

less on restricting investment in the PRC and more on 
improving Taiwan\'s investment environment as in CTSP and 
the other science parks in Taiwan. End summary. 


Filling Up Fast 


2. (U) The Central Taiwan Science Park (CTSP) in Taichung 
has been remarkably successful at attracting large-scale 
investment. Taiwan\'s newest science park, its 
establishment was formally approved by the Taiwan 
authorities just in September 2002. The first phase is 

95 percent occupied, and the second phase, approved in 
January 2004, is 53 percent full. Even more impressive, 

the third phase, approved in June 2005, is already 99 
percent full. To date, 279.4 hectares out of a total of 

309.1 available hectares have been leased. Eighty-three 
firms have leased space in CTSP with investments totaling 
NT$1,585 billion (about US$49 billion). As of September 
2006 employment in the park had reached more than 15,000. 
Total revenue for firms in the park is projected to reach 
NT$120 billion (US$3.7 billion) in 2006 and is projected 

to double in 2007. 


Corning Betting Big on Flat-Panels and Taichung 


3. (C) Among the nine foreign firms that have invested in 
CTSP, Corning Display Technologies is by the far the 
largest. The wholly-owned subsidiary of Corning, Inc. is 
the largest U.S. investor in Taiwan. The CTSP plant, 
which opened in September 2005, cost US$1.5 billion to 
build and is Corning\'s largest capital investment 
worldwide. According to David Blevins, Engineering 
Manager for the Taichung facility, more than half of 
Corning\'s global revenue comes from the display 
technologies unit and more than half of that unit\'s 
revenue comes from Taiwan. Blevins refused to provide 
further details but made it clear that Corning\'s current 
strategy relied heavily on the success of its venture in 
Taichung. 


4. (C) Corning\'s main customer at CTSP is AU Optronics 
(AUO), Taiwan\'s largest thin-film-transistor liquid 

crystal display manufacturer. AUO is currently the 

world\'s third largest TFT-LCD manufacturer and could rise 
next year after the acquisition of Quanta Display, Inc. 

AUO Chairman K.Y. Lee recently told AIT Director Young 
that its facilities in Taichung would soon be the 
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company\'s largest (reftel). Blevins explained to AIT 

that Corning will expand to meet AUO\'s demand. He said 
Corning had adequate space in CTSP to triple its capacity. 


Burgeoning Semiconductor Cluster 


5. (U) With early investment from TFT-LCD manufacturers 
and their suppliers, CTSP at first appeared to be 

primarily an operations center for that industry alone. 

In 2006, firms in the TFT-LCD industry will account for 

90 percent of the park\'s total revenue. However, 
semiconductor manufacturers have recently announced 
ambitious plans to invest in the park. As of this year, 
cumulative investment figures for semiconductor 
manufacturers at NT$795 billion (US$25 billion) have 
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exceeded investment by TFT-LCD industry firms at NT$774 
billion (US$24 billion). There are already three 12-inch 

wafer semiconductor manufacturing facilities, or \"fabs,\" 

in Taichung with two more under construction. Each 12- 

inch wafer fab costs up to US$3 billion to construct. 

Taiwan Semiconductor Manufacturing Company (TSMC), 
Powerchip Semiconductor and ProMOS Technology have plans 
for another eight 12-inch fabs on the drawing board. 


6. (C) With this level of investment CTSP will likely 

soon surpass the older Southern Taiwan Science Park (STSP) 
in Tainan to become Taiwan\'s second largest semiconductor 
cluster after Hsinchu. ProMOS has its most advanced 

facility in CTSP, the first plant in Taiwan to produce 
90-nanometer dynamic random access memory (DRAM) chips. 
With three plants on the drawing board in addition to one 
under construction, Powerchip plans to make Taichung its 
largest center of operations. Powerchip Investor 

Relations Manager C.W. Chin told AIT/T that when the four 
fabs are complete they will produce 240,000 12-inch 

wafers per month. He said the firm believes the facility 

will be the largest DRAM production center in the world. 
Powerchip announced on December 7 that its fab currently 
under construction in Taichung would be the first phase 

joint venture with Elpida Memory Inc., a Japanese DRAM 
producer. Each firm is investing US$700 million in the 
venture. 


Why in Taichung? 
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7. (C) One of the most important advantages of CTSP for 
high-tech firms is the relative low cost of land. 

According to CTSP Deputy Director General Chiang Chuan 
Chuan, land is CTSP leases for NT$12 to NT$14 per square 
meter per year, much lower NT$50 in the Hsinchu Science 
Park, Taiwan\'s oldest science park. CTSP has attracted 
tenants and high levels of investment more quickly than 
STSP, founded seven years earlier. Chiang explained that 
this is due in large part to the superior location of the 
Taichung park. With only a one-hour drive from Hsinchu, 
where many of the firms have their headquarters, high- 
tech executives and employees can easily travel back and 
forth between the two locations. Chiang also highlighted 
Taichung human resources advantages with more than a 
million people in the city and an additional 1.5 million 
resident in Taichung County. In addition, he noted 
favorable living conditions and good water and power 
supplies. 


A Model for Success 


8. (U) The science park model has proven incredibly 
successful for Taiwan. The Hsinchu Science Park founded 
in 1980 was the center for the economic transformation of 
Taiwan into a high-tech world power. Tainan\'s STSP did 
not attract tenants at the breakneck pace of CTSP but has 
nonetheless also succeeded at creating a new center for 
high-tech industry in Taiwan. Total sales for the park 
reached almost US$11 billion in 2005. CTSP shows how the 
model can be replicated to attract new investment. 


Comment - Hollowing Out or Making Room 


9. (C) With cranes and construction everywhere, a drive 
through CTSP feels like a visit to a boom town. 
Considering all the hand wringing in Taiwan about 
industrial \"hollowing-out\" as manufacturing facilities 
head to Mainland China, the view at CTSP is refreshing 
and revealing. Taiwan\'s high-tech firms continue to grow 
and invest in Taiwan. They are not investing here 
because Taiwan\'s restrictions prevent them from going to 
the PRC. Instead, they are expanding in Taiwan because 
they see a positive investment environment and believe 
they can make money here. That won\'t change if the 
government lifts restrictions and permits them to grow in 
the Mainland as well. Rather than focusing on \"active 
management" polices that restrict invest in the Mainland, 
Taiwan should be working on improving Taiwan\'s investment 
environment as it has done successfully with CTSP. 
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SUBJECT: MEDIA REACTION: TAIWAN'S POLITICAL SITUATION, U.S.-TAIWAN 
RELATIONS 


1. Summary: Taiwan\'s major Chinese-language dailies focused their 
coverage December 8 on Taiwan\'s winning the third gold medal in the 
Asian Games in Doha Thursday; and on the Taipei and Kaohsiung 
mayoral elections, which are slated for Saturday, December 9. The 
pro-independence \"Liberty Times,\" Taiwan\'s largest-circulation 

daily, ran a banner headline on page four that said \"Regardless of 
[Mayoral] Election Outcomes, Bian Wants Premier Su to Stay on in His 
Current Position.\" In terms of editorials and commentaries, an 
editorial in the pro-unification \"United Daily News\" discussed 
tomorrow\'s elections, calling them a chance for the light-Green 

voters to make a choice between the \"pro-Bian line\" and the 
\"Non-Bian line.\" An editorial in the limited-circulation, 
pro-independence, English-language \"Taipei Times,\" on the other 
hand, discussed a plan by the Washington-based Formosan Association 
for Public Affairs (FAPA) to campaign to have future AIT Taipei 
directors go through the full, formal Senate confirmation process. 

The article expressed disapproval of such a plan and said \"Taiwan 
gains nothing by appearing to be the one who is destabilizing the 
situation.\" End summary. 


2. Taiwan\'s Political Situation 
\"Will the DPP Be Able to Jump out of the VChen Shui-bian Vortex\'?\" 


The pro-unification \"United Daily News\" [circulation: 400,000] 
editorialized (12/8): 
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\"People will cast votes tomorrow. Some people called tomorrow\'s 
elections a vote of confidence for Chen Shui-bian and Ma Ying-jeou. 
But such a statement seems to have underestimated and oversimplified 
the significance of the elections. As a matter of fact, Saturday\'s 
elections are not merely a \'race between the Blue and the Green 
camps,\' namely, an opportunity for the voters to pick their side 

from the two political labels: Ma and Chen. Instead, the 

light-Green voters, who are exasperated at the DPP\'s failure really 

to achieve anything, will have to make a choice between the 

\'pro-Bian line\' and the \'non-Bian line.Y ... 


\"Chen\'s corruption scandals have almost become the only agenda for 
this year\'s Taipei and Kaohsiung mayoral elections. But this is 

just a facade. The real problem lies in the fact that over the past 
decade, particularly the six-and-a-half-year reign of Chen, Taiwan 

is facing a split national identity, collapsed constitutional 

system, deteriorating cross-Strait relations, dismantled mutual 

trust between Taiwan and the United States, confounded right and 
wrong in society, the island\'s marginalization, an opaque economic 
situation, and suffering of the people -- it is as if the entire 

nation and society have sunk into a dirty, muddy vortex that gets 
people nowhere. Will Taiwan be able to jump out of the vortex after 
the elections" 


3. U.S.-Taiwan Relations 
\"FAPA\'s Misguided Pie in the Sky" 


The pro-independence, English-language \"Taipei Times!" [circulation: 
30,000] editorialized (12/8): 


Y... The Formosan Association for Public Affairs (FAPA), an 
influential pro-independence lobby in the US, has announced that it 
is starting a campaign to make the directors of the American 
Institute in Taiwan (AIT) - the de facto US embassy - go through 
confirmation hearings in the US Senate. To examine this idea, we 
must set aside reality, after elucidating what that reality is: 

FAPA\'s campaign has no chance of success. ... 


\"If the AIT director had to go through a Senate confirmation 

hearing, he would enjoy all of the prestige and glory that comes 

with having one\'s personal history ripped to shreds for partisan 

blood sport, as \'real\' ambassadors do. How wonderful. More to the 
point, it would also mean that the pro-China lobby would have a 

voice in determining who conducted diplomacy with Taiwan. How does 
that help anyone? Taiwan is pretty lucky to have a real diplomat - 

AIT Director Stephen Young - as it is. Most countries get saddled 

with political cronies whose qualifications are determined by how 

much money they donated to the US president\'s campaign fund. Taiwan 
gains nothing by appearing to be the one who is destabilizing the 
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situation. The country\'s power and influence come from holding the 
moral high ground, not undermining it.\" 
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SUBJECT: CHIEF EXECUTIVE ELECTION COMMITTEE: WHO MIGHT VOTE 
FOR THE DEMOCRATS? 


REF: A. HONG KONG 4690 
B. HONG KONG 4398 
C. HONG KONG 3208 


Classified By: Acting DPO Laurent Charbonnet; Reasons 1.4 (b, d) 


1. (C) Summary: On December 10, a limited number of Hong Kong 
residents will select the 800 members of the Hong Kong Chief 
Executive Election Committee (EC), which in turn will choose 
the next Chief Executive (CE) in March 2007. Ref a reviewed 
the complicated Hong Kong electoral process, discussed 
prospects for Alan Leong, the pan-democratic candidate, to 
reach the 100-vote threshold needed to nominate a candidate 
for the March election, and noted that the pan-democrats are 
unlikely to win any seats from the First Sector. Instead, 

they hope to win enough seats in the Second and Third 
Sectors, which include various professional and religious 
groups, and also expect at least 18-20 of the pan-democratic 
Legco members holding seats in the Fourth Sector to help 
Leong reach the threshold. None of our contacts could 
provide any substantive information on attempts by Beijing to 
influence the election, although some observed that indirect 
influence from Beijing served to stifle the growth of 
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democracy in Hong Kong. An interesting side issue in the 
Fourth Sector is the intent of 5-7 Legco pan-democrats to 
abstain from the EC election process, because they view the 
\"small circle\" electoral system as inherently undemocratic; 
to participate, in their view, would only help legitimize the 
existing system and provide an unjustifiable mandate for the 
presumed victor, Donald Tsang. End Summary. 


2. (SBU) The Hong Kong Chief Executive Election Committee is 
composed of four sectors, each with 200 members. As ref a 
noted, Hong Kong\'s electoral system is Byzantine and at best 
only partially democratic; the result of the electoral 

process almost certainly will be a new five-year term for the 
incumbent CE, Donald Tsang, who then will preside over 
possibly intense debate on further democratization and 
political reform in Hong Kong. This cable provides a more 
detailed description of the selection process for the EC\'s 
Second Sector, which includes various professional groups 
from which the pan-democrats hope to obtain most of their 
seats; the Third Sector, where the democrats hope to pick up 
twenty-plus seats from the social welfare and religion 
subsectors; and the Fourth Sector, which mostly consists of 
ex-officio members from the National People\'s Congress (NPC), 
the Chinese People\'s Political Consultative Conference 
(CPPCC), the Hong Kong Legislative Assembly (Legco), and 
Heung Yee Kuk (an organization of certain indigenous New 
Territories residents). The Fourth Sector also will hold 
contested elections for 42 delegates from the district 

councils. 


Second Sector: Key for the Pan-democrats 


3. (C) The Second Sector is the largest and most \"popular\" of 
the four EC sectors, comprising over 80 percent of the 

220,000 registered voters. As such, the pan-democrats 
strongly believe they need a solid voter turnout on December 
10 to increase their chances of success. The sectors legal, 
education, higher education, medical, health services, and 
information technology subsectors are the key focus areas for 
the pro-democracy camp, and likely will account for 55-65 
nominations for Alan Leong. In the legal subsector, which is 

a stronghold for the pan-democrats in general and the Civic 
Party in particular, the pan-democrats are fielding 20 of the 

42 candidates and are optimistic that they can capture 18 of 

the 20 seats available. There are two main groups contesting 
this subsector: the pro-democracy, 16-member \"Vote for 
Universal Suffrage in 2012\" ticket and the pro-government, 
12-member group of solicitors headed by Law Society president 
Peter Lo. Similarly, the education subsector also is 

regarded as pro-democratic due to the dominance of the 80,000 
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member Professional Teachers\' Union (PTU), which is headed by 
Democratic Party (DP) legislator Cheung Man-kwong; 
pan-democrats hope to win 12-15 ofthe 20 seats. In the 

higher education subsector, with 49 candidates competing for 

20 seats, the pan-democrats hope its 15 nominees will win 

12-14 seats. 


4. (C) In the medical subsector, with 63 candidates 

contesting 20 seats, independent democratic Legco member Kwok 
Ka-ki told us that about ten of the twenty seats were certain 

to go to incumbent CE Tsang. Kwok said a handful of the 
remaining votes would be cast by \"young doctors,\" who while 
relatively unknown by voters had been brought in to \"balance 
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out\" the old hands in the medical subsector. In the health 
services subsector, with 37 candidates competing for 20 

seats, pan-democratic hopes are uncertain; six candidates 
represent the Association of Hong Kong Nursing Staff, headed 
by pan-democratic lawmaker Joseph Lee, but most of the other 
candidates have not publicly expressed their preferences. 
Finally, in the information technology and engineering 
subsectors, 16 of the 81 candidates competing for a total of 

40 seats are pan-democrats. A majority of IT subsector 

voters reportedly support PCCW Chairman Richard Li, who heads 
the \"IT20\" ticket, while the conservative Hong Kong Institute 
of Engineers leads the engineering subsector. 


5. (C) While none of our contacts could provide any 
substantive information on attempts by Beijing to influence 

the election, Democratic Party Vice Chairman Chan King-ming, 
who is running for a seat in the higher education subsector, 
described the election to us as a \"dirty game.\" He said 
Beijing\'s influence on the election, while not direct or 
confirmed, had stifled party politics in Hong Kong and 

limited pressure on CE Donald Tsang following his Policy 
Address in October. Alluding to increasing democracy in the 
SAR, Chan said that \"the beginning for Hong Kong is the end 
for Beijing.\" Chan confidently surmised that \"Hong Kong 
trusts and has confidence in its people,\" but that \"Beijing 
does not.\" Chan also charged that Beijing\'s \"middle men!" are 
a manifestation of the Central Government\'s lack of trust in 
the SAR\'s political system, but he admitted that knowing the 
real affiliation -- government or not -- or intentions of 

each was difficult. He also said the \"middle men\" frequently 
asked whether the U.S. was funding political activities in 

the SAR. Legco member Kwok, who noted that the general lack 
of interest in the EC election served as a referendum on Hong 
Kong\'s struggling governance, also believed that Beijing had 
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not pressured past Election Committee elections, but that the 
young doctors may have \"Central Government Liaison Office 
(CGLO) loyalties.\" 


Third Sector: Social Welfare and Religion 


6. (C) The Third Sector includes five subsectors: agriculture 
and fisheries; labor; religion; social welfare; and sports, 
performing arts, culture, and publication. Each of these 
subsectors will elect forty members of the EC; overall, the 
pan-democratic groups hope to win at least twenty of the 200 
seats, primarily from the social welfare subsector and with 

at most a few from the religion subsector. The other 
subsectors are dominated by corporate voters. (Note: 
Corporate body voters are a unique Hong Kong electoral 
concept. Depending on the subsector, a union, professional 
association, business chamber, religious group, etc. may be 
designated by the HKG as a corporate voter in the EC 
election; critics of the corporate vote complain that this 
severely limits the franchise within the various subsectors 
and that corporate voters tend to be conservative. End Note.) 


7. (C) Fernando Cheung, a democratic legislator representing 
the social welfare functional constituency, told us he hoped 
pro-democracy social workers would win more than twenty out 
of the forty seats in the December 10 subsector election. In 
one of the most hotly contested elections this Sunday, 99 
candidates are courting 11,545 eligible individual voters, 
including a reported 1,000 Government social workers. 
According to Cheung, there are six separate groups 
campaigning for votes in the subsector. Three groups have 
publicly stated that they are likely to nominate the 
pan-democratic Chief Executive (CE) candidate, Alan Leong, 
including a union group wanting \"protection\" for social 
welfare workers, a group running under the pro-democracy 
banner, and a group of independents who are \"inclined\" to 
vote for Leong; the remaining three coalitions likely will 

vote for CE Tsang. 


8. (C) In the religion subsector, the democrats at most may 
pick up a handful of supporters. As described in ref c, the 
Islamic, Daoist, Confucian and Buddhist subsectors have a 
total of 26 members on the EC and are widely expected to 
appoint all pro-Government representatives. The remaining 14 
votes in the religion subsector are split evenly between the 
Catholic and Protestant communities. Auxiliary Bishop John 
Tong of the Hong Kong Catholic Diocese told us that his 
diocese, as a \"matter of principle,\" did not agree with the 
\"small-circle\" CE election and had deliberately chosen a 
strategy of \"passive cooperation\" on providing the Government 
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with seven Catholic EC members. Nevertheless, Tong said he 
could understand the desire by some Catholics to participate 


HONG KONG 00004691 003 OF 003 


in this \"election\" and did not want to be accused of \"trying 

to take away someone\'s human right\" by denying them the 
opportunity to serve on the EC. Therefore, the Diocese had 
submitted the names of all interested Catholic nominees to 
the HKG, which then staged a lottery to choose seven of the 
twenty-plus candidates. Tong would not speculate on how the 
Catholic EC members would vote; he chose to emphasize that 
the Diocese intended to remain \"100 percent passive\" during 
the CE election process. 


9. (C) The Hong Kong Christian Council (HKCC), which 
represents Hong Kong\'s Protestant community, organized an 
internal election open to all Protestant Christians on 

October 28-29. More than 17,000 votes were cast to elect 
seven Protestant representatives from among 27 candidates. 
Chan Ka Wai, a Democratic Party district councilor, told us 
that at least six of the elected Protestant representatives 
were likely to vote for Tsang, and that there \"may be\" one 
member who would vote for Leong. Asked if he had heard of 
Beijing interference in the HKCC election, Chan said that 2-3 
of the candidates had been mobilized to participate in the 
election by the Central Government Liaison Office (CGLO); he 
was unclear whether these individuals were ultimately elected 
to represent the Protestant community. 


Fourth Sector 


10. (C) In the Fourth Sector, most of the 200 seats (NPC, 
CPPCC, Legco, and Heung Yee Kuk subsectors) are \"ex-officio\" 
and uncontested, so are not at stake in the December 10 vote. 
The pan-democrats hope to gain some of the 42 seats in the 
competitive district council races, where they have fielded 

27 candidates, including two from the Civic Party and 25 from 
the DP. They are opposed by 48 pro-government candidates, 
including twelve from the DAB. Some observers believe the 
pan-democrats have little chance to win any seats in this 
subsector, in part because some of the more radical 
pan-democratic district councilors are boycotting the \"small 
circle\" election process. 


11. (C) An interesting issue in the Fourth Sector is the 

decision by 5-7 of the Legco pan-democrats to abstain from 

the EC election process, which would mean that Alan Leong can 
only count on 18-20 votes from among his democratic Legco 
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colleagues. Most of this group of abstainers, which includes 
Emily Lau of The Frontier, \"Long Hair\" Leung Kwok-hung and 
Albert Chan of the League of Social Democrats, Lee Cheuk-yan 
and Lau Chin-shek of the Confederation of Trade Unions (CTU), 
and Leung Yiu-chung of the Neighborhood and Workers Service 
Center, will boycott the entire nomination process because 

they believe the \"small circle\" electoral system is 

inherently undemocratic; to participate, in their view, would 

only help legitimize the existing system and provide an 
unjustifiable mandate for the presumed victor, Donald Tsang. 
Chan noted, however, that Lee Cheuk-yan and Lau Chin-shek 
have said that they would cast their votes for Alan Leong, if 

that would \"make the difference\" and propel him over the 
100-vote threshold. One other probable abstainer, 

independent democrat Albert \"Taipan\" Cheng, reportedly will 
do so due to his long personal friendship with Tsang. 
Elaborating on the reasons for their boycott, Albert Chan 

told us on December 1 that Alan Leong\'s hope to engage in 
debate with Donald Tsang was \"ridiculous.\" Doing so only 
would create further confusion in the minds of the people, 
giving them a false impression that they were \"somehow 
involved in the election process.\" Chan said it would be far 
better if all pan-democrats totally boycotted the election 
process. 

Sakaue 
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SUBJECT: BURMA: THE REGIME FINDS ITS OWN \"88 GENERATION 
STUDENTS\" 


REF: RANGOON 1436 
Classified By: P/E Chief Leslie Hayden for Reasons 1.4 (b) and (d) 


(SBU) Summary: In a feeble attempt to confuse the public and 
manipulate international opinion against the pro-democracy 88 
Generation Students group, the regime is sponsoring its own 
organization of \"activists\" named the \"88 Generation Students 
and Youth Union of Myanmar (EGSY).\" The pro-regime group 
released a statement on November 9 calling for opposition 
groups to support the government\'s seven-step \"roadmap for 
democracy\" and held a press conference on December 5, during 
which they called for lifting economic sanctions against 

Burma. The group plans to initiate their own signature 
campaign to support their call for lifting the sanctions. 

Burmese journalists speculate EGSY will collaborate with the 
regime\'s mass political organization, the Union Solidarity 

and Development Association (USDA), to organize 
demonstrations in front of western embassies. End summary. 


(SBU) In 2005, controversial former political prisoner and 
student activist Aye Lwin formed his own organization, the 88 
Generation Students and Youth Union of Myanmar (ESGY), to 
confuse the Burmese public and undermine support for the 
pro-democracy 88 Generation Students (88GS) group led by Min 
Ko Naing. Aye Lwin,s organization tries to time its press 
releases and publicity stunts to coincide with 88GS 

activities and statements. Our contacts speculate the group 
does this deliberately to confuse both the Burmese public and 
the international community. 


(SBU) In a statement last August, EGSY condemned those who 
continue to support the 1990 election results; said Aung San 
Suu Kyi should not lead a dialogue with the military regime; 
criticized foreign country interference in Burma; and derided 
those who support a formal discussion of Burma in the UNSC. 
On November 9, the first day of Gambari\'s second visit to 
Burma, the group issued another statement asking the UN to 
urge opposition groups to cooperate with the regime\'s 
seven-step \"roadmap to democracy." 


(C) On December 5, Aye Lwin held a press briefing in Yangon. 
Over 300 attended, but Embassy sources noted that at least 
thirty percent of those attending were USDA members. As 
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usual at such events in Burma, correspondents from pro-regime 
media asked rehearsed questions. One source told us the 
Censorship Board had pre-cleared the press conference, 
allowing local media to publish transcripts from the event 
without seeking additional censor approval after the fact. 

During the briefing, Aye Lwin announced that EGSY planned to 
begin its own signature campaign in 2007 to raise support 
among factory workers, business people, and industry for 

lifting all economic sanctions against Burma. He did not 
disclose any specific details. Resident Reuters 

correspondent Aung Hla Htun and resident AP correspondent Aye 
Aye Win told emboffs they have heard the organization will 

also collaborate with USDA to organize \"public\" 

demonstrations in front of western embassies whose countries 
support economic sanctions against Burma. Aung Hla Htun also 
believes the government will pressure private businesses to 
support the new campaign. 


(SBU) Aye Lwin was one of the leaders of the 1988 student 
uprising. He formed a political party, The Students\' 
Democratic Uprising Party, to contest the 1990 parliamentary 
elections, but did not win a single seat. He is a 

controversial figure inside Burma and has been accused by 
many of being an informer for military intelligence since the 
beginning of his participation in the 88 demonstrations. He 

is said to enjoy the spotlight and often speaks out against 
Aung San Suu Kyi and Min Ko Naing. Many of the 88GS group 
believe his latest project is an attempt to ingratiate 

himself further with the regime to gain additional power. 


(C) Comment: Unable to convince the detained 88GS leaders 
to endorse the National Convention (reftel), the regime is 
using another puppet organization to confuse the Burmese 
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people and confer legitimacy on their undemocratic 
constitution-drafting process. EGSY\'s finger-pointing at 
international sanctions as the cause of Burma\'s economic 
troubles is a poorly disguised effort to counter the 88GS\' 
consistent message that the dismal state of Burma\'s economy 
is the result of the Generals\ mismanagement and greed. No 
one is fooled. End comment. 
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SIPDIS 


E.O. 12958: N/A 
TAGS: EPET, ENRG, EINV, PREL, ID 
SUBJECT: ENERGY HIGHLIGHTS-OCTOBER/NOVEMBER 2006 


1. Summary. President Yudhoyono said Indonesia will honor 
its existing LNG contracts during a November 27-29 state 

visit to Japan. Vice President Jusuf Kalla said on November 
25 that Indonesia will decide next year whether to renew 

those contracts. On November 25, state gas company PGN 
restored gas supplies in East Java, which were disrupted by 

a November 22 pipeline explosion. State electricity company 
PLN said the Java-Bali grid was short 560 MW of power during 
November due to mechanical problems. The French energy firm 
Total said on November 17 that it had boosted capital 
expenditure by 33 percent for its Mahakam block. On October 
16, the GOI temporarily rescinded import duties on upstream 
oil and gas equipment. On November 28, local press reported 
that Total plans to build 200 gas stations in Indonesia 
commencing in 2008. State oil company Pertamina cut 
unsubsidized fuel prices marginally for December. On 
October 12, PLN sold USD 1 billion of bonds in the nation\'s 
biggest overseas corporate debt offering since the 1997-98 
financial crisis. A local company claimed on November 29 
that it had found the world\'s largest geothermal steam well. 
On November 30, Japan\'s Sumitomo announced plans to double 
the capacity of its Tanjung Jati B power plant. PGN said on 
November 17 that it had chosen a new President Director. 
This report uses an exchange rate of Rp 9060/USD. End 
Summary. 


SBY Pledges to Honor Japanese Gas Contracts 


Column 3 


2. On November 29 during a state visit to Japan, President 
Susilo Bambang Yudhoyono said Indonesia will honor its 
contracts for LNG exports to Japan. He did not make any 
public commitment to extend the contracts, however. Six 
Japanese firms are negotiating the renewal of LNG supply 
contracts with state petroleum company Pertamina, which has 
said it would reduce exports to Japan from 2010 to meet 
growing domestic demand. Indonesia is the biggest LNG 
supplier for Japan at 24 percent of total imports in 2005. 

The Government of Japan continues to press for renewal of 
the supply contracts which expire in 2011. President 
Yudhoyono told a press conference, \"Regarding the sales of 
LNG, | want to stress that | respect contracts with Japan. 

He added, \"! want to continue cooperating to increase the 
production of petroleum gas, which of course includes LNG, 
to satisfy domestic demands while supplying resources 
overseas.\" Japan also said it will increase technical 
assistance to Indonesia in coal-to-liquid technology, energy 
conservation, and nuclear safety. 


LNG Contract Extensions To Be Decided in 2007 


3. On the eve of President Yudhoyono\'s trip to Japan, Vice 
President Jusuf Kalla told reporters on November 25 that 
Indonesia will decide next year whether to renew contracts 

to sell LNG to Japan. He said the decision will be based on 
Indonesia\'s domestic demand and production. An 8.4 million 
tons per year (TPY) contract with Japan expires in 2010 and 
another contract for 3.6 million TPY ends in 2011. \"We will 
decide next year after we make a review on how much we need, 
say for the next 10 years, and how much we can produce. 
Then we will see whether we will extend or reduce depending 
on our gas balance,\" Kalla said. GOI energy officials have 
earlier said Indonesia might halve its Japanese LNG exports 
to six million TPY when the contracts expire. 


PGN\'s East Java Gas Supply Resumes 


4. On November 25, state gas company PGN said it had 
restored normal gas supplies to its industrial customers in 

East Java, which were disrupted by the explosion of the East 
Java Gas Pipeline (EJGP) in Porong Sidoarjo on November 22. 
The 90 million cubic feet per day (MMCFD) flow resumed late 
in the day but not before costing the company USD 6 million 

in lost revenue, according to a spokesman. 


Java-Bali Power Shortages During November 


Column 3 


5. State electricity company PLN said that the Java-Bali 
grid suffered power supply shortages of 560 MW due to 
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mechanical problems in several power plants during November. 
Blackouts occurred in Surabaya, East Java due to lowered 
supply from the Gresik combined cycle power plant, which had 
to switch to oil generation following the explosion of gas 
pipeline in Sidoardjo, East Java on November 22. Rolling 
blackouts occurred in several parts of Java and Bali on 
November 24 and 25 due to mechanical problems which reduced 
power supply from Paiton\'s coal-fired Unit 8 and Suralaya\'s 
coal-fired Unit 6. Paiton has been suffering from 

mechanical downtime since November 7. 

Tanjung Jati B\'s coal-fired power plant that commenced 
operation last month also failed to operate at full output 

due to a condenser malfunction. The Java-Bali grid has a 

peak load capacity of 14,000 MW. 


Total Indonesie Boosts Investment 


6. French production sharing contractor Total EP Indonesie 
said on November 17 that it had boosted capital expenditure 
by 33 percent to develop the Mahakam block in East 
Kalimantan. Total will spend USD 1.6 billion in 2007 up 
from USD 1.2 billion, according to a company official. The 
company also said that it expects that the Sisi and Nubi 
fields in the block will start production during 2007. 

Total currently produces about 2.5 billion cubic feet per 

day (BCFD) of natural gas. Total is Indonesia\'s biggest gas 
producer, exporting it as LNG to Japan, Taiwan, and South 
Korea. 


Import Duties Slashed on Upstream Goods 


7. The GOI rescinded temporarily import duties for goods 
used in upstream oil and gas activities, according toa 
Ministry of Finance press release on October 16. The 
ministry said the incentive was designed to boost investment 
in oil and gas industry. The ministry promulgated the 
regulation in Finance Minister Decree No 97/PMK.010/2006 on 
October 16, 2006 and it took effect retroactively from July 
16, 2006. It will be in effect until July 15, 2007, 

according to the press statement. The ministry said the 

list of goods to benefit will include those related to 

drilling and production, plant and machinery, electrical, 
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tubing, valves and fittings, building materials, metals and 
hardware. 


Total to build 200 gas stations in Indonesia 


8. On November 28 local press reported that French energy 
giant Total plans to build 200 gas stations in Indonesia 
commencing in 2008. Tubagus Haryono, the head of the 
downstream oil and gas authority BPH Migas, reportedly said 
\"They want to build 200 gas stations that sell non- 
subsidized gasoline starting from 2008.\" Total will join 

Shell and Petronas in establishing a retail downstream 
presence in Indonesia. 


Pertamina Cuts December Industrial Fuel Prices 


9. On November 29, State oil company Pertamina announced 
cuts in fuel prices for industrial users during the month of 
December. Pertamina will sell premium gasoline for Rp 
4,749.5 ($0.524) per liter, down marginally from Rp 4,780.55 
($0.527) per liter in November. The company also cut the 
price of diesel used for transport to Rp 5,293.45 ($0.584) 
per liter from RP 5,480.90 ($0.605). Pertamina lowered the 
price of Kerosene to RP 5,280.2 ($0.583) per liter, from RP 
5,551.70 ($0.613) this month. The company left unchanged 
the price for all subsidized fuel. Pertamina said that the 
decision to cut the fuel prices followed the declining price 
trend in international markets. 


PLN Scores Billion Dollar Bond Success 


10. On October 12, state electricity company PLN sold USD 1 
billion of bonds to international investors making it the 
biggest overseas corporate debt float for Indonesia since 

the 1997-98 financial crisis. The 10-year debt will yield 
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7.9 percent, 144 basis points more than similar-maturity 
Indonesian government bonds. PLN will use the proceeds from 
the sale to boost power-generating capacity and alleviate 
shortages in Java, Indonesia\'s most-populous island. 
Indonesia needs to spend about $27 billion on new plants and 
power lines by 2012 to keep up with demand, according to the 
World Bank. PLN\'s loss fell to Rp 2.26 trillion ($246.9 

million) in the first half of 2006 from Rp 4.52 trillion 

($493.8 million) a year earlier, according to the company\'s 
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bond prospectus. It has an installed capacity of 22,725 
megawatts for its 35.2 million customers. 


Star Energy Claims World\'s Largest Geothermal Well 


11. Local company Star Energy announced on November 29 that 
it had found what it claims is the world\'s largest 

geothermal steam well at its Wayang Windu concession in West 
Java. The firm said in a statement that its first 

development well in Unit 2 of the Wayang Windu complex had 
tested to be \"the largest dry steam well in the world at 

more than 40 MW.\" The company said the discovery would 
allow them to expand the Wayang Windu geothermal plant to 
400 MW by 2010. The Wayang Windu geothermal power plant 
started operation in early 2000. Star plans to bring the 

second unit online in 2008, adding 110 MW to the power 

plant\'s existing capacity of 110 MW. 


Sumitomo to Double Tanjung Jati\'s Capacity 


12. Japanese trader Sumitomo plans to double the capacity of 
its coal-fired power plant Tanjung Jati B in Central Java at 

a cost of $1.3 billion, according to a November 30 press 
statement by PLN. Sumitomo will make use of the Independent 
Power Producers (IPP) scheme to expand the plant to 2,640 MW 
from the existing 1,320 MW, according to PLN. The new units 
are expected to be completed in the second half of 2010. 
President Yudhoyono inaugurated the 1,320 MW first phase of 
the power plant on October 4. PLN and Sumitomo signed a 
preliminary agreement during President Yudhoyono\'s visit to 
Japan. The Japan Bank for International Cooperation (JBIC) 
will finance the project. PLN said it hopes to complete 
negotiations on tariffs by early next year. 


New President Director for State Gas Firm 


13. State gas company PGN said on November 17 that it had 
chosen Soetikno as its new President Director to replace the 
retiring WMP Simanjuntak, who will become a Commissioner. 
Soetikno, who was previously company Director of General 
Affairs, told reporters that the new management will 

continue developing the South Sumatra-West Java (SSW) 
pipeline. \"Our priority is to complete the SSWJ project,\" 

he stated. A PGN spokesman also said the company would 
speed up development of a Duri to Medan pipeline in North 
Sumatra and that the company would also continue studying 
the possibility of building an LNG terminal in Situbondo, 

East Java. PGN said it is currently in talks with East 
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Kalimantan gas producers on possible LNG supply to the 
terminal. PGN also reiterated its plan to develop a coal 

bed methane (CBM) project with the Australian firm Santos in 
South Sumatra. The two companies are continuing with a 
feasibility study on the project. 

PASCOE 
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1. (SBU) Summary: We visited the Ecumenical Patriarchate\'s 
Halki Seminary with a delegation of Greek Orthodox American 
citizens during their annual Feast of St. Andrew pilgrimage 

to Istanbul, coinciding this year with Pope Benedict XVI\'s 

trip to Turkey. The seminary is the subject of a 

long-standing dispute with the Government of Turkey (GOT), 
which closed the theological school in 1971 after passing a 
law prohibiting private religious institutions of higher 
education. Though comments made by the current GOT 
indicating a willingness to re-open the seminary have yet to 
bear fruit, we saw an institution that was ready to open its 
doors as soon as it receives permission to do so. End 
summary. 


Column 3 


2. (SBU) Consulate staff joined a group of 150 Greek Orthodox 
American citizens November 27 to tour the Ecumenical 
Patriarchate\'s Theological School of Halki. The distance 
between Istanbul city limits and Heybeli Island, where Halki 
seminary is located, is measured not only in nautical miles 

but also in time. There are no cars on the island and were 

it not for the Coca Cola sign which greets visitors as they 
disembark, and the ubiquitous satellite dishes, the island 
would appear to be much the same as it was when the seminary 
first opened its doors in 1844. The reverence directed at 
Hagia Sophia as the ferry passed the Byzantine-era Orthodox 
cathedral (now a museum) on the way 

to the island was palpable, and suggested that some of our 
fellow passengers might have wished to go back much further 
in time. One, when offered a Turkish coffee by a fellow 

pilgrim, exclaimed with disgust, \"I prefer to call it \Greek\' 
coffee. \" 


3. (SBU) Time appears to have stood still for Halki Seminary 
since 1971, when it closed its doors to students subsequent 
to the GOT\'s passing of a regulation nationalizing all 

private institutions of higher learning. (At the time, this 

was a post-coup measure put in place to try to gain control 
of the universities/student populations that had participated 
in country-wide rioting). Despite private commitments and 
public declarations by members of the current Truth and 
Development Party (AKP)-led Administration indicating a 
willingness to re-open the school (reftel), no action has 

been taken. Meanwhile, the Ecumenical Patriarchate laments 
that seminarians must seek training elsewhere and often do 
not return to Turkey. Since current Turkish law requires 

that the successor to any Patriarch be a Turkish national, 
adherents believe keeping the seminary closed is a tactic 
designed to figuratively cut off the main artery feeding the 
heart of the Greek Orthodox church, effectively killing the 
institution. 


4. (SBU) Horse-drawn carriages took us from the ferry to the 
top of a hill and the front gates of the Halki Theological 
School. Walking through the gates, we were immediately 
struck by two sights. The first was the impeccable care with 
which the grounds were maintained--palm trees and flowers in 
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bloom belied the 

calendar month and the island\'s geographical position. The 
second, belying the disputed status of the seminary itself, 

was a prominent plaque accompanying a bust of Ataturk, citing 
his famous mantra, \"Peace at Home, Peace in the World.\" 


5. (SBU) Metropolitan Apostolos, abbot of the Monastery of 
the Holy Trinity, greeted us on the front steps and took us 

to the monastery\'s small church where he subsequently led a 
short religious ceremony under the gilded icons of the church 
walls. The Consul General was invited to say a few words at 
its conclusion and we were then escorted to the school\'s 
auditorium where, under the watchful gaze of the life-size 
portraits of former Halki faculty members, a Fordham 
University professor of theology delivered a briefing about 

the nature of the \"Grand Schism\" between the Orthodox and 
Catholic churches. The Consul General was again invited to 
speak, and cited ongoing USG support for the re-opening of 
the Halki Seminary and the continued health and survival of 
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the Ecumenical Patriarchate. Our hosts then served the 
entire delegation a four-course lunch in the cafeteria and 
for the first time, it was possible to imagine how the school 
must have appeared in the past with a full community of 
students and faculty. 


6. (SBU) We continued our tour through the school\'s long 
corridors, our voices echoing between the marble floors and 
cathedral ceilings. The classrooms flanking the hallways 
appeared just as they did 35 years ago, with 19th century 
wooden desks lined up in columns and rows waiting for the 
opportunity to host their next round of students. The beds 

in the dormitories were carefully made up with fresh linens. 
We ended our visit at the school\'s impressive library, which 
dates back to the Byzantine era and includes over 50,000 
volumes, some of which are over a thousand years old, as well 
as an extensive up-to-date periodical collection which is 

used today by visiting academics, theologians and researchers. 


7. (SBU) Comment: Halki seminary, though only one aspect of 
a much larger dispute between the Ecumenical Patriarchate and 
the GOT involving the Patriarchate\'s legal identity and 

property confiscations, has become symbolic of the Ecumenical 
Patriarchate\'s overall plight. The GOT previously has 

indicated a willingness to open the school under the auspices 

of the Ministry of Education. Though the Ecumenical 
Patriarchate is agreeable in principle to such an 
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arrangement, rifts concerning the level of autonomy granted 
in the school\'s administration keep the two sides from 
finding a solution. In the past, Kemalist-oriented 
governments refused to open Halki out of fear that doing so 
would lead to similar rights being afforded to Imam Hatip 
(Islamic preacher) vocational schools; other sources tell us 
that while the AK governmnt was prepared to re-open the 
seminary, the Turish military remains staunchly opposed to 
reopenng what it believes has the potential for creatinga 
\"nest of spies\" or the beginnings of a \"state wthin a 
state,\" a la the Vatican, in secularist Trkey. Ecumenical 
Patriarchate sources tell us--nd our tour observations would 
support their staements--that if and when a solution is 
found, thy have a team ready to staff Halki Seminary and 
oen its doors immediately. End comment. 

JONES 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, EINV, EPET, PGOV, ID 
SUBJECT: East Java Mudflow: Lapindo Defaults, 
Contractors Walking Out 


Ref. A: Jakarta 13358 


Column 3 
Ref. B: Jakarta 12733 notal 


1. (SBU) ConGen Pol/econoff and Jakarta USAID officers 
visited the PT. Lapindo Brantas (Lapindo) mud volcano 
site and the relief well operation in Porong, East Java 
(Ref. A) on December 8, meeting with several 
representatives of contractors working on the relief 
well. According to the contractors, Lapindo has 
stopped paying everyone supplying and running its 
relief well operation. The relief well is the last and 

only hope of quickly killing the fractured gas well 

(Ref. B) that is spewing over 200,000 cubic meters per 
day of hot mud. (Note: The mud volcano is 
approximately 12 miles south of ConGen Surabaya. End 
Note.) Lapindo is now USD 10 million in arrears to the 
drilling rig owner and operators of the well. Asa 

result, the operators shut down the drilling rig at a 

safe point and presented demand letters for payment in 
full by December 8 or they would all simultaneously and 
permanently walk off the job. There are several 
American contracting firms working at the relief well, 
including Haliburton and Boots and Coots. At close of 
business on December 8, none of the contractors had 
been paid and Haliburton left East Java once again. 


2. (SBU) Contractors had previously stopped work in 
October over non-payment issues but returned after 
Purnomo Yusgiantoro, Minister for Energy and Mineral 
Resources, guaranteed payment and established a USD 4 
million deposit as advance payment. The deposit is now 
spent and Lapindo is not offering any signs that it 

will meet the contractor\'s demands, claiming they have 
run out of funds. Initially, the new Lapindo Chief 

Financial Officer promised payment of all arrears by 

the deadline, but later returned to the contractors 

asking for extensions and payment plans. The 
contractors stated that Minister Purnomo and the head 

of the National Mud Disaster Team (Timnas), Basuki 
Hadimulyono, were both aware of the lack of payment and 
status of the relief well. 


3. (SBU) Despite the recent press reports claiming 
imminent failure of the relief well, the well operators 
remain confident that the relief well project will be 
successful with the caveat that they will need a second 
well to create sufficient hydrostatic pressure to stop 
the flow of water. They claim that with USD 100 
million and control of the drilling operation, they can 

kill the well by March or April 2007. They remain 
highly frustrated with the lack of payment for both the 
primary contractors and their suppliers as well as 
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Lapindo and Timnas\'s insistence on having final 
decision making authority. One contractor summed it up, 
WI understand their wanting to be the heroes here. 

But, they have no clue what they are doing and they are 
making it impossible for us to do our jobs and kill 

this off before more people are hurt and homes are 
destroyed.\" 
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SUBJECT: TERRORIST LISTS 


REF: STATE 193615 


(SBU) According to the Rui Miguens, Governor of the National Bank of 
Angola, the Government of Angola does not maintain any lists of 
terrorist entities. 

EFIRD 
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DEPT PASS TO MISSILE TECHNOLOGY CONTROL REGIME COLLECTIVE 
SIPDIS 


E.O. 12958: DECL: 12/08/2016 
TAGS: MTCRE, PARM, PREL, MNUG, EITC, KSCA, TSPA 
SUBJECT: DELIVERED RESULTS OF 2006 MTCR PLENARY 


REF: STATE 196047 
Classified By: Pol/Econ Chief Dereck Hogan for reasons 1.4 (b) and (d). 


(C) Poloff delivered non-paper (reftel) to Aleksandr 
Ponomarev, Counselor at the International Security and Arms 
Control Department of the Ministry of Foreign Affairs, on 
December 7, 2006. Recipient made no substantive comment. 
Stewart 
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OES/OA FOR HAYES, ARVIS, GRUBICH. 


E.O. 12958: N/A 

TAGS: PHSA, TH 

SUBJECT: THAILAND: DEMARCHE DELIVERED SEEKING SUPPORT FOR 
DEC 7TH UNGA OCEANS DEBATE 


REF: SECSTATE 195607 


On December 7, PolOff delivered reftel points to Dr. Keng 
Kran, Second Secretary in the MFA Legal Affairs Division. On 
December 8, Dr. Keng advised PolOff that the RTG had voted in 
favor of the resolution outlined in reftel. 

BOYCE 
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E.O. 12958: DECL: 12/07/2026 
TAGS: KDEM, PGOV, PREL, KE 
SUBJECT: KENYA: THE BIWOTT SIDE OF THE KANU STORY 


REF: A. NAIROBI 5129 
B. NAIROBI 5099 


Classified By: Political Counselor Larry Andre for reasons 1.4 (b,d) 


1. (C) SUMMARY: In a December 7 conversation with Poloff, 
newly elected KANU Secretary General Josephine Ojiambo made 
the case for the Nicholas Biwott-led coup in the party. 

Ojiambo, a Parliamentary hopeful, insisted the matter was 

purely an issue of internal party democracy, contrary to 

observers and the majority of KANU MPs who are convinced the 
government was behind the hostile takeover. END SUMMARY. 


PAYBACK TIME 


2. (C) Confident in her legitimacy as the newly elected KANU 
Secretary General, Josephine Ojiambo told poloff on December 


SIPDIS 

7 that the Biwott group undertook its takeover to rescue the 
party from bad leadership. The \"ordinary\" party membership 
had grown frustrated with (former) Chairman Uhuru Kenyatta 
and his allies making decisions without consideration of the 
views of others in the party. She singled out in particular 

key Kenyatta supporter MP William Ruto (\"young and arrogant 
because he had Moi\'s support\"). Ojiambo accused Ruto, one of 
the first and most adamant ODM-K supporters in KANU, of 
having gone too far speaking for the party. Ruto was 
Secretary General until Ojiambo\'s election. The sidelined 
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KANU party members felt that Kenyatta owed them more. \"We 
all put aside our interests in the party to support Kenyatta 

in 2002 because that is what Moi wanted,\" she stated; \"we all 
sacrificed.\" 


BY THE BOOK 


3. (C) Ojiambo asserted that the November 25-26 Mombasa 
delegates\' meeting (ref B), called by Biwott, at which the 

rival slate of officers was elected, was legitimate. Well 

before that conference, the Biwott group had approached 
Kenyatta and raised their concerns, but he was unresponsive, 
she said. The KANU constitution has a \"safety valve\" which 
allows members to seek redress against rogue leadership, she 
explained. The branch leaders can call a delegates\' meeting 
if they give the Chairman 21 days, notice, which, she said, 
they did. Describing steps her group took to resolve the 
impasse, Ojiambo said that prior to Mombasa, the Biwott 
supporters held a party meeting in Nairobi to discuss the 
issue of coalition with ODM-K. The Biwott faction is not 
against coalitions, she added, they just wanted the 
decision-making to be more democratic within the party. On 
the company she keeps -- Biwott -- Ojiambo was dismissive: 
\"everyone, on all political sides here, has skeletons in 

their closet,\" she asserted. 


COMMENT 


4. (C) To most observers, including us, it is apparent that 
the government influenced the Registrar\'s decision to 
recognize the Biwott slate, but the political fallout remains 
unclear. The Biwott group has firmer legal standing, thanks 
to the Registrar (ref B), but in the eyes of Kenyans, 
Kenyatta is a victim of dirty tricks, boosting his national 
image. Kenyatta remains the Leader of the Official 
Opposition as far as Parliament is concerned (ref A). 


5. (C) Young, female, and focused on women\'s issues, Ojiambo 
is the kind of MP Kenya needs more of. Her choice of 

political friends, however, is not encouraging -- though we 
suspect she likely signed on with Biwott, one of Kenya\'s most 
reviled and feared politicians, mostly for his financial 

backing of her parliamentary campaign. END COMMENT. 


BIO NOTE 


Column 3 

6. (SBU) Confident and articulate, Josephine Ojiambo, a 
medical doctor, first ran unsuccessfully for Parliament in 

2002. Committed to women\'s empowerment, Ojiambo was until 
her recent election as KANU Secretary General the party\'s 
Gender Secretary. The daughter of NARC nominated MP Julia 
Ojiambo (now an opposition supporter), Josephine is a 
longtime contact of the Embassy. Born in 1961, Josephine 
earned both her Bachelor of Medicine and Bachelor of Surgery 
degrees at the University of Nairobi before completing her 
studies at the University of Jerusalem, where she earned a 
Masten\'s in public health and community medicine. She plans 
to contest in the Westlands, Nairobi constituency. 
RANNEBERGER 
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E.O. 12958: N/A 
TAGS: PGOV, IN 
SUBJECT: BY-ELECTION RESULTS WORRY SOUTH INDIA RULING PARTIES 


1. (SBU) SUMMARY: Four by-elections in three south Indian states 
produced results mostly worrying to the states\' ruling parties. 
Karnataka\'s unstable JD(S)-BJP ruling coalition had yet another 
setback in the victory of a prominent JD(S) defector to the 

Congress. In Andhra Pradesh\'s Karimnagar constituency, a defector 
from the Congress-led UPA and champion of the Telengana separate 
state movement Chandrasekhar Rao made a triumphant return to the Lok 
Sabha, thus breathing new life into the Telengana movement. The 
Congress, however, can take some succor from its narrow victory in 
the Bobbili parliamentary constituency. In North Kerala, the ruling 
Left Democratic Front retained the Muslim-dominated Thiruvambadi 
assembly constituency, but the narrow victory margin points to an 
erosion of popularity since the May 2006 general election, a period 
accentuated the infighting within the ruling front. END SUMMARY. 


Column 3 


KARIMNAGAR RESULT BOOSTS TELENGANA STATE MOVEMENT 


2. (SBU) The Karimnagar (AP) parliamentary (Lok Sabha) by-election 
was called due to the resignation of former Union Labor Minister and 
Telengana Rashtra Samiti (TRS) President K. Chandrasekhar Rao. Rao 
resigned and pulled his party out of the ruling UPA coalition to 

protest the UPA\'s reluctance to carve out a new Telengana state from 
Andhra Pradesh. Sending a strong message to the UPA about the 
continuing support for the Telengana cause, Rao again won the seat 
by a margin of 200,000 votes, with the Congress candidate running a 
distant second. Rao termed the by-election a referendum on the 

issue of creation of the separate state. The results give a much 
needed boost to the TRS, following its repeated defeats in recent 
Municipal and Panchayat elections and the resulting erosion of its 
credibility. The Congress found some relief in the victory of its 
candidate, Botsa Jhansi Lakshmi, in Andhra Pradesh\'s other 
parliamentary by-election, in the Bobbili constituency. The 

Congress candidate defeated the Telugu Desam Party (TDP) of former 
Chief Minister Chandrababu Naidu. With loss in Bobbili, TDP\'s 
strength in Lok Sabha is reduced from five to four. 


KARNATAKA RESULT WILL FURTHER STRAIN RULING COALITION 


3. (SBU) Former Deputy Chief Minister Siddaramiah, prominent 
defector from the Janata Dal-Secular (JD(S)) to the Congress party, 
won the by-election for Karnataka\'s Chamundeshwari assembly seat. 
Siddaramiah narrowly defeated his nearest rival, Mr. Shivabasappa of 
the JD(S). The closely fought election is seen as a referendum on 
the administration of Karnataka Chief Minister Kumaraswamy who 
personally campaigned for the JD(S) candidate. Political analysts 
believe the result will put further strain on the ruling BJP-JD(S) 
coalition, as the BUP withdrew its candidate from the by-election in 
order to present a united front. Analysts foresee the BUP demanding 
a greater say in the administration of the state, which could cause 

the ruling coalition to collapse. 


CPI(M) NARROWLY RETAINS NORTH KERALA SEAT 


4. (SBU) The ruling CPI(M)-led Left Democratic Front (LDF) retained 
the Thiruvambadi Assembly seat with a much reduced margin. George 
Thomas (CPI-(M)) scored 246 votes more than the Indian Union Muslim 
League (IUML) candidate V.M Ummer. The IUML is aligned with the 
Congress party-led United Democratic Front in Kerala and is part of 

the UPA governing coalition at the Center. In the constituency, 

which has a substantial Muslim population, the CPI(M) as usual 

played the \"Islamic card,\" with its leaders criticizing the UPA 
Government for its \"shameless support\" of the U.S. and for not 


Column 3 

demanding the withdrawal of the death sentence of Saddam Hussein in 
Iraq. Local political issues seemed to have played a bigger role in 

the by-election, however. Continuing infighting between Chief 

Minister Achuthanandan\'s supporters and opponents within the CPI(M) 
has resulted in some erosion of the government\'s popularity. 


JOLT TO KARNATAKA GOVERNMENT, BOOST TO TELENGANA 


5. (SBU) COMMENT: The by-election results may further destabilize 
the Karnataka state government and may cause the Congress party to 
reconsider the issue of the Telengana statehood in Andhra Pradesh 
before the issue causes more political damage. The Kerala result 

and the continuing infighting may prompt the national CPI(M) 
leadership to intervene again to sort out the issues in the Kerala 
branch of the party. END COMMENT. 

HOPPER 
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E.O. 12958: DECL: 12/08/2011 
TAGS: PGOV, ECON, ETRD, CH, TW 
SUBJECT: TAIWAN PREMIER ON MAYORAL ELECTION CAMPAIGN 


Column 3 


Classified By: AIT DIRECTOR STEPHEN YOUNG FOR REASONS 1.5 (b), (c) 


1. (C) Summary. Two days before mayoral elections in Taipei 
and Kaohsiung, Premier Su Tseng-chang told AIT/T Director 
Young there is little hope for the Democratic Progressive 

Party in Taipei but the race is still tight in Kaohsiung. Su 
appears inclined to step down as premier if the DPP loses 
both races and said DPP Chair Yu Shyi-kun would resign in 
those circumstances. Su believes President Chen will remain 
in office absent significant new information in the 

corruption allegations. The Premier assured the Director 
Taiwan officials want quick passage of the defense budget, 
and opined that the opposition Kuomingtang Party winning both 
races would not affect the political dynamics of the budget. 

Su took credit for a stable economy with low inflation. He 

said Taiwan should continue to liberalize trade but not make 
abrupt changes in its cross-Strait economic policies. He 
blamed Beijing for dragging its feet on cross-Strait economic 
initiatives and allowing politics to dictate all aspects of 

its policy towards Taiwan. End Summary. 


2. (C) AIT Director Young met Premier Su Tseng-chang 
December 7 to discuss the upcoming December 9 mayoral 
elections in Taipei and Kaohisung and the political 

implication for Su and the Democratic Progressive Party 
(DPP). Director Young was accompanied by Deputy Director 
Wang and AIT Econ Chief. Su had one translator and one note 
taker with him. 


Kaohsiung Mayoral Race is Tight 


3. (C) With the DPP candidates trailing in both Taipei, by a 
large margin, and in Kaohsiung, Su said a DPP victory in 
Taipei is not likely, but that it is still a race in 

Kaohsiung. Hence, he, President Chen and other DPP 
heavyweights are going all out to visit Kaohsiung and 
participate in voter rallies. He said DPP polls put their 
candidate trailing by about six percentage points in 

Kaohsiung and that this means the race is not yet decided. 
He said past DPP Chairman Lin Yi-hsiung is campaigning and 
setting a positive example for DPP supporters. Su noted that 
though DPP members have criticized President Chen recently, 
the entire Party is rallying to support its candidates 

because the DPP remains the best Party operating in Taiwan. 
Rain is predicted in the north for Saturday\'s election, but 

Su said KMT supporters would not be fazed by bad weather 
while DPP supporters would stay home and drink tea if it is 
raining on Election Day. Thus, good weather would be 
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imiportant to Chen Chu\'s chances in the South. 


Polling Accuracy Declining 


4. (C) Su said the polls for the Kaohsiung mayoral race four 
years ago were extremely accurate, but that more recent polls 
have delivered less accurate predictions of the eventual 
outcomes. He attributed the declining predictive power of 
the polls to the fact people are increasingly reluctant to 
respond to telephone polls. Currently less than half of the 
people called for political polls are willing to respond. 
However, Su\'s citing the six-point gap as evidence the 
Kaohsiung race is not yet over demonstrates the DPP\'s 
continued reliance on polling as an indicator of support and 
a campaign tool to gauge their tactics. 


DPP Resignations? 


5. (C) Many commentators have told AIT/T Su will resign, 

along with DPP Chairman Yu Shyi-kun, should the DPP lose both 
Taipei and Kaohsiung. Asked about the impact of a potential 
double loss, Su said Yu will certainly resign because that 
practice is in the Party rules. Su did not respond directly 

about his own plans, but seemed to be rehearsing an argument 
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for his stepping down. He noted that he had tendered his 
resignation in November with the indictment of President 
Chen\'s wife over the State Affairs fund case but was 
dissuaded by the President, who called upon Su to consider 
the political and economic stability of the government and 
Taiwan. Su said much has changed since then, with the 
economy more stable and the stock market at a 6-year high. 
On the political front, the President has weathered the 
immediate storm by surviving the latest (and third) recall 
motion. Su said Chen faces three political tests on the 
calendar: the December 9 mayoral elections, his wife\'s trial 
judgment and the LY elections next December. Chen has 
promised to step down if his wife is found guilty. Su said 
Chen would also face a recall vote if the DPP won less than a 
third of the seats in the LY election. Losing both mayoral 
races this week would not lead to his resignation. 


6. (C) Casting the issue in a broader political context, Su 
said the most important political target on the horizon is 

the 2008 Presidential election. If the DPP can handle the 
impact of the December 9 elections then the DPP can be ina 


Column 3 
good position to retain the Presidency. 


U.S. Support for Taiwan 


7.(C) The Director reiterated U.S. support for Taiwan\'s use 

of democratic institutions to address its issues, emphasizing 
reliance on constitutional processes and the rule of law. He 
also noted he had talked with both KMT Chair Ma Ying-jeou and 
LY Speaker Wang Jin-pyng urging them to pass a solid defense 
budget that would raise Taiwan\'s defense spending closer to 
three percent of GDP. He related that Wang indicated this 

was possible, while Ma suggested the issue is very complex. 

Su quickly responded that the Government position is very 
clear: pass the budget and pass it quickly. He added that a 
KMT victory in both mayoral elections would not affect 
consideration of the defense budget. 


Time as Premier 


8. (C) As the conversation turned towards economic issues, Su 
said while there have been many political twists and turns 
during his tenure (not quite a year since January 2006) his 
goal has been to have a coordinated cabinet to respond to 
issues. He said he cannot have ministers saying 
contradictory things in public or one would have chaotic 
conditions. He claimed credit for a stable economy with low 
inflation and steady growth. (Note: GDP growth will be 4% 
this year and local think tanks and the Asian Development 
Bank predict the same for next year.) Su said Taiwan firms 
invest a lot in China, but that recently many of these same 
firms are also investing in Taiwan. He said Taiwan\'s 
Powerchip Semiconductor Corporation (PSC) had just yesterday 
told him it would join with a Japanese company to invest 
US$15 billion in a 12-inch wafer fabrication plant. (Note: 
Internet-based media reported this news on December 7 and 
Taiwan\'s newspapers reported it on December 8, pegging the 
amount at US$14 billion. The Japanese company is Elpida, a 
partner of PSC, which is a major producer of DRAM memory 
chips. This investment has been common knowledge in the 
industry and equipment suppliers have been jockeying for 
contracts. End Note.) 


Cross-Strait 


9. (C) The Director observed there has been substantial 
discussion in the press lately about cross-Strait economic 
policy, including debate on raising the investment and 
technology limits on Taiwan businesses in China, implementing 
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direct flights and permitting Chinese tourists to visit 
Taiwan directly. Su responded by saying it is important not 
to have an abrupt change in cross-Strait policy that could 
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shock the system. He added that Beijing has not been 
cooperative on these issues because it doesn\'t want to give 
President Chen any credit for improving China-Taiwan ties. 
Specifically, he said China has not cooperated to get Chinese 
tourists moving to Taiwan. He confirmed Taiwan is talking 
and working with Chinese officials on these issues and will 
continue to do so. His message is that progress can only be 
made step by step, suggesting that after successfully 
arranging charter flights for holiday periods the next step 

is to expand the charter flights to also accommodate tourist 
traffic. 


10. (C) The Director noted the consensus view in the U.S. 

that Taiwan should relax restrictions across the Strait to 

ensure Taiwan\'s continued economic prosperity and involvement 
in regional and global trading patterns. He said Taiwan need 

not be overly concerned about expanding economic ties with 
China, so long as this is coupled with greater defense 

budgets. Su demurred somewhat by noting more than 70 percent 
of Taiwan\'s outbound investment goes to China. He believes 
such a high level may be \"putting all your eggs in one 

basket\" and that more investment should flow to South East 
Asia, Japan and India. He complained that even though Taiwan 
is the largest foreign investor in Vietnam, Taiwan 

representatives to APEC were slighted during the meetings in 
Hanoi. As evidence, he cited the official picture of the 

Leaders at the end of the meeting where Taiwan representative 
Morris Chang is completely obscured in the photo. (Note: 

It\'s true; of the several official photos on the APEC Website 

from the meeting, Chang is blocked from view in one shot, 
though he is in full view in the picture of the Leaders 

waving for the camera. End Note.) 


11. (C) Confirming his reputation as a pragmatist on 
cross-Strait economic issues, Su said he doesn\'t believe 
these issues are all political in nature. However, he said 
China does view everything in political terms. He complained 
China purposely tried to wait until his airplane was in the 

air and headed to Chad before the announcement of Chad 
shifting diplomatic recognition from Taiwan to China. He 
said this deliberate slight was to embarrass Taiwan and him. 
(Note: Taiwan provides police protection outside the houses 
of diplomatic representatives. This protection, including 

the guard booth, was removed from the Chadian 
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representative\'s residence the same day Chad broke relations. 
End Note.) Su noted China applies political pressure to all 
countries regarding Taiwan, even extending to healthcare 
issues like preparations for and treatment of SARS, Avian 
Influenza and HIV/AIDs. 


12. (C) Comment: Resignation following a double defeat for 
his Party in this weekend\'s election wouldn\'t be a bad career 
move for Su, who is widely viewed as the frontrunner to 
secure the DPP\'s presidential bid next spring. He would look 
principled, sharing responsibility with Party Chairman Yu for 
the defeat, and he -- like retiring Taipei Mayor Ma -- would 

be free to plot his election strategy. That said, we would 
expect President Chen to again try to persuade Su to stay on. 
One compromise, which NSB Director Hsueh Shih-min sketched 
out to the Director December 8, would have Su hold off until 
January to step down. This could still provide the above 
benefits to Su, but would allow Chen a breathing space after 
the elections to pick the next Premier. Obviously, this 
scenario would be even easier ifthe DPP pulls out a victory 
in Kaohsiung. End Comment. 

YOUNG 
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SUBJECT: THE AMBASSADORYS INTRODUCTORY CALL ON NEW INTERIOR 
MINISTER ARI WONG-ARAYA 


Classified By: AMBASSADOR RALPH L. BOYCE. REASON 1.4 (B,D) 


Column 3 

1. (C) Interior Minister Ari Wong-Araya outlined to the 
Ambassador on December 7 the Surayud government\'s approach to 
the conflict in the South, which focuses on building 
understanding through peaceful means, including the 
restoration of the old Southern Border Provinces 
Administration Center. Ari also detailed efforts to reform 

the police and a new program to educate rural voters on 
democracy. The Ambassador thanked Ari for his Ministry\'s 
cooperation in the recent decision to open a new U.S. 
resettlement program for Burmese refugees in Mae La camp. 
Biographic information for Ari is included in paragraph nine. 
End Summary. 


SOUTHERN THAILAND 


2. (SBU) During an introductory call on December 7, the 
Ambassador asked new Interior Minister Ari Wong-Araya, a 
Muslim and former Ministry of Interior (MOI) careerist, for 
his perspective on the situation in southern Thailand. Ari, 
who was hailed by southern leaders as the right choice for 
Interior Minister, explained that the government\'s focus is 
on peaceful methods in handling the conflict. This new 
approach centers on improving understanding among the people 
and government officials. According to Ari, the Surayud 
government is very engaged on this issue, in contrast to the 
previous government, which didn\'t even have a strategy. 


3. (C) The Ambassador explained that many people outside of 
Thailand ask him about Thailand\'s \"Muslim Problem\" in the 
South, to which he explains that this is not a religious 

issue, but one rooted in difference between Thai citizens who 
are ethnically Malay and ethnically Thai. That said, 

relations between these two groups are fraying in the South. 
Ari agreed with this point, but added that one cannot look at 
this as merely a police or security problem. In the recent 
past, according to Ari, people haven\'t focused enough on 
development in the troubled provinces. Ari says that he has 
told Prime Minister Surayud that the government cannot take 
cops from Bangkok or the north and drop them into South, a 
region that they don\'t understand. This only exacerbates the 
problems there. According to Ari, the new government 
understands this and is thus focusing on rebuilding the old 
Southern Border Provinces Administration Center (SBPAC), 
which was an effective interagency medium in the eighties and 
nineties for local citizens to air their grievances and feel 
involved in governance. (Note: the Thaksin government 
disbanded the old SBPAC in 2002 and replaced with a more 
security-focused coordination body. Many Thaksin critics 
have pointed to this decision as a contributing factor to the 
surge in violence since 2004. End Note.) Ari said that he had 
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worked with the old SBPAC and this structure effectively kept 
the peace. The new government has only been in office for 
two months, but Ari is confident that the situation will 
improve. 


4. (C) In response to the Ambassador\'s question about the 
difference between the old and new generation of separatists, 
Ari explained that the new generation does not appear to have 
a plan or platform, and is not scared of death. The key to 
combating them lies in building up local cooperation and 
support for central government efforts; the local villagers 
know who is conducting the violence. Ari explained that those 
who actually support the idea of separating from the Thai 
state are a very small minority. The majority of southern 
people have ethnic and other grievances, but still accept and 
even love the Thai state. Even in the small, private Islamic 
schools in southern Thailand, the Thai flag still flies. Ari 

does not believe that external actors are involved in the 
South. The Ambassador explained that in Aceh, external 
terrorist groups had offered assistance to local separatists, 
which were rebuffed. Local separatists were focused on their 
own, limited cause and were not interested in a broader 
extremist agenda. Ari agreed that this dynamic was likely at 
work in southern Thailand as well, where people are 
struggling with their identity and what it means to be Thai. 
This is difficult for both the ethnic Malay and ethnic Thai. 

For years Buddhist Thai have called their ethnic Malay 
countrymen by a pejorative term that means outsider or guest. 


5. (C) When asked about the recent closing of schools in the 
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three southern provinces of Narathiwat, Yala and Pattani, Ari 
explained that the vast majority had reopened on December 7. 
The teachers in the South are very good, according to Ari. 
Local teachers know the area and the local people. That 
said, their work in the South is difficult and the government 
needs to focus on supporting them more effectively. Private 
Islamic schools often teach local children nothing but 
religious subjects that leave them unprepared to enter the 
workforce. Ari said that he has personally talked to 

Ministry of Education officials on the need for a new 
education policy. The Ambassador explained that many local 
Islamic schools in Indonesia are quite good, teaching both 
religious subjects (under the supervision of the central 
government) and traditional secular areas of education. Ari 
replied that government leaders are starting to understand 
this point and moving to offer more vocational training and 
support to local students who wish to study at the university 
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level. Ari hopes that the government can also support more 
local students to go to college and return to the area as 
teachers. The Ambassador asked if the government had 
considered this \"go local\" approach to police recruitment as 
well. According to Ari, the academy for police officers (as 
opposed to noncommissioned, lower ranking personnel) is 
relatively small, and many applicants from the South don\'t 
have the educational background to meet the entrance 
requirements. That said, locally-recruited police know the 
area and the language. Just as important, local people trust 
them. 


POLICE REFORM 


6. (C) The Ambassador asked Ari about PM Surayud\'s efforts to 
reform the police (Note: septel will report in further detail 

on this subject. End Note.) Ari explained that Surayud is 
considering this issue in the hopes of improving the justice 
system. In the United States and the Philippines, local 

police are drawn from and are responsible to the surrounding 
community. In Thailand, the police remain a centralized 
entity, like the Army--a holdover from an earlier era of more 
centralized monarchic and militarized rule. In order to make 
the police more responsive to local officials and citizens, 

the government is considering decentralizing the police and 
placing them under the control of the provincial governor 
(Note: Bangkok is the sole province with an elected governor; 
the other 75 have Ministry of Interior careerists appointed 

in these positions. End Note.) According to Ari, the current 
system has to change, and while the Surayud government has a 
limited time in office, it has to seize this opportunity. 

The Ambassador pointed out that, bluntly put, the Army and 
the police have traditionally been rivals and some police 
officials may feel that the military is taking advantage of 

the coup to weaken their competitors. Ari agreed that many 
police officials may view it this way. Such a reform effort 

will be a hard sell, but it will be accomplished peacefully. 
According to Ari, if left undone, the current structure will 

lead to a continued lack of justice in future, elected 
governments. The police \"misuse their authority... Thaksin 
was a policeman.\" 


EDUCATING THE VOTERS 


7. (C) The Ambassador asked Ari about recent press reports 
that MOI will work to educate voters on how to select their 
representatives. Ari explained that this program, starting 
nationwide in January, will help improve the political 
sophistication of voters in the countryside. Elections are 
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important to democracy, and citizens need to know how to 

judge candidates. The Ambassador admitted that, in a 

previous tour in Thailand, he had asked local people about an 
upcoming election, to which they replied that someone would 
come pay them and tell them who to vote for. At that time, 
interest and access to information about politics were very 

low. Most people didn\'t really think about politics. 

Continuing with this point, the Ambassador noted that the 
Thaksin government had made use of the expanded media outlets 
throughout the country, and regularly touted the government\'s 
latest programs and policies to the people. Why hasn\'t the 
Surayud government conducted a similarly aggressive campaign 
to win broader public support? Ari said that he had advised 

just such an approach. While the government wants to promote 
the corruption cases that it is pursuing against Thaksin and 
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his allies (one of the stated reasons for the coup), these 

are very complicated issues and the investigations are 
underway. Moreover, those populist policies that Thaksin 
touted were abused and often benefited the former PM and his 
cronies. \"We need to tell the people this.\" 


REFUGEES 


8. (SBU) The Ambassador thanked Minister Ari for RTG 
cooperation in the opening of a new resettlement program for 
Burmese refugees at the Mae La camp. The United States hopes 
to move several thousand eligible candidates to the United 

States in the next year. Ari replied that MOI has had no 

problems with this issue and that cooperation with the Thai 

NSC has likewise been excellent. 


Biographic Information 


9. (U) Ari Wong-Araya was born in 1935 in Bangkok. He 
received a bachelors degree in political science from 
Chulalongkorn University in 1959, and received graduate 
degrees from the University of the Philippines, University of 
Missouri and National Defense College. Ari began his career 
in the Interior Ministry as a police constable in 1960 before 
moving to the Department of Community Development (within 
MOI) in 1969. In 1979, he was appointed governor of Saraburi 
province, followed by terms as governor of Prachinburi and 
later Suphanburi. Ari was appointed Deputy Interior 
Permanent Secretary twice, in 1988 and 1991. He was Director 
General of the Land Department in MOI in 1990 and became 
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Permanent Secretary of the Ministry in 1993 before retiring 

in 1996. In October 2004, Ari joined the Thaksin government 
as Deputy Education Minister, but resigned several months 
later to serve as President of the Islamic Bank of Thailand. 

Ari, a Muslim, is a board member of the Central Islamic 
Committee of Thailand. Ari is married to Ms. Sumana; they 
have one son and one daughter. His son Ekkaphot was elected 
as a Thai Rak Thai member of parliament in 2005, representing 
Bangkok. Ari speaks limited English. 


BOYCE 
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SENSITIVE 
SIPDIS 


DEPARTMENT FOR SCA/INS 


E.O. 12958: N/A 

TAGS: PGOV, PTER, PHUM, PREL, CE 

SUBJECT: SRI LANKAN PRESIDENT DEFENDS EMERGENCY MEASURES TO 
WESTERN AMBASSADORS 


REF: A) COLOMBO 2021 B) COLOMBO 2030 


1. (SBU) In a December 7 address to the nation on the new 
emergency measures (in Sinhala, translation e-mailed to 
SCA/INS), President Mahinda Rajapaksa offered brief thanks to 
the members of international community that have rejected the 
LTTE\'s call for \"Eelam,\" or a separate state. He singled out 
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the U.S., which, he said, along with allies, has supported 

Sri Lankan unity and independence over several decades. He 
said all of Sri Lanka\'s foreign friends should behave 

similarly in protecting the country. He sought to elicit 
international pressure to convince the LTTE that violence 

will not bring about liberation. He noted that many 

countries, specifically the U.S., also face the challenge of 
terrorism, which is inherently undemocratic. 


2. (SBU) President Mahinda Rajapaksa briefed Western 
Ambassadors on the new emergency regulations on December 8, 
explaining that Sri Lanka is a democracy, but that LTTE 
actions had made stronger anti-terrorism measures necessary. 
Ambassador asked what measures were in place to safeguard 
civil liberties and human rights under the new provisions. 
Solicitor General Citta Ranjan DeSilva responded that the 
police could only arrest individuals suspected of an actual 
offense, that appeals were possible, and that the Supreme 
Court could set aside any arrest (and the law or regulation 
authorizing it) that is \"obnoxious to the law.\" 


3. (SBU) In response to a question from the Italian 

Ambassador about the impact of the new measures on the peace 
process, Peace Secretariat chair Palitha Kohona and MFA Legal 
Advisor Rohan Perera confirmed that the emergency regulation 
did not affect Section 2.12 of the Ceasefire Agreement (CFA). 
There was therefore no reason for the LTTE to seize on this 

or any other part of the new regulations as a pretext to walk 

away from negotiations, they maintained. 


4. (SBU) Deputy Solicitor General Yasantha Kodagoda, who 
wrote the ordinance containing the new regulations, explained 
to Pol Chief on December 7 that in fact, the President had 
used existing authority under the Public Security Ordinance 

to impose emergency measures by promulgating a regulation. 
The GSL had carefully studied U.S. and UK models for this. 
This was in order to fulfill his responsibility to protect 

national security, maintain public order, and maintain 
essential supplies and services. Although this measure 
borrowed from the language of the suspended Prevention of 
Terrorism (PTA), it was not technically correct that the 
government had re-imposed the PTA. The new regulation was 
effective immediately, but Parliament would have to debate it 
and could then extend it in thirty-day increments, as it does 
for the existing emergency legislation. 


5. (SBU) Kodagoda placed great emphasis on the fact that the 
Sri Lankan government had for the first time developed a 
national definition of terrorism (as opposed to terrorist 
activities). Their new measures were embedded in the 
international legal framework established by UN Security 
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Council Resolution 1373, he said. He asked whether we could 
arrange an appointment for him and his colleagues to discuss 
these issues with international lawyers and antiterrorism 
experts on the margins of the EXBS-organized Senior Level 
Exchange in Washington on December 11-14. 


6. COMMENT: The new emergency measures essentially make it a 
crime to offer political or other material support to 

terrorist groups. The only group specifically targeted, 

although not mentioned by name, is the LTTE. We are less 
concerned about formal arrests than about detentions under 
the new regulation, and will watch carefully how the measures 
are implemented. On the question of the definition of 

terrorism and the implications for international law, we 

agree it might be useful for Department attorneies from L 
and/or antiterrorism experts from S/CT to meet separately 

with DeSilva and Kodagoda on the margins of the Senior Policy 
Exchange if the opportunity arises. 

BLAKE 
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SUBJECT: FRANCE PROPOSES INTELLIGENCE-SHARING CONTACT GROUP 
TO COMBAT PROLIFERATION NETWORKS 

REF: A. STATE 193703 


B. STATE 150039 
C. PARIS 06189 


Classified By: Political Minister-Counselor Josiah Rosenblatt 
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for reasons 1.4 b and d. 


1. Summary: (C) According to the MFA non-proliferatio 
officer, France shares the U.S.\'s conviction that financial 
and transportation networks that facilitate North Korea\'s 
proliferation activities must be curbed. To that end, the 

GoF believes there is room for more coordination and 
intelligence sharing within the context of the Proliferation 
Security Initiative (PSI) to identify and map the 

ever-changing routes along which financial resources and 
sensitive technology and equipment travel. MFA officials note 
that the GoF plans to propose a contact group that would meet 
four times per year on the margins of the PSI\'s Operational 
Experts Group (OEG) meetings. End Summary. 


2. (C) Poloff met December 1 with Arnaud Mentre, desk officer 
in the MFA\'s bureau of Disarmament and Non-proliferation, to 
deliver ref A demarche on examples of DPRK proliferation. We 
also delivered the demarch to Raul Fernandez, DAS for 
International Financial Affairs at the Ministry of Economy 

and Finance. Mentre thanked the U.S. for sharing information 
on entities known to contribute to North Korea\'s 

proliferation efforts. He added that the GoF was familiar 

with these entities\' and individuals\' reputations as 

notorious proliferators. Thanks to the EU\'s new sanctions 
against North Korea announced November 20, all EU nations 
should have the legal means to block proliferators\' assets 

and inspect suspicious cargo, he asserted. Mentre said the 
GoF was pleased to learn that the U.S. had delivered a 

similar demarche to Switzerland, because it is necessary for 
both the UNSC and the EU to encourage active Swiss 
involvement in freezing proliferators\' assets. 


3. (C) Mentre urged the U.S. to reconsider tactics when the 
UNSC sanctions committee meets. Following meetings at the 
MFA with Assistant Secretary of Commerce for Export 
Administration November 30, Mentre had understood that the 
U.S. fears that a discussion of specific luxury goods during 
committee meetings could degenerate into endless quibbling 
over particular items and effectively postpone meaningful 
enforcement of sanctions. While the GoF shares the U.S. 
frustration with China and Russia\'s obstruction and 
procrastination, Mentre said the GoF perceives that both 
nations might remain open to clear guidelines on what type of 
goods should be sanctioned, even if they are reluctant to 
identify specific products. 


4. (C) Mentre said the MFA was pleased that the U.S. shared 
its conviction that PSI might provide a forum for regular 
intelligence sharing on proliferators shipping routes, 

transfer and refueling points, and the names of suspected 


Column 3 

companies (Ref B). The MFA is developing a policy paper that 
it will soon share with the Department, which will propose 

the formation of a contact group composed of all interested 
PSI partners, he said. (NOTE: Mentre earlier mentioned a 
nascent MFA idea for intelligence-sharing measures under the 
aegis of PSI during a September 13 meeting with Poloff (Ref 
C)). The group would meet quarterly on the margins of the 
OEG meetings to share intelligence on proliferation. He said 
the contact group would not emphasize interception of 
suspicious cargo, but rather information sharing that the GoF 
hopes will \"sensitize\" some flagging PSI partners to the 
ubiquity and complexity of proliferators\' shipping networks. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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REF: A. JAKARTA 13173 (SHOWDOWN BETWEEN PRESIDENT AND VP) 
B. JAKARTA 13233 (BALL IN SBYYS COURT ON REFORM UNIT) 
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Classified By: Ambassador B. Lynn Pascoe, reason: 1.4 (d). 
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SUMMARY 


1. (C) On December 7, the Indonesian House of Representatives 
(DPR) unanimously passed a bill requiring the creation of a 

new presidential advisory council within three months. The 
nine-member council will be charged with advising the 

President on a full range of issues, its mandate expiring at 

the end of the President\'s current term. According to the 

law, the President will be empowered to select the members of 
the council himself and the members will be authorized to 

attend cabinet meetings and travel abroad with the President. 
The President has not yet commented on the law publicly, 
despite the fact that some legislators and a Cabinet Minister 
have indicated the law will necessitate the abolition of 

SBY\'S newly formed Presidential Work Unit on Managing Policy 
and Reform Programs, or UKP3KR (Refs A and B). A close 
Presidential advisor told the Ambassador that the President 
intends to continue with his plans for the UKP3R. End 
Summary. 


DPR PASSES ADVISORY COUNCIL BILL 


2. (U) According to members of the DPR and media reporting, 
the Presidential Advisory Council bill requires the President 

to create the council within three months. The council will 
have nine members, one of which will serve as chief, and the 
council\'s term will expire at the end of the President\'s 
tenure. The law stipulates that members may not come from 
leadership positions in political parties or NGOs, hold 
positions with the state, serve as executives of state owned 
enterprises, chair professional organizations, or be members 
of university faculties. 


3. Agun Gunandjar Sudarsa, a Golkar legislator and the 
chairman of the special legislative committee (PANSUS) that 
drafted the law and negotiated its content, told us the law 
enjoyed strong support across party lines. He noted that 

Yusril Mahendra, the President\'s State Secretary, had 

actively participated in the law\'s development over the 

course of the two years it took to emerge from the PANSUS, an 
unambiguous indication of the President\'s support for the 
legislation in his mind (Note: We point out that Mahendra has 
more often than not used his office to obstruct, rather than 
assist SBY. End Note). He added that the President 
influenced the shape of the bill right up until the day of 

its passage, pushing only this week for the number of members 
to be expanded from six to nine. 


4. According to Sudarsa, the bill gave the President the 


Column 3 

ability to shape the direction and influence of the council 

to fit his needs; the fact that the President would have 
complete authority to select the council's members was 
evidence of this. In terms of the council's access and 

power, this too would depend on the President\'s judgment and 
comfort level. Sudarsa emphasized that the council\'s primary 
objective would be to respond to the President\'s requests for 
input on whatever issues he deemed appropriate, though the 
members would also be expected to research and analyze other 
issues without the President\'s prompting. As an example, 
Sudarsa said one member could in theory focus specifically on 
developing ways to increase direct foreign investment, while 
another member might provide unsolicited counsel on energy 
policy options and brief the President accordingly. The 
advisory council, in other words, would adjust to fit the 
President\'s specifications. 


WHAT ABOUT THE UKP3R?? 


5. (C) The Minster of Justice and Human Rights Hamid 
Awaluddin, undoubtedly mirroring his good friend Vice 
President Kalla\'s thoughts on the issue, told the Ambassador 
the new law would render the UKP3KR obsolete. Sudarsa told 
us the law compelled the President to dissolve all other 
Presidential advisory bodies. When we asked him explicitly 
whether this included the UKP3KR, he said that it did. 

Tosari Wijaya, a legislator from the United Development Party 
(PPP) and the deputy of the PANSUS, seconded Sudarsa\'s 
interpretation. Sudarsa offered that while the President 
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would not be allowed to keep the UKP3KR intact, SBY could 
simply name all three members of the UKP3KR to the new 
council and create a de facto UKP3KR within the advisory body 
(Note: We point out that the new law prohibits consideration 

of individuals with state positions, a stipulation that 

presumably would disqualify Marsilam Simanjuntak, who has an 
advisory role in the Ministry of Finance). 


6. (C) A close advisor to the President told the Ambassador 
that SBY did not intend to adjust his plans for the UKP3R 
despite the new advisory council law. The presidential 
contact said the President recognized the political 

volatility of UKP3R and was biding his time and calibrating 
precisely how he would utilize the reform unit. According to 
the contact, the new advisory council law simply created a 
formal, legally recognized home for longtime presidential 
advisors such as T.B. Silalahi, Syahrir and Ali Alatas. 
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COMMENT 


7. (C) The new presidential advisory council law appears to 
put the President in a very difficult position politically. 

If he attempts to move forward with the UKP3R, his opponents 
in Golkar, PDI-P, and the Islamist parties will use the new 
law to portray the UKP3R as illegitimate and to undermine its 
authority before it even gets out of the gate. If SBY 

declines to stand his ground and defend the UKP3R, he will 
look weak and indecisive, a disastrous combination for a 
President still trying to assert his authority over an 

unwieldy bureaucracy. 

PASCOE 
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E.O. 12958: N/A 
TAGS: KE, PGOV 
SUBJECT: ESTABLISHING A CONSULATE IN MOMBASA 


REF: STATE 188051 
1. (U) This is an action request. See para 3. 


2. (U) PolCouns has informally discussed establishing a 
consulate in Mombasa with the Protocol Office of MFA. MFA 
Protocol reviewed draft dipnote on the subject (see para 3 
below) and communicated agreement in principle. MFA Protocol 
noted that the GoK maintains a consulate in Los Angeles and 
intends to apply for USG approval to open a consulate in New 
York City. They also noted the previous existence of an 
American Consulate in Mombasa. Formal approval will require 
a cabinet decision, but MFA Protocol indicated this was a 
formality. 
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3. (U) Action request: Post requests Department clearance 
on the following diplomatic note. Begin text of note: 


Complimentary opening... 

..and has the honor to refer to diplomatic note 168/279/002A. 
Based on this agreement, the Embassy has the honor to 
request the Republic of Kenya\'s concurrence in the opening of 
an American Consulate in Mombasa. 


The American Consulate we propose would focus on 
representation, increasing the commercial and cultural ties 
between our two countries and providing emergency services as 
needed to U.S. citizens. Our request to open this consulate 
recognizes the role of Mombasa as the commercial and 
transportation hub of East Africa and an increasingly popular 
destination for American tourists. 


We kindly request that the Ministry formally communicate to 
provincial, municipal and other authorities in Mombasa our 
intent to establish this consulate. We will consult with the 
Ministry and local officials as we further develop our plans 
and determine staffing levels and an opening date. The 
Embassy requests that the planned opening of the consulate 
not be publicly divulged at this time. The Embassy will 
coordinate with the Ministry on a joint announcement to be 
made early in 2007. 

Complimentary closing... 


4. (U) Post thanks Washington offices for their prompt 
response to this message. 


5. (U) We will begin researching residential and commercial 
lease costs the week of 11 December and communicate results 
to AF/EX/PMO. 

RANNEBERGER 
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TAGS: KMCA, EAID, ECON, OVIP, AFIN, OTRA, MZ 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR MCC STEPHEN GAULL 
AND DARIUS MANS TO TRAVEL TO MOZAMBIQUE 


REF: MCC 662 


1. Embassy Maputo welcomes and grants country clearance 
for MCC Stephen Gaull and Darius Mans to travel to 
Mozambique, from 17 December 2006 until 21 December 
2006 to meet with Mozambique\'s Minister of Planning and 
Development, Aiuba Cuereneia, to discuss MCA-Mozambique 
compact signing and program implementation. Please 

advise as soon as possible regarding any schedule or 
itinerary changes; refer to paragraph 13 regarding visa 
requirements. 


2. Control Officer: John Wysham, the Acting DCM at the 
Embassy, will be control officer. He can be contacted 
at: 


-- Office telephone: (258) 2149-27-97, ext.3425 
-- Office fax: (258) 2149-35-74 
-- Cellular: (258) 82-315-7170 


3. Hotel Reservations: Post has made reservations at 
the Avenida Hotel. The rate for a single room is $115 
single, which includes a breakfast buffet. Maputo per 
diem is currently 224 USD (146 USD for lodging and 78 
USD for meals/incidentals). The hotel accepts 

dollars, meticais, rand, American Express, Visa, 
MasterCard, Diner\'s Club (credit cards), and travelers 
checks for payment of hotel bills. There is $35 per 
check fee for cashing travelers checks. The hotel can 
be contacted at: 


-- Telephone: (258) 21-48-4400 
-- Fax: (258) 21-49-9600 
-- E-mail: bookings@hotelaveninda.com.mz 


Expeditor will pick up and drop off at airport. 


4. Medical Services: Maputo has limited medical 
facilities. Visitors will have to be medevaced in the 
event of a major injury or illness. In the past, we 

have had visitors nearly die because details of their 
medevac insurance were not readily available. Direct 
Hire employees (not contractors) of the Department of 
State, USAID, Department of Defense, CDC, and Peace 
Corps need not take any further action. Direct Hire 
employees of other U.S Government agencies are 
requested to provide to their control officer before 
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arrival aname and 24-hour point of contact for their 
agency that can authorize medical evacuation. 
Contractors are requested to provide to their control 
officer before arrival the name, phone number, and 
policy number of their medevac insurance provider(s) 
for use in case of emergency. 


5. Health: Travelers are advised that chloroquine 
resistant malaria is present in Mozambique. The most 
recent guidance from the Department of State Medical 
Office recommends weekly use of mefloquine as the drug 
of choice for malaria prophylaxis in chloroquine- 
resistant areas. Mefloquine must be started one to two 
weeks before arriving at post. Daily doxycycline is an 
alternative regimen. Doxycycline must be started three 
days before arriving at post. Both malaria prophylaxis 
medications must be continued for four weeks after 
departing post. 


6. Security and Required Briefing: TDY visitors 

spending more than 48 hours in Mozambique must obtain a 
security briefing from the Embassy\'s Regional Security 
Office. The biggest threat facing U.S. citizens 

visiting Mozambique is crime. The State Department has 
designated Mozambique a critical-threat post for crime. 
Street crime and vehicle hijackings are common and can 
be violent. Visitors must be vigilant when out in 

public areas and should not display jewellery or other 
items of high value. Visitors should avoid carrying 
backpacks or purses, as these can draw unwanted 
attention of would-be muggers. Isolated areas, such as 
along the Marginal (the Maputo road along the sea), 
should be avoided as joggers and pedestrians have been 
mugged frequently, even during daylight hours. 


7. There are no known terrorist groups active in 
Mozambique and no current indications that U.S. 
citizens are being targeted by terrorist organizations. 


8. The police are poorly paid, poorly equipped, and 

lack the professionalism that U.S. citizens are 
accustomed to in the United States. Visitors requiring 
emergency assistance should not rely on local emergency 
services, but should contact the Marine Security Guard 

at Post One at (21) 49-27-97. Mozambican law requires 
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that all persons carry an identity document, such as a 
passport, when out in public and produce it if 
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requested by police. A copy of passport identity and 

visa pages is acceptable. There are certain areas in 

the city of Maputo where pedestrian traffic is 

prohibited, e.g., in front of the presidential offices 

located north of the Hotel Polana on the seaside of 
Avenida Julius Nyerere and on the Monument to 
Mozambican Heroes near the Maputo airport. Such areas 
are sometimes marked with international \"no 
trespassing\" signs/symbols. 


9. Overland travel after dark is extremely dangerous 
due to poor road conditions, lack of emergency 
services, and the increased potential for vehicle 
hijackings. Official Americans serving in Mozambique, 
including those on TDY, are prohibited from overland 
travel outside city limits during the hours of 

darkness. 


10. Consular Registration: All TDY visitors spending 
more than two workdays in Maputo are required to 
register with the Consular Section in the Chancery to 
ensure that the Mission has current emergency contact 
information for each visitor. 


11. Financial Matters: With the exception of the main 
hotels, Mozambique is essentially a cash economy. 
Credit cards are of limited utility. Vendors will 

accept U.S. dollars (or at times South African rand) in 
lieu of the local currency, the metical. For a day 

trip to Maputo, we recommend visitors bring with them 
USD 100 in cash for spending money. Dollars can be 
exchanged at any bank or currency exchange facility. 
Embassy Maputo recommends against the use of travelers 
checks, as transaction charges are uniformly high. 
Please note that Embassy Maputo will need fiscal data 
in the event that extensive services or goods are 
required during the visit. Mozambican Airlines (LAM) 
accepts the American Express credit card. Please note 
that charge limits are in effect on most credit card 
transactions, and hotel bills need to be settled every 
few days. 


12. New Currency: On July 1, 2006, Mozambique 
introduced its new currency: the New Metical 

(abbreviated MTn.) This currency replaces the 
Metical(MT). One New Metical is equivalent to 1,000 
Meticais (1 MTn = 1,000 MT.) At current exchange 

rates, 1 USD equals approximately 26 MTn and 26,000 MT. 
From July ist, 2006 through December 31st, 2006, both 
currencies are in circulation, and all prices are 

expressed in both currencies. After December 31st, 
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2006, only tne New Metical will be in circulation. The 
most obvious differences between the two currencies are 
that the New Metical notes have three fewer zeroes than 
Metical notes of the same value and that the New 
Metical notes are in much better condition than Metical 
notes. The largest New Metical note is 1,000 MTn 
(versus 500,000 MT.) The smallest New Metical note is 
20 MTn (versus 10,000 MT.) For further guidance, 
please refer to the images of the New Metical on our 
intranet site at 
http://maputo.state.gov/Sections/FMO/fmo.htm 


13. Visas and Airport Departure Taxes: Visas are 
required for entry into Mozambique, and Embassy Maputo 
urges travelers to have them prior to travelling. 
Travelers arriving from a country without aMozambican 
embassy can get visas at the airport or land border 
entry points for 20 USD or 300 MTn. Those arriving 
from a country with aMozambican embassy can obtain 
visas at the airport or land border entry points for 25 
USD. There is an airport departure tax payable only in 
cash, of 20 USD or equivalent in Metical or Rand for 
regional flights, 8 USD for domestic flights and 20 USD 
for intercontinental flights. 


14. Luggage Precautions: Post urges travelers to keep 
in mind restrictions on carry-on luggage on 
international flights. At present, there are 

restrictions on carrying liquids, gels, and cosmetics 

on board international flights leaving the United 

States. 


15. Travelers also should bear in mind that security of 
checked baggage is a significant problem for travelers 
who transit Johannesburg airport. Many items have been 
stolen from checked bags, including the checked bags 
themselves. The items stolen most often are electronics 
(including I-Pods, cameras, and alarm clocks), 

toiletries (Such as cosmetics, soap, shaving kits and 


MAPUTO 00001584 003 OF 003 


cologne) and shoes (especially running/athletic 

shoes). ALOCKED BAG DOES NOT ENSURE SECURITY. One 
security measure that seems to meet with some success 

is to have your luggage stretch-wrapped at your point 

of departure. The stretch-wrapping makes it more 

difficult for the thieves to gain access to your 

luggage. Be aware that flights between Johannesburg 

and Maputo are often serviced by a small plane with 
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little space for carry-on luggage. This may require 
passengers to check their larger carry-on items. Please 
ensure your valuables are kept in a bag small enough to 
carry on your lap to keep them with you at all 

times. We take this problem very seriously and are 
doing what we can to help aid a solution. In brief, 
please: 


-- Leave behind irreplaceable valuables; 

-- Always lock your bags; 

-- Have your luggage stretch-wrapped when possible; 
-- Keep your valuables with you in a small carry-on; 

-- Make sure that your carry-on luggage complies with 
current international restrictions/regulations. 


DUDLEY 
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E.O. 12958: DECL: 12/08/2016 
TAGS: PREL, MARR, KCRM, CASC, RP 
SUBJECT: UNDERSTANDING THE SEIZURE OF LANCE CORPORAL SMITH 


REF: MANILA 4920 AND PREVIOUS 
Classified By: DCM Paul W. Jones, for reason 1.4 (d) 


1. (C) The decision by Makati City Regional Trial Court 

Judge Pozon on December 4 to order the temporary confinement 
of convicted Lance Corporal Daniel Smith in the Makati City 
Jail, rather than release him back to the custody of U.S. 
authorities, took us and the defense attorneys by surprise 
(although, perhaps not to the Makati City police in the 
courtroom). However, it is not necessarily unjustifiable in 

terms of the judge\'s own competency. Not an expert on 
international law in general or on the Visiting Forces 

Agreement specifically, Judge Pozon probably proceeded as he 
would ordinarily at the conclusion of a trial with a guilty 
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verdict. What he appears to have been waiting for was an 
explicit legal motion or written document from a competent 
Philippine authority (i.e. the Department of Justice or 

Foreign Affairs) confirming that the U.S. should 

appropriately retain custody of Lance Corporal Smith until 

the end of all judicial proceedings according to the VFA. 

The Embassy has been pressing senior Philippine Government 
officials since immediately after the verdict on December 4 

to submit such documentation. After the DFA again declined 
our request to sign such a document on December 8, our 
Justice Attache was able to convince the Chief State 
Prosecutor to do so. The defense attorneys then submitted 
this to Judge Pozon with a request to return Lance Corporal 
Smith to U.S. custody immediately. Judge Pozon, however, 
rejected this document and called for one signed by a Cabinet 
Secretary. Our Justice Attache was able to obtain Justice 
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Secretary Gonzalez\' signature on this document late on 
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December 8, and the defense attorneys submitted it to Judge 
Pozon for consideration. Judge Pozon received the document, 
but said he would hold a hearing on December 11 at which the 
private prosecutor in the case could also present her 
arguments against this transfer. 


2. (C) There are various possible explanations for the lack 
of appropriately, timely action by the judge and the 
government. The heretofore-obscure Judge Pozon may be 
enjoying his moment in the sun, and burnishing his 
nationalist credentials by ordering the seizure by Philippine 
authorities of the new convict, with an eye on a future 
political career or promotion within the judicial hierarchy. 
Even if this is true, we do not believe he will block the 
transfer of custody indefinitely, given what GRP officials 
assure us across the board is their full recognition of the 
U.S. right to continued custody, their intent to \"fix\" this 
problem \"quickly,\" and their reaffirmations of the VFA. 


3. (C) Others within the Philippine Government, especially 
the DFA, may also be using this case as leverage to get what 
they have sought for the past year regarding the VFA, 
including the transfer to Philippine custody of the 

defendants in this case. DFA also has also consistently 
sought agreement from the U.S. that we would keep any 
defendants in the Philippines throughout the judicial 
proceedings (i.e. not send them back to Okinawa). Moreover, 
DFA officials have also been clear with expectations that any 
defendants whose convictions are upheld at the end of the 
judicial proceedings would indeed end up in an existing 
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Philippine detention facility, which goes well beyond what 
the VFA calls for, which is mutual agreement on a place of 
detention. The DFA asked the Embassy to agree to send a 
diplomatic note that confirmed the latter two points on 
December 7, which we rejected, insisting instead that we 
concentrate on resolving the current Philippine violation of 
the VFA. 


4. (C) In the Byzantine world of Philippine politics and 
personalities, the range of other motives are endless. The 
lack of timely government action could reflect a reluctance 

by Cabinet members to attach their names to a document 
requesting Lance Corporal Smith\'s transfer to U.S. custody in 
advance of next year\'s Congressional elections, or even a 
feud between Cabinet members that remains below the radar 
scope. Or, during the ongoing machinations for 
Constitutional change through a constituent assembly -- in 
which Malacanang is interested but is not the driving force 

-- this issue might be a useful distraction to keep the 

Senate, in particular, off base. Or it could be another 

effort to undermine the Arroyo Administration by Makati City 
Mayor Binay, who controls the local police and may have 
private links with the Makati City Regional Trial Court 

Judge. We may never know the full story. 


5. (C) But what is notable is that there are very few 
public calls by prominent individuals, in politics or 

outside, for the Philippines to retain custody at this point. 
There is little vocal opposition to returning Lance Corporal 
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Smith to U.S. custody during the remainder of judicial 
proceedings. Even protests by the usual leftist and feminist 
groups are unusually muted. All this suggests that we will, 
indeed, end up in the coming days with custody again of Lance 
Corporal Smith. With the submission of the DOJ document 
today, we believe that a solution is in the works, and that 

it remains premature to weigh other USG options, although we 
have an extensive list ready should that need come next week. 
We are prepared for an imminent transfer of custody, and are 
coordinating with the Chief of the Philippine National Police 

to ensure full security for Lance Corporal Smith during the 
transfer once it ultimately takes place. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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DEPT FOR EAP 


E.O. 12958: DECL: 12/08/2026 

TAGS: PREL, PINS, PTER, MOPS, EAID, KISL, RP, MY 

SUBJECT: DAS JOHN FINDS MALAYSIAN BROKER OPTIMISTIC ON MILF 
PEACE PROCESS 


REF: A. KUALA LUMPUR 1525 - MALAYSIAN VIEWS OF TALKS 
B. KUALA LUMPUR 1812 - TALKS \"DEADLOCKED\" 
C. KUALA LUMPUR 2159 - MFA ON MINDANAO 


Classified By: Political Section Chief Mark D. Clark for reasons 1.4 (b 
and d). 


Summary 


1. (S) Visiting EAP DAS Eric John on December 6 found 
Malaysian facilitator Othman Abdul Razak \"more optimistic\" 
following the latest informal talks between the Philippines 
Government (GRP)/Moro Islamic Liberation Front (MILF). In 
meetings held in Kuala Lumpur the week of November 27, GRP 
clarifications succeeded in reducing MILF skepticism 

regarding the new GRP proposal, Othman said, with MILF 
negotiators generally \"quite happy\" with the construct of 

self- determination. MILF still had concerns regarding 

territorial boundaries of the \"Bangsa Moro State,\" with 
Manila\'s current offer seen as a reduction from previous 
proposals, and secondarily regarding inconsistent 

terminology. Othman anticipated two more informal sessions, 
the next in January, followed by a signing of a formal 
agreement on ancestral domain in May and possible conclusion 
of the full Compact by September 2007. DAS John explained 
increased U.S. engagement in the peace process through 
AmEmbassy Manila and U.S. commitment to helping a deal 
succeed, and commended Malaysia\'s role. Othman urged U.S. 
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political support to fend off opponents to the eventual deal 
and reiterated his call for capacity building to prepare MILF 
leaders for civilian roles. End Summary. 


GRP Offers \"New Thinking\" 


2. (S) DAS John, accompanied by DCM and polchief, called on 
Othman December 6 in Kuala Lumpur and expressed appreciation 
for Malaysia\'s continued role in facilitating the GRP-MILF 

talks. John asked Othman about the MILF\'s reaction to the 
latest GRP proposal involving self-determination. Othman 
admitted he had been deeply pessimistic following the 
disappointing September round (ref B), as the process had 
\"bogged down in details\" after achieving easy, superficial 
consensus earlier in the year. Hope had rested with a new 
offer out of Manila. The GRP consulted with international 
lawyers on key constitutional questions and after almost 

three months produced a new proposal of only one and a half 
pages. Nevertheless, the GRP proposal on self-determination 
represented \"new thinking.\" 


\"Quite Happy\" with Self-Determination 


3. (S) Othman described the MILF\'s reaction to the new offer 
as \"skeptical\" prior to the latest informal talks held in 

Kuala Lumpur the week of November 27. In the latest round, 
however, GRP negotiators responded to MILF questions and 
concerns. Following GRP clarifications, the MILF appeared 
\"quite happy\" regarding the concept of self-determination 
within a Bangsa Moro state that remains within the sovereign 
nation of the Philippines. This construct would avoid 
potential constitutional obstacles. The timeline for 

creating the Bangsa Moro state by 2010 also appeared 
acceptable to the MILF. Othman said the GRP offer and the 
MILF\'s reaction were \"quite something\" and represented 
progress. \"I\'m more optimistic now,\" Othman stated. 


Concerns over Territory, Terminology 


4. (S) The MILF side still had important concerns that 
required resolution, particularly on territory. Othman 

implied that the GRP\'s latest approach of delineating the 
Bangsa Moro territory on a geographical basis, rather than 
thru a census, appeared a practical way forward as it avoided 
controversy regarding displaced populations. However, the 
MILF saw the latest GRP offer on territorial boundaries as a 
reduction in the area of the future state compared with 
previous offers. The MILF sought a \"slightly bigger area\" 


Column 3 

that incorporated southern Zamboanga, Basilan Island and two 
island chains in the Sulu Archipelago. Secondarily, the MILF 
questioned inconsistency in some terminology in the new GRP 
offer, including various uses of \"municipality\" and 
\"barangay\" (village). 


Next Steps, Timeline 
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5. (S) As next steps, Othman stated the GRP and MILF now 
must work out acceptable solutions in the areas of territory 
and terminology. They also must prepare the Framework Law 
and the Moro Basic Law. Othman foresaw two more informal 
negotiations in the coming months, the first to be held in 
January. These would lead to the preparation and signing of 
the first formal agreement, on ancestral domain, in May. 
Finalization of the full Compact appeared possible by 
September 2007. Othman laughingly noted, however, that a 
peace agreement always seemed \"six months away.\" 


U.S. Needed to Back Deal and Arroyo 


6. (S) Othman said the U.S. could play a critical role in 

backing the peace agreement as components became public. 

Until now, GRP-MILF negotiations had been informal and 

largely out of the public view. When details of an agreement 
began to emerge, as they would with the first ancestral 

domain agreement, President Arroyo would be placed \"on the 
defensive.\" Arroyo was \"weak,\" Othman argued, and would need 
political and moral support from the U.S. and the 

international community to fend off opposition to an 

agreement. 


7. (S) U.S. funding would be key for advocacy efforts in the 
Philippines, Othman said, in order to explain and sell the 

terms to both the Philippines nation and the Moro people. In 
addition, the U.S. should invest in capacity building for 

MILF leaders, even before a deal is signed, so the MILF is 
ready to govern in peacetime. Othman reiterated his call for 
support to the Bangsa Moro leadership institute in Cotabato 
City, including the provision of international teachers. 

Othman said the EU was ready to provide funding of some 
activities in advance of the peace agreement. He also noted 
discussions of aid from Sweden, Japan and the OIC. Countries 
would need to invest in peace agreement implementation to 
make this a durable peace and avoid the setbacks experienced 
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by the previous MNLF accord. 


Highlighting U.S. Commitment, IMT 


8. (S) DAS John highlighted the strong U.S. commitment to 
the peace process, which featured active engagement by 
AmEmbassy Manila, including direct contacts with the MILF, 
and political backing ofthe GRP to reach a deal. The U.S. 
effort also included a significant, multi-year assistance 

program on Mindanao. In addition, the U.S. would be prepared 
to assist with MILF reintegration. DAS John commended 
Malaysia for its continued commitment to the International 
Monitoring Team (IMT) and asked about new international 
contributions. Othman spoke positively concerning the 
addition of three Swedish and one Japanese IMT members. DAS 
John encouraged Othman to remain in close contact with U.S. 
diplomats as the peace process continued. 


Comment 


9. (S) Othman\'s comments constituted a 180 degree change in 
his expressed outlook since the failed September 6-7 round. 
The Malaysian facilitator notably continued to place the onus 

for compromise on Manila rather than the MILF, while 
recognizing that the GRP\'s \"new thinking\" represented 
progress toward a final peace agreement. 

LAFLEUR 
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E.O. 12958: N/A 

TAGS: ETRD, EINV, ECON, KIPR, ID 

SUBJECT: INDONESIA TRADE AND INVESTMENT HIGHLIGHTS - 
SEPTEMBER-NOVEMBER 2006 


1. Summary. On November 28, Indonesia and Japan agreed in 
principle to the major elements of a bilateral \"Economic 
Partnership Agreement\" (EPA). Parliament approved an 
amended Customs Law on October 18 that reduces red tape for 
importers and exporters and imposes stiffer sanctions on 
smugglers. The Central Bureau of Statistics (BPS) announced 
on December 1 that Indonesia\'s exports grew 16.3 percent in 
the first ten months of 2006 compared to the same period a 
year earlier. Less positively, the Investment Coordinating 
Board (BKPM) announced on November 14 that realized foreign 
direct investment fell 48 percent YoY to USD 4.48 billion 

during the first ten months of the year. On October 6, 
Indonesia and China signed several bilateral agreements in 

Bali aimed at boosting mutual trade and investment. The 

State Board of Logistics (Bulog) announced on October 2 that 
Indonesia would import 210,000 metric tons of rice from 
Vietnam worth USD 62.58 million. Minister of Trade Mari 
Pangestu announced on September 15 that the Government of 
Indonesia (GOI) plans to issue white sugar import permits in 
2007 to fill an existing gap between domestic output and 
consumption. The Indonesian Safeguard Committee (KPPI) 
announced on September 22 that it had dropped its safeguard 
investigation against cast and rolled glass from the U.S. 

and a number of Asian and European countries. End summary. 


Indonesia and Japan Announce Trade Agreement 


2. On November 28 in Tokyo, visiting Indonesian President 
Susilo Bambang Yodhoyono and Japanese Prime Minister Shinzo 
Abe announced an agreement in principle between their two 
countries on \"major elements\" of a Japan-Indonesia \"Economic 
Partnership Agreement\" (EPA). Under the EPA, the two 
countries hope to build closer economic relations through 
cooperation on capacity building, trade, investment and 

services liberalization, and cooperation on energy. In 

trade area, Indonesia and Japan have agreed to eliminate or 
reduce tariffs covering more than 90 percent of current 

bilateral trade by value. Sectors subject to tariff 

reduction or elimination include agriculture, forestry, 

fishery and industry. According to a Japanese Embassy press 
release, the two sides agreed to make commitment to enhance 
trade in a number of services sectors including 
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professional, communication, construction, distribution, 
education, financial, health and social related, tourism and 
transportation services. The EPA will also facilitate 

investment between the two countries through commitments on 
national treatment, prohibition of performance requirements, 

a dispute settlement mechanism and enhanced investment 
protection. 


3. Under the EPA, Indonesia and Japan agreed to cooperation 
in a wide range of industrial, agricultural, and services 

sectors undergoing liberalization. The two sides also 
committed to enhance cooperation between their customs 
administrations through information exchanges, simplified 
customs procedures, and improved enforcement. The two 
countries also agreed to cooperate to improve the protection 
of intellectual property (IP) rights, enhance transparency 

in government procurement, strengthen competition policy and 
improve the business environment. 


4. Indonesia and Japan also agreed to promote and 
facilitate investment in the energy and mineral resources 
sector under the EPA through a strengthened policy dialogue 
and other cooperation. Press reports said that Japan 
pledged to increase technical assistance to Indonesia in the 
areas of coal-to-liquid and energy-saving technology. 
Indonesia is the largest supplier of natural gas to Japan, 

as well as the third and sixth largest exporter of coal and 
crude oil, respectively, to Japan. 


House Passes New Customs Law 


5. The House of Representatives approved an amended Customs 
Law on October 18 that cuts red tape for importers and 

exporters and imposes stiffer sanctions on smugglers. The 
revision is part of the GONs effort to improve Indonesia\'s 
business and investment climate by overhauling taxation, 
investment, and customs and excise statutes. Article 5 of 
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the new law makes a potentially important change for 
importers and exporters by allowing them to submit customs 
clearance documents electronically. Article 102 increases 
the penalties for individuals convicted of smuggling up to a 
maximum of 20 years in prison and a fine of up to Rp 100 
billion ($10.8 million). The law also increases penalties 

for customs officials involved in smuggling by a third. 


6. Minister of Finance Sri Mulyani expressed optimism on 
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October 18 that the new law would enhance Indonesia\'s trade 
with the rest of the world, leading to greater economic 
development in the country. Mulyani also expressed hope 
that the new law would support the rapid development of 
Indonesia\'s trade and industry, provide legal certainty for 
businesses, and respond to the public desire to have a more 
transparent, efficient, and lower cost customs service. The 
new law also increases the sentences and penalties for graft 
to discourage smugglers. 


Indonesia\'s Exports Pick Up 


7. (U) BPS announced on December 1 that Indonesia\'s trade 
surplus rose to $4.23 billion in October 2006, a 36% 

increase over the September figure, amid a significant rise 

in exports and a decline in the country\'s imports. 

Indonesia\'s total exports for the first ten months of 2006 
reached $82.2 billion, an increase of 16.3% year-on-year 
(YoY). Non-oil and gas exports accounted for $64.7 billion 

of the ten-month total, a YoY increase of 17.9%. 
Commodities exports led non-oil and gas export growth, as 
coal and crude palm oil exports increased 47.6 and 16.9 
percent, respectively. Rubber and rubber exports also 
increased significantly, growing 63.3 percent YoY during the 
first ten months of the year. January to October 2005 

imports grew to USD 50.2 billion, a 3.1 percent increase 

over the same period in 2005. Indonesia\'s trade surplus for 
the first ten months 2006 was up 45.5 percent YoY to USD 32 
billion. 


Table 1: Indonesia Trade Performance Jan-Oct 2006 
(in USD billions) 
Sep Oct 2005 2006 Pct 
06 06 Jan Jan YoY 
Oct Oct (1) 

Exports 8.78 8.72 70.7 82.2 16.3 
Oil and Gas 1.59 1.59 15.8 17.5 10.8 
Non-oil and Gas 7.19 7.13 54.9 64.7 17.9 


Imports 5.66 4.49 48.7 50.2 3.1 

Oil and Gas 1.92 1.67 14.8 16.2 9.5 
Non-oil and Gas 3.74 2.82 33.9 34.0 0.3 
Balance of Trade 3.12 4.23 22.0 32.0 45.5 


(1) Percent increase year-on-year. 
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Foreign Investment Declines 


8. (SBU) IndonesiaWs Investment Coordinating Board (BKPM) 
announced on November 14 that realized foreign direct 
investment (FDI) fell 48 percent to USD 4.48 billion from 
January to October 2006 compared to the same period in 2005. 
Realized domestic investment also fell by 19 percent YoY to 
Rp 13.56 trillion ($1.49 billion) in the first ten months of 

2006. However, FDI and domestic investment approvals rose 
during the same period, rising 18 percent (to $13.2 billion) 

and over 225 percent (to Rp 143.7 trillion - $15.8 billion), 
respectively. BKPM official YusVan asserted that the high 

level of approvals reflects increased investor interest in 
Indonesia. However, Yus\'an admitted that obstacles to 
Indonesia realizing those investment gains persist. He did 

not elaborate on the obstacles, but most analysts believe 

weak actual investment figures are a reflection of delays in 

the Government\'s economic and bureaucratic reform program. 
BKPM data do not cover industries such as oil and gas, 
banking and insurance. 
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Indonesia Imports Rice from Vietnam 


9. Despite protests from farmers groups and some 
Parliamentary factions, Indonesia began importing 

significant quantities of rice from Vietnam during October 

and November. The imports follow the October 2 signing of 
contracts between the State Logistics Board (Bulog) and 

three Vietnamese companies for the importation of 210,000 
metric tons of rice worth $62.58 million. The three 

companies-- Vietnam Southern Food Corp., Kien Giang Trading 
Company and Tien Giang Food Company-were the winners in a 
Bulog tender process. The GOI decided to permit rice 

imports after the country\'s rice stocks dropped 

significantly due to the provision of large scale food 

assistance to victims of the May 2006 Yogyakarta earthquake. 


Indonesia and China Sign Economic Trade Agreements 


10. Indonesian Minister of Trade Mari Pangestu and visiting 
Chinese Minister of Commerce Bo Xilai signed several 
economic and trade cooperation agreements on October 6 in 
Bali. The agreements aim to boost bilateral economic, trade 
and technical cooperation, particularly in the investment 
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field. The agreements include Memoranda of Understanding 
(MOUs) on preventing and curing bird flu, economic 
cooperation, the establishment of a joint investment 
promotion committee, and the development of a China- 
Indonesia Economic and Trade Cooperation Website. Both 
ministers expressed confidence that the two countries could 
reach their target of increasing bilateral trade to $30 

billion by 2010. 


Indonesia to Issue Sugar Import Permits 


11. Minister of Trade Mari Pangestu announced on September 
15 that the GOI plans to issue white sugar import permits in 
2007 to fill the gap between domestic output and 
consumption. The GOl is still determining what volume of 
sugar imports will be necessary and which importers will 
receive permits. Indonesia, as the largest sugar consumer 
in Southeast Asia, expects to produce 2.48 million tons of 
white sugar in 2006, compared to 2.24 tons in 2005. 
Analysts expected Indonesia to consume between 2.6 to 2.7 
million tons of sugar in 2006. Thailand is currently 
Indonesia\'s largest supplier of imported sugar. Minister of 
Agriculture Anton Apriyantono, however, announced on 
September 7 that his office would revise GOI regulations on 
sugar import tariffs to enable local refineries to compete 
more effectively for market share. Such a move would most 
likely increase import tariffs on sugar. A Ministry of 
Agriculture official said current import tariffs for sugar 
($57.64 per metric ton for raw sugar and $27.18 per metric 
ton for white sugar) are too low and affecting the 
competitiveness of local sugar refiners. 


GOI Drops Cast and Rolled Glass Anti-Dumping Investigation 


12. The Indonesian Safeguard Committee (KPPI) announced on 
September 22 that it had dropped its safeguard investigation 
against cast and rolled glass from the U.S. and a number of 
Asian and European countries. Local glass producer PT. 
Tossa Shakti, located in Central Java filed a petition in 

April 2006 with the KPPI requesting an investigation as to 
whether imported products of cast glass (HS code 
7003.19.2000) and rolled glass (HS code 7003.19.9000) had 
caused injury to the domestic market during the 2002-2005 
timeframe. KPPI Chairperson Riyanto B. Yosokumoro noted 
that, based on its investigation, KPPI had found no causal 
link between the increase of imports during that time and 
any injury to the domestic industry. 
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Table 2: Indonesia\'s Top Non-Oil and Gas Exports 
Jan-Oct 2006 (in USD billions) 


Commodity 2005 2006 Pct of 
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Jan- Jan- Total 
Oct Oct 2006 


Electrical tools 6.06 6.05 9.36 
Coal 3.56 5.26 8.13 
Crude Palm Oil 4.13 4.83 7.47 


Rubber and rubber products 2.94 4.80 7.43 
Machinery/mechanical tools 3.79 3.55 5.49 
Ash and Residues 2.55 3.51 5.43 
Garments - not Knitted 2.62 2.81 4.34 
Wood and wood products 2.65 2.70 4.18 
Chemical Organic 1.32 1.54 2.38 
Plastic and plastic products 1.31 1.49 2.31 


Total top 10 products 30.93 36.55 56.52 
Other 23.93 28.12 43.48 
Total non-oiland gas exp 54.86 64.67 100.00 


Table 3: Indonesia\'s Main Non-Oil and Gas 
Export Destinations 
Jan-Oct 2006 (FOB value, in $ billions) 


Country of 2005 2006 Percent of 
Destination Jan-Oct Jan-Oct Total (2006) 
Japan 7.92 9.68 14.97 
European Union 8.40 9.68 14.97 
U.S.A. 8.03 8.96 13.85 
Singapore 5.84 6.40 9.90 
China 3.26 4.45 6.88 
Malaysia 2.69 3.25 5.03 
South Korea 2.06 2.72 4.21 
Taiwan 1.45 1.88 2.91 
Australia 0.95 1.16 1.80 
Others 14.26 16.48 25.48 
Total 54.86 64.67 100.00 


Source: Central Bureau of Statistics (BPS) 


PASCOE 
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STATE FOR AF/S KAMANA MATHUR 
STATE FOR DRL/MLGA 
STATE FOR IO/RHS 


E.O. 12958: N/A 
TAGS: KTIA, PHUM, PREL 
SUBJECT: UN HUMAN RIGHTS COUNCIL: SPECIAL SESSION ON SUDAN 


REF: SECSTATE 195763 


1. Poloff met with Ministry of Foreign Affairs Director of 
Political Affairs Paul Chiunguzeni on December 7,2006, to 
discuss reftel talking points. Poloff presented the points, 
along with the two proposed texts, and laid out the problems 
with the Angolan text. Chiunguzeni said he needed to confer 
with colleagues, and would then try and discuss the matter 
with Malawi\'s Permrep to the U.N. on the evening of December 
7. Post suggests that the talking points be delivered 

directly to Malawi\'s Permrep in New York as well. Any 
further information will be reported septel. 

EASTHAM 
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SIPDIS 


DEPT FOR EAP/MLS, EAP/IET, MED/DASHO/EMR AND MED 

DEPT FOR G/AIAG AND OES 

DEPT PASS TO USDA/FAS/DLP/HWETZEL AND FAS/ICD/LAIDIG 

DEPT ALSO PASS TO USDA/FAS/FAA/DYOUNG AND USDA/APHIS/ANNELLI 
DEPT ALSO PASS TO USAID/ANE/CLEMENTS AND GH/CARROLL 

DEPT ALSO PASS TO HHS/WSTEIGER/ABHAT/MSTLOUIS AND HHS/NIH 
PARIS FOR FAS/AG MINISTER COUNSELOR 

BANGKOK FOR APHIS/CARDENAS, RMO, CDC, USAID/RDM/A 
CANBERRA FOR APHIS/EDWARDS 

ROME FOR FAO 

NSC FOR JMELINE 


E.O. 12958: N/A 
TAGS: TBIO, AMED, CASC, EAGR, KFLU, PGOV, ID, 
SUBJECT: INDONESIA - DECEMBER 8 AVIAN INFLUENZA (Al) UPDATE 


REF: A) Jakarta 13370 B) Jakarta 13194 


1.(U) Summary. Indonesia\'s National Committee for Al Control 
and Pandemic Alert (KOMNAS) announced a \"Beat the Bird Flu!\" 
public awareness campaign on December 1. KOMNAS will launch 
this public-private initiative on December 16. Lativi, a 

local television station carried another episode of a State 
Department-sponsored Al documentary on December 6. APHIS 
announced the permanent assignment of Max Coats to head the 
APHIS office at Embassy Jakarta. The Food and Agricultural 
Organization (FAO) hosted a two-day workshop to exchange 
information on various poultry Al control programs and 

identify under-resourced elements of the Indonesia\'s 

National Strategic Work Plan for possible future funding. 
NAMRU-2 reports no new detected or confirmed human cases of 
Al infection since November 12. End Summary. 


Al Public Awareness Efforts Increase 


2. (U) KOMNAS announced a \"Beat the Bird Flu!\" multimedia 
campaign to heighten public awareness of bird flu on 
December 1. This month-long campaign is a joint initiative 
among Indonesia\'s 24 Hour news channel Metro TV, the 
Indonesian hotel and restaurant association, private 
businesses, and KOMNAS. The campaign will kick off with a 
charity concert on December 16, featuring top Indonesian 
performers. KOMNAS will distribute posters, brochures and 
other educational materials about avian influenza nationally 
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throughout the months of December and January as a part of 
the private sector effort. Special television programming 

will begin on January 1 on Metro TV, and will include 

special series, programs and public service announcements 
devoted entirely to the bird flu problem. \"We welcome the 
voluntary cooperation of the media and the private sector,\" 

said Bayu Krisnamurthi, Executive Secretary of KOMNAS. \"The 
seriousness of the health threat posed by avian influenza 
means that everyone needs to get involved in this fight.\" 

USAID is working with KOMNAS to shape the campaign messages 
to encourage consistency with other communications efforts. 


3. (U) On December 6, Lativi, one of Indonesia\'s fastest 
growing television stations, carried another episode of the 
State Department-sponsored TV co-op on avian influenza. The 
piece discussed diagnostic methods in Delaware and quoted 
American researchers. 


APHIS Assigns Lead for Embassy Office 


4. (U) USDA has announced the assignment of Dr. Max Coats as 
Veterinary Officer/Avian Influenza Coordinator to Embassy 
Jakarta. Dr. Coats will establish a five-person office, 

including several Indonesian animal health professionals, 

which will provide on the ground expertise regarding animal 
health issues surrounding Al in Indonesia. Dr. Coats will 

arrive in January 2007 for an initial tour of 13 months. 


Food and Agricultural Organization Coordination Actions 


5. (U) FAO Indonesia hosted a consultation forum on December 
4 to intensify coordination on technical aspects of 

combating Al in animals. The forum included an exchange of 
information on Al projects in the poultry sector, 

information on project implementation and discussion of 
missing or under-resourced elements of the GOI National 
Strategic Work Plan. Over 20 representatives from the 
international donor community (including USAID and FAS) and 
GOI participated in the meeting. 


6. (SBU) FAO\'s team of technical experts followed the forum 
with a two-day internal workshop to assess progress to date, 
strengthen support for the Ministry of Agriculture\'s Al 
Campaign Management Unit, and to finalize the FAO work plan 
for 2007. FAO plans to use the meeting to establish 

realistic objectives towards full implementation of the 

MOA\'s National Strategic Work Plan. 


NAMRU-2 Human Al Case Profile 
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7. (SBU) NAMRU-2 reports no new human cases since November 
12. NAMRU-2 data indicates the following Al-related case 
profile as of December 8: 


-- Number of laboratory confirmed (positive PCR and/or 
serology) human Al cases: 74, of which 57 have been fatal 
(case fatality rate of 77 percent). 


-- Number of probable Al cases 3 (2 deaths, 67%). 
-- Number of cases awaiting analysis at the U.S. CDC: 0. 


-- Number of possible untested Al cases under investigation 
(last 30 days): approximately 4. 


Note: NAMRU-2 data corresponds with MOH data but may vary at 
times with Al case figures presented on the official World 

Health Organization (WHO) website, which usually lags NAMRU- 
2 data by one week. The WHO website, last updated on 
November 29, notes 74 human Al cases in Indonesia with 57 
deaths. WHO figures can be accessed at 
www.who.int/csr/disease/avian_influenza. 


PASCOE 
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E.O. 12958: DECL: 11/21/2016 


TAGS: PGOV, KDEM, PHUM, NI, ELECTIONS 
SUBJECT: VOTER REGISTRATION IN ENUGU 


Column 3 
Classified By: Political Counselor Russell J. Hanks for Reasons 1.4 (b 
and d) 


1. (C) Summary: Poloff and Pol assistant traveled to Enugu 
state in mid-November and met with INEC, the PDP, 
journalists, and civil society activists to discuss voter 
registration and the pre-election climate. Voter 

registration in Enugu was off to a slow start with only 52 of 
750 required direct data capture machines operating in the 
state. Poloffs visited registration sites where machines 
were functioning well. However, few voters turned out and 
there was no publicity about where to register. All of our 
contacts, including the INEC Resident Electoral Commissioner 
(REC), predicted that the registration period would be 
extended beyond December 14. End Summary. 


2. (U) Dr. Abdu Bulama, INEC\'s Resident Electoral 
Commissioner (REC) for Enugu told Poloff that voter 
registration was off to a slow start due to lack of the 

necessary direct data capture (DDC) machines. He reported 
that Enugu initially received only 12 machines for its 17 

Local Government Areas (LGAs) and 2,959 polling places. By 
mid-November, Enugu\'s allotment of machines increased to 52, 
but this still fell far short of the 750 machines promised to 

the state. Bulama indicated that there were initially some 
problems with the software and that the battery life of the 
machines was only about 4 to 5 hours, rather than the 8 hours 
touted by headquarters. However, he was pleased that most 
polling stations were able to enroll around 100 voters per 

day per machine. Bulama was hopeful that INEC would be given 
an extension to continue the registration exercise after 
December 14. Journalists, civil society activists, and the 

state PDP secretary all expressed similar expectations. 


3. (U) Bulama invited Poloff to observe registration at 

several sites in Enugu. The sites were outdoors, located in 
schoolyards or parks. There were two ad hoc staff working at 
each site, and at one registration point there were two 

police on hand, presumably to provide security. The staff 
knew how to operate the DDC equipment and we witnessed voters 
registering and receiving their temporary voters\' cards. 

Since most Nigerian do not posses any reputable form of 
identification, at the registration center, a voter simply 

tells the worker his name, age, and address. The worker 
enters this data into the computer and then captures the 
voter\'s fingerprint and photo and prints a temporary 
registration card. This presents a potential problem, as 

there is no way to prevent non-citizens or underage citizens 
from entering the voters roll. Another problem was lack of 
publicity. There were no signs on the street indicating that 
registration was taking place at the sites we visited. The 
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pace of activity at all observed sites was low. One site had 
registered 30 voters in 5 hours, while another site 
registered 12 people before its printer ran out of ink. 


4. (C) There were some indications of politicization in the 
location of registration machines. Pol assistant overheard 

the REC (speaking in Hausa on his mobile phone) explaining 
that he had given one of the new DDC machines to the speaker 
of the state House of Assembly for the polling place in his 

ward. John Nwodo Jr., local activist and former cabinet 
minister, said that he had tried five times to register but 

was unable to find a DDC machine in his ward. He alleged 

that of the 3 machines active in his senatorial zone, one was 
placed in the ward of the local government authority (LGA) 
chairman, another was in the ward of a National Assembly 
representative, and the third was in the home ward of the 
Senator. He claimed that the machines were being used at 
night to register friends and supporters of politicians and 

that they were not being rotated amongst the wards as 
promised by INEC. Nwodo wanted to travel abroad on business, 
but said he dared not do so until he managed to register, 
because he feared disenfranchisement. 


5.(C) Comment: On voter registration, the view from the 
field is unfortunately the same as the view from Abuja. The 
exercise is taking place slowly and ineffectively. 

Information about where and how to register is sorely 

lacking, causing even connected political activists like 

Nwodo to fear disenfranchisement. However, no one acts as 
though the poorly run registration exercise is a crisis. 

Instead, both the government and civil society seem to accept 
that the registration period will have to be extended. 


CAMPBELL 
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SIPDIS 


E.O. 12958: DECL: 12/08/2016 
TAGS: PGOV, KDEM, PHUM, NI, ELECTIONS 
SUBJECT: IRI TEAM SAYS ELECTIONS PREPARATION \"DEFICIENT\" 


ABUJA 00003154 001.2 OF 002 


Classified By: Political Counselor Russell J. Hanks for Reasons 1.4 (b 
and d). 


1. (U) Summary: The International Republican Institute sent 
a 9-member delegation to Abuja to assess the overall 
readiness of Nigeria for the 2007 election. The delegation, 
led by former Ambassador Pierre-Richard Prosper, concluded 
that \"while the government has expressed its intention to 
conduct free and fair elections... in many respects (its) 
actions, to date, have been deficient.\" In particular, IRI 
expressed \"grave concern\" about the ongoing voter 
registration exercise, noting in their press statement that 
only 3.5 million of a potential 60 million eligible voters 

have been registered, causing INEC to lose credibility with 
the public. The team also expressed concerns about lack of 
civic education materials and electoral violence. End 
Summary. 


2. (U) The IRI delegation, comprised of Ambassador 
Pierre-Richard Prosper (former U.S. Ambassador-at-Large for 
War Crimes Issues), Honorable Harry Johnston Il (former U.S. 
Congressman), Councillor Frances Johnson-Morris (Liberia\'s 
Minister of Justice), Dr. Peter J. Pham (Professor, James 
Madison University), Manuel Pinto (former Ugandan Member of 
Parliament), and Benjamin Ulenga (Namibian Member of 
Parliament), was in Abuja November 27 to December 1. IRI 
staff, including Vice President of Programs Elizabeth Dugan, 
also participated in the assessment mission. The team met 
with political party leaders, government officials, civil 

society, the media, and representatives of the international 
community. They were not able to secure meetings with 
President Obasanjo or the People\'s Democratic Party (PDP). 
The delegation focused on observing voter registration, party 
campaign activities, and the government\'s efforts to ensure 
an open and transparent election. 


3. (U) At a press conference December 1, the IRI delegation 
shared their preliminary conclusions with the public. Their 
overall assessment was quite negative. The team concluded 
that \"while the government has expressed its intention to 
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conduct free and fair elections... in many respects (its) 
actions, to date, have been deficient.\" In particular, IRI 
expressed \"grave concern\" about the ongoing voter 
registration exercise, noting in their press statement that 
only 3.5 million of a potential 60 million eligible voters 

have been registered, causing INEC to lose credibility with 
the public. The team also expressed concerns about lack of 
civic education materials and electoral violence. Though INEC 
has informed voters about the need to register, \"they have 
been given almost no information about when and where to 
actually go about doing so.\" The IRI delegation saw no 
evidence of civic education for the voter registration 
exercise during their week on the ground. Finally, the 
delegation worried about the potential for electoral 

violence. They explained that they had heard numerous 
reports of intra-party violence and stockpiling of weapons. 
IRI concluded that it was likely that this violence would 
continue as the inter-party contests heat up. 


4. (C) Ina private meeting with the Embassy and USAID on 
December 1, the IRI team was more blunt in expressing their 
worries about the state of elections preparation in Nigeria. 

All team members questioned whether the will to conduct 
credible elections in 2007 exists in Nigeria. The IRI team 

said that INEC\'s failures have created a climate that the 
voters feel is \"ripe for rigging.\" The team was astounded 
that only one of all the Nigerians with whom they met all 

week had successfully registered to vote. Their Nigeran 
interlocutors were educated and politically savvy, yet 
shockingly they still could not manage to register. Members 
of the delegation also expressed concern that INEC Chairman 
Maurice Iwu had \"changed his story 100%\" from his meeting 
with the IRI team to his appearance at the National Assembly 
later in the week. (Note: at the NASS, Iwu testified that 

INEC could use the 2003 voter\'s roll to supplement the 2007 
registrations.) One delegate observed that there is a huge 
lack of popular confidence in the idea of re-adopting the 

2003 voter\'s roll, "if one even exists.” The IRI team was 
extremely skeptical about the ongoing electronic voter 
registration exercise. One assessment team member said that 
there is no way for INEC to pull off the voter registration 
exercise without some \"really creative bookkeeping.\" 
Professor Pham calculated that INEC would have to register 
one voter every minute and 15 seconds (working 8 hours a day, 
5 days a week) between now and February 14 just to register 
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75% of the eligible electorate. Frances Johnson-Morris, the 
Liberian Justice Minister, said she was \"shocked\" by 
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Nigeria\'s lack of elections preparation. In her view, 

Liberia had done far better with limited resources and under 
more difficult conditions. 


5.(C) Comment: IRI fielded a credible and well-informed 

team that included both American and African experts. The 
team was able to make some astute observations about the 
state of elections preparation after only one week on the 
ground. Embassy looks forward to their final report, which 

will be released in a few weeks and will include 
recommendations for what the GON can and should do to keep 
the election train from running completely off the rails. 
CAMPBELL 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/08/2016 

TAGS: PREL, ASEAN, RP 

SUBJECT: POSTPONEMENT OF ASEAN-RELATED SUMMITS, CITING 
TYPHOON 


Classified By: DCM Paul W. Jones, reason 1.4 (d) 


1. (U) The Philippine organizing committee on late 

afternoon December 8 announced the postponement until January 
2007 of the 2006 ASEAN Summits in Cebu (central Visayan 
region). These include the ASEAN Leaders Summit and the East 
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Asia Summit. (Full list in para 5.) The summits were due to 
begin on December 10 and conclude on December 13. Senior 
Officials Meetings have been underway since December 6, with 
economic and foreign ministers due to begin their own 
meetings on December 9. These ministerial meetings are 
expected to take place as scheduled, but the scheduled 
signing ceremonies of the accession to the Treaty of Amity 
and Cooperation by Timor Leste and France (which will make 
them eligible for participation in the EAS in 2007) will 

likely now take place at the rescheduled leaders\' meeting. 


2. (SBU) Philippine National Police chief General Calderon 
and Philippine ASEAN Deputy Director General Valeriano 
separately confirmed to emboffs the postponements. Valeriano 
said that the Philippines would now have to consult with 

other partners about new dates, but expressed some concern 
whether the January dates would be feasible, given 
Singapore\'s plans to host summits in December 2007 after it 
has assumed the chair of ASEAN in August. One ASEAN emboff 
said privately that there was some speculation that President 
Gloria Macapagal Arroyo would reverse this decision, but few 
believe this likely (or advisable). 


3. (SBU) Separate bilateral visits to Manila by the 
Japanese and Chinese heads of government before and after the 
Summits, respectively, are still expected to take place. 


4. (C) Comment: While an approaching typhoon may have been 
the real reason for postponement, the threat of terrorist 

attacks had been in the minds of many delegations, especially 
since the British and Australian Governments issued travel 
warnings for the Cebu Summits on December 7 and the U.S. 
issued a warden message. The head of the Philippine 

organizing committee specifically rejected a link with the 

terrorist threats and advisories to the postponement in 

remarks to the media, but inevitably many will assume that 
security was the primary factor. End comment 


5. (U) Full list of postponed summits: the 12th ASEAN 

Leaders\' Summit; the 10th ASEAN 3 (China, Japan, and South 
Korea) Summit; the 10th ASEAN - China Summit; the 10th ASEAN 
- Japan Summit; the 10th ASEAN - ROK Summit; the 5th ASEAN - 
India Summit; and the 2nd East Asia Summit (ASEAN, China, 
Japan, South Korea, India, Australia, New Zealand). 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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SIPDIS 
SIPDIS 
STATE FOR SCA/CEN, DRL/SEA 


TAGS: PGOV, KDEM, PHUM, TI 
SUBJECT: REQUEST FOR FUNDING FOR TRANSLATION OF HUMAN RIGHTS COUNTRY 
REPORT 


REF: STATE 00196508 


1. Post looks forward to the release of the 2006 Human Rights 
Report. Post plans to translate the Tajikistan Country Report 
into both Russian and Tajik. Tajik is the official state 

language and Russian is commonly used among government 
Officials, civil society, media, and the general population. 


2. Post has decided to procure translation locally (Option 1 
per reftel). Based upon last year\'s report, 2006 translation 
costs will be approximately $800. Post would appreciate it if 
the Department could provide funding assistance for the 
translations. 


JACOBSON 
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SIPDIS 
SIPDIS 
PASS TO WHA/CCA 


E.O. 12958: DECL: 12/07/2017 
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TAGS: CU, ETRD, ETTC, PREL, DR 

SUBJECT: DOMINICAN REPUBLIC - CUBA: REVIEW FOR SUSPENSION 
OF TITLE III OF THE LIBERTAD ACT 


REF: A. 06 SECSTATE 191752 
B. 05 SANTO DOMINGO 6466 
C. 06 SANTO DOMINGO 1566 
D. 06 SANTO DOMINGO 3283 
E. 06 SANTO DOMINGO 2720 


Classified By: Charge Roland W. Bullen, Reasons 1.4(b),(d) 


1. (C) Summary. In response to para 6 Ref A, Embassy finds 
there has been no marked change in the Dominican Republic\'s 
situation with regard to Cuba since our last two reports (Ref 

B and C). The Dominican Republic has very few investments in 
Cuba. No bilateral trade agreement exists between the 
Dominican Republic and Cuba. According to our contacts, 
official programs exist that allow Dominicans to earn medical 
degrees in Cuba. Some Cuban doctors visit the Dominican 
Republic and provide assistance at underserved hospitals, but 
not under an exchange program. Other interactions involve 
educational, sports, and technical exchanges. In the public 
fora, the Dominican Republic remains relatively quiet 
regarding Cuban affairs. President Fernandez visited Cuba in 
mid-September to attend the Non-Aligned Nations Summit. 
Ambassador Hertell and Foreign Minister Carlos Morales 
Troncoso visited the detention facilities at Guantanamo base 
on September 28, 2006 (Ref D). Embassy considers that U.S. 
national interests and Dominican government actions justify 
continued renewal of the suspension of Title Ill of the 

Libertad Act with regard to Dominican businesses. End 
Summary. 


Dominican Businesses and Cuba 


2. (C) According to Embassy sources, there are very few 
Dominican investments in Cuba. Our sources state that 
legitimate businesses fear doing business with Cuba due to 
the political climate between the United States and Cuba. 
However, there are small Dominican companies that conduct 
business with Cuba. One company in particular is Jupasa, 
S.A., which imports beauty and health products from Cuba and 
sells those products in Santo Domingo. 


3. (C) From a historical perspective, Dominican company 
Cartonajes Hernandez (W.l.) S.A. exported 1.7 million 

kilograms of waste paper to Cuban company Cubapel and Union 
del Papel (the Cuban government agency responsible for the 
paper industry) in late 2001. In 2002, Cartonajes received 
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600 tons of medium from Cubapel in early 2002. 


4. (C) The Dominican Republic does not have a bilateral 
trade agreement with Cuba. 


Cuban-Dominican Technical Cooperation and Exchanges 


5. (C) The Dominican Republic has formal interactions with 
Cuba in the areas of medicine, education, sports, and 

industrial property. Under a formal agreement between the 
Dominican Republic and Cuba, Dominican medical professionals 
are permitted to attend 6 years of medical school in Cuba. 
Graduates of the program receive a degree as a general 
practitioner. Cuban doctors come to the Dominican Republic 

to provide medical services at some local underserved 

hospitals, but not in a quid-pro-quo fashion. 


6. (C) In private conversations, a Dominican patent employee 
told emboff that he and another Dominican patent employee 
received three months of formal training from the Cuban 
industrial property authority in Cuba in early 2006. 

7. (SBU) Cuban cultural advisors as well as Cuban sports 
technicians and trainers visit the Dominican Republic on a 
frequent basis. 


Promotion of Human Rights and Democracy in Cuba 


8. (C) According to Embassy sources, the Dominican Republic 
has not publicly promoted the advancement of democracy and 
human rights in Cuba. After the July 31 handover, Ambassador 
Danilo Clime, the Dominican foreign ministry official in 

charge of Caribbean Affairs and a noted sociologist, 

responded privately with interest to our inquiries about 
promoting democracy in Cuba, though he thought that our 
methodology was flawed (ref E). Clime added that the 
program, \"A Compact with the Cuban people\", can easily be 
misinterpreted as imperialism and therefore plays directly 

into the hands of Castro hard-liners and other reactionary 
hard-liners in the region, e.g. Chavez. As in previous 

years, the Dominican Republic recently joined the 
overwhelming majority of nations that approved a UNGA 


resolution to end the U.S. economic embargo against Cuba. 


9. (SBU) During the second week of September 2006, President 
Fernandez visited Havana to attend the Non-Aligned Nations 
summit. His remarks did not promote the advancement of 
democracy in Cuba. Fernandez focused on immigration issues 
as well as defending Petrocaribe. 
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10. (C) In private conversations, Fernandez supports the 
advancement of democracy in the region. The Dominican 
government voted for Guatemala\'s seat atthe U.N. Security 
Council during the 61st General Assembly this year. 


11. (C) On September 28, Ambassador Hertell and Foreign 
Minister Carlos Morales Troncoso visited the detention 
facilities at Gauntanamo, Cuba. Both came away impressed by 
the organization, the punctilious respect for human rights of 
detainees, and the sense of mission of the U.S. military 
personnel under the direction of Commander JTF-GTMO Rear 
Admiral Harris (Ref C). The Foreign Minister expressed the 
hope that other senior officials in the hemisphere might make 
the same trip to learn the situation first-hand. Shortly 

after returning Morales Troncoso briefed Dominican President 
Leonel Fernandez about his findings. 


12. (U) In November 2006, the new Cuban Ambassador, Juan 
Domingo Astiasaran Ceballo, presented his credentials to 
President Fernandez. 


13. (C) Comment. There is very little Dominican investment 
in Cuba, and Embassy has no information about any current 
conflict between Dominican investors and U.S. citizens with 
property claims in Cuba. If the suspension of Title III were 
not renewed and a U.S. citizen were to bring suit against an 
entity under Title Ill, its extraterritorial reach could 

affect the possibility of obtaining future Dominican support 
for diplomatic initiatives on behalf of human rights and 
fundamental freedoms in Cuba. 


14. (C) Regarding the Dominican\'s view on a \"free and 
democratic\" Cuba, our analysis suggests that the Dominican 
Republic prefers Cuba \"as is\" in order to protect the 
Dominican tourism industry. The tourism industry provides 12 
percent of Dominican GDP. If Cuba were allowed to open its 
doors to American tourism, Dominican tourism would suffer 
tremendously. In the last few years, the Dominican Republic 
and private entities have invested millions of dollars in the 
tourism industry and at the present time these investments 
have paid off. 


15. (SBU) The Dominican Republic also does not want to 
jeopardize its Petrocaribe deal, knowing that Presidents 
Chavez and Castro are close allies. End Comment. 
BULLEN 
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SUBJECT: GOR DEMARCHED ON HRC SUDAN SPECIAL SESSION 


REF: STATE 195763 


On 8 December poloff presented reftel points on the Sudan 
Special Session to Foreign Affairs Americas Desk Officer 
Augustin Rutikara. Rutikara had no immediate comment on 
reftel, but assured poloff he would pass talking points to 
Foreign Minister\'s office for the minister\'s review. 

ARIETTI 
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Classified By: Polcouns Casey Christensen, reason 1.4 (b) and (d). 


1. (c) Polcouns discussed 12/7 with MFA deputy European 
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Correspondent Niclas Kvarnstrom the 12/11-12 GAERC topics 
(reftels). Responses are keyed to the agenda items. 


Turkey/EU Accession 

2. (c) Sweden considers itself to be one of the most 
enlargement-friendly countries; FM Bildt has publicly called 
for the EU to keep the EU door open for Turkey. Bildt 
released a statement 11/8 welcoming the Turkish report that 
Turkey intended to open a harbor to Cypriot ships. He said 
\"this would be a positive step,\" and was \"very significant 
for Turkey\'s continued process toward membership.\" In the 
internal EU debate, Kvarnstrom said Sweden had hoped to 
reduce the number of chapters of \"acquis communitaires\" 
affected to less than eight, but this might not be possible. 


Western Balkans 

3. (c) Kvarnstrom said Sweden\'s views on Kosovo track very 
closely with our own. Sweden wants status issue to be 
resolved as early as possible. According to Kvarnstrom, FM 
Bildt, who has extensive experience in the Balkans, is taking 
a very hands-on approach to all Balkan issues. According to 
Kvarnstrom, Bildt intervened with UN Envoy Ahtasaari on the 
timing of the submission of his proposals to the parties, 
seeking to ensure that Serbian parliamentary elections did 
not detrimentally affect the status issue. Sweden wants the 
status issue to be resolved as quickly as possible following 
the Serbian elections. 


4. (c) On Serbia, Sweden believes it will be important for 
the EU to send a signal to Serbia giving it a clear prospect 
of eventually joining the EU. This could be in the form of 
visa facilitation, for example. At the same time, it was 
important not to compromise on ICTY cooperation. 


5. (c) Sweden does not expect Bosnia to be a focus of 
discussion, pending formation of a government there. 


Israeli-Palestinian Issues 

6. (c) Sweden does not believe the Zapatero/Chirac 

initiative will find sufficient backing in the EU. Some of 

the proposals, such as to appoint an EU special 
representative, might be supported. Sweden remains committed 
to the Road Map, the Quartet principles, and a two-state 
solution. Swedes are concerned about the humanitarian effect 
of continued freezing of the Palestinian customs revenues. 

In the event of the formation of a unity government, and if 

the right signals are sent in regard to adhesion to Quartet 
principles, Sweden believes a greater opening to the 
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Palestinians should be considered. 


Lebanon 

7. (c) Sweden believes it is very important to support the 
Siniora government, and has committed a corvette to UNIFIL 
for marine patrolling. 


Iran 
8. (c) Iran is not expected to be a major topic of 
discussion, with action at the UNSC. 


Afghanistan 

9. (c) Sweden is a large donor to Afghanistan, has a long 
history of a presence there, and currently leads a PRT. 
Sweden believes it is time for the EU to increase its 
engagement in Afghanistan, and will argue for this. Sweden 
support an increased role in rule of law, and notes there is 
an EU rule of law mission currently reviewing the situation 

in Afghanistan. 


China Arms 

10. (c) Kvarnstrom said the Sweden felt isolated in December 
2004 when it was \"the last country\" holding out against the 
French initiative to remove the EU arms embargo against 
China. Sweden eventually caved in on the issue, but 
eventually reversed its position, and noted that many other 
EU countries did the same following high-level U.S. 
diplomatic interventions underscoring the importance of the 
embargo to the U.S. and Asian security interests. Kvarnstrom 
welcomed information that this issue was again being raised 
by the U.S. in other EU capitals (ref b), as it would serve 
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to prevent another situation where Sweden could find itself 
isolated in opposing a lifting of the EU\'s China arms embargo. 
WOOD 
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E.O. 12958: DECL: 12/08/2016 
TAGS: PREL, ETRD, ENRG, KS, ID 
SUBJECT: ROH, SBY INITIAL STRATEGIC PARTNERSHIP IN JAKARTA 


Classified By: DCM John A. Heffern, for reasons 1.4 (b) and (d). 


1. (C) Summary. On December 4 in Jakarta, Indonesian 
President Susilo Bambang Yudhoyono and South Korean President 
Roh Moo-Hyun initialed a comprehensive 32-point \"Strategic 
Partnership\" encompassing a wide rage of areas for 
cooperation. The Partnership serves as a baseline for the 
development of bilateral relations, to be kept on track by 
periodic meetings of a Ministerial-level Joint Commission and 
an Eminent Persons Group. A contact at the South Korean 
Embassy in Jakarta pinpointed cooperation in nuclear energy, 
anti-corruption, and forestry as areas in which the two 
countries had made important headway. He confirmed that the 
ROK continues to welcome Indonesian diplomatic initiatives on 
Korean Peninsula problems. End summary. 


Strategic Partnership: A Broad Framework 


2. (SBU) On December 4, South Korean President Roh Moo-Hyun 
and Indonesian President Susilo Bambang Yudhoyono signed a 
bilateral \"Strategic Partnership To Promote Friendship and 
Cooperation\" outlining cooperation on thirty-two different 

areas ranging from UN issues to consular and legal affairs. 

The agreement is similar to other such documents the GOI has 
concluded with Asian neighbors in that it aims, in very 

general terms, to deepen cooperation in a wide variety of 
political, economic, and technical fields. It covers 

programs already underway and targets areas for future 
cooperation. In keeping with Indonesia\'s traditional 
commitment to a strong ASEAN, the preamble to the Joint 
Strategy describes the agreement as reinforcing existing 
cooperation between ASEAN and South Korea in the 
ASEAN-Plus-Three framework. 
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3. (C) On December 6, Economic Counselor Cha Young-cheol of 
the South Korean Embassy described President Roh\'s visit as a 
great success and said that the Strategic Partnership, 

despite its breadth and vagueness in parts, had created a 

useful baseline for keeping the overall bilateral 

relationship on track via two mechanisms. First, the Joint 
Commission for Bilateral Cooperation, headed by the two 
Foreign Ministers and meeting biennially, would meet. 

Second, an Eminent Persons Group on Indonesian-South Korean 
relations would meet to keep the process on track between 
Commission meetings. 


Cooperation On Nuclear Power 


4. (C) Cha singled out several components of the Strategic 
Partnership as being of particular significance. The first 

was a Memorandum of Understanding on cooperation on the 
development of nuclear power for civilian use. Cha said that 
there had already been contacts between the South Korean and 
Indonesian nuclear energy agencies, but the new agreement 
would institutionalize this and lay the groundwork for longer 
term cooperation. Indonesia had become a net importer of 

oil, while South Korea generated forty percent of its own 

energy from nuclear power plants. 


Anti-Corruption Lessons To Share 


5. (C) The two nations\' respective anti-corruption agencies 
also signed an important memorandum of understanding that 
will facilitate exchange of information and expertise. Cha 
claimed this was a GOI initiative and noted South Korea\'s 
recent experiences were highly relevant to Indonesia\'s 
nascent reform efforts. Cha cited a major seminar involving 
the Korean Independent Commission Against Corruption (KICAC) 
and its Indonesian counterpart, the Commission to Combat 
Corruption (KPK) in Jakarta on December 4-5 at which both 
Vice President Kalla and President Roh spoke. President Roh 
had described the pervasive culture of corruption that had 
arisen in Korea as its economy had rapidly expanded. 
Recalling a situation that must have sounded uncomfortably 
familiar to his Indonesian audience, Roh related that by the 
1990s \"shady ties between business and politics\" had 
\"threatened the country\'s continued economic development\" and 
had ultimately contributed to South Korea\'s economic crisis 
of the late 1990s. Roh went on to describe how 
anti-corruption legislation and the creation of the Korea 
Independent Commission Against Corruption had had a 
significant positive impact on the Korean business climate. 
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The new MOU, Cha stressed, aimed to share this expertise with 
Indonesia. 


6. (SBU) Cha said the forestry provisions of the Strategic 
Partnership were also important. Indonesia had already 

agreed to make 500,000 hectares available to Korean companies 
that will plant and harvest timber as a renewable resource. 

Cha said that Korean survey teams were already active in 
Kalimantan in connection with this project. 


Indonesian Engagement of DPRK Welcome 


9. (C) The Strategic Partnership notes \"the constructive role 
played by the RI in addressing the issues concerning Korean 
Peninsula issues.\" During talks with President Roh, 
Yudhoyono expressed the hope that a solution to the DPRK\'s 
nuclear threat could be found in the context of the Six Party 
framework. Counselor Cha said that the Indonesians\' 
non-confrontational approach to the DPRK was consistent with 
the ROK\'s view, and that Seoul genuinely welcomed Indonesian 
initiatives in this area. He recalled SBY\'s efforts last 

year to host a meeting between the DPRK and ROK defense 
ministers in Bali, a proposal which had ultimately been 
rejected by the North Korean side. 


Indonesia And ROK: A Perfect Fit 


10. (C) Cha went on to characterize the bilateral 

relationship in general as \"excellent.\" Implicitly drawing a 
contrast between South Korea and the other \"Plus Three\" 
powers Japan and China, he pointed out that the Indonesian 
experience with South Korea was free of historical baggage. 
South Korea was a major investor in Indonesia and an 
important market for Indonesian raw materials, yet no 
Indonesian harbored fears of South Korean domination. There 
were an estimated 30,000 South Koreans in Indonesia, making 
it probably the largest single expatriate presence in the 
country. South Koreans were a notable presence in the 
apparel, light manufacturing and construction sectors in 
Indonesia. Cha said that during the Indonesian monetary 
crisis of 1997-98, few South Korean investors had pulled up 
stakes; for this, they had won Indonesian gratitude. South 
Korea, he said, planned on hosting President Yudhoyono in 
Seoul in early 2007. 

PASCOE 
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1. (SBU) SUMMARY: With 82 percent of polling stations unofficially 
reporting results to the Ministry of Interior, President-candidate 
Ravalomanana is very likely to have the absolute majority of votes 
needed to prevail in the first round. It will be several days 

before the High Constitutional Court (HCC) completes its official 
tabulation and certifies a result. Observer teams continued to 
proclaim the election well-run but handicapped by systemic 
shortcomings. There was a stir early December 8 when the Interior 
Ministry closed its unofficial tabulation center for \"technical 
difficulties\" due to power outages. Lahiniriko\'s party will file a 
complaint for fraud, Pety is hunted by police for numerous alleged 
offenses, and former President Zafy emerged from slumber. END 
SUMMARY. 


Ravalomanana Likely To Win In Round One 


2. (SBU) With 82 percent of polling stations unofficially 
reporting to the Interior Ministry -- representing 6.6 million 
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registered voters, four million of whom voted -- Ravalomanana has 
received 2.24 million votes for 56.4 percent of valid votes cast. 
With 400,000 - 700,000 ballots remaining unreported, the President 
is almost mathematically assured first round victory, assuming the 
HCC official tabulation matches unofficial figures. The HCC 
counting operation has a long way to go before certifying the 
election, as trucks and helicopters deliver polling station 

affidavits and ballots. 


CNOE Emphasizes Calm 


3. (U) In preliminary results December 8, the Committee for 

National Election Observers (CNOE) said the vote was calm and the 
pre-electoral campaign was reasonably fair. CNOE Secretary General 
Bruno Rakotoarison noted the period was non-violent, but pointed out 
great disparities in candidates\' resources. CNOE thus called for 
campaign finance regulations to level the political playing field. 


4. (U) Calling on the observations of 2,124 CNOE monitors -- funded 

by the USG and trained by the National Democratic Institute -- 
Rakotoarison commended the process on several points: observers had 
free access; voters were free of interference; voting station 

officials were competent. Rakotoarison, like other observer teams, 
criticized the errors in electoral lists. CNOE also made priority 
recommendations for electoral reform: a cap on voters per polling 
station of 800; a single ballot; and an overhaul of the electoral 

list system. 


African International Observers 


5. (SBU) African Union (AU) and Southern African Development 
Community (SADC) Secretariat statements were predictably soft, 
generally praising the election while vaguely noting irregularities. 

The more independent SADC Parliamentary Forum made a strong 
statement December 7, emphasizing several aspects of Madagascar\'s 
election which did not meet minimum SADC standards. 


6. (SBU) In a December 8 meeting with the Ambassador, Team Leader 
and SADC-PF Vice-Chairperson Duke Lefhoko (of Botswana) said the 
pre-election period had been almost \"too calm\" compared to the 
normal excitement he had witnessed in eight previous observer 
missions. He concurred that the polling had been generally free and 
fair, while also citing certain procedural concerns, notably the 
government\'s dominant role in running the election. 


Interior Ministry Computers Crash? 


7. (SBU) The Interior Ministry\'s public (unofficial) tabulation 
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center temporarily closed with \"technical difficulties\" due to power 
outages at 0730 December 8 and is still not open. The Ministry 
caused much confusion as international journalists scrambled to read 
notices posted outside the room, speculating what might \"really\" be 
going on (Note: While probably nothing, the closure is reminiscent 
of former President Ratsiraka\'s move in 2001 to stop posting results 
when things were going bad for him. End Note). The story will 

likely blow over once the center reopens and an explanation is 
offered, but in the meantime journalists are looking for an 

interesting spin on an otherwise boring election story. 
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Lahiniriko Claims Fraud 


8. (SBU) Candidate Jean Lahiniriko, hovering at ten percent of the 
vote in third place, just behind Ratsiraka, announced his intention 
to deposit a formal complaint of fraud at the HCC. Challenging the 
declarations of international observers, Lahiniriko\'s supporters 
allege that electoral list and voter card problems were not mere 
\"random mistakes.\" They will try to prove Ravalomanana inflated 
lists to increase his vote count, while omitting names of opposition 
supporters. 


Pety On the Lam 


9. (SBU) Several media outlets continue to pay attention to the 

arrest warrant for candidate and mayor of Fianarantsoa Pety 
Rakotoniaina; newspapers speculate he is suspected of obstruction of 
the vote, theft (in 2004), and even conspiracy to attempt murder. 

Pety, known to be close to renegade coup-plotting General Fidy, has 
now - like the General - gone into hiding to avoid arrest. 


Zafy Albert Mouthpiece Spouts Off at U.S. 


10. (SBU) Having been graciously silent and harmless during the 
electoral campaign, impeached former President Zafy Albert placed an 
acidic editorial in La Tribune December 8. Zafy\'s supporter, 

Emmanuel Rakotovahiny, made the argument that the United States was 
to blame for the election taking place when it never should have. 

For the umpteenth time Zafy called for a transition government for 
reconciliation, while accusing the 13 opposition candidates of 
abandoning Madagascar by participating in a \"sham\" election. 


COMMENT: IT LOOKS LIKE RAVALOMANANA HAS WON 
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11. (SBU) It is unlikely, although still possible, that the HCC 

official tabulation will vary from current estimates to change the 
expected result: a first round victory for Marc Ravalomanana. 
Opposition reactions are warming up on Day 5 of the count, and 
should accelerate in the coming week. As long as Ravalomanana\'s 
tally remains well above the 50 percent mark, these complaints are 
unlikely to gain much traction; if the President\'s first round 

margin narrows considerably the opposition may unite in crying foul 
and demanding a second round poll. So far the big success of the 
election appears to be rigorous domestic and international 
observation which generally lauds implementation while criticizing 
the electoral system. The loudest and most credible complaint 
concerns the voter lists; leaving egg on the European Union\'s face 
for their two million euro investment. Non-Europeans comment the 
computerization started too late, and focused too much on technology 
instead of actual quality of the lists for the election. To be 

fair, an electoral law that did not close the lists until three days 
before the election left no margin for error. END COMMENT. 


MCGEE 
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SUBJECT: Humanitarian Situation in Sake, North Kivu Province 
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1. Summary. Fighting between dissident FARDC troops and FARDC 
integrated brigades in the Sake area of North Kivu, 27 kilometers 
east of Goma, forced an estimated 30,000-40,000 residents of that 
town and neighboring villages to flee towards Goma and Minova 
beginning Friday, November 24. Five days later, sufficient security 
had been restored to permit humanitarian actors to assess needs in 
locations to which IDPs had fled and to visit Sake itself. 
USAID/OFDA Emergency Disaster Response Coordinator Jay Nash visited 
North Kivu between November 29 and December 5 to assess the 
situation. On November 30, distributions of blankets and food to 
identified IDP groups from Sake in Mugunga and Minova began, though 
the great majority of IDPs appeared to have fled all the way to Goma 
and blended in with the Goma population, staying with host families. 
An estimated two-thirds of the Sake population has now returned, but 
humanitarian actors are wary of providing assistance in an 
environment where the population could still be considered to be at 
high risk of more conflict, and where there are large numbers of 
potentially predatory. Distributions in two towns west of Rutshuru, 
north of Goma, begun in response to displacements for related 
disturbances in the Tongo area, have been temporarily suspended 
because of a new outbreak of fighting in the region east of Rutshuru 
near the Ugandan border. UN security has told all UN personnel to 
wait until further notice before traveling in the area. End 

Summary. 


Background 


2. (U) On Friday, November 24, a Tutsi businessman allegedly 
suspected of ferrying supplies to members of General Laurent 
Nkunda\'s dissident non-integrated, largely Rwandaphone 83rd brigade 
of the FARDC in the Kichanga area north of Sake was shot and killed 
by Congolese police in Sake town, reportedly after having violently 
resisted arrest. A few thousand inhabitants of Sake decided to leave 
town the same day, fearing the incident would trigger vengeance from 
Nkunda\'s troops, though the town was, in principle, protected by the 
government-loyal 11th integrated brigade. 


3. (U) On Saturday, November 25, at 4:45 a.m., forces loyal to 
Nkunda\'s in the 83rd brigade attacked positions of the 11th brigade 

in the hills surrounding Sake. The remainder of the Sake 

population, estimated at between 30,000 and 40,000, began to flee 
either eastward toward Goma or southward toward Minova (along Lake 
Kivu). On Sunday morning, November 26, fighting intensified and at 
10:30 a.m. the 11th brigade fled toward Goma, leaving Sake, now 
empty of civilians, guarded only by MONUC forces, who were, at that 
time, maintaining a neutral position. Outskirts of the town was 
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soon entered by elements of the attacking 83rd brigade. 


4. (U) On Monday, MONUC retook the area by repelling the dissidents 
with force, and the 14th integrated brigade of government-loyal 
FARDC troops was sent to Sake to replace the 11th brigade. By 
evening, the surrounding hills were also under control of 14th 

brigade. On Tuesday, November 28, however, there was a new 
offensive by members of the renegade 83rd brigade on the hills 
around Sake, but they were again pushed back. 


5. (U) By Wednesday, November 29th, IDPs who had fled Sake and were 
now taking shelter in the villages of Mugunga and Minova began 
sending envoys back to collect belongings and supplies. By 

Thursday, November 30, about 5% of the population, mostly men, 
appeared to have started spending the night in Sake. They told OFDA 
Rep that many of their houses have been looted, in some areas by the 
occupying 83rd and in other areas by the 14th, who took up residence 
in people\'s houses when they arrived. On the road to Minova, OFDA 
Rep saws many families carrying belongings headed back to Sake as a 
modest return had clearly started. Returns continued over the 
weekend and by Monday, December 4, an estimated 60% of the 
population had already come back. 


Humanitarian response 


6. (U) For the first days of the crises, the humanitarian community 
judged the situation to be too insecure to permit them to travel 

very far from Goma westward toward Sake. By Tuesday, November 28, 
however, an initial 800 IDP families had been identified in Mugunga, 

at roughly the half-way point between Goma and Sake, and 
representatives of UNOCHA and UNICEF reached Sake itself, finding it 
completely empty of civilians. Given the relatively small numbers 

in Mugunga, it was concluded that the majority of the population 

must have fled from Sake in the other direction toward Minova, south 


KINSHASA 00001839 002.2 OF 002 


of Sake on Lake Kivu. 


7. (U) Representatives of UNOCHA and UNICEF traveled with a MONUC 
escort to Minova on Wednesday, but were surprised to find only a few 
hundred IDP families at that location as well. Although there were 

some IDPs in all villages between Sake and Minova, most were clearly 
staying with host families. During a more extensive visit to Minova 

on Thursday, November 30, OFDA Rep saw relatively few IDPs in towns 
along the road or in Minova itself. No village gave the impression 

of being completely inundated by IDPs, and IDPs had not camped out 

in public buildings, such as schools and churches. As a result of 

the Minova information, the humanitarians soon concluded that most 

of the Sake population must have fled to Goma itself and stayed with 
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host families there, though they were not much in evidence. 


8. (U) On November 30, a distribution of UNICEF-provided blankets 

and 15-day World Food Program food rations began in Mugunga, where 
the number of registered IDP families had climbed to 1000. Ata 
meeting of key humanitarian actors the same night, it was decided 

also to register and arrange similar distributions for the 300-500 

IDP families that had been identified in Minova. Plans were also 

made to assist a reported 2000 IDP families that had fled other 

activity by the 83rd brigade in the Tongo area, northwest of Goma, 

and had subsequently arrived in the towns of Kalengera, Rubare and 
Rutshuru. 


9. (U) Distributions to the Rubare, Kalengera and Rutshuru IDPs had 
begun on Tuesday, December 5, when additional IDPs, fleeing a 
takeover of the towns of Runyoni and Chengero (east of Rutshuru) by 
other armed elements also believed to be of the Nkunda faction, 
began arriving. Distributions in the area were discontinued on 
December 6 when UN security officials banned UN staff travel in the 
entire Rutshuru region until further notice. 


The Sake distribution dilemma 


10. (U) Since the early days of the Sake crisis, the position of the 
humanitarian community has been to refrain from distributing any 
assistance to returning IDPs in Sake. The reason is that by 
providing assistance in Sake, they would be encouraging IDPs to 
return to a situation where security is not assured. Nkunda\'s troops 
are no more than 10 kilometers from Sake, and in Sake itself, 
returnees must deal with the presence of large numbers of FARDC 
troops, many of whom have taken shelter in the IDPs houses and 
helped themselves to many of the IDPs belongings. An additional 
concern is that if assistance is indeed provided in Sake, the many 
FARDC troops present might well force the population to turn much of 
it over to them as soon as the humanitarians return to Goma. 


11. (U) UNOCHA has requested of FARDC military leadership that 
soldiers be deployed outside the city, rather than in it, so as to 
limit negative civilian-military interaction. Though military 
authorities have agreed in principle, and though some troops have 
indeed been moved to the periphery of Sake and the neighboring 
hills, the town unfortunately still remains heavily militarized. 

The humanitarian community is now of mixed views as to whether 
distributions should now be initiated for returnees. The matter will 
continue to be debated in coming days as they continue to closely 
monitor the situation. 

MEECE. 
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Classified By: Political Officer Adam West for reasons 1.4(b) and (d). 


1. (SBU) Summary: Less than four months after the group\'s 
official inauguration, the Attorney General\'s Terrorism and 
Transnational Crime Task Force is now becoming operational. 
In October, Post delivered $100,000 worth of computers and 
other office equipment to the Task Force\'s newly-renovated 
office space, part of a $750,000 ESF grant which funded the 
group\'s creation. Task Force prosecutors are now tackling 
their first cases, among them the trials of three suspects 

linked to the beheadings of three school girls in Poso, 

Central Sulawesi in 2005 which opened in Jakarta in November. 
Experienced terrorist prosecutor and Task Force member 
Payaman Hutupea leads the prosecution team. Task Force 
members are also working on 10 cases involving trafficking in 
persons. On November 29-30, the DOJ Resident Legal Advisor 
organized the first of a series of INL-funded training 
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sessions aimed at bringing advanced investigative and 
prosecutorial techniques to Task Force members and other 
prosecutors. This first training session focused on 
cybercrime and the use of computer-based evidence in trials. 
While the operational start of the Task Force is a welcome 
development in the AGO\'s efforts to combat more effectively 
certain types of criminal activity, questions regarding its 
long-term staffing policy and budgetary support remain 
unanswered. End Summary. 


Task Force Infrastructure in Place 


2. (SBU) The AGO\'s Terrorism and Transnational Crime Task 
Force was becoming operational in November (ref A). More 
than two years in the making, the Task Force was created to 
oversee the prosecution of cases that involve terrorism, 
money laundering, trafficking in persons and cybercrime. A 
$750,000 ESF grant provides start-up funds for the group, and 
on September 28 Post delivered the first shipment of 
computers and office equipment to the newly-renovated Task 
Force offices. The delivery included 25 computers, two 
photocopiers, five printers and various small office machines 
and supplies. Post also purchased electronic access control 
pads and security cameras for the Task Force offices. 


Poso Beheadings Trials Are First Real Test 


3. (C) In November, the Task Force began working on its first 
group of cases. The most prominent of these are the trials 

of three terrorist suspects arrested last spring for their 

alleged involvement in the 2005 beheading of three school 

girls in Poso, Central Sulawesi (ref B). The trials of 

Hasanuddin aka Hasan aka Slamet Rahardjo, Lilik Purwanto aka 
Haris aka Arman, and Irwanto Irano aka Iwanaka Priantono 
opened in Jakarta in the third week of November. All three 
suspects were charged under the anti-terror law of 2003. The 
three men are members of the Tanah Runtuh cell, a 

Jl-affiliated militant group based in Poso. Hasanuddin, who 
was not present at the time of the behedings, is charged 

with inciting the attack and i the only one of the three 

facing the death penaty. Purwanto and Irano were directly 
involved incarryi(ng out the attack but did not actually 

wield the weapons. They are charged with conspiracy to commit 
terrorism, which carries a maximum sentence of life 
imprisonment. According to our court monitor (protect: our 
court monitor\'s relationship with the embassy is not publicly 
acknowledged), Hasanuddin had many supporters in attendance 
for the November 22 opening of his trial. Well-spoken and 
unrepentant, Hasanuddin admitted that he had carried out 
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\"mutilation\" and justified his actions as a reprisal for 

attacks on Muslims during the 1999-2001 sectarian fighting in 
the province which, he asserted, the government had left 
unpunished. 


4. (C) Lead prosecutor for the three cases is Task Force 

member Payaman Hutupea, a veteran prosecutor with previous 
experience in terrorist cases, including the trials of Abu 

Bakar BaVasyir and Rusman Gunawan. Our court monitor praised 
Hutupa\'s performance thus far, describing the indictment as 
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highly detailed and well-prepared. The indictments rely 

heavily on the testimony of witnesses and the suspects 
themselves, but also include some physical evidence: the 
fingerprints of Irano and Purwanto, which were found on the 
plastic bags used to store the victim\'s remains, and a letter 
found near the bags that investigators determined was written 
by Hasanuddin. (Note: This is a positive development because 
direct physical evidence such as fingerprints is rarely seen 

in criminal cases in Indonesia.) 


5. (C) One of the main gaps in the indictment is that it 

fails to mention the videotaped confessions that the 
defendants made in May while in police custody, which Poloffs 
viewed in July. In the videos, the three suspects admitted 
their involvement in several attacks over the past few years, 
including the schoolgirl beheadings, the May 2005 Tentena 
bombing that killed 22 people and the murder of several 
prominent individuals in Poso. However, the indictments 
mention their roles in the beheadings only. Police contacts 
told us that they have little evidence on which to base a 
prosecution for the Tentena bombings and the other attacks, 
but were hopeful that charges would be brought at a later 
date after the arrest of additional suspects. Hutupea told 

us that he had met several times with investigators at police 
headquarters but that he had not been told about the videos. 
He described the police dossiers as \"incomplete\" and the 
cases as relying primarily on the testimony provided by six 
witnesses from Poso, including the sole surviving victim of 
the beheading attack. Hutupea said the police had agreed to 
pay for the witnesses to travel to Jakarta to testify. 


Trafficking in Persons 


6. (C) The Task Force is also pursuing 10 cases involving 
trafficking in persons. Task Force prosecutors Laksmi 
Rohmulyati and Asep Maryono are handling two cases in 
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coordination with a local prosecutor in Subang, West Java, 

the venue for the trial. Rohmulyati was confident that the 
distance would not negatively impact her ability to work with 

the local prosecutor, whom she knew personally. However, she 
was unclear as to which office was considered to have the 

lead in the case, and indicated that the relationship between 
the Task Force and the local prosecutors\' offices with which 
they collaborated had yet to be defined. 


Training in Cybercrime and Computer-based Evidence 


7. (SBU) On November 29-30, DOJ Resident Legal Advisor (RLA) 
organized the first of a series of training seminars targeted 

at Task Force members and other prosecutors and funded by the 
ESF grant. The seminar brought 35 prosecutors together to 
explore the themes of crimes committed on computers and the 
use of computer-based evidence in trials. In his 

introduction, Task Force Chief Thomson Siagian said the 
growing usefulness of computer-based evidence in conducting 
criminal investigations contrasted with the lack of clear 
regulations in the Indonesian criminal code concerning the 

use of such evidence in court. He explained that while 
computer-based evidence was explicitly permitted under the 

laws regulating terrorism and corruption cases, the legal 

basis for its use in more common cases was uncertain. 
Presenters from the Indonesian National Police Cybercrime 

Unit discussed various types of crimes committed via computer 
and highlighted a recent case in which two men with links to 

Bali | bomber Iman Samudra we 

re tracked and eventually arrested based on their on-line 
chatting. 


8. (SBU) DOJ Adviser focused on practical ways in which 
computer evidence could be used, both in police 

investigations and in the courtroom. He described ways in 

which the source of an email could be traced, how the content 

of old emails could be retrieved and how to preserve the 

integrity of computer evidence during the investigation. He 

cited cases studies which showed how computer-based evidence 
could be used in an investigation, and emphasized how 
international legal cooperation was often essential in 

bringing the investigation to a successful conclusion. 
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Questions About Budgets and Staffing 
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9. (C) The beginning of Task Force operations is a welcome 
development in the AGO\'s efforts to more effectively combat 
certain types of criminal activity. Still, a number of 

long-term issues remain unclear. One of these is how Task 
Force operational expenses will be funded. According to 
Rohmulyati, the Task Force lacks its own budgetary 

allocation. As a result, most of the prosecutors assigned to 

it must divide their time between the Task Force and the 
offices from which they were drawn (and which continue to pay 
their salaries), reducing the workload the group is able to 

bear. Moreover, the lack of an independent budget has a 
direct impact on the tenure of the prosecutors assigned to 

the Task Force. All prosecutors in Indonesia rotate to new 
positions at regular intervals, nominally every two years but 
often shorter. Rohmulyati said she expects transfers of Task 
Force members will be based on their cycle in the offices 
where their salaries are paid rather than assignment to the 
Task Force, thereby accelerating the turnover on the Task 
Force. Indeed, we have already confirmed that one prosecutor 
will be transferred to another city in February 2007, less 

than nine months after the establishment of the Task Force. 
Task Force member Reda Manthovani expressed optimism that the 
Task Force would receive its own budget line in the coming 
fiscal year, but this outcome seems far from certain. Post 

will continue to monitor these issues as they unfold in the 
coming months. 

PASCOE 
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REF: STATE 161789 


Sensitive but unclassified; Please protect accordingly. 


1. (SBU) Post has no derogatory information on Stroyenergo. 
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However, judging by some of the contracts it has received, 
Stroyenergo, like many large construction firms, apparently 
enjoys a close relationship with the Belarusian government. 
Given such a relationship, it is quite likely the letter from 
Col. Khorishko threatening to auction the equipment within a 
year if it was not removed was written at the request of 
Stroyenergo. 


2. (SBU) Post would not recommend entering into any 

negotiations with a Belarusian firm if this would 

substantially release the GOB from its responsibilities. 
Lukashenko\'s advisors believe many governments critical of 

its rule will quickly forsake principles for economic gain. 

Budging on this claim may reinforce this notion. Given 
Stroyenergo\'s access to the GOB, post instead recommends OPIC 
inform the company that the GOB is always welcome to make an 
offer to resolve the matter. 

Stewart 
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1. (SBU) Summary. Corruption, specifically the 
Governmenit\'s faithfulness to its anti-corruption promises, 
continues to take center stage in Cameroon. Indeed, this was 
Anti-corruption Week in Cameroon, as the Prime Minister 
launched a high-profile seminar on how to implment the UN 
Anti-Corruption Convention, which Cameroon ratifed earlier 

this year. Amidst increasingly palpable public frustration 

and mounting donor concern that the Government of Cameroon\'s 
(GRC) anti-corruption campaign has lost steam, the Ambassador 
joined other donors on December 5 to deliver a frank \"tough 
love\" message in a private meeting with Prime Minister Inoni. 
Welcoming such candid exchanges as evidence of donor 
sincerity, Inoni reviewed the GRC\'s progress thus far and 
provided details of impending actions. Speaking publicly to 
virutally his entire the Cabinet at the launch of the 
anti-corruption forum the following day, Inoni reasserted his 
personal commitment to advancing reform. The US, British, 
and Dutch Ambassadors also adressed this forum and stressed 
the need for action, not words. We are comforted by Inoni\'s 
continued public and personal engagement, but remain wary 
that success will require donor vigilance to ensure that idle 

talk and bureaucratic machinations are not used as cover for 
flaccid political will. End summary. 


2. (SBU) A December 4 meeting of the \"8 6 Group\" 
(Ambassadors from the major donors and the IFls) revealed 
unanimous concern about the GRC\'s lagging pace of reform, 
especially the apparent lack of political will to follow 

through on public commitments. It was further agreed that 
Executive Board meetings on December 7 (World Bank) and 
December 22 (IMF) provided important forums for donor 
representatives to convey donor disappointment and impatience 
with the GRC\'s lack of -- or, at best, slow -- progress. 

Having already conveyed these concerns in a strongly-worded 
letter to Inoni on October 13 (see full text para 7), the 8 6 
Group resolved that a rump delegation should deliver a 
private, more frank assessment in person. 


3. (C) On December 5, Ambassador Marquardt joined the Dutch 
Ambassador and Resreps from the UN and IMF to convey donor 
apprehensions. Flanked by Vice Prime Minister/Minister of 
Justice Amadou Ali and the Minister in Charge of State 

Control Siegfried David Etame Massoma (roughly equivalent to 
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the U.S. GAO), Inoni welcomed the frank assessment as a sign 
of sincere concern on behalf of the donors. Seeking to 
reassure, Inoni reviewed the anti-corruptions progress 

already underway, including a civil service survey that has 
turned up 40,000 ghost workers and a series of judicial 
proceedings involving former public officials. Importantly, 
Inoni confided that the GRC is compiling a \"short-list\" of 
candidates to sit on the long-awaited council required to 
implement mandatory asset declarations for public servants, 
as well as naming members to the National Anti-Corruption 
Commission announced in March by President Biya. Inoni 
pointed to the standing-up of the National Agency for 

Financial Investigations and a growing number of state audits 
(up from 4 in 2005 to 23 in 2006) as evidence of the GRC,s 
steady progress in working behind the scenes to clean up the 
government over the last year. Inoni concluded the meeting 
by vowing: \"I made commitments to (World Bank President) 
Wolfowitz and (IMF Director) De Rato in March in Washington, 
and I will not let people think | was lying.\" 


4. (SBU) Ina culture that traffics in subtle messages, 
Inoni,s participation in the conference launching 
implementation of the UN Anti-Corruption Convention the 
following day, December 6, sent a clear public signal of his 
personal investment in the anti-corruption agenda. Inoni had 
been scheduled to open the conference in mid-November, but 
was Called by President Biya to travel out of the country at 
the last minute. Rather than send a representative in his 
place as he would customarily do, Inoni requested that the 
conference be postponed so that he could attend personally. 
The political symbolism of the occasion would not have been 
lost on Inoni. Almost the entire Cabinet was in attendance 
as Ambassadors from the U.S., UK and the Netherlands and 
representatives from the UN, World Bank, and Transparency 
International delivered a unified message saluting Inoni,s 
leadership and demanding stepped-up action. Expressing 
thinly-veiled expectations that corrupt senior officials, 
including some of the ministers present, would be dismissed 
and prosecuted, the donor representatives and Inoni himself 
made clear that the \"total war on corruption\" announced by 
Biya was not yet winding down. 


5. (C) The diverse donor community is speaking with a 
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unified voice that mirrors the frustrations expressed 
increasingly vocally on the Cameroonian street. We are still 
waiting for long-delayed actions to fulfill GRC commitments 
made at the beginning of the year, when pressure to reach 
completion point offered powerful motivation. Rumors that 
Ali has threatened to resign if he does not receive full 
backing for his on-going and pending judicial actions against 
corrupt officials provide reason for hope that there are 
enough anti-corruption activists within the government to 
make needed reforms. We are encouraged that Inoni and Vice 
PM Ali are so personally engaged on this issue, and will 
continue to seek ways to support their efforts. We will 

watch closely for Inoni\'s promised actions, especially to 
assess whether the anti-corruption commission is sufficiently 
empowered and truly independent. 


6. (C) We could not help but notice Minister of Finance 
Polycarpe Abah Abah, widely regarded as a paragon of 
corruption, sitting glumly through the anti-corruption 
ceremony in the front row, conspicuously unmentioned in the 
glowing words of praise for Inoni, Ali and other members of 
the Government. Abah Abah would have much to gain if the 
anti-corruption campaign lost steam, and his disappointment 
was manifest. His presence there -- like that of other of 
deeply tainted ministers -- was all part of the treatre of 

the grotesque that characterizes Cameroon\'s halting effort to 
escape from corruption: no one, no matter how complicit, 
misses a chance to be seen on the right side of this highly 
charged issue. End comment. 


7. (SBU) Begin text (translation from the French) of 
October 13 letter from the \"8 6 Group\" to Prime Minister 
Inoni. 


Excellency: 


On behalf of Ambassadors and Representatives of International 
Organizations members of the 8 6, | wish to renew the offer 

of support made by our group to your government, which has 
embarked on a policy aimed at improving governance, 
particularly in the fight against corruption. 


Establishing the 8 6 group has in fact been the most 

immediate contribution of the Cameroon\'s major partners in 
keeping with the commitment demonstrated by the Head of State 
to make fighting corruption a priority of the Government. At 

the end of almost one year of work, members of the 8 6 are 
convinced that a strong and continued political commitment on 
the part of the Government is a prerequisite in the fight 

against corruption. 
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Despite the fact that the Government has taken a number of 
individual actions so far, the impact of these actions, in 

our opinion, has not yet translated to an overall improvement 
of the situation. 


The phenomenon of petty corruption that continues to affect 
the Cameroonian population each day suggests that the actions 
taken thus far have not ameliorated the situation. As you 

know, issues of governance, particularly corruption, are the 
main concerns and the focus of the actions of Cameroon\'s 
partners. 


Our embassies often receive reports of dysfunction in the 
taxation services, the judiciary, the police or concerning 

the award and execution of public contracts. Difficulties 
encountered in the Hazim forestry case, which were raised in 
our last letter, shocked us deeply, and we are hopeful they 
will soon be resolved through legal proceedings in keeping 
with the general interest. 


As you know, the political, economic and social cost of 

corruption is tremendous. It is highly detrimental to 

CameroonWs development, Cameroonian citizens\' well-being and, 
to a greater extent, the political stability of the country. 

The loss of potential resources caused by Cameroon\'s poor 
rating in the domain of governance (resources from the 

European Union, the World Bank) or the investment climate 
testify to that situation. 


In order to consolidate and improve upon gains already made, 
the Government should develop and implement a global 
anti-corruption strategy to which we are prepared to provide 
our strong support. 


In this domain, more than any other, the success of this 

fight depends on real owndership: the fight against 

corruption must be the concern of all Cameroonians including 
political leaders, administrations, the media, and the civil 
society. To win this difficult fight, it will be necessary 

to keep the effort in the public eye, to ensure extensive 

public and media coverage. Though it is also concerned by 
the scourge of corruption, the civil society, to which we 

plan to provide capacity building, must play an instrumental 
role in the fight. 


We suggest that the following concrete actions be taken 
quickly, at various levels: 


--To establish a tripartite informal structure (comprising 
Cameroonian authorities, economic actors, ambassadors and 
representatives of international organizations) which should 
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be a forum for regular exchange on specific difficulties 
encountered, notably by companies facing corrupt practices. 
The group suggests that this platform of dialogue and actions 
be established quickly, and that the 8 6 be one of the 

three cornerstones. The aim would be, apart from fighting 
corruption, to give a positive signal to private investors 

who face continued frustrations and harrassment by various 
administrations which demand money from them. 


--To continue with civil service census to root out ghost 
workers. The results of the operation, which was begun but 
is presently stalled, can put an end to the nepotism that 
plagues Cameroonian administrations and help recover 
sufficient funds to allow a salary increase for state 
employees, as part of Cameroon\'s agreements with the IMF. 


--To pursue media campaigns on corruption cases including 
naming the culprits and making public the sanctions they have 
received. Stigmatizing corruption must create a general 
climate of opprobrium in order to put corrupt persons in a 
situation of permanent unease. 


--To fully implement article 66 of the Constitution. This 
provides for the mandatory declaration of assets by state 
employees. 


--To make the National Anti-Corruption Commission functional 
by appointing its members and providing the Commission with 
the means necessary for its adequate functioning. 


--To carry out an appraisal of corruption in key sectors like 
health and education, as suggested by the multi-donor mission 
on the fight against corruption in Cameroon lead by OCDE/DAC. 
A copy of the draft report is attached. 


Excellency, members of the 8 6 Group wish to once more 
express their deep concern to you and to discuss with you the 
implementation of these proposals for which, as | have 
already mentioned, you will have out support. 


On behalf of members of the 8 6 Group, | would like to take 
this opportunity to renew to you, Your Excellency, the 
assurances of my highest consideration. 


Norbert Braakhuis 
Ambassador of the Netherlands (rotating chairman of the 8 
6) 


End text of letter. 
MARQUARDT 
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E.O. 12958: N/A 

TAGS: CH, ECON, EFIN, ENRG, ETRD, SENV 

SUBJECT: CHINAYS CENTRAL ECONOMIC WORK CONFERENCE CONCLUDES 
WITH FOCUS ON DEVELOPING A MORE BALANCED ECONOMY 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. NOT FOR DISTRIBUTION OUTSIDE USG CHANNELS. 


1. (SBU) Summary: A National Development and Reform 
Commission (NDRC) Macroeconomic Policy expert told econoff 
December 8 that the concluding emphasis of the Central 
Economic Work Conference was on continued economic expansion 
that promotes stability while at the same time conserving 
resources and improving China,s &quality8 of growth. The 
conference, which concluded on December 7, was convened to 
set economic goals for 2007. A state-run media report listed 
specific objectives arrived at by conference participants, 
including: reduction of the balance of payments surplus 

through promotion of imports and overseas investments; 
development of the rural economy; strengthening of energy 
conservation; boosting of technological progress and 
innovation; balancing of regional economic development; and 
continuing reforms in China,s state sector and financial 

system. End Summary. 


Focus on Balance in the Economy 
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2. (SBU) Xinhua reported a move away from the emphasis on 
rapid growth rates that dominated previous years, meetings. 
There was increased attention to bringing balance to the 
economy on multiple fronts. Conference participants 
concluded that China should strengthen its promotion of 
imports and overseas investments to reduce its balance of 
payments surplus. There were also calls for China to raise 
domestic consumption and to achieve greater balance in 
investment and consumption across different sectors of the 
economy. Other economic concerns addressed included the 
relatively weak agricultural sector and investment that 
creates a risk of financial market volatility. The 

government,s major goal is to continue the country,s 
economic growth without experiencing huge boom-busts cycles. 


Emphasis on Economic Stability 


2. (SBU) Zhang Haiyu, Director for the Macroeconomic Policy 
Department of the NDRC,s Institute of Economic System and 
Management, told econoff December 8 that the Central Economic 
Work Conference,s major goals are to continue growing with 
economic stability, but at the same time, preserve resources 
and improve China,s quality of growth. Specifically, the 
government will continue strengthening its macroeconomic 
controls, promote rural economic development, conserve its 
natural resources, proceed with economic structural reforms, 
promote government administrative reforms, and balance 
regional economic development between China,s east and west. 
Randt 
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4693 D) TEL AVIV 4398 AND PREVIOUS 
Classified By: Ambassador Richard H. Jones; Reasons 1.4 (Band D). 


1. (C) Summary: Senior EmbOffs met December 7 with MG Yossef 
Mishlev (GOI Coordinator of Government Activities in the 
Territories - COGAT) to stress the urgent need for Israel to 
resolve the visa problems facing American citizens seeking to 
live and work in the West Bank. They requested that the GOI 
provide clear and consistent guidance on its visa policy, 
including a written list of visa categories and schedule of 

visa validity, to allow the USG to better inform its 

citizens. Mishlev confirmed that he had assumed 
responsibility for the issue within the GOI and acknowledged 
that it had affected bilateral U.S.-Israeli relations. He 
described his ongoing efforts to resolve it, including a 

return to many aspects of the previous visa system for 
foreigners, as well as some improvements. He asked the 
Embassy to pass details of any problem cases to facilitate 
rapid GOI action on their visas. End summary. 


2. (C) PolCouns, EconCouns, and Deputy Consul General 
stressed the importance of expeditiously resolving problems 
faced by some American citizens attempting to enter -- or 
renew their visas for -- the West Bank. PolCouns stressed 
that the issue had become an irritant in the bilateral 
relationship. CA A/S Harty had recently discussed its 
importance with the Israeli DCM in Washington. Mishlev 
assured emboffs that he is \"very aware of the problem\" and is 
actively engaged in finding a solution. 


3. (C) The Deputy ConGen explained the State Department\'s 
role in assisting American citizens abroad. He questioned 
the purpose of a visa regime which prohibits AmCits from 
providing valuable medical, NGO, and educational services -- 
or from visiting close relatives -- in the West Bank. 

Emboffs requested that the GOI provide clear and consistent 
guidance on its visa policy, including a written list of visa 
categories and schedule of visa validity, to allow the USG to 
better inform its citizens. Mishlev agreed to do so after he 
completes consultations with the MFA and MOI. 


COGAT Can Once Again Renew Visas Inside the West Bank; 
GOI Working on Visa Categories/Validity Issues 
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4. (C) Mishlev said he had met with the Minister of Interior 
and obtained authority for COGAT to renew visas in the West 
Bank (i.e., without traveling abroad) for foreigners as it 

had done prior to the recent change in policy. He asked the 
Embassy to immediately pass his assistant details of any 
problems involving AmCits and pledged to resolve them 
immediately, as he said he would do for lists already 

received by the MOD. 


5. (C) According to Mishlev, the GOI still needs to develop 
procedures for different categories of visitors (investors, 
tourists, NGO workers, etc.) and the length of stay that each 
could be granted. He requested suggestions from the Embassy. 
He explained that visas cannot be extended past 27 months, 
and even then they must be renewed repeatedly within this 
period. He could issue \"visitor permits\" to allow for longer 
stays however. Complaining that an originally flawed system 
had left 60,000 people residing illegally in the West Bank, 

he expressed the view that foreigners who come to remain with 
their families should obtain a Palestinian ID card. He 

admitted that this procedure is difficult, because the GOI 

does not deal with the Hamas-led offices in the Palestinian 
Authority. 


6. (C) Mishlev pledged to facilitate the stay of individuals 

who are assisting U.S. efforts to improve the quality of life 

in the West Bank, including NGO workers, contractors, and -- 
most importantly -- investors. He noted that tourists would 

still have to obtain a visa from the Interior Ministry and 

would be unable to renew their status through COGAT. Efforts 
are underway to assign a COGAT officer to Ben Gurion airport 
to help resolve any difficulties for arriving AmCits 

intending to reside or work in the West Bank. 


7. (C) Comment: While the USG has Mishlev\'s commitment to 
improve the visa process, the first real test of these 

procedures will occur when the Embassy submits the names of 
AmCits who have experienced problems. We are gathering this 
information now and expect to provide it to COGAT early next 
week. End comment. 
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8. (U) Septel reports Mishlev\'s comments on Agreement on 
Movement and Access issues. 
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Visit Embassy Tel Aviv\'s Classified Website: 


Column 3 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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SUBJECT: COGAT CLAIMS IMPROVEMENT IN AMA ISSUES, EXPRESSES 
CONCERNS OVER RAFAH 


REF: A) TEL AVIV 4581 B) TEL AVIV 4465 
Classified By: Ambassador Richard H. Jones: Reasons 1.4 (B and D). 


1. (C) Summary: PolCouns, EconCouns, and Deputy Consul 
General discussed Agreement on Movement and Access issues 
with MG Yossef Mishlev (GOI Coordinator of Government 
Activities in the Territories - COGAT) on December 7. 

Mishlev confirmed that the IDF had lifted age restrictions on 
travelers from Nablus and canceled the permit requirement to 
use the Wadi Nar checkpoint. He outlined steps to improve 
the operation of the Karni crossing and coordination with 
SaVeb Erakat, blaming the Palestinians for delays. Mishlev 
claimed that Hamas has smuggled 500 million USD into Gaza 
through Rafah this year. Septel covers COGAT\'s response to 
USG efforts to resolve the visa problems facing AmCits in the 
West Bank. End summary. 


2. (C) Mishlev confirmed that the IDF had dropped its age 
restrictions on male Palestinians seeking to travel from 
Nablus. The IDF is also discussing the removal of some of 
the checkpoints near Nablus, but this step is on hold due to 
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intelligence concerning a suicide bomber attempting to reach 
Israel. According to Mishlev, the IDF has lifted the permit 
requirement for vehicles crossing through the Wadi Nar 
checkpoint (which essentially separates the northern and 
southern parts of the West Bank). He claimed that the GOI is 
working to improve Palestinian access to the Jordan Valley, 
although permits are still limited to 

workers/businesspersons, residents, and humanitarian 
cases/hajjis. 


3. (C) Mishlev outlined steps to improve the operation of the 
Karni crossing. A conveyer belt for construction aggregates 
(capable of transferring 3,000 tons an hour), changes to the 
agricultural export guidelines, and installation of a crane 

to move empty containers across the border should -- in 
COGAT\'s assessment -- free other areas of the crossing to 
handle the current backlog. On December 6, 59 truckloads of 
goods entered Israel from Gaza and 200 truckloads went in the 
opposite direction. 150 truckloads donated by Turkey and the 
World Food Program had recently crossed at Sufa as well. 
Mishlev\'s assistant claimed that U.S. exports to Gaza are not 
being delayed at Ashdod port, but acknowledged delays at the 
privately-run bonded holding areas outside the harbor. 


4. (C) Both Mishlev and senior MOD adviser Haggai Alon 
claimed that a fundamental problem!" on the PA side prohibits 
greater throughput at Karni. Mishlev said he is working on 

the issue with SaVeb Erakat, who reportedly told him that the 
Palestinians Ware not ready" to take the steps necessary for 
longer operations. Equipment donated by Spain to the 
Palestinian security forces and several automobiles listed as 
taxis are being blocked by the GOI for security reasons, 
although Mishlev added that Erakat is coordinating partial 
release of the goods. 


5. (C) When asked about Rafah, Mishlev said that the GOI is 
in contact with Erakat and has agreed to the opening of the 
crossing on an intermittent basis -- he mentioned two days a 
week -- to facilitate travel by Gazans making the hajj and 
others traveling over the December Eid holiday period. He 
complained that the unrestricted movement of cash through 
Rafah by Hamas couriers works against the international 
community\'s efforts to isolate Hamas. He noted Palestinian 
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reports that Hamas has smuggled up to 800 million USD into 
Gaza, although he estimated that the actual total is closer 

to 500 million USD. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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E.O. 12958: DECL: 12/08/2016 
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SUBJECT: SCENESETTER FOR THE U.S.-GERMAN WORKING GROUP ON 
CT INFO SHARING 


REF: A. BERLIN 1995 
B. BERLIN 2795 
C. BERLIN 2577 
D. BERLIN 2303 
E. BERLIN 3075 
F. BERLIN 3173 
G. BERLIN 3435 


Classified By: DCM John M. Koenig for Reasons 1.4 (b) and (d) 
1. (C) Summary. The December 12 inaugural meeting of the 


U.S.-German Working Group to share counterterrorism 
information is an opportunity to achieve significant 
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progress. German officials have indicated they would be 
prepared to share their \"Gefaerderliste\" (list of those who 
pose a threat) and fingerprint data -- information which 
agencies here have tried to obtain until now without success. 
Germany may also be prepared to engage in HSPD-6 style 
terrorist watch list information exchange, on a hit/no hit 
basis. Germany envisions sharing with the U.S. along the 
lines of its Pruem treaties with its EU neighbors. Vital fr 

the U.S. delegation to bear in mind are the ful breadth of 
U.S. wishes, priorities among them,and creative ways to 
implement them, including va different German agencies. We 
also need to gage / bear in mind German priorities and their 
legl restraints on data-sharing. End Summary. 


2. (C) German indsets moved our way in part because of the 
Novmber 2005 transition to the Merkel-led Grand Coaliion 
government, the summer 2006 foiled German train bombings, and 
the British airplane plot. Our understanding is that the UK 

plot had a deep effect on German leaders when they learned 
that international data sharing -- specifically with the U.S. 

-- had contributed materially to preventing a catastrophe. 

The Merkel government, and Interior Minister Wolfgang 
Schaeuble in particular, have moved to enhance German 
counterterrorism capabilities through a number of domestic 
initiatives, such as the creation of a database combining 
terrorist data from federal and state as well as law 
enforcement and security agencies (the latter point 

particularly delicate in light of Germany\'s history). The 

2006 Additional Counterterrorism Measures Law (ref A), which 
streamlines German agencies access to telephone, travel, and 
financial data, is another landmark. Germany is deepening 
counterterrorism cooperation via the Pruem Agreement with its 
closest international partners -- its fellow EU member 

states. Finland announced in early December that it may be 
the ninth EU country to sign on to this convention that, 

among other things, enables instantaneous access to DNA and 
fingerprint data in other participating states. As Germany 
tightened its cooperation with its neighbors, USG officials 
began pointing out that the globalization of the terrorist 

threat and the volume of transatlantic travel and trade 

argued for closer U.S.-German counterterrorism and 
counter-crime cooperation along the lines that Germany 
established under Pruem. 


3. (C) Interior Minister Schaeuble took up the U.S. proposal 
in his meetings with Attorney General Gonzales and DHS 
Secretary Chertoff in Washington in September (ref B). 
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SIPDIS 

Specifically, he proposed establishing a bilateral Working 
Group to review the full range of options and priorities in 
view of the fact that the United States, as a non-EU member 
state, would not be able to adhere to some of the EU-specific 
provisions of Pruem. The minister\'s visit came after other 
senior level engagement, including the September visits to 
Berlin of State Counterterrorism Coordinator Crumpton (ref C) 
and FBI Director Mueller (ref D). Subsequent senior level 
visits also underscored the USG interest in this project, 
including that of Attorney General Gonzales (ref E) and DHS 
Assistant Secretary Baker (ref F). 


4. (C) Former German Interior Minister Otto Schily conceived 

the Pruem Agreement when unspecified EU member states stymied 
his efforts to boost EU-wide law enforcement cooperation. 
Undaunted, Schily signed the agreement with his willing 

neighbors -- the Benelux countries and Austria. His goal was 
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to establish a de facto high standard which other EU member 
states would eventually feel compelled to join. France, 
Spain, and Italy are now on board as well. During its 2007 
EU Presidency, Germany intends to seek inclusion of all EU 
member states. The draft German/Portuguese/Slovenian 
18-month EU 

Presidency program also mentions this goal -- a sign of 
German determination and will to persevere. 


5. (C) Pruem provides a framework for much of the cooperation 
that USG agencies have sought to establish with Germany. 
Articles two through seven discuss the opening of national 

DNA databases to automated queries from other countries via a 
national contact point. Articles eight through eleven 

discuss similar procedures for national fingerprint 

databases, a priority for USG agencies. Article 12 enables 
automated access to other countries\' vehicle registration 
databases. Article 16 is the provision we believe addresses 
most closely the biographic data sharing the U.S. seeks under 
HSPD-6, although admittedly not in great detail. Articles 17 
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through 19 address Air Marshals and would naturally need to 
be seen in view of existing U.S.-German arrangements. 
Articles 20 through 22 concern documentation advisers to 
combat illegal migration. We note that DHS already has 
arrangements to share expertise on travel documents with 
German officials, and is considering more. Article 23 
addresses repatriation. Articles 24 through 27 mainly 

discuss cross border law enforcement assistance which seems 
more relevant to the countries with which Germany shares 
borders, although we note that Article 27 (2) discusses a 

wide range of possible information that might be shared, 
including notably \"the identity of telephone subscribers\" and 
\"data from police databases\" in Article 27 (2) paras (5) and 
(8). Pruem contains many other provisions, among them data 
protection (see below). While not a simple blueprint for 
U.S.-German cooperation, Pruem shows how far Germany has gone 
with its neighbors. 


6. (C) The letter from DHS A/S Baker to MOI DG Krause 
outlines key U.S. priorities. We would like to add some 
specificity. During the November visit of the HSPD-6 
delegation (ref G) Interior Ministry Office Director for 

Police Information Systems, the BKA Law, and Data Privacy in 
Security Affairs Andreas Schultz said Germany would be 
prepared to share its \"Gefaerderliste\" or \"List of People 
Posing a Threat.\" (Note: the BKA is the Federal Office of 
Criminal Investigation. End Note.) U.S. agencies have sought 
access to this list for years. Schultz also mentioned the 
existence of the \"Einreiseverbotliste\" or \"List of People 
Forbidden from Entry.\" He said it contained not only 
terrorists but also those who Germany will not admit for 
reasons such as visa fraud. Germany might be prepared to 
share the terrorist / criminal portion of this list. The 

Federal Police maintains this list; we have asked that a 
representative from the Federal Police take part in the 
meetings December 12. 


7. (C) The U.S. delegation should assess which among these 
U.S. priorities Germany is prepared to implement and how 
simple the implementation can be. It may be that for the 
sake of progress, we should pursue an agreement on less 
contentious issues and leave those issues that present 
Germany with the most difficulty for a subsequent round of 
negotiations. Schultz and others have said that any 
agreement will require amending German legislation and 
therefore the consent of the Bundestag; the U.S. delegation 
should explore whether there are indeed ways to enable the 
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start of information exchange without unnecessary delay. As 
the Terrorist Screening Center (TSC) is aware, we initiated 
information sharing during the 2006 Soccer World Cup by 
signing an agency-level, as opposed to Ministerial-level, 
agreement without additional legal formalities. This is one 
option. That said, it may be that whatever we seek from 
Germany requires Bundestag consent. We should then bear in 
mind all the more the future precedent a U.S.-German 
bilateral agreement would set for the other members of Pruem 
and consider the text\'s possible future application to other 
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EU member states. This scenario might argue for a more 
complete agreement instead of focusing solely on less 
contentious issues. 


8. (C) Also important will be a consideration of German 
priorities. The U.S. delegation should be ready not only to 
discuss how U.S. initiatives would benefit Germany, but to 
hear and consider German suggestions. The Minister has 
tasked Schultz with establishing the Working Group and 
delivering a result -- presumably the initiative has to 
contain benefits to both sides. Schultz has not divulged 
specific German priorities, but we know that their guideline 
will be to seek from us the access to the kinds of 
information they receive under Pruem. 


9. (SBU) The U.S. delegation should understand German data 
protection laws in order to understand better the limits to 
German flexibility. The Federal Data Protection Act, 
state-level data protection acts, various court precedents, 

and numerous sector-specific data protection regulations 
govern data protection in Germany. Some German data 
protection provisions predate EU data protection directives 
and helped shape EU policy; conversely, more recent EU 
decision have affected German rules. German data protection 
law generally protects the individual from unjustified 

collection, storage, and transfer of his/her personal data. 

In the area of law enforcement, specific laws -- such as the 
BKA law for which Schultz is responsible -- form the legal 
basis for collecting and processing personal data. There are 
also the Federal Criminal Procedure Code, laws governing the 
state police agencies, and laws governing the security 
agencies. The German Federal Constitutional Court has 
determined there is a fundamental right to \"informational 
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self-determination,\" but there is not complete clarity on the 
limits of this right because the courts have also weighed 
this right against the rights of the government to carry out 
its responsibilities. 


10. (SBU) A key principle is that personal data may only be 
processed for the purpose for which it was collected. 
Government agencies may only collect data if it is necessary 
to fulfilling their responsibilities. Moreover, data 

collection has to be transparent. The individual has certain 
rights, e.g., to agree that the data be collected. In the 

area of law enforcement, the individual has the right to 
request information from the collecting agency and to request 
deletion of their data. As in other EU member states the 
independent Federal Data Protection Commissioner supervises 
compliance of federal agencies with data protection rules. 


11. (C) German data protection rules may limit both the data 
Germany can receive (they may have no legal grounds to 
receive or store it) and the data they can give (they may 
have no legal grounds to provide it). The greater the 
specificity to the data inquiry, the easier it may be to 
exchange data. This is the principle behind the Pruem hit / 
not hit system. Germany and (e.g.) Belgium do not simply 
swap lists of terrorists and data bases of fingerprints -- 
German officials tell us data protection laws in both 
countries would ban it. Instead Pruem lets them query each 
other\'s records. If there is a hit, it indicates information 

or investigations on both sides of the border. So the hit 
also immediately produces the grounds for the subsequent 
sharing of specific information: furtherance of law 
enforcement obligations to carry out ongoing investigations 
on both sides of the border. 


12. (C) The possible obstacle of German data protection rules 
can be overcome in other ways. Again, as the TSC can attest, 
during the 2006 World Cup information sharing, the BKA was 
concerned that German courts might force them to reveal the 
source of possible U.S. tearline background information 
provided subsequent to a hit. German courts, however, do not 
have the same jurisdiction over German security services such 
as the Office for the Protection of the Constitution or BfV 

-- the domestic security service. Therefore, during the 

World Cup, the two sides decided to share any tearline 
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background information via the BfV. Using the BfV may again 
be a creative way to overcome obstacles to reaching a 
U.S.-German Pruem style agreement. 


13. (SBU) The U.S. delegation is aware of the level of 
skepticism in many parts of Europe toward certain U.S. 
counterterrorism policies. As to Germany specifically, we 
note that the new EU Parliament report on alleged renditions 
states that more flights went to and from Germany than any 
other EU country. A Bundestag Investigation Committee, 
established at the urging of the opposition, is looking into 
allegations of German \"collusion\" in the Iraq war, despite 

its public stance against it. They have also agreed to look 
into allegations that Murat Kurnaz, a Turkish national -- but 
longtime German resident -- recently released from 
Guantanamo, may have been questioned by German officials 
while in detention. The Committee took recent testimony from 
senior MOI and other officials about what they knew and when 
concerning the alleged rendition of Lebanese/German 
dual-national Khaled al Masri. The German media gives 
considerable coverage to these allegations. In recent days 
the German press alleged that EUCOM in Stuttgart was the site 
from which the U.S. \"organized renditions.\" 


14. (C) As we describe above, senior German leaders are 
committed to pursue a Pruem-style agreement with us, but some 
of their staff, who will negotiate with us, are more 
circumspect. They know that the Investigation Committee has 
demanded documents and that officials have had to testify to 
describe their possibly controversial actions, some of which 
touch on the U.S. The U.S. delegation should therefore 
stress its desire to be transparent and fair in the 

negotiations, the goal of which is to share specific 

information when warranted to protect our citizens from harm. 
TIMKEN JR 
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SUBJECT: ETHIOPIA: MELES ALTERS STANCE ON MILITARY ACTION 
ON SOMALIA 


REF: A. ADDIS 3212 
B. ADDIS 3211 
C. ADDIS 3162 
D. ADDIS 3206 


Classified By: AMBASSADOR DONALD YAMAMOTO FOR REASONS 1.4 B AND D 


1. (C) Summary: Recent U.S. visitors to Ethiopia have 
advocated a message of caution to Prime Minister Meles and 
raised potential consequences of Ethiopian deployment of 
troops in possible military action in Somalia. While Meles 
has consistently underscored the threat of al-Shabaab and 
other extremist elements of the Councl Islamic Courts (CIC) 
to regional stability, and the seemingly inevitable nature of 
military conflict, Meles recently altered his message and 
noted to us that his forces will \"take their time,\" carefully 
analyzing the situation in Somalia. However, he told us that 
CIC attacks on the Transitional Federal Government (TFG) in 
Baidoa would prompt an immediate reaction by Ethiopia in 
defense of the TFG. 


2. (C) Meles argues that extremist elements are taking 

control of the CIC and must be dealt with now before they are 
too strong, potentially destabilitizing the regional states. 

Meles sees IGASOM as essential in protecting the TFG, 
moderating the CIC threat, and supporting moderates within 
the CIC. But he does not see IGASOM as an immediate reality, 
and thus Ethiopia will need to take short military actions 

jointly with forces from the TFG, Somaliland and Puntland. 

This will be necessary, Meles argues, to keep al-Shabaabs and 
extremist elements \"off-balance\" until an IGASOM force can be 
deployed. 
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3. (C) COMMENT: While the extremist elements of the CIC 
pose a clear and significant threat to Ethiopia and regional 
states, Meles faces the equally challenging threat of 

internal instability from ethnic tensions, local elections 

next April, and demands for political reform. The next 
several months will see serious challenges to Meles\' 
government as he deals simultaneously with the external 
security threat and internal political situation. End 
Summary. 


A Tale of Caution 


4. (C) In five meetings with Prime Minister Meles and 
separate meetings with Foreign Minister Seyoum and ENDF Chief 
of Staff General Samora during the week of November 27, the 
Ambassador and U.S. visitors, including General Abizaid and 
Senator Feingold, raised the need for Ethiopia to be cautious 
in taking any action in Somalia. General Abizaid articulated 
that Meles had time on his side and that a rush into conflict 
would yield immediate victories against \"technicals\" (foot 
soldiers), but not enhance security for Ethiopia. Senator 
Feingold raised potential consequences of any action in 
Somalia. General Samora noted to us that there was no 
\"massing of troops\" by the CIC. The al-Shabaab were 
operating in small units, along with their foreign 

supporters, particularly the Eritreans, who have supplied 
several hundred advisors/trainers, according to the Ethiopian 
military. The lack of a clear target would make any 
conventional combat operations potentially difficult. Meles 
noted that small unit tactics would be effective in 

neutralizing the CIC extremists and their foreign supporters. 


5. (C) Ina shift in approach, Meles told us December 6 that 
military action against al-Shabaab units and other CIC forces 
would not be immediate. He said he would \"take time\" to 
fully analyze the situation in Somalia. He stated, however, 
that an attack by the CIC against the TFG would elicit an 
immediate response by Ethiopia and other forces from 
Somaliland, Puntland and the TFG to keep the TFG from 
collapsing. 


Self-Defense -- Fending off Terrorism 


6. (C) Prime Minister Meles and Foreign Minister Seyoum have 
clearly articulated that extremist elements are taking over 
the CIC through intimidation and threats. As noted in a UN 
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report, support from Eritrean advisors as well as assistance 
from Iran and Syria are preventing the vast majority of 
moderates within the CIC from taking a leadership role. If 
the extremists are not dealt with immediately, both 

politically and militarily, they will further consolidate 

their control over the CIC, overthrow the TFG and threaten 
the security of the neighboring states. Meles said IGASOM is 
important and expressed his appreciation to the U.S. for 
coordinating with the EU in getting IGASOM approved by the 
UNSC. Meles observed that it will take time for IGASOM to 
become established. He questioned what states would 
participate, especially facing a hostile CIC which opposes 
IGASOM. But once IGASOM is operational, he added, it will 
play a crucial role protecting the TFG, forcing the CIC to 
negotiate with the TFG in a serious manner and boost hopes 
for moderates to take over the CIC. 


7. (C) Meles underscored that to support IGASOMVs formation, 
it will be necessary for Ethiopia and other troops to take 

short military actions against the extremist elements of the 

CIC. This will keep them \"off-balance\" and send a clear 
message that the regional states will not tolerate extremists 
holding any position of authority in the CIC. Once this 

message has been conveyed, Meles believes that IGASOM will 
have a better chance to succeed. 


8. (C) Ina separate meeting (Ref A), TFG Prime Minister 
Gedi told us that the CIC had issued an assassination list 
against him and several other TFG leaders. It was a clear 
indication that the CIC and its foreign supporters seek to 
overthrow the TFG. While the TFG fully supports IGASOM, 
Gedi, unlike Meles, was not forthcoming in dialoguing with 
the CIC. 


Internal Challenges: 


9. (C) At the same time, Meles faces serious challenges. 
Ethnic tensions are increasing as reflected by replacements 
of some Amharic and Oromo military leaders with Tigrayan 
officers loyal to Meles, and widening the political divide 

among ethnic groups. Ethiopia heads into local elections in 
April 2007 with facing uncertain prospects for participation 

by both opposition candidates and voters. While progress is 
being made in negotiations over release/pardons of prominent 
opposition leaders detained since November 2005, 
participation by opposition parliamentarians in the political 
process, and forward movement on political reform in the 
Parliament and media openness, the open dialogue between the 
government and the opposition has recently stalled. 
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Comment: 


10. (C) The Embassy continues to push the government on 
reform and work with the opposition in advocating a dialogue 
between them and the government. We are also supporting 
efforts to negotiate the release of CUD and associated 
detainees, and are pushing for greater economic and political 
reforms. Significant progress has been made, but the focus 
on the security threat from extremists in Somalia and the 
involvement of Eritrea and support from other foreign groups 
are diverting attention from democratic reforms to national 
security. Working with the government on both tracks will be 
challenging and faced with many obstacles. To support 
stability in the region and ease Ethiopian anxieties, it will 

be necessary to take the following actions: 


-- get an effective IGASOM force up and running quickly to 
defend the TFG and force the CIC to dialogue seriously; 

-- Solicit the support of African and Arab leaders to push 
for moderation by the CIC and advocate a dialogue; 

(AU Chairman Konare remarked that too many leaders recognized 
the threat of extremism in Somalia but have been silent. 
Their voices will be important in supporting the TFG and 
moderation within the CIC.) 

-- Support Somaliland and Puntland and their efforts to 
resist extremism; 

-- Greater international support for institution-building and 
dialogue in Somalia; 

-- Greater international outcry against extremist/terrorist 
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groups and their foreign supporters, particularly those 
nations cited in the UN report; 

-- Condemnation of Eritrea for expanding its war against 
Ethiopia. (Senator Feingold questioned why the 
Administration has been silent on Eritrean human rights 
violation and military activities to destabilize the region. 

We suggested to the Senator that Congress can also take a 
role in highlighting Eritrean misdeeds.) End Comment. 
YAMAMOTO 
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E.O. 12958: DECL: 12/07/2016 

TAGS: PGOV, PHUM, PREL, OSCE, TU 

SUBJECT: TURKEY: POPE WINS HEARTS AND MINDS BUT DOES NOT 
PERFORM A MIRACLE 


REF: A. ANKARA 6447 
B. ISTANBUL 2084 


Classified By: Political Counselor Janice G. Weiner for reasons 1.4(b), 


(a) 


1.(U) This cable has been coordinated with Consulate General 
Istanbul. 


2.(C) Summary: Turks widely perceived Pope Benedict XVIVs 
November 29-December 1 visit to Ankara and Istanbul as a 
success in diminishing animosity between religions and 
increasing dialogue between civilizations. Contacts from 
different sectors of Turkish society, however, do not agree 

on the lasting impact the visit will have. The GOT saw the 
visit as effective in relieving tensions and helping Turkey\'s 
beleaguered reputation in Europe, but realizes that it must 
follow up with concrete measures to truly capitalize on the 
event. The Vatican Embassy and Ecumenical Patriarchate were 
skeptical that the positive events will translate into bona 

fide reform from the Turks, who they view as consumed with a 
paranoia rooted in historical events. Several academics 
similarly questioned the lasting power of the visit to 

improve cross-cultural dialogue and diminish Turks\' 
deep-seated suspicion of Christianity. The EU, however, told 
us that the visit not only eliminated Turks antipathy toward 
the Pope, but also enhanced Turkey\'s position as a builder of 
bridges between civilizations. End summary. 


Column 3 


3.(U) The long anticipated visit of Pope Benedict XVI to 
Turkey included several significant surprises that 
contributed to the widely-held positive perception of his 

trip. The first occurred when Prime Minister Erdogan 
unexpectedly greeted the Pope as he disembarked from the 
plane. (Whether or not PM Erdogan, who was on his way to a 
NATO summit in Riga, would meet the Pope at all was the 
subject of much press speculation prior to the visit.) The 
second occurred when the Pope reportedly told the Prime 
Minister during their meeting that he supported Turkey\'s EU 
membership -- a significant shift from the less enthusiastic 
opinion he gave as Cardinal Ratsinger in 2004. 


4.(U) In Ankara, after a prayer at Ataturk\'s mausoleum, the 
Pope briefly met with President Sezer and later with 
Directorate of Religious Affairs (Diyanet) President (and 
highest Muslim authority in Turkey) Ali Bardakoglu, where the 
two stressed the importance of \"authentic dialogue\" between 
faiths. The next morning, the Pope visited Izmir and 
Ephesus, reputed to have been home to the Virgin Mary and 
John the Apostle. He began the mass at Ephesus in Turkish, 
and ended by waving a Turkish flag. 


5.(U) In Istanbul, he Pope participated in a short religious 
service with Ecumenical Patriarch Bartholomew |, the \"first 
among equals\" of the world\'s 300 million Orthodox Christians. 
The two religious leaders issued a common declaration on 
November 30 shortly after participating in a service 

celebrating the annual Feast of St. Andrew in honor of the 
founder of the Orthodox Church in Constantinople. 


6.(U) Pope Benedict also met with the heads of other 

religious minority communities including Armenian Orthodox, 
Syrian Orthodox, Jewish and Catholic leaders in Turkey. In 

what was originally perceived as the (diplomatically) 

riskiest part of his itinerary, Benedict quietly visited the 

Hagia Sophia museum, formerly a Byzantine Orthodox Cathedral, 
and surprised everyone by praying at Istanbul\'s famous 
Sultanahmet Mosque alongside Istanbul\'s Grand Mufti while 
facing Mecca. He ended his trip on December 1 by delivering 
the homily at the Catholic Cathedral of the Holy Spirit. 


GOT: Visit Improved Pope\'s Image But Failed To Boost 
Turkey\'s EU Bid 


Column 3 
7.(SBU) MFA Head of Western Europe Department Hasan Asan told 
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us December 6 that the Pope\'s positive gestures helped soothe 
the animosity generated by the Pope\'s controversial 
Regensburg remarks. Asan said that the GOT had hoped that 
its own gestures would have generated more positive payback 
from EU leaders, who are seen as unfairly punishing Turkey 

for refusing to open its ports to Greek Cypriot traffic. 

Although the Pope\'s visit sent a positive signal to Muslims, 
Asan told us, the onus remains on Europe to demonstrate the 
sincerity of its claims of tolerance and respect for all 

cultures and religions. 


Diyanet: Follow Up Critical To Capitalize 
On Positive Dialogue 


8.(SBU) Deputy Diyanet President Mehmet Gormez told us that 
the Pope\'s \"positive, healing message\" throughout his visit 
enormously changed the conviction of the Turkish public. The 
warm but frank discussion between the Pope and Bardakoglu, 
according to Gormez, began a constructive dialogue that the 
Diyanet plans to build on in the coming months and years. 
Bardakoglu, an outspoken critic of the Pope\'s Regensburg 
remarks (see ref A), said steps must be taken to counter 
rising Islamophobia in the West. The Pope told Bardakoglu 
that religious clergy should have autonomy from political 
institutions. Both expressed plans to continue the positive 
dialogue, according to Gormez. 


9.(SBU) Although Gormez characterized the visit as 
\"magnificent\", he emphasized that the positive atmosphere 
created by the Pope\'s \"symbolic gestures\" would be lost 
unless both sides take concrete steps to build on the new 
momentum. Gormez, who will lead the Diyanet\'s efforts, is 
optimistic. He plans to work with the Vatican to arrange a 
series of exchanges between clergy, academics, and 
senior-level officials. For the Diyanet, although the visit 

did not resolve long-standing historical problems, it created 
a new atmosphere of calm and hope in which parties have the 
opportunity to build positive interfaith dialogue. 


10.(C) Vatican Embassy First Secretary Monsignor Christophe 


Column 3 

El-Kassis told us that the visit improved the Pope\'s image 
but would have little effect in altering the fundamental 
problems between Christianity and Islam. The Pope\'s words, 
and symbolic gestures, such as praying in the Blue Mosque and 
meeting with Bardakoglu after he had \"vilified the Pope\", 
surprised and impressed a skeptical Turkish public, according 
to El-Kassis. He told us the Vatican was pleased that the 
Pope helped raise awareness of the Patriarchate\'s problems, 
improved his image among Turks, and started a productive 
dialogue between religions. El-Kassis was not sure, however, 
that the visit would have a greater long-term impact. The 
GOT\'s genuine interest was not to usher in a new era of 
inter-faith dialogue, he told us, but rather to resuscitate 
Turkey\'s image in the West, in order to revive languishing EU 
negotiations and increase tourism. El-Kassis noted that 
following the visit the GOT requested (and received) the 
Vatican\'s permission to use the image of the Pope waving a 
Turkish flag in a new tourism campaign in Europe. 


11.(C) Contacts from the Patriarchate told us the visit was 
positive for intra-Christian and Christian-Muslim relations, 
but they thought it would do little to rectify the problems 

the Greek Orthodox Church faces in Turkey. Metropolitan 
Meliton, a Senior Advisor to the Patriarch, said the Pope\'s 
offer to intercede with the GOT is unlikely to help, due to 
the Turkish \"deep state\'s\" aversion to granting rights to 
Turkey\'s Greek minority. In particular, Meliton said he 
believes that GOT will continue to refuse to recognize the 
Patriarch\'s title of \"Ecumenical\", or first among equals, 
among his fellow Patriarches. Meliton said the GOT has an 
unfounded fear that its recognition of the term would violate 
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Turkey\'s secular tradition by granting a religious 

institution legal status, which could ultimately lead to a 
Vatican-like establishment in Turkey. The Patriarchate has 
consistently denied such an intention. While the Pope\'s 
visit was an extremely significant event in the life of the 
Patriarchate, Meliton concluded, it would not be enough to 
change Turkey\'s deep-seated fears of Greek aspirations. 


Column 3 

12.(SBU) Several academics expressed the view that the Pope\'s 
visit did little to change the fundamental Turkish view that 
Christianity is synonymous with the West, and that both are a 
threat to Turkish sovereignty. Dr. Ahmet Kizikaya, an EU 
scholar and human rights expert, told us that the Pope\'s 
conciliatory gestures prevented large-scale demonstrations 
but could not undo hundreds of years of history, which have 
caused Turks to perceive Europe as a \"Christian alliance\" 
encroaching on Turkish sovereignty. He predicted the 
opposition parties will tap into this perception during next 
year\'s elections by criticizing the ruling party, AKP, for 

its cooperation with Western institutions, such as the EU and 
the Vatican. Ankara University Professor Tayfun Atay told us 
that although the Pope \"did all the right things\" to improve 
interfaith dialogue and decrease tension, underlying tension 
would resurface prior to the 2007 elections. 


EU: For Turks, He Came as Cardinal Ratsinger 
And Left As The Pope 


13.(SBU) EU Commission Turkey\'s Deputy Political Counselor 
Serap Ocak told us December 5 that Turkey nearly lost an 
historic opportunity due to early missteps such as the PM\'s 
decision to leave Turkey during the visit. Fortunately, the 

GOT ultimately embraced the visit as a chance to enhance 
Turkey\'s position as a builder of bridges between 

civilizations, said Ocak. She told us that even though Turks 

by nature will always be suspicious of Western symbols such 
as the Papacy, they no longer feel antipathy toward the Pope. 
\"In Turks\' eyes,\" said Ocak, \"he came as Cardinal Ratsinger 
but left as a global Pope.\" Although opposition political 

parties may try to portray negatively the AKP\'s involvement 
with the Pope in upcoming elections, Ocak believes the AKP 
will ultimately reap the benefits from an event which 

softened European views of Muslims. 


14.(C) Comment: The Pope\'s visit succeeded in turning around 
negative Turkish public opinion. Although many of our 

contacts were skeptical regarding visit\'s lasting impact, the 
Pope\'s ability to change Turkey\'s perception of him 
demonstrates a willingness to heal wounds and help bridge 
divides. After his remarks in Regensburg, Turkish leaders, 
media outlets, and the public had called for the visit to be 
canceled. During the visit, his actions won widespread media 
praise, which overshadowed small protests by fringe groups. 
The Pope\'s symbolic power is likely to serve as a catalyst 

for further rapprochement between Turkey and Europe, East and 
West, Islam and Christianity and, perhaps, within the 

Christian world too. End comment. 
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Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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STATE FOR EUR EUR/AGS, SECDEF FOR OSD - COL MIKE VOGL 
E.O. 12958: N/A 
TAGS: PREL, PARM, NATO, GM 
SUBJECT: PREVIEW OF THE 43D MUNICH CONFERENCE ON SECURITY POLICY 
SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET DISTRIBUTION. 
REF: MUNICH 114 
1. (U) The 43d annual Munich Conference on Security Policy, the 
\"Davos\" of the security policy world is set to take place February 
9-11, 2007 at the Bayerischer Hof hotel in Munich, Germany. Invited 
guests include heads of state, foreign ministers, defense ministers, 
parliamentary delegations and journalists from around the world. 
2. (SBU) While this year\'s Conference is still a work in progress, 
the conference organizers have tentatively laid-out the following 
agenda: 
Friday, February 9 

- Opening Dinner 
Saturday, February 10 


- Keynote Speech: NATO after the Riga-Summit and ESDP (tentatively 


Column 3 
German Chancellor Merkel) 


- Panel Topic 1: EU - A Regional Model for Peace, Security and 
Welfare? 


- Panel Topic 2: Afghanistan - Enduring Freedom or Mission 
Impossible? - NATO and its Global Responsibility 


- Dinner hosted by Bavarian Minister-President Edmund Stoiber 
Sunday, February 11 

- Panel Topic 3: Peace in the Greater Middle East: ANew Approach? 
- Panel Topic 4: Non-Proliferation and Asymmetric Warfare 

- Concluding Luncheon 


3. (U) For more information on the 43d Conference and past 
conferences, visit: \"http://www.securityconference.de\". 


4. (U) This report has been coordinated with Embassy Berlin. 


5. (U) Previous reporting from Munich is available on our SIPRNET 
website at www.state.sgov.gov/p/eur/munich/ . 


NELSON 
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E.O. 12958: N/A 
TAGS: EFIN, ECON, EAID, AO 


Column 3 
SUBJECT: ANGOLAN GOVERNMENT DEMONSTRATES INCREASED WILLINGNESS TO 
WORK WITH IFIS 


REF: LUANDA 975 
1. (U) This is an action request. See paragraph 9. 


2. (SBU) Summary. The GRA has indicated to the IMF more interest 
about entering into a Standby Agreement (SBA) than at any other time 
in the recent past. IMF reps described meetings with high level 
government and party officials were very positive and are awaiting 

the GRA\'s response on a proposed 1 year stand-by agreement. This 
new level of interest also reflects radical changes in Angola\'s 
financial situation over the past three years and the GRA\'s desire 

to better manage the massive in-flow of foreign exchange it faces 

as a result of increased oil revenues. The World Bank also issued 
Angola\'s first Country Economic Memorandum since 21990 and the GRA 
has been open to full disclosure and publication of the text, which 

it reviewed and approved. The Angolan National Bank (BNA) has 
requested technical help from the U.S. Treasury to deal with 

problems of supervision, lending rates, foreign exchange and money 
laundering (ref a). Post believes this is an opportune time to 

extend that assistance. End Summary. 


3. (SBU) On December 6, the Ambassador met with members of a 
visiting IMF delegation which has been holding discussions with the 
GRA about entering into a one-year Standby Arrangement (SBA). 
Delegation members found the GRA officials to be much more 
interested, and spoke with more authority about a stand-by agreement 
than during previous visits. Besides meeting with Finance Minister 
Pedro de Morais and Prime Minister Aguinaldo Jaime, the IMF also 
briefed the MPLA\'s chief economic advisor, Manuel Junior, who is 
also close to President Jose Eduardo dos Santos, and worked 
extensively with Ministry of Finance technical experts 


What's in it for Angola? 


4. (SBU) The GRA representatives see an SBA as a tool to keep some 
government spending in check. For example, they told the IMF they 
hoped that participation in an IMF program would keep the 
newly-founded Angolan Development Bank (BDA) from exceeding its 
statutory cap of 5 percent of petroleum receipts. GRA interlocutors 
told the IMF they also hope technical assistance and working 
together with the IMF will lead Sonangol toward divesting itself of 

its conflicting roles as granter of oil concessions, concessionaire, 

and conduit for the GRA\'s oil royalties. Expatriate oil 

professionals have told us that even though Sonangol captures the 
best of Angola\'s workforce it must still rely on the technical 

expertise of foreigners working short-term contracts and therefore 
has less institutional memory than it needs. The Angolans are 
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seeking to engage the IMF, and those with whom the team met seem to 
be putting together the best case for pitching both this one-year 
stand-by and engagement writ large. 


The GRA Also Wants U.S. Technical Assistance 


5. (SBU) According to the IMF delegation, J. P. Morgan has been in 
touch with the IMF about a credit rating for Angola. The IMF 
delegation noted that Angola has been using its windfall oil 

revenues to pay down its debts, including making a payment of USD 
100 million owed to bilateral creditors in the Paris Club. In early 
December 2006, the Angolan Central Bank (BNA) applied to open an 
account with the Federal Reserve Bank of New York, a step which will 
also entitle it to a certain amount of technical assistance. 


World Bank Country Economic Memorandum Released 


6. (U) Atthe end of November, the World Bank released its first 
Country Economic Memorandum (CEM) on Angola since 1990, dated 
October 2, 2006. The World Bank and the GRA consulted on the CEM 
and it was released with the GRA\'s concurrence. The Bank identifies 
six key aspects of Angola\'s current stage of development: complete 
the transition to a market economy; improve management of public 
expenditures; manage the oil and diamond wealth transparently; 
improve the business environment and investment climate in Angola; 
increase agricultural output, and improve the quality of public 

services, especially to the poor. 


Media Emphasis on Statistics 


7. (SBU) The official newspaper Jornal de Angola published a 
positive article about the CEM following its release. In addition, 
its edition of December 8 featured two articles on the importance of 
statistics to government, echoing a theme the IMF and World Bank 


have emphasized for years in their dealings with Angola. Roberto 
Alameida, President of the National Assembly, called for credible 

and reliable statistics meeting the UN standards in an address to an 
SADC seminar on management and statistics, according to one article. 
These press reports may signal that Angola will make the effort to 
improve its statistics in order to make itself acceptable to the 
international community in an area critical to financial policy. 


8. (SBU) Comment. The IMF has described encouraging signs of 
movement within the GRA. The IMF wants to point the GRA toward 
increasing accountability, and the GRA appears to be moving toward 
closer engagement with the international community. The USG can now 
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take some timely action which may encourage Angola\'s steps toward an 
IMF agreement. The BNA has asked for help from the United States on 
monetary policy and foreign exchange control, and to combat 
counterfeiting and money laundering. 


9. (SBU) Action Request and Comment, Continued. The BNA\'s request 
provides the USG with an opportunity to move Angola\'s banks closer 
to international standards. That, in turn, should encourage banks 

to provide more credit to the non-petroleum sector. Embassy 

believes that the USG should take advantage of Angola\'s willingness 
to engage more broadly with the international community. In reftel 

A, the BNA requested technical assistance from the USG for managing 
the money supply and for combating money laundering and 
counterfeiting. Accepting the BNA\'s invitation would give the USG a 
role in modernizing Angola\'s financial sector. Improved capacity 

for Angola\'s banks will also help U.S. corporations as Angola is 
expected soon to phase in a requirement for oil companies to deposit 
their operating budget in Angolan banks at the beginning of each 
calendar year. Post requests that the U.S. Treasury respond 

positively to our request for technical assistance. 

EFIRD 
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SENSITIVE BUT UNCLASSIFIED 
SIPDIS 


E.O. 12958: N/A 
TAGS: PHUM, PREL, KUNR, NL 
SUBJECT: NETHERLANDS/LEBANON COMMISSION: EU TO SUPPORT 


REF: STATE 196226 


(SBU) Poloff delivered reftel demarche December 8 to MFA 
Deputy Head of Human Rights Division Birgitta Tazelaar. The 
Dutch are comfortable, according to Tazelaar, with the EU 
decision to support the amended resolution. \"Even the 
Canadians have decided to support it,\" she added, \"so you 
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know it has to be OK.\" 
Arnall 
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E.O. 12958: N/A 

TAGS: SENV, EAID, PREF, CG 

SUBJECT: DRC: NYAMULAGIRA VOLCANO ERUPTING AGAIN, FIRST 
TIME SINCE 2004 


REF: A: 02 KIGALI 456 
B: KINSHASA 1787 


1. (U) Summary. Mount Nyamulagira , a volcano some 30 kilometers (21 
miles) north of Goma, began erupting on November 27 at 2000, the 
first time since 2004. One major lava flow from the active fissure 

at the southern base of the volcano was headed in a southwesterly 
direction towards Lake Kivu and threatened to cut the Goma-Sake 
road. Though no large human habitations were in the lava\'s path, 

the cutting off of Sake - a town which had only last week saw 

violence between renegade military elements and the Congolese army, 
would have seriously complicated the humanitarian and military 
situation in the area. The eruption has been winding down, however, 
and the lava flow has stopped far short of the road. Volcanologists 
warn that additional eruptions are possible, given the amount of 

magma that has accumulated underground not far from the surface, but 
have indicated that the negative consequences of this eruption are 
limited to effects on the environment caused by smoke during the 
eruption. End summary 


2. (U) On November 26, seismic equipment around the two volcanoes 
north of Goma, North Kivu province, registered over 400 tremors. 
Nyamulagira volcano, said to be the most active volcano in Africa 

(ref A), has erupted at regular intervals over the last decade, most 
recently in 1996, 1998, 2000, 2001, and 2004. Lava from Nyamulagira 
is generally heavier, thicker and slower-moving than that from 
Nyiragongo volcano, which spread an estimated 15 to 20 million cubic 
meters of lava in 2002. Some large lava flows from Nyamulagira have 
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reached Lake Kivu over the last hundred years; in 1948 lava flowed 
almost nonstop for nearly two years, crossing the Goma-Sake road to 
the south and significantly changing the shape of the Lake Kivu 
shoreline. Nyamulagira eruptions, however, pose little threat to 
human life, and it is virtually impossible for the flow to reach 

Goma, since it would have to travel uphill to get there. The 2004 
eruption sent lava only northward, into the Virunga Park, where 

there are few human habitations. 

3. (U) By December 1, during a flyover of the scene, OFDA rep and 
Jacques Durieux, foremost expert on the Kivu volcanoes, observed 
that lava flow from a fissure directly south of the Nyamulagira 

crater had traveled 14 of the 24 kilometers southwestward to the 
Goma-Sake road. Concern among humanitarian personnel and 
volcanologists in Goma was that, if this flow continued southward, 

it could cut off the main road from Goma westward, along the north 
end of Lake Kivu, towards Sake. Sake was the scene of fighting 
between integrated and non-integrated brigades of the Congolese 
military (FARDC) November 25-27. (ref B). Sake, on a main 
north-south route between North and South Kivu provinces, is 
normally a town of 30,000-40,000 people, many of whom fled during 
the recent fighting. Some went to Goma, while others moved to nearby 
towns along the main north-south road. Approximately 5,000 have 
taken shelter in villages along the Goma-Sake road. Humanitarian 
supplies for these displaced persons normally come from Goma, where 
there is an international airport with a relatively long runway. 

(Note: The runway of this airport was significantly shortened by a 

lava flow during the Nyiragongo eruption of January 2002 and no 
longer meets safety standards for many types of aircraft. End note.) 


4. (U) By December 2, volcano monitoring equipment suggested that 
the eruption was increasing in force, but volcanologists could not 
verify this by air surveillance due to poor visibility. On Monday, 
December 4, the volcanologists had good views of both the fissure 
and the lava flows and were able to state confidently that this 
particular eruption seemed to be ending and that there were no 
longer any active lava flows. They cautioned, however, that 
additional eruptions could occur, given that, according to analysis 

of their measurements over the last two years, significant amounts 
of magma had risen to within 4 kilometers of the surface and that 
this eruption was probably too short to have exhausted the reservoir 
that had been building up there. They will be monitoring very 

closely all developments over the next few months. 

5. (U) The only serious consequence of this Nyamulagira eruption 
appears to be the possible negative affects of the huge plume of 
smoke that extends across both the DRC and the ROC and all the way 
to Chad (which has already forced pilots to alter flight patterns). 

The eruption has increased the amount of sulfur dioxide in the air, 
which, if it finds its way into surface and ground waters, can have 
detrimental effects on human health. Cinders from the smoke landing 
on pastures are potentially dangerous to ruminants in the vicinity. 
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Column 3 
Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


1. (C) Summary: In 2005, the UPA government established the 
Sachar Commission with a mandate to prepare a report on the 
current status of Indian Muslims. The report was completed 

on November 17, 2006 and was made public early in December. 
It asserts that Indian Muslims are among the poorest 
communities in India and documented that they enjoy limited 
access to professions, government employment and upward 
mobility. It also stressed the fear and resentment that many 
Indian Muslims feel that makes it difficult for them to 

function outside of narrowly defined Muslim \"ghettos\" and a 
restricted number of trade and craft jobs. The report also 
highlighted that Muslim women in India are particularly 

fearful and that this prevents them from taking advantage of 
educational and employment opportunities. After painting 

this grim picture, the report made a series of general and 
specific suggestions that it said could alleviate the 

problems Indian Muslims face. Emphasizing that many of the 
problems Indian Muslims experience in life are common to poor 
Indians generally, the Sachar Report called on the GOI to 

take seriously its commitments to provide quality primary 
education to every child in the country. Other suggestions 
reflected the type of \"social engineering\" that has long been 
popular in Indian academic circles. Similar programs have 

long been in effect for Dalits, tribals, and other victims of 
discrimination, but have had little impact on their social 

and economic development. For Muslims to experience genuine 
social advancement would require a widespread change of 
attitudes backed up by extensive daily interaction between 
Muslims and non-Muslims. This is currently not happening in 
India, where Muslims are increasingly marginalized and 
retreating into Muslim enclaves where they have less and less 
to do with persons from other communities. Critics of the 
report characterized it as a transparent effort by Congress 

to win over Muslim voters on the eve of upcoming elections in 
Uttar Pradesh, which has a large Muslim population. It will 

be difficult to for Congress to discredit this criticism, as 

it has tried similar tactics in the past. End Summary. 


The PM\'s Directive 


2. (U) On March 9, 2005 Prime Minister Manmohan Singh called 
for the formation of a committee to prepare a report on the 
social, economic, and educational status of the Muslim 
Community in India. It was tasked with determining exactly 
where India\'s Muslims lived, the nature of Muslim economic 
activity, Muslim assets and income levels, Muslim 
socio-economic development, their relative share in public 

and private sector employment, caste make-up, and whether 
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Muslims have adequate access to education and health 
services. It started functioning on April 21, 2005, but 

failed to issue its report by the June 8, 2006 deadline, and 
the report did not come out until November 17, 2006. In its 
initial review of the report, the Prime Minister\'s Office 
commented that, \"the community is relatively poor, more 
illiterate, has lower access to education, lower 
representation in public and private sector jobs and lower 
availability of bank credit for self-employment. In urban 
areas, the community mostly lives in slums characterized by 
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poor municipal infrastructure.\" 


3. (U) The Committee (called the Sacher Committee after its 
Chairman, retired high court judge Rajindar Sachar) 
determined that 13 of India\'s 28 states had large Muslim 
populations: Andhra Pradesh, Karnataka, Uttar Pradesh, 
Rajasthan, Jammu and Kashmir, Assam, West Bengal, Delhi, 
Kerala, Madhya Pradesh, Gujarat, Bihar and Maharashtra. The 
Committee traveled extensively throughout these states 
speaking with government officials, NGOs, academics and a 
cross-section of the Muslim community. In addition, it 
systematically mined the GOl\'s compiled data on Muslims and 
their welfare. The report makes a number of generalizations 
regarding the state of Muslims in India that paints a dismal 
picture of their current status, alleges a lack of progress 

since independence and predicts further deterioration of 
Muslim living standards unless conclusive action is taken. 


India\'s Largest Minority 


4. (U) The size of India\'s Muslim community remains unclear, 
due to the paucity of systematic census data. The last 
census was conducted in 2001 and estimated the Muslim 
population at 138 million. The Sachar Report claims that the 
current consensus is that India\'s Muslim population stands at 
150 million, making it the second largest in the world after 
Indonesia. Indians of all communities have been fond of 
stating that the Indian Muslim birth rate is much higher than 
the Indian norm, and that the absolute numbers of Indian 
Muslims is growing faster than India\'s population as whole. 
The report documents both of these assertions, stating that 
between 1961 and 2001 the Muslim population grew from 47 
million to 138 million, an increase of 194 percent, while the 
general population increased 134 percent. The Report 
attributes this growth to a lower than average infant 
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mortality rate (the second lowest of any cmmunity in India), 
but most significantly to a high birth rate (30.8 for Muslims 

- 25.9 for Indians generally). As a result, the Muslim 
percentage of India\'s population increased from 10 percent to 
13 percent between 1961 and 2001 However, birth rates are 
falling in all communities in India, although the Muslim 

birth rate is declining at a slower pace than other 
communities. Demographers predict that the Muslim population 
growth rate will stabilize to replacement level by 2030, when 
India\'s Muslim population will reach between 320 and 340 
million. The majority of India\'s Muslims reside in four 

states. Uttar Pradesh accounts for 22 percent of all Muslims 
in India, while West Bengal, Bihar and Maharashtra have 
Muslim populations of over 10 million each. 


Perception Meets Reality 


5. (C) The Sachar Committee interacted with a variety of 
Muslims and recorded their perceptions of the state of the 
Muslim Community. The Report pointed out that any religious 
minority in any country is concerned with its identity, its 
security, and equity (equal access). The Committee concluded 
that Indian Muslims feel that they are faring badly in all 


NEW DELHI 00008243 003.2 OF 007 


three areas. According to the Report, Muslims see themselves 
as victims of negative stereotyping in India which makes it 
\"daunting\" for them to function in India\'s \"cultural, social 
and public interactive spaces. Non-Indian Muslims look 
askance at Muslims, says the Report, and question their 
patriotism, while decrying \"Muslim appeasement.\" As a 
result, Muslims complained that they are viewed with 
suspicion. The report also alleges that Indian Muslims face 
entrenched and systematic discrimination that relegates them 
largely to urban \"ghettos\" and prevents them from buying or 
renting a house in most areas or sending their children to 
good schools. The Sachar Report concluded that the Muslim 
enclaves have inadequate sanitation, electricity, schools, 
public health facilities, banking facilities and roads. Most 
Muslim interlocutors told the committee that they felt 

insecure, citing the failure of the GOI to arrest and convict 

the perpetrators of anti-Muslim riots and atrocities. 
Complaining that Indian media foster stereotypes of Muslims 
as violent and terrorist, Muslims pointed out that while the 
government often fails to provide basic infrastructure in 
Muslim neighborhoods, there is a heavy-handed police 
presence. The vast majority of Muslims blamed discrimination 
for Muslims\' low levels of education, high unemployment, and 
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pervasive and persistent poverty. 


Women Bear the Brunt 


6. (C) The Report concluded that Indian Muslim women bear 
the brunt of discrimination, as they are less mobile, less 
educated, and more tied to tradition, and more fearful of 
venturing out into the larger world. Muslim women are more 
likely to wear distinctive clothing that identifies them as 
Muslims than their male counterparts, and are constantly 
under scrutiny and control. Their fear causes many Muslim 
women to withdraw into \"familiar orthodoxies\" and dis arage 
modernity. For many Muslim women, their world is the Muslim 
enclave of a city, and they seldom venture outside of it. 
Muslim girls have lower access to education than others. 
This is due to poverty as well as cultural practices. Muslim 
girls told the Committee that they wanted education, but were 
often ridiculed and threatened in public schools where they 
were in the minority. Muslim families, with no adequate 
public education available in their communities, must send 
their children to private schools. Those too poor to educate 
all the children, invariably pull the girls out of school. 

In addition, Muslim families are often compelled to put their 
girls to work to supplement the family income. Muslim women, 
largely confined to the home, are primarily self-employed, 
doing sewing, embroidery, stitching together garments or 
rolling beedis (home-made Indian cigarettes). This traps 
them into low income jobs, with poor work conditions and a 
lack of social security, health insurance or pensions. 


Muslim Education is Substandard 


7. (U) The Sachar Report concluded that government has 
neglected poor Muslim neighborhoods and failed to provide 
adequate education there. As a result, Muslims were 
compelled to establish their own schools, either secular 
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schools for Muslim children, or Madrassas, with a heavy 
emphasis on Islam. Most Muslims stated that they viewed 
Madrassas not as a substitute for public education, but as a 
supplement, and an \"important instrument" for maintaining the 
Muslim communal identity. The Report documented that only 
four percent of Muslim children attend madrassas and that 
government promises to assist in modernizing madrassas and 
their curricula have largely failed to materialize. Muslims 

also felt that the Urdu language, which is commonly 
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identified with the Muslim community, has been systematically 
excluded from Indian life to the point of irrelevance. This 

has reduced Urdu medium education to a joke, with Urdu medium 
schools performing at the bottom in state-administered 
examinations. With few secondary or higher education 
institutions teaching in Urdu, many Urdu speakers were 
compelled to drop out of school after the primary level. In 
addition, Muslims complained that employers were loathe to 
hire an applicant with a college degree or high school 

diploma from an Urdu medium institution. Most Muslims were 
quick to point out that mastery of English was often the most 
important criterion for job selection in the private sector. 

Not interested in a Hindi medium education, they told the 
Committee that the government should either supplement Urdu 
medium education with intensive English or provide English 
medium schools to Muslim communities. 


Denied Access to Jobs 


8. (U) Muslims complained to the Committee that due to 
pervasive anti-Muslim prejudice they found it difficult or 
impossible to find good jobs, especially in the government 
and organized sector. The Committee found that even when 
Muslims applied for jobs that did not require higher 

education, they were denied employment. Much of India\'s 
Muslim community has traditionally been employed in crafts 
and trades, such as weaving and brass work, with most work 
performed by hand. As the economy develops, these 
traditional craft-oriented industries are being phased out, 

but the displaced Muslim workers, without modern skills or 
education, are largely unemployable in the new sectors of the 
economy. The Report documented that \"a very small proportion 
of government/public sector employees are Muslim. (Although 
Muslims are 13 percent of the Indian population they make up 
only three percent of the Indian Administrative Service, 1.8 
percent of the Indian Foreign Service, and four percent of 

the Indian Police Service. Muslims make up just 4.5 percent 
of the employees of the Indian Railways, with 98.7 percent of 
Muslims concentrated in the lowest ranks.) The Report 
concludes that low Muslim participation in Indian political 

life is partially responsible for these dismal figures. 

Saying that \"Muslim participation in elected bodies is known 
to be small,\" the report points out that of the 543 Members 

of the Indian lower house of Parliament, only 36 are Muslim. 


Findings and Recommendations 


9. (U) The Report points out that many of the problems faced 
by Muslims in India are the same faced by poor people 
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generally, and stem from poverty rather than discrimination 
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or cultural factors. However, it asserts that \"the Community 
exhibits deficits and deprivation in practically all 

dimensions of development,\" with their situation most acute 

in West Bengal, Bihar, Uttar Pradesh and Assam. It also 
concludes that \"the perception among Muslims that they are 
discriminated against and excluded is widespread.\" With this 

in mind, the Committee emphasizes that the GOI adopt a policy 
of \"inclusive development\" and \"mainstreaming\" of the Muslim 
minority. 


10. (U) The Committee recommended that the GOI: 


--Establish a National Data Bank(NDB) to acquire store and 
disseminate relevant data concerning the status of religious 
minorities. 


--Establish an autonomous Assessment and Monitoring Authority 
(AMA), charged with determining whether GOI programs aimed at 
religious minorities are actually being implemented. 


--Establish and Equal Opportunity Commission (EOC), which 
would act as a sounding board where Muslims could go to file 
complaints of discrimination and gain redress. 


--Develop a new \"nomination procedure\" for Muslims seeking 
public office, that would encourage interested Muslims to 
seek political office. 


--Require GOI urban renewal programs to establish \"shared 
spaces\" where people of different religious communities could 
interact on a daily basis, while encouraging the break up of 
\"religious ghettos.\" 


--Develop and apply a \"diversity index\" that would document 
the amount of minority participation in educational 
institutions, workplaces, and housing complexes and provide 
increased GOI aid to those scoring high on the index. 


--Implement regular training programs to \"sensitize\" GOI 
staff members who regularly deal with the Muslim public. 


--Ensure that all future primary and secondary school 
textbooks \"reflect diversity\" and are \"not derogatory with 
respect to specific communities.\" 


--Provide free, high quality primary education to all 
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children in India regardless of income. 


--Build \"study centers\" to allow students from poor 
neighborhoods a place to study away from over-crowded homes. 


--Map the country, identifying Urdu speaking areas, and 
ensure that Urdu medium schools are funded in those areas. 


--Produce high-quality Urdu language textbooks for Urdu 
schools. 


--Devise new admissions criteria for universities based on a 
points system that will provide extra points to students from 
low income groups. 
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--Provide hostels (dormitories) for secondary school students 
(especially girls) who do not have a secondary school close 
to their home. 


--Make diversity training mandatory for all teachers. 


--Certify Madrassas, so that their diplomas have the same 
status as those from other schools. 


--Ensure that public and private sector employees accept and 
recognize Madrassa certificates. 


--Provide incentives to banks to open branches in Muslim 
areas. 


--Ensure that Muslims are included on all job interview 
panels that interview Muslim applicants for employment. 


--Devise a special \"15 point development\" program aimed at 
the 58 districts in India with a Muslim population of 25 
percent or more. 


--Mandate that public and private sector enterprises update 
their statistics on minority employment every three months 
and post the figures on websites for public scrutiny. 


--Encourage enterprises which agree to undertake verifiable 
recruitment efforts in Muslim areas to adopt the label \"Equal 
Employment Institutions.\" 


Views of the Pundits 


Column 3 


11.(SBU) The Report was viewed differently by those with 
different vested interests. The BJP was quick to condemn tha 
Report as a cheap effort by the UPA to garner Muslim votes in 
upcoming crucial elections, especially in UP, with its large 
Muslim population. The BJP was also quick to dismiss the 
Report as yet another effort to introduce quotas 
(reservations) and special pay-outs for Muslims, and also 
pointed out that the Indian constitution does not allow 

quotas based on religious affiliation. In an article in the 
Indian Express, Pratap Bhanu Mehta, the president of the 
Center for Policy Research praised the report for its candor, 
saying \"what is at stake, is not just uplifting this or that 
group, but the very idea of India itself: whether it has the 
capacity for transcending the cant, indifference and identity 
traps that have brought us to this pass. Professor Imtiaz 
Ahmad of JNU feared that by conferring \"backwardness\" on 
Muslims, it would open the door to political patronage (by 
Congress) to gain Muslim support at the polls. With Muslims 
sharply divided between a well-off elite and the poor masses, 
he emphasized, much of the largesse would end up in the 
pockets of already well-off Muslims. 


12. (U) Asian Age columnist Seema Mustafa praised the 
report, for \"shattering many of the myths about Muslims that 
have been fed and fostered by the malignant parivar (BUP and 
affiliates) over decades.\" Mustafa claimed that the report 
would \"take the bottom\" out of BUP propaganda that Muslims 
are \"willfully backward and regressive.\" She also welcomed 
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the report\'s documentation that the Muslim fertility rate is 

on the decline. Mustafa criticized the committee, however, 
for articulately describing the plight of Muslim women, 

without providing specific recommendations for redress. She 
also decried the Report\'s assertion that poverty is behind 

the low education rate of Muslim women, blaming it squarely 
on a \"conservative mindset...that is reluctant to allow women 
out into the world.\" For Mustafa, Muslim insecurity lay at 

the heart of the report, as many Muslim\'s inability to 

compete in the mainstream was attributed to fear. Describing 
the report as \"frightening\" Mustafa emphasized that \"any 
responsible and accountable government should be worried and 
overwhelmed by the knowledge that large sections of its 
people are living in sub-human conditions today.\" 


Comment - India Resists Social Engineering 
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13. (C) The Sachar Report epitomizes well-meant social 
engineering. Incorporating ideas that are quite familiar to 
Americans, it recommends the creation of quotas, set-asides, 
and special programs and the creations of new layers of 
bureaucracy and the expenditure of large sums of money to 
address what is essentially a social problem. Social 

inequality is well-entrenched in all layers of Indian life. 

Muslims are only one of many groups that have been 
systematically marginalized for centuries. Since 
independence, the GOI has intervened time and again to try to 
right social wrongs, but oppressive Indian social attitudes 

have proven largely resistant to the most well-intentioned 
programs and legislation. The GOI has also proven to be a 
poor delivery vehicle for these ambitious programs, with 

initial enthusiasm drifting into ennui and corruption 

siphoning away much of the funding. If they were properly 
implemented, (which is highly unlikely), the specific 
recommendations of the Sachar Report would go far to address 
Muslim grievances. They would not bring Muslims fully into 
the social mainstream, however. That would require a massive 
shift by Muslims and non-Muslims in how they view each other. 
With the Report documenting greater self segregation and 
ghettoization by Muslims in India and lower levels of social 
interaction, it is difficult to see how this can come about. 


14. (C) There is also the underlying political problem. 
Muslims are a large available vote bank, and it will be 

difficult for the UPA (and especially Congress) to refute 
accusations that the report is aimed at gaining Muslim 
sympathy and Muslim votes in time for the much-anticipated 
election in Uttar Pradesh, scheduled for early 2007. Muslims 
once voted en masse for Congress but have since drifted away. 
Congress has been pondering for some time, how best to get 
them back, but has yet to devise a sure-fire formula. The 
Indian man on the street is weary of the political posturing 

and repeated unfulfilled promises and will be quick to 

dismiss this report as yet another political stunt. 


15.(U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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RUEHLB/AMEMBASSY BEIRUT 0087 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PHUM, EUN, LE, Fl 

SUBJECT: DEMARCHE TO EU MEMBERS ON UN HUMAN RIGHTS COUNCIL 
LEBANON COMMISSION OF INQUIRY - FINNISH RESPONSE 


REF: SECSTATE 196226 


(SBU) PolChief delivered subject demarche to Middle East 
Office Eija Rotinen and to Human Rights Office Director 
Johanna Suurpaa Dec. 7. The Finns said that there is 
consensus within the EU that \"talking one-sidedly\" within 
the Human Rights Council only about Israel is 
\"counterproductive and ridiculous.\" They predicted that 
the EU\'s comments on the resolution will not be accepted 
and that the EU block will vote \'no.\' 

WARE 
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E.O. 12958: N/A 

TAGS: PREF, PHUM, PGOV, CG 

SUBJECT: RESIDENTS FLEE FIGHTING NEAR DRC-UGANDA BORDER 
REF: Kinshasa 1260 


1. (U) Initial press reports indicating up to 12,000 people fleeing 
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fighting between DRC government and renegade forces near the border 
town of Bunagana (septel) appear to be somewhat inflated. Jens 
Hesemann of UNHCR Kinshasa told us December 7 that the UNHCR office 
in Kampala reports that 7000 Congolese entered the Kisoro district 

of Uganda as a result of fighting in DRC and that some have begun 
returning. 


2. (U) Hesemann said UNHCR-Uganda conducted an assessment mission 
December 6 to determine the extent of the migration and humanitarian 
needs. The agency began providing emergency shelter, water and 

rations to refugees remaining on the Ugandan side of the border on 
December 7. Hesemann said UNHCR-Uganda has not been able to confirm 
Uganda press reports that seven refugees were killed and seven other 
people, including four Ugandans, were injured as a result of 

artillery launched from the DRC side of the border. 


3. (U) Information about people displaced on the Congolese side of 

the border remains incomplete, and UN agencies have not yet 
conducted an assessment mission to affected areas. Some IDPs have 
begun to show up at previously-established centers and are receiving 
assistance there. 


Sake update 


4. (U) Access by humanitarian agencies and NGOs remains limited in 
the area around Sake, site of earlier fighting initiated by 

Nkunda-allied forces November 25-27 (reftel). According to 
UNHCR-Kinshasa, the World Food Program and NGOs Solidarities and 
Norwegian Refugee Council are providing support for nearly 3000 
families in and around the area. USAIDYs OFDA director has received 
reports indicating that some two-thirds of the population has 

returned to the town spontaneously. Several reports confirm that 
dwellings and businesses there were looted, although not destroyed, 
during and after the fighting. 

MEECE 
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SUBJECT: NEW LIBERAL LEADER DION LIKELY TO PUSH 
ENVIRONMENTAL INITIATIVES 


REF: A. MONTREAL 1205 


B. OTTAWA 3423 AND PREVIOUS 
C. MONTREAL 826 


Sensitive but unclassified. Please protect accordingly. 


1. (SBU) Summary. The victory of former Environment Minister 
Stephane Dion in the federal Liberal leadership battle seems 
certain to keep the environment and especially the Kyoto 
Protocol squarely in the center of domestic political 

discourse. As Environment Minister, Dion was closely 
identified with the Kyoto Protocol. He has consistently 
criticized the Conservative government\'s decision to abandon 
Canada\'s Kyoto commitments as unachievable and just as 
regularly insisted that his own climate change and energy 
program, outlined at length but missing many specifics, would 
allow Canada to meet those commitments if implemented by 
\"early 20071" Even though Dion received generally good 
reviews as Environment Minister, his record is not without 
blemish, particularly since the Martin Liberal government 
made little progress in reducing greenhouse gas emissions. A 
Dion-led government seems certain to focus greater attention 
on the environment and to pursue its environmental objectives 
aggressively. End Summary. 


2. (U) Stephane Dion\'s victory in the December 2 federal 
Liberal Party leadership race (ref a) heightened focus on 
Canada\'s already vocal environmental debate, specifically on 
whether a Liberal victory in the next federal election 

(expected in 2007) would see a re-commitment to the Kyoto 
Protocol commitments Canada assumed in 1997. In any event, 
Dion\'s rise seems certain to maintain the rhetoric on the 
environment at a high level, perhaps highlighting the 
Conservatives\' relative lack of success in selling the 

Canadian public on their own environmental and climate change 
program. 


Column 3 


3. (U) The environment was not Dion\'s sole focus during the 
leadership campaign ) he says economic prosperity and social 
justice shared equal billing ) but his tenure as federal 

Minister of the Environment from July 2004 to January 2006, 
and his regular campaign criticism of the Conservative\'s 
Clean Air Act, seem to link him more closely to the 
environment than these other elements of his platform. He is 
strongly identified with Canada\'s commitment to the Kyoto 
Protocol, and his campaign rhetoric on the environment was 
notable for its focus on the Harper government\'s admission in 
May that the Kyoto target was not achievable. He 
consistently charged the Harper government with betraying its 
\"responsibility to live up to its international treaty 

obligations\" (i.e., the Protocol), and the first paragraph of 

his Liberal leadership campaign\'s energy and climate change 
plan, for example, accuses the Conservatives of having \"cut, 
postponed or simply abandoned every meaningful federal 
initiative to combat climate change and increase energy 
efficiency.\" 


The Environment ) Important in Domestic Politics, 

but not all Good News for the Liberals 

4. (U) Polling data consistently provide evidence of the 
importance Canadians attach to the environment, and one poll 
taken early last month found that Canadians, for the first 

time since 1990, claimed to be more concerned about the state 
of the environment than (perennial front runner) their own 
health. That data also point out regional differences, with 
respondents in Alberta and Quebec, which has its own climate 
Qrespondents in Alberta and Quebec, which has its own climate 
change strategy (ref c), the most likely to cite the 

environment as their greatest concern; and some aspects of 
the environment, for instance climate change and energy 
conservation, regularly claim greater attention from the 

public. A mid-November survey of British Columbians, for 
example, found that 72 percent agreed they were \"desperately 
concerned\" that climate change required \"dramatic action.\" 
Analysis noted this figure was substantially higher than the 

63 percent of respondents across Canada polled two months 
earlier, probably due to \"increased media coverage of this 
issue in the last few weeks.\" (Note: That increased media 
coverage was almost certainly the spate of publicity, much of 

it negative (ref b), surrounding the tabling of the Clean Air 

Act by the Conservatives in late October.) 
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5. (U) While most observers give Dion good marks on the 
environment and expect this issue may benefit from greater 
focus in the government agenda if the Liberals win the next 
election, Dion\'s credentials as Minister of the Environment 
and the most visible face of the Liberal\'s past environmental 
stewardship, are not entirely positive, and he has come in 

for some criticism for being too focused on the Kyoto 
protocol. The apolitical Commissioner for the Environment 
and Sustainable Development (the CESD is part of the office 
of the Auditor General of Canada) in a report released in 
September 2006 noted a stark contrast between Dion\'s vision 
of a green Canada and what the Liberals actually implemented 
during their reign in power. That report noted at the 
\"government-wide level, our audits revealed inadequate 
leadership, planning, and performance,\" and \"(t)he federal 
government has done too little and acted too slowly on 
Canada\'s commitments to address the challenge of climate 
change\". In a line sure to be used by Dion\'s adversaries in 
the next election, CESD stated \"(e)ven if the measures 
contained in the previous government\'s 2005 plan had been 
fully implemented, it is difficult to say whether the 

projected emission reductions would have been enough to meet 
our Kyoto obligations.\" (Note. More tellingly, Canada\'s 
greenhouse gas emissions in 2004 stood at 27 percent above 
their 1990 Kyoto base year level (and 35 percent above 
Canada\'s Kyoto target). Emissions increased at a fairly 
constant rate from the early 1990s through 2004, the last 
year for which official figures are available and years when 
the Liberal Party was in power (1993-2006). Dion certainly 
does not bear individual responsibility for the whole of the 
Liberal Party\'s record on emissions, but that record ) if 
examined critically ) seems unlikely to provide his next 
campaign with much comfort.) 


6. (SBU) The CESD report on Climate Change also remarked on 
the federal government\'s inability to act on its own in this 

sphere and suggested that achieving success on a complex and 
pervasive problem such as climate change requires \"bringing 
various players onside and in mobilizing concerted action.\" 
While CESD was referring also to private sector stakeholders, 
this concern is especially evident in provincial-federal 

relations; the two levels of government in Canada share 
responsibility for the environment and constantly wrangle 

over who has jurisdiction (and who will pay the bills). Thus 

there is no guarantee a Prime Minister could implement 
effectively a vigorous and robust green agenda in the face of 
provincial opposition. (Note. Typically national 

environmental standards would be set by consensus among the 
14 federal, provincial and territorial environment ministers 

sitting as the Canadian Council of Ministers of the 

Environment (CCME). The CCME cannot impose its conclusions 
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on provinces since it does not have the authority to 

implement or enforce legislation, and each jurisdiction 

decides whether or not to adopt CCME proposals.) The 
Conservative government was reminded of this in October when 
Ontario\'s Liberal Premier Dalton McGuinty, in response to the 
Clean Air Act\'s push for tougher standards for vehicles by 
2010, angrily exclaimed, \"(t)he one thing we will not abide 

is any effort on the part of the national government to 

Qis any effort on the part of the national government to 

unduly impose greenhouse-gas-emissions reductions on the 
province of Ontario at the expense of our auto sector.\" (The 
Clean Air Act proposes to require tougher fuel efficiency 
standards, not tougher emissions standards. Perhaps McGuinty 
misunderstood. In any event, the Conservatives seem to have 
learned their lesson on this score from their relative lack 

of success in rolling out the Clean Air Act, and are devoting 
considerable attention to consulting with provinces and 

industry stakeholders on the overall concepts of the Act.) 


So what might a Dion Environment Plan Look Like? 

7. (U) Dion called his campaign platform on the environment 
(but covering energy and climate change more specifically) 
\"Building a Sustainable Future for Canada.\" The plan, 
largely a repeat of the Project Green he pushed in 2005 while 
Environment Minister, lays out aggressive targets for 
emissions reductions throughout the Canadian economy, but 
provides little detail on proposed programs and no estimates 
of the costs needed to implement them. (His overall plan for 
environmental sustainability also includes shorter elements 
addressing health, clean air, and clean water.) 
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8. (U) Dion\'s energy and climate change plan promises 
programs to provide individuals with tax credits for home 
energy efficiency improvements and purchases of fuel 
efficient vehicles, as well as committing Canada to matching 
the most stringent vehicle emissions standards in the U.S. 
(specifically California). On the energy side, Dion would 
support research, development and deployment of green 
technologies (by Canadian companies), make more stringent 
efficiency standards for appliances, and mandate 10 percent 
ethanol content for gasoline and biodiesel by 2010. Dion 
would also adjust preferential cost recovery rules for oil 
sands to promote \"zero net impact development.\" Industry 
would immediately face caps on emissions and trading, but the 
price for verified reductions would be capped initially at 

C$15 to ensure manageable compliance costs during the first 
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Kyoto commitment period (to 2012). 


9. (U) To promote renewable energy, the plan would provide 
incentives for wind and other renewable power production and 
establish, in consultation with the provinces, renewable 
portfolio standards. Owners of commercial buildings would 
receive accelerated depreciation allowances for energy 
efficiency investments, and communities would be eligible for 
a variety of funds to support mass transit, weatherization, 

and urban renewal. The government would not escape: Dion 
would set targets for the federal government and crown 
corporations to use at least 20 percent renewable energy 
immediately, moving to 30 percent by 2010 and 80 percent by 
2020. (Note. This ambitious target only makes sense ifthe 
plan includes large scale hydro and nuclear in the renewables 
category, which often is not the case. In 2002 hydro and 
nuclear supplied 70 percent of Canada\'s electricity. Other 
renewables, including biomass, solar, and wind, accounted for 
a very small share of Canada\'s electricity that year. 
Generation from these sources is expanding rapidly, but from 
a very low base.) 


10. (U) And certainly, Kyoto played prominently in Dion\'s 

plan, which claims that enactment of all of its measures by 
early 2007 would still put Canada on track to meet its Kyoto 
Protocol commitment to reduce greenhouse gas emissions by 6 
percent from their 1990 level by 2012. Dion estimates his 

plan would cut greenhouse gas emissions by between 238 and 
308 million tons by 2012, enough to meet those targets. In 
Dion\'s words, \"the Kyoto Protocol is the only credible 
international tool to fight the coming climate crisis, and 

Canada must honor its commitments under the agreement, while 
leading the negotiations to extend it past 2012.\" 


11. (SBU) Dion\'s ambitious plans (including the 2005 Green 
Plan) have taken their share of criticism. On one hand, Dion 
is criticized by some environmentalists for borrowing heavily 
(and in many instances word for word) from the work of David 
Suzuki, one of Canada\'s leading and most vocal environmental 
personalities. On the other, Dion has never made a secret of 
his plan\'s reliance, at least in the initial stages, on the 
purchase of credits internationally (either from transition 
economy \"hot air\" or from actual reductions from Joint 
Implementation or Clean Development Mechanism projects), 
prompting charges that Canada could spend as much as C$5 
billion yet see no benefit domestically. Then too, Dion\'s 
Obillion yet see no benefit domestically. Then too, Dion\'s 
plans have provided little detail on project specifics or 

costs to implement or sources of funds. 


Does it Differ from the Conservative\'s Clean Air Act? 
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12. (U) Certainly the Conservative Clean Air act also lacks 
detail on program specifics, at least partly because the 
government is still in the process of consulting with 

provinces and industry. (This extensive round of 

negotiations, in fact, draws criticism from both the 

political opposition and some environmentalists who claim it 
only delays effective action, since the Liberals had already 
done \"enough\" consulting.) And, the Clean Air Act does have 
longer time frames than Dion\'s plans. It envisions absolute 
reductions in greenhouse gas emissions of 45-65 percent (from 
2003 levels), but not until 2050. On the other hand, the 

Tory legislation does contain specifics on a number of 
programs to regulate pollutants, to gain provincial support 
through enhanced use of \"equivalency agreements\" that focus 
on outcomes rather than specify technology, and to set 
mandatory fuel economy standards and efficiency standards for 
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appliances. 


13. (SBU) However, the Harper government\'s ability to 
implement its own clean air and climate change plans is 
complicated by the Clean Air Act\'s status in Parliament (ref 

b). Not only are there two other competing climate change 

bills before the House, but the Clean Air Act has been 

assigned to an ad hoc drafting committee for revision before 

it comes back to the House for a second reading. GOC 
contacts will not (and really cannot) speculate on the form 

of the bill that will be reported out by the drafting 

committee, but they do expect required short-term targets for 
emissions reductions will feature prominently. 

Interestingly, they believe the re-worked bill may not call 

for meeting Kyoto commitments. What sets the Tory plan apart 
though, is the degree to which it relies not on the passage 

of new legislation, but on the existing Canadian 

Environmental Protection Act of 1999. With respect to air 
pollutants ) but not greenhouse gases ) the Clean Air Act 

would enhance the GOC\'s ability to regulate, but the legal 
authority to do so derives from CEPA and thus does not depend 
on the new legislation. 


What if? 

14. (SBU) There seems to be little doubt that a Dion-led 
government would focus greater attention on the environment, 
and likely on climate change specifically. Certainly this is 
what the public expects (another poll in taken in early 
November found that 70 percent of Canadians think the Clean 
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Air Act is not tough enough), and Dion himself in his first 
press conference as Liberal leader, stressed the 
environment\'s importance to him on a personal level. He 
announced that he would pull together the best environmental 
plans from the party to develop \"the best for energy and 
climate change that you can have in Canada.\" 


15. (SBU) And how would he approach pursuing his 
environmental goals as prime minister? Dion himself 
acknowledges a \"rather willful temperament\" and was regarded 
as very aggressive when he was Environment Minister, both on 
issues and in promoting Environment Canada\'s bureaucratic 
interests. He had the reputation among some of pursuing his 
objectives without too much regard for balance and for 
discrediting the arguments of those who disagreed, and 
sources report that he was surprisingly not always well 

briefed on environmental issues and ignored facts that did 

not support his position. And, he was known to display 
remarkable insensitivity to U.S. views on most environmental 
issues. While it is far from certain that Dion will be 

CanadaWs next prime minister, the odds of him gaining the 
office at some point are in his favor, since every Liberal 

Party leader since 1896 has served as Canada\'s prime 
minister. The exact environmental and climate change 
programs a Dion-led government would pursue are also 
uncertain, of course, but expect their pursuit to be 

energetic and assertive. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 12/07/2016 


Column 3 
TAGS: PGOV, KDEM, PHUM, NI, ELECTIONS 
SUBJECT: IRREGULARITIES IN PLATEAU STATE BYE-ELECTIONS 


REF: A. ABUJA 2766 


B. ABUJA 2817 
C. ABUJA 2870 


Classified By: Political Counselor Russell J. Hanks for Reasons 1.4 (b 
and d) 


1. (C) Fourteen members of the Plateau State House of 
Assembly were removed for leaving the ruling PDP (reftels), a 
decision inconsistent with the decision in Jigawa State and 
elsewhere, where INEC allowed those who had changed parties 
to join the PDP to retain their seats. Lawsuits continue to 
decide whether the Assembly members were properly removed, 
and one of those suits sought an injunction to prevent a 
bye-election from taking place on December 6 to replace them. 
Media reports on December 6 indicated that a court in Abuja 
had granted the injunction barring the elections until legal 
questions were resolved. 


2. (C) On December 6, PolOff called Plateau State Resident 
Electoral Commissioner Deacon Martins Okunfolami to find out 
INEC\'s plans in light of the injunction. He said that the 
injunction was \"only a rumor,\" and that INEC was \"going 
forward with our program for today.\" When asked if that 
meant INEC would be able to release results later the same 
night or the next day, he said they would conduct the 

election and then call central headquarters to \"get 

instruction on what to do next.\" PolOff later spoke with 
Ahmed Garba, an attorney in Plateau State, who said that 
elections were indeed ongoing. Garba believed that 
Okunfolami was correct and that no injunction existed barring 
the elections. INEC chairman Maurice Iwu also denied in the 
press and to PoIFSN that there was an injunction. (Note: 
Attempts to contact the court were unsuccessful. Post does 
not know whether an injunction was ever issued. End note.) 


3. (C) On December 7, PolCouns spoke with election 
supervisors in 9 of the 14 districts in which elections were 
being held for new assembly members. According to them, the 
PDP had won only one of those 9 districts. When INEC 
announced the results of the balloting on December 8, the PDP 
had gained 12 of the 14 available seats. 


4. (C) COMMENT. It appears that local officials called INEC 
command in Abuja to \"get instruction on what to do next.\" 
The 9 people with whom PolOff spoke are normally reliable 
sources, and it seems unlikely that so many of them would be 
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wrong about who won in their districts. Combined with 
polling while ongoing legal proceedings questioned the 
validity of the election, it appears to be one more electoral 
irregularity as Nigeria prepares for national elections in 4 
months. END COMMENT. 

CAMPBELL 
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TAGS: PREL, MNUC, KNNP, JA, CH 

SUBJECT: CHINESE SCHOLAR DISCUSSES NORTH KOREA NUCLEAR 
ISSUE, SINO-JAPANESE TIES 


Classified By: Political External Unit Chief Edgard Kagan. Reasons 1.4 
(b/d). 


Summary 


1. (C) China\'s good will towards North Korea has been 
destroyed by the nuclear test and a fundamental change is 
taking place in Sino-DPRK relations, according to Beijing 
University Professor Zhu Feng. Noting that his view is in 

the minority, Zhu said that he believes sanctions against the 
North Korea will work and represent the only chance left for 
ensuring the denuclearization of the Korean Peninsula. Since 
the nuclear test, the PRC leadership has adopted a more 
\"cooperative attitude\" towards working with other countries, 
especially the United States, to ensure that sanctions are 
effective. The North Korean nuclear test also has presented 
an opportunity for China and Japan to collaborate on a 
strategy to deal with the North. According to the Chinese 
academic, Japanese Prime Minister Abe,s trip was largely 
symbolic and yielded no discernable progress toward resolving 
long-standing bilateral differences. End Summary. 


Zhu: \"Sanctions Will Work\" 
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2. (C) During an October 17 meeting with visiting INR Analyst 
Greg Knight and poloff, Beijing University International 

Studies Professor Dr. Zhu Feng said Beijing\'s decision to 
support UN sanctions against the DPRK was made at the highest 
level of government, but it is too early to say what economic 
leverage China will use against North Korea. China is giving 
serious planning to its responses to Pyongyang\'s 
provocations. PRC senior leaders view North Korea as a big 
threat to China\'s national security and will not allow 
Pyongyang to possess nuclear weapons. However, Zhu noted 
that there is much debate and controversy in the leadership 
over how to handle North Korea. Zhu stated that contact 
between the two countries will be sustained and that dialogue 
will persist because that is the best way to advance 

Beijing\'s interests. But Zhu noted that China\'s good will 
towards the North Korea has been destroyed by the nuclear 
test and that fundamental change is taking place in the 
PRC-DRPK relationship. 


3. (C) Zhu believes the UNSC sanctions package against the 
DPRK is \"likely to work,\" though noting that his is a 

minority view amongst PRC experts. Zhu claimed that he 
\"pushed his government8 to make a quick decision to adopt 
the sanctions because it is &the only chance left\" for a 
nuclear free Korean peninsula. He noted that other academics 
also have recently stepped forward to advise the leadership 
of the need to send a &stronger message8 to Pyongyang. 

4. (C) Calling the North Korean threat \"very real and 
imminent,\" Zhu said that as a result of the nuclear test, 
China\'s leadership now is more resolved to deal with the 
crisis. China\'s position since the test is to step up 
multilateral cooperation. China\'s leaders now appear more 
willing to partner with the United States in pressuring 
Pyongyang to return to negotiations. China and the United 
States are facing the same task and must work together to 
enforce the sanctions, according to Zhu. 


DPRK Nuclear Test Opens a Rare Window of Opportunity for 
Sino-Japanese Cooperation? 


5. (C) The North Korea nuclear test also has created an 
opportunity for China and Japan to collaborate on a strategy 
that will comprehensively deal with the challenges posed by 
the North, whether it goes nuclear or collapses. Zhu noted 
that he returned from Japan on October 15 where he was 
consulting with Japanese think tanks on a regional response 
to the North Korean nuclear test. Zhu said that a regional 
approach towards settling DPRK refugees must be adopted as 
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well as firm cooperation in nation-building if North Korea 
collapses. 


6. (C) Japan nonetheless prefers that the UNSC handle the 
DPRK nuclear issue because Japan can play a more visible role 
at the UN than it does in the Six-Party Talks, Zhu claimed. 

He asserted that Japan remains uncomfortable with the key 
role that China plays in the Six-Party Talks. This is the 

reason why Japan &sabotages8 the talks by focusing on the 
abduction of Japanese citizens to the DPRK, Zhu argued. 


Abe Visit Symbolic 


7. (C) While the media portrayed Japanese Prime Minister 
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Abe,s recent visit as a step towards stabilizing 
Sino-Japanese relations, Zhu contends that the trip was 
purely symbolic and that the two sides made no significant 
advances. Abe said nothing new to Beijing officials, was 
ambiguous on future Yasukuni Shrine visits and made no 
promises to China on resolving long-standing differences, 
according to Zhu. 


8. (C) Zhu assessed that Abe\'s popularity is very high in 
Japan and that most Japanese believe that relations with 
China should improve. Now that Abe is in office, his trip to 
Beijing must be viewed in the context of his need to build an 
image as acapable leader. Zhu was skeptical of Japanese 
press reports claiming that President Hu Jintao will visit 
Japan as early as January. 


9. (C) The Joint Statement issued by PM Abe and Hu Jintao 
called for the creation of a joint committee to study history 
based upon the Japan-South Korea model. The joint committee 
will be composed of academics and politicians from each 
country to study the issue of resolving historical issues. 

Zhu said that he doubted this new committee would make any 
progress in resolving the outstanding debate on the 
interpretation of history, noting that the Japan-South Korea 
committee has made no progress since it was founded five 
years ago. 

Randt 
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SIPDIS 


E.O. 12958: N/A 
TAGS: EAIR, ECON, KHLS, KTIA, SF 
SUBJECT: DELTA AIRLINES LAUNCHES SOUTH AFRICA SERVICE 


REF: STATE 33725 


1. (U) Summary. Delta Airlines launched daily direct service 
from Atlanta to Johannesburg South Africa December 5. The 
route is heavily booked through January with high passenger 
load factors and full cargo utilization. End Summary. 


2. (SBU) U.S. carrier Delta Airlines launched a new service 
between Atlanta Hartsfield International airport and O.R. 
Tambo International airport in Johannesburg, South Africa on 
December 5. The route includes a stop in Dakar Senegal for 
refueling, passenger embarkation/disembarkation and a crew 
change. Delta is using a Boeing 767 on the route and will 
replace the aircraft with a larger Boeing 777 if demand 
increases. Delta is also considering the addition of a 

direct flight between Atlanta and Cape Town, South Africa. 
On December 11 Delta will begin service between New York\'s 
JFK International airport and Accra, Ghana. 


3. (U) At a ribbon-cutting ceremony held December 5 South 
African Tourism CEO Moeketsi Mosala said he was very pleased 
with the new route and that SAG \"would do whatever is 
necessary to make the route a success\". Mosala\'s remarks 
were echoed by Delta Sales VP Frank Jahangir and U.S. Consul 
General Stephen Coffman who both spoke about the improved 
trade and tourism likely to result from the flight. 


4. (U) Delta marketing officials noted that fifty five 

percent of the existing bookings had been sold in South 
Africa to north-bound travelers and that the remaining 
forty-five percent had been sold in the U.S. to south-bound 
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travelers. Of the south-bound travelers, thirty percent had 
onward flights to Cape Town, thirty percent to Durban, ten 
percent to other capitals in the region (especially 
Gabarone), with the remaining 30 percent staying in the 
Johannesburg/Pretoria area. 


5. (U) Stuffed animal trophies constituted approximately half 
of the maiden flight\'s full cargo hold and the remainder was 
divided between cut flowers and textiles. Cargo officials 

said they expect heavy utilization year-round. Note: The 
December market entry coincides with South Africa\'s busiest 
summer tourist season. Game hunters visit more frequently in 
the African winter (June-August) when loss of foliage makes 
prey easier to shoot. End Note. 


6. (SBU) Delta is a founding member of the SkyTeam global 
airline alliance which also includes NorthWest and 

Continental airlines. Until April of this year, Delta 

enjoyed a code share arrangement with South African Airways 
(SAA) on routes from Atlanta and New York to Johannesburg. 
SAA abandoned the Atlanta route, added a Dulles/Johannesburg 
route, entered a code share arrangement with United Airlines 
and joined the Star global airline alliance. SAA is planning 

to add a Chicago/Johannesburg route early next year. 
TEITELBAUM 
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E.O. 12958: DECL: 12/07/2016 

TAGS: PREL, PGOV, PHUM, EUN, LH, HT9 

SUBJECT: LITHUANIAN FM TO RAISE TURKEY, BELARUS, EUROPEAN 
COUNCIL AT DECEMBER GAERC 

REF: A. STATE 194456 B. STATE 195044 


Classified By: Pol/Econ Chief Rebecca Dunham for reasons 1.4 (b) and (d 
) 


1. (C) Summary. Lithuania\'s FM plans to intervene at the 
December 11 GAERC to support Turkey\'s EU accession, 
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discourage the repeal of GSP for Belarus, and oppose draft 
language in the upcoming European Council conclusions about 
\"integration capacity\" and \"constitutional treaty reform.\" 

The Minister has prepared talking points on the China-Arms 
Embargo that support our position, but will intervene only if 
there is prolonged discussion. End Summary. 


Lithuania does not support lifting China arms embargo 


2. (C) Ambassador delivered ref A points to Lithuanian 

Political Director Zygimantis Pavilionis December 7, and we 
delivered all reftel points the same day to the MFA\'s Common 
Foreign and Security Policy Division Head Tomas Gulbinas, who 
prepares the Minister\'s briefing book for the GAERC. 

Political Director Pavilionis told the Ambassador that 

Lithuania will continue to support the U.S. position opposing 
lifting the EU\'s China arms embargo. Gulbinas read us the 
Minister\'s talking points on the EU China arms embargo: \"Any 
decision on the embargo had to be taken in close coordination 
with the United States. Any decision to lift the embargo had 

to be based on criteria about democracy and regional 

stability. The current human rights situation in China made 

it inappropriate to consider these criteria now.\" He added 

that Lithuania completely agrees that the embargo and the 
Code of Conduct should not be linked, and said that this was 
also the position of the Commission. Gulbinas opined that 

the EU would not find consensus on conclusions about the 
embargo at the GAERC, and that the embargo would remain in 
place. 


Lithuania supports keeping Turkey in accession process 


3. (C) The Minister\'s talking points on Turkey\'s EU accession 
agree broadly with ours. \"It is of the utmost importance to 
keep Turkey involved in the EU accession process, reads the 
key Lithuanian point. The talking points on Turkey are 
changing, Gulbinas said, as he had just received a fax from 
Finland saying that Turkey had agreed to open its ports to 
Cypriot ships. Lithuania had prepared to argue for the 
\"moderate road\" of closing eight chapters in Turkey\'s 
accession negotiations, but the Minister will see how the 
situation develops. 


Lithuania to intervene on Council Conclusions 


4. (C) Gulbinas said that the FM will intervene on two points 
regarding the Council Conclusions from the December 14-15 
European Council. First, in line with Lithuania\'s strong 
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support for an \"Open Doors\" accession policy, the Foreign 
Minister will discourage adding language about \"integration 
capacity\" to the EUVs criteria for accession. Second, the 
Minister will support changing language about \"Constitutional 
Treaty reform\" to \"preparing the ground for the way ahead.\" 
Gulbinas said that as Lithuania was the first to ratify the 
constitutional treaty, the GOL is reluctant to support 

reforms that would require Parliament to ratify another one. 


Lithuania Discourages withdrawing GSP from Belarus 


5. (C) During \"Any Other Business\" Vaitiekunas plans to 
intervene to discourage the EU\'s withdrawal of GSP benefits 
from Belarus. He said that the GOL does not oppose the 
withdrawal in principle, based on Belarus\'s labor practices. 
Nevertheless, \"the timing is bad politically he said, and 
would strengthen Lukashenko and be counterproductive in 
Western Europe\'s efforts to garner favorable public opinion 
in Belarus. Lithuania had earlier blocked the move in the 

133 committee, but they have been overruled in that committee 
and now the issue is in COREPERS, where Lithuania \"will try 
to obstruct\" the decision, in part by working to keep it off 

the agenda, for as long as possible. According to Gulbinas, 
Lithuania\'s only allies on this were Poland and Latvia. 
Gulbinas said that Lithuania advocates this position in terms 
of Belarus\'s democracy only, and (implausibly) denied 
Lithuania\'s economic interests in its neighbor. 


President to intervene on neighborhood policy, Central Asia 


6. (C) President Adamkus is planning an intervention on 
European Neighborhood Policy at the Dec 14-15 European 
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Council. Adamkus will endorse the December 4 Commission 
publication \"Strengthening the European Neighborhood Policy\" 
which adopted ideas similar to those in Lithuania\'s ENP 

paper that the Ministry circulated this summer. Adamkus\'s 
prepared remarks contain one sentence about increasing the 
EU\'s activities in Central Asia. 


Afghanistan 


7. (C) Gulbinas said that he did not anticipate a long 
discussion about Afghanistan at the GAERC because almost 
everything had been agreed at lower levels. The Lithuanians 
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are pleased with European support for PRTs in Afghanistan, 
from which they expect to benefit directly. 


MEPP 


8. (C) Lithuania is cool to the Spanish Middle East peace 
initiative and will continue to support the Quartet 

principles and the Roadmap as the best way forward. Jurate 
Ramoskiene of the MFA\'s Middle East and Africa Division told 
us December 8 that Germany will make a presentation at the 
GAERC about strengthening the Roadmap during its upcoming 
presidency, but she is unsure what kind of interventions 

there will be on the new initiative since there has not been 

a working group since the Spanish-French announcement. 
Ramoskiene said privately that the GOL would not want to 
support a new initiative that excludes it, when it can 

participate in the current process through EU structures. 
CLOUD 
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Classified By: PolCouns Ted Osius for Reasons 1.4 (B, D) 


1.(C) Summary. In a December 7 meeting, S/CT Deputy 
Coordinator Virginia Palmer and Ministry of External Affairs 
Additional Secretary (International Organizations) K.C. Singh 
discussed: 


-- Indian flexibility on dates for the next CTJWG, presumably 
in February; 

-- Pakistani-based terrorism, including Singh\'s role in the 
new joint mechanism and President Musharraf\'s proposal for a 
solution to the Kashmir conflict; 

-- bioterrorism; 

-- the possibility of joint C/T operations and enhanced 
intelligence sharing; 

-- biometrics; 

-- the link between narcotics and terrorism, particularly in 
Afghanistan; 

-- how to enhance future C/T training; and 

-- the situation in Iran and Iraq. 


End Summary. 


Column 3 
India Flexible On Dates For Next CTJWG 


2. (C) In a December 7 meeting in his office, Singh began by 
offering flexibility in scheduling the next Counterterrorism 

Joint Working Group (CTJWG), which he presumed to be in 
February, saying he would only need short notice to be ready 
to receive S/CT Coordinator Crumpton and the American 
delegation. Palmer confirmed the U.S. commitment to the 
working group and said she hoped to follow up on a number of 
issues from the CTUWG in May. She began by expressing 
assurance that the USG, particularly counterterrorism 

officials, understood the difficult and sensitive terrorism 
problem India faces, particularly from Pakistani-based groups 
such as Lashkar-e-Taiba (LeT). Terrorism, including from 
LeT, is a problem the U.S., India and the international 
community are forced to jointly confront, she said, adding 

the U.S. does engage the Pakistani government on dealing with 
terrorists operating from Pakistan. 


Singh Assesses Pakistani Terror, Composite Dialogue 


3. (C) Giving his assessment of the U.S.-India 
counterterrorism relationship since the last CTUWG, Singh 
said the GOI was in the process of creating a new and 
separate counterterrorism unit, to be run at the director 

level, in the MEA. The new office would start with a small 
staff and grow over time, dedicated solely to 
counterterrorism issues. This new office would solve several 
problems the GOI has had in formulating C/T policy, 
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particularly providing someone who could focus on 
counterterrorism and bridge the GOI interagency process, as 
well as be the contact point for foreign governments wishing 
to liaise with India. One problem example Singh gave was in 
his difficulty in explaining to other agencies within the GOI 
the difference between cyber security and cyber terrorism, 
and that once he was able to clarify the distinction to his 
colleagues, the need for bilateral cooperation on cyber 
terrorism became clear. 


4.(C) Turning to the Composite Dialogue with Pakistan, 
Singh said the meetings had been suspended after the July 11 
Mumbai terrorist attack, but were back on track. He noted 
that Pakistan had, for the first time, expressed a 

willingness to investigate Indian allegations of Pakistani 
complicity in terrorist attacks in India. India has shared 
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some data on \"previous attacks\" (NOTE: We understood that 
this did not include the Mumbai blasts. End NOTE.) with 
Pakistan, but has not heard back from Islamabad yet. Singh 
is the Indian Head of Delegation to the Joint (CT) Mechanism 
with Pakistan, which has been named but has not really begun. 
Singh said the plan is to have a Joint Mechanism meeting on 
the margins of nuclear confidence building measure meetings 
(his counterpart is Pakistan\'s Head of Delegation for those 
talks, too). Singh would prefer to meet more regularly and to 
begin immediately. 


5. (C) Similar to the MEA views expressed in reftel, Singh\'s 
assessment of President Musharraf\'s recent proposal for 
resolving the Kashmir conflict was that it did not contain 

any real new ideas. Musharraf\'s four points had already 
being discussed in back channels, he said. Any solution 
would have to meet India\'s redlines that borders can not be 
redrawn and India\'s constitution can\'t be amended, but within 
those parameters India is willing to negotiate on Kashmir, 
Singh explained. Ultimately, any agreement on Kashmir would 
rest on the cessation of terrorism, he said. 


6. (C) In order to end terrorism in Pakistan, Singh asserted, 
democracy must take hold. Terrorism attracts radical 
elements of society who have nowhere to turn to express their 
political views, he said, and Musharraf\'s style of 

\"controlled democracy\" has emboldened Pakistan\'s radical 
right wing while decimating its center. Democracy is both 

the short- and long-term solution for Pakistan, according to 
Singh, who said that Musharraf should allow democratic 
elections immediately, including candidates Benazir Bhutto 
and Newaz Sharif, along with others. The U.S. could help the 
process by pressing Musharraf to allow the democratic process 
to unfold. 


Bioterrorism A Concern For India 


7. (C) Palmer suggested more frequent U.S.-India C/T 
interactions between CTJWGs. She thanked the GOI for the 
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Pathogen Security Workshop at the National Institute of 
Virology and said the USG looked forward to hearing Indian 
thoughts on a joint workshop to assess vulnerability and 
identify countermeasures on bioterrorism and our January 2005 
proposal for a tabletop exercise on emergency response 
mechanisms. The tabletop exercise \"should be possible,\" 
Singh said. He said bioterrorism was a good example of the 
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GOl\'s shortcomings on CT coordination. Several ministries, 
such as Agriculture, still haven\'t come to realize that 
terrorism is an issue that belongs to them, he explained. He 
admitted that bioterrorism is one of India\'s largest threats, 
and offered to discuss the issue within the GOI and get back 
to Palmer on who will take charge of the issue for it. He 
noted that coordination problems such as this should be 
resolved when the new C/T office becomes operational. At 
Palmer\'s urging, Singh said he would try to clearly 

articulate the GOl\'s bioterrorism policy before February so 

it could be discussed at the CTUWG. 


Other Possibilities: Joint Ops, Intel Sharing... 


8. (S) Palmer suggested the possibility of the U.S. and India 
doing more joint counterterrorism operations, as well as 
intelligence sharing. We also need to share current threat 
information much more quickly, she said. Both operations 
and information sharing need to be two way streets, she said. 
\"We have to get our act together on this,\" said Singh, 
promising to follow up. 


...Biometrics... 


9. (C) Another area for further cooperation would be in 
biometrics, Palmer told Singh, adding that good progress on 
biometrics cooperation was made recently at the regional 
conference in Jordan. Singh, noting that MEA controlled 
India\'s passport agency, said that cooperation on biometrics 
was in India\'s interests, because as other countries adopt 
standards, Indian passports will either have to catch up with 
those standards, or Indian travelers will suffer. 


...Narcotics/Terror Link 


10. (C) Singh said that another possibility for further 
coordination could be the link between narcotics and 

terrorism, specifically pointing to the situation in 

Afghanistan. Singh explained that Tajik President Rahmonov 
had described to PM Singh during their September meeting the 
problem of narco-traffickers and Taliban terrorists 

collecting on the Tajik-Afghan border, and that some of the 
drugs were coming to India via Pakistan. Singh offered to 
further brief the U.S. at the CTUWG on India\'s liaison with 

the Eurasia Task Force. 
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Better Planning To Enhance C/T Training 


11. (C) RSO George Lambert suggested that future 
counterterrorism training for India could be enhanced by 
working more closely together in the planning stages of a 
training course to tailor the training specifically for 

India. By mutually identifying the training requirement in 
advance, then fine tuning it for the Indian audience, we 

could build a link for long-term C/T coordination progress. 
Singh suggested that the new C/T Director would be the action 
office for such coordination. 


Iran: A Possible Indian Role? Iraq: No Spillover Expected 


13. (C) Palmer and Singh (who served as India\'s Ambassador in 
Tehran) briefly discussed the situation in Iran, and whether 
sectarian violence in lraq could have any spillover effect on 
Indian Muslims. On Iran, Singh said he had spoken with 
Iranian Deputy Foreign Minister Safari recently, and had told 
him he thought the U.S. would likely be willing to engage 
Iran on Iraq in exchange for regime stability, but that 

Iran\'s nuclear development would always be unacceptable 
because it would require the U.S.to take some sort of action, 
or, worse in Singh\'s opinion, leaving Israel to act 
unilaterally. Safari said Iran could never abandon its 
nuclear program under U.S. pressure, as it believes such a 
concession would only be a first step, leading to more U.S. 
demands until the regime is threatened. Singh said he 
believes a positive role India can play would be to persuade 
Iran to be pragmatic by assessing the situation realistically 
and not stumbling into a crisis by misreading U.S. 

intentions. On Iraqi sectarian violence, Singh said he did 
not believe it would have an effect on India\'s Muslims, as 
India\'s Shia community is small and historically has been 
relatively well-to-do. Singh also described a distinction 
between northern and southern Indian Muslims, with southern 
Muslims today more closely linked to the Persian Gulf and 
potentially susceptible to Wahabist influences. 

MULFORD 
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Classified By: Charge d\'affaires Thomas C. Tighe for reasons 1.4 (b) an 
d (d). 


1. (C) Summary: President Rene Preval met with Senator 
DeWine (R-OH), Representative Schakowsky (D-IL) and the 
Ambassador at the National Palace November 29 in advance of a 
cocktail reception Preval held in honor of DeWine. Preval 
stressed that insecurity in Port-au-Prince is not due to 

political factors, but rather a result of banditry. The 

police need to gain the trust of the population so they will 

share their knowledge about the kidnappers; currently, 

victims and neighbors are too scared to tell the police what 
they know for fear of retaliation by rogue police officers. 

Preval explained the cumbersome process to amend the 
constitution, which would be necessary in order for 

naturalized Americans to retain Haitian citizenship. Senator 
DeWine said that the Haitian Hemispheric Opportunity through 
Partnership act (HOPE) is unlikely to pass this year but 
encouraged the president to travel to Washington early next 
year. The President\'s somber and even defensive mood when 
discussing insecurity likely reflects both the timing of the 
meeting (following over a week of an increase in violence) 

and pressure from the Haitian population for a GoH resonse to 
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insecurity in Port-au-Prince. End Summary. 


A New Wave of Insecurity 


2. (C) Preval said that insecurity in Port-au-Prince is 
largely a result of the economic situation in the country. 
The worst way to view the situation is as a result of 
political factors; the other worst thing to do is doubt the 

will of his administration in the face of insecurity. He 
explained that there were two causes of insecurity in 
Port-au-Prince: the people close to Aristide and bandits. 
Now, only the bandits are left and they have resorted to 
kidnapping. He said this is a new wave of insecurity and that 
it is a question of who the gangs are and where they are, 
because \"all it takes is one small gun and there are lots of 
them in Haiti.\" 


3. (C) Preval addressed the wide-spread belief that the 
Haitian National Police (HNP) is involved with the kidnapping 
and said that the GoH is looking for links between the 
bandits and the police. The population must trust the police 
enough to share information about the kidnappers. He said 
that the number of HNP is not sufficient and that they do not 
have enough resources, although he acknowledged the 
motorcycles and radios that the U.S. gave to the HNP. Preval 
also said that the GoH had prioritized the local elections on 
December 3, which require already scarce security personnel 
from both the United Nations Stabilization Mission in Haiti 
(Minustah) and the HNP. He guaranteed that following the 
elections, both security forces will be focused on the 
insecurity. He also promised to convoke a forum of 
parliamentarians, politicians and members of the civil 

society to address the problem of insecurity. 


Dual Citizenship for Haitian-Americans 


4. (U) On behalf of her Haitian constituents, Schakowsky 

asked Preval about the possibility for amending the 

constitution to allow for dual citizenship of Haitian 

Americans. Preval explained that amendment process is 

difficult. First one parliament has to propose the change and 
approve the proposal, and then the following parliament, 

under a newly-elected government, must approve the amendment. 
Preval\'s commission reviewing the constitution found that 

this process takes too long, but constitutionally, even the 

process itself would take about ten years to change. 


HOPE Unlikely to Pass This Year 
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5. (C) DeWine admitted that the HOPE bill is not likely to 
pass this year because Congress may be in session for only 
one week. In the event that it does not pass, DeWine advised 
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Preval to go to Washington early next year. Preval thanked 

DeWine for his earlier advice that it would not be worthwhile 
for Preval to travel to Washington to lobby for the HOPE bill 
before the end of the year, and said that he is certain it 

will pass, thanks to friends like DeWine. 


6. (C) Comment: This meeting occurred after one week of an 
increase in violence in Port-au-Prince. The somber, at times 
defensive attitude of the President likely reflects pressure 
from the situation and from previous conversations with his 
inner circle. The growing impatience of the population for a 
GOH response to insecurity also seemed to play a role, 
particularly in his comment that the worst thing to do is to 
doubt the will of his administration. End comment. 


7. (U) Senator DeWine and Representative Schakowsky,s 
office have not cleared on this cable. 
TIGHE 
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Column 3 
THORNTON. REASONS 1.4 (B/D). 


1. (C) Summary: Vice-Chairman of the Catholic 
Patriotic Association (CPA) Liu Bainian defended the 
November 30 ordination of Bishop Wang Renlei as the 
auxiliary bishop in Xuzhou (reftel), Jiangsu Province, 
saying that the Chinese Government gave advance notice 
of the appointment to the Vatican and that the 
appointment was necessary to serve the Catholic 
population in Xuzhou Diocese. Liu said he believes 
the relationship between the Chinese government and 
the Vatican will improve over time, at least in the long 
term, commenting that further dialogue is required to 
resolve differences. Poloff urged the CPA to pursue 
coordination with the Vatican in future ordinations. 

End summary. 


2. (C) CPA Vice-Chairman Liu Bainian told poloff 
December 5 that China acted \"properly\" in ordaining 
Bishop Wang Renlei the auxiliary bishop in Xuzhou, 
Jiangsu Province. Liu said that he had asked Chinese 
Officials \"to inform Rome about Wang\'s appointment in 
advance of the ordination through diplomatic 
channels.\" Liu confirmed that officials passed this 
message prior to Wang\'s ordination, but said he did 
not know how far in advance the message was 
transmitted. 


3. (C) Defending Wang\'s November 30 ordination, which 
was done without Vatican approval, Liu claimed that 
the Xuzhou Diocese needed to prepare a successor in 
case the current bishop, 94-year old Qian Yurong, 
becomes ill or dies. Liu said 42 dioceses in China 
currently lack bishops. Wang\'s ordination will 

prevent a leadership gap in Xuzhou, which would harm 
faithful parishioners there. Describing the selection 
process, Liu stated that several Xuzhou priests had 
nominated Wang and that Bishop Qian, parish priests, 
and unspecified representatives of Xuzhou parishioners 
had unanimously elected Wang as bishop. 


4. (C) Liu said he remains optimistic about the future 

of China-Vatican relations, at least over the long 

term. Both sides share a desire to improve relations, 

he posited, asserting that the Pope \"loves China\" but 

is influenced by advisors who dislike China because of 
its political system. Liu asserted that the Pope\'s 
December 2 statement following Wang\'s ordination was 
milder than the Vatican\'s previous such statement, 
revealing that Vatican attitudes toward China \"are 
softening.\" Poloff urged the CPA to pursue timely 
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coordination with the Vatican in future ordinations. 


5. (C) Liu said the Chinese government wants further 
dialogue with the Vatican to resolve differences over 
how to select bishops, but will not cede this 

authority to the Vatican. Rome\'s refusal to approve 
bishops in the past, Liu said, has made it necessary 
for China to proceed with appointments on its own. 
With 42 dioceses lacking bishops and another ten 
current bishops in their 90s, China has no choice but 
to move ahead on appointments to serve the Catholic 
faithful, Liu concluded. 

Randt 
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E.O. 12958: N/A 

TAGS: FR, PGOV, PHUM 

SUBJECT: INTEGRATION AND \"REPUBLICAN CITIZENSHIP\" IN THE 
FRENCH SUBURBS 


1. (SBU) SUMMARY: Francois Garay, the avowedly leftist mayor 
of Les Mureaux, a town of 32,000 inhabitants 25 miles 
northeast of Paris where October civil unrest left seven 

police officers injured and two automobiles destroyed, 
explicitly rejected economic, racial, and religious 
explanations as the central causes of France,s simmering 
social tension. He highlighted instead the nation,s failure 

to inculcate in its youth a clear and abiding sense of 

\"secular Republic\" citizenship. In an effort to replace this 
lost structure, the mayor has proposed a range of activities 
and \"initiating moments\" he believes could serve as a model 
for providing future French citizens with the sense of shared 
experience and civic education that is currently lacking. 

END SUMMARY. 


Decrying a Lack of Republican \"Citizenship Scaffolding\" 


2. (SBU) On November 30, Poloff and LES called on Francois 
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Garay, Mayor of Les Mureaux, a town of 32,000 inhabitants 25 
miles northeast of Paris where October civil unrest left 

seven police officers injured and two automobiles destroyed. 
Mayor Garay spent the first few minutes of our meeting laying 
out some of the causes for social tensions in Les Mureaux. A 
nearby automobile factory, opened 35 years ago, had attracted 
a wave of recent immigrants, many of whom arrived with large 
extended families, in search of unskilled jobs. The mayor 
emphasized that several of these early arrivals were 
polygamists, a factor that intensified the subsequent 
population explosion of second- and third-generation, 
unskilled, poorly integrated town inhabitants. 


3. (SBU) Garay asserted that this demographic trend 
coincided with the failure of current French leaders to 
provide critical \"citizenship scaffolding\" to a new 
generation of culturally diverse French citizens. In his own 
statement of the central problem, \"The current generation of 
those in authority in France, myself included, have 
inadvertently failed to provide crucial Vinitiating moments\' 
that have in the past served to instill Republican 
citizenship values...Our secular Republic must be universal 
and must provide a common structure to its citizens, lives, 
regardless of national origin, religion, social milieu, or 
family status.\" 


4. (SBU) Garay followed up his general diagnosis of France\'s 
malady with a list of specific remedies. In a program that 

he has shopped around to the senior members of parties on 
both the political right and left, Garay recommends a series 

of sequential activities that would impart vocational skills, 
Republican values, and a common basis of experience to 
reinforce a shared sense of belonging in French youth. 


5. (U) Prominent among Garay\'s programmatic suggestions are: 


-- A program of hands-on civic education for younger 
students including a Children,s Municipal Council, public 
works projects, and structured field trips in cooperation 
with the public and private sector. 


-- A job fair and apprenticeship program allowing high 
school-aged students to sample vocational options including a 
required summer of employment. 


-- A \"citizen passport\" issued to all 18-year-olds involving 
a summer of mandatory public service in another area of the 
country. 


6. (SBU) Garay expressed anger and frustration over the 
police raids in Les Mureaux subsequent to October,s violence 
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and claimed to have been excluded from security forces, 
planning. \"The police chief never alerted me (about the 
raids)...only the town commissioner told me about them eight 
hours in advance because we are on good personal terms.\" 
When asked who organized the raids, Garay responded, \" 
don,t know if it was Sarkozy, and | really don,t give a 

damn. But this (raid) is about media hype. It is not worthy 

of a secular Republic.\" Commenting on last year,s more 
widespread civil unrest and its media coverage, Garay 
expounded on his frustration that nationally televised images 
of rioters only compounded the problem. \"We,re walking along 
the razor,s edge. You work (on addressing the real causes 
of this problem) and, in three minutes of footage on the 

eight o,clock news, they are going to destroy all my 

efforts.\" 


7. (SBU) COMMENT: Garay\'s approach is typical for a mayor of 
the left (Socialist or Communist) who must reconcile idealism 
and dogma with difficult on-the-ground realities. The result 

is often policies and initiatives that stress inclusion 

rather than retribution. Whether this is sufficient -- in a 

high unemployment, low growth environment, and in the face of 
persistent discriminatory practices -- is open to question. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 


88745 

PP RUEHAST RUEHDBU RUEHFL RUEHLA RUEHLN RUEHMRE RUEHROV RUEHSR RUEHVK 
RUEHYG 

DE RUEHAH #1254/01 3421246 

ZNR UUUUU ZZH 

P 081246Z DEC 06 

FM AMEMBASSY ASHGABAT 

TO RUEHC/SECSTATE WASHDC PRIORITY 8072 

INFO RUCNOSC/OSCE POST COLLECTIVE 

RUCNCIS/CIS COLLECTIVE 

RHMFIUU/CDR USCENTCOM MACDILL AFB FL//CCJ2/HSE/CCJ5// 
RUEKJCS/SECDEF WASHINGTON DC 

RUEKJCS/JOINT STAFF WASHINGTON DC//J5/RUE// 

RUEAIIA/CIA WASHDC 

RHEFDIA/DIA WASHDC","UNCLAS SECTION 01 OF 04 ASHGABAT 001254 


SIPDIS 
STATE FOR SCA/CEN (PERRY, NICOLAIDIS) 
SIPDIS 


SENSITIVE 


Column 3 


E.O. 12958: N/A 

TAGS: PGOV, ECON, PINR, TX 

SUBJECT: Turkmenistan\'s Sporting Tragedy - Glory to the State, Money 
to Athletes and Managers 


Summary 


1. (SBU) Political machinations, corruption and greed are literally 

and figuratively bankrupting Turkmenistan\'s sports. Since 
independence, the Soviet athleticism legacy has been eroding and hit 
the proverbial new low when Turkmenistan\'s soccer team withdrew from 
the 2006 Asian Games, one week prior to the start of the tournament, 
citing \"doubts about how the team would do.\" This incident 

confirmed anecdotal information on the demise of athletic 

competition in Turkmenistan and provided evidence that, as in other 
social sectors, deeper political and economic factors are impairing 
sports development. End Summary. 


No More Sports for the Masses 


2. (SBU) Turkmenistan inherited a centralized state-run sports 
system from the Soviets. However, during the country\'s 15 years of 
independence, the government has eliminated central budget support 
for national sports. Often, individuals and teams must find 
international sports NGOs and private businesses to support their 
efforts or rely on athletes\' personal money streams. The 
government\'s promotion of sports on a massive level has decreased, 
resulting in fewer people playing sports. In the late 1990s, 

President Niyazov, probably responding to budgetary shortfalls, 
cancelled all school physical education classes, stating that people 
should play sports in specialized facilities, such as stadiums and 
gyms, not schools. Niyazov further argued that privatizing sports 
would lead to increased international sports achievement. 


Bringing Glory to the Motherland: Tools of the Trade 


3. (SBU) The government\'s priorities have shifted from mass sports 
to high-level international sports which provide publicity for the 
government, both for national and foreign audiences. Raising 
Turkmenistan\'s flag in international sports fora is one way of 

making Turkmenistan known and brings the country closer to becoming 
\"a developed nation,\" a goal high on Niyazov\'s political agenda. 

But more importantly, it is a useful domestic propaganda tool for 
Turkmenistan\'s people to believe that their country is \"conquering 
international heights in all fields, including sports, under the 

relentless leadership of Saparmyrat Turkmenbashy the Great,\" as 
described by the state-owned media. For this reason, the government 
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occasionally recognizes outstanding athletes by granting them 
honorary titles, state and financial awards, and material 
privileges, such as free apartments. 


4. (SBU) Athletes, managers and media have learned to play along 
and \"supply\" the government with good results. Athletes travel to 
tournaments where they think there will be weaker opponents, play 
non-mainstream sports in which they have greater opportunities for 
success, and host tournaments without inviting strong athletes and 
teams. The President\'s Cup, an annual international soccer 
tournament sponsored by the Government of Turkmenistan, is an 
example of hosting an event to \"reap\" good results. The annual 
event features a few teams from neighboring countries, mostly from 
the CIS. Turkmenistan\'s teams often end up winning the tournament, 
mostly with the \"assistance\" of referees. Conversely, 
Turkmenistan\'s soccer team withdrew from the 2006 Asian Games 
because the country\'s soccer association \"had doubts about how the 
team would do,\" according to the November 16 Associated Press 
report. A local sports reporter confirmed to PolAsst on November 27 
that \"the team is very weak now and soccer managers did not want the 
team to lose badly against strong teams, such as Japan and North 
Korea.\" 


Not Every Champion a Turkmen Champion 


5. (SBU) In addition to picking the right tournaments to win, the 

right athletes need to do the winning. In fact, Turkmenistan is 

home to the reigning world champion disabled power lifter. This 
athlete receives neither press coverage nor any support from the 
state. Instead, he wins in complete anonymity in a dingy gym with 
equipment provided by USAID. In past years, Turkmenistan has 
attempted to prevent U.S. assistance from reaching its Special 
Olympics team, claiming the group was not registered correctly. The 
government also has tried to block USG attempts to attract disabled 
students to apply for its educational exchange programs. And the 
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government refused to publicize a recent U.S. contribution of 240 
wheelchairs to the National Disabled Sports club. Clearly, and 
chillingly, disabled athletes do not qualify for the president\'s 
vision of a great Turkmen nation. 


Co-opting Foreigners 


6. (SBU) Another tool to glorify the state is having one\'s picture 
taken with well-known people during trips to tournaments abroad, 
especially while handing the celebrity the president\'s book, 
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\"Ruhnama.\" The photos are then published in local media as a sign 
of the country\'s international success. Having famous sports 

figures come to Turkmenistan is an even better publicity 

opportunity. In 2005, emboff attended a banquet in honor of 

Hidetaka Nishiyama, a world-renowned karate master, who visited the 
country at the invitation of the local traditional karatedo 

federation, scoring the federation brownie points with the 

government. 


7. (SBU) All of these glorification tricks are accompanied by 
sports managers\ lies and exaggerations about their athletes\' 
international performances to reporters. According to a state news 
agency sports reporter, \"Many sports journalists have gotten into 
the habit of simply believing the facts athletes and their managers 
provide them and including them in their reports.\" Most reporters 
do not have Internet access to verify the results, and all local 
journalists and editors are known to practice self-censorship; they 
do not publish articles about unsuccessful performances. A local 
sports writer was surprised when his article that mentioned 
Turkmenistan\'s declining performance over the years at the Asian 
Games passed the editor\'s review. He suspected that the editor 
missed the nuance in what he wrote. 


Showy Sports Palaces 


8. (SBU) Another instrument in the government\'s propaganda 
vis-a-vis sports is construction of lavish sports facilities. Two 
stadiums, a hippodrome, an ice-skating rink and a swimming complex 
are some of the projects commissioned in the past few years, 
totaling hundreds of millions of dollars. These facilities were 

built to support Niyazov\'s Ashgabat city beautification program, but 
they could have created an improved environment for sports 
development. The new facilities are often poorly maintained after 
construction because the ministries tasked with maintaining the 
infrastructure either do not have sufficient funds or the relevant 
maintenance expertise, or both. Many facilities are rented to 
commercialized gyms, which charge fees that are unaffordable to an 
average citizen. In addition, professional coaching salaries remain 
insufficient to attract the best qualified for these positions. 


Gray Money to Athletes 


9. (SBU) Athletes and managers also participate in Turkmenistan\'s 
sports programs in order to compete internationally and reap the 
financial benefits of foreign currency conversion. The State 
Committee for Tourism and Sports reviews sports project proposals 
then forwards their funding recommendations to the banking 
department at the Cabinet of Ministers. Only the Cabinet of 
Ministers can grant permission for banks to convert sports 
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Government NGOs\' (GONGOs) or athletes\' local currency (manats) into 
foreign currency at the official exchange rate, which is five times 

more beneficial than the black market rate. Using rounded numbers, 
the government will exchange an approved athlete\'s 25,000 manats for 
$5.00 vice the $1.00 conversion rate the athlete would receive on 

the black market. (Note: Currency exchange operations in 
Turkmenistan, from dollars to manats, usually take place on the 

black, aka, commercial, market, where the exchange rate is more 
favorable. End Note.) Previous athletic success often results in 
ministerial approval for conversion; hence, the exaggerated 

publicity of international competition achievements in various 
non-mainstream sports or not-so-competitive events (festivals, 
scholastic and university competitions). Sports organizations and 
athletes also illegally benefit by providing documents with forged 

costs and overstating expenses related to participation in 

international tournaments, thus reaping more ill-gained dollars. 


10. (SBU) The dual exchange rate system could have provided 
considerable assistance to develop sports, but has been abused by 
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sports GONGOs and government sports officials, who appreciate the 
opportunity for graft. The government often sponsors Turkmenistan\'s 
athletes\' participation in official events, such as World or Asian 
championships or Olympic Games, but to get conversion for other 
tournaments, athletes often need a \"connection,\" a person who 
lobbies for conversion approval. The lobbyer and an official at the 
State Committee for Tourism and Sports keep their share of the 
exchange profit. This results in preferential treatment for some 
sports. A sports reporter told PolAsst, and other sports 

practitioners confirmed, that a chess federation director general, 

for example, has \"excellent\" connections with a deputy minister of 
sports. The reporter said, \"That was the reason this chess 
practitioner got one of the two presidential Independence Day 
anniversary decorations allocated for sports.\" Even if a traveling 
team has the sports ministry\'s support, it is not uncommon that a 
currency conversion decision is delayed until a day or two before a 
competition to ensure that athletes and sports managers share their 
financial windfall with officials. 


11. (SBU) Once a conversion request is approved, team managers and 
coaches may request that athletes or their families pay a fee in 

excess of what is required in order to make money for themselves. 
Athletes often pay, because they still receive subsidized travel to 

an international tournament. Weaker, but wealthier, athletes are 

often selected by coaches and managers to participate in tournaments 
abroad because they are able to \"sponsor\" coaches and other strong 
athletes by paying a large sum. 
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12. (SBU) International assistance to sports in Turkmenistan is 

also abused, including grants from the International Olympic 
Committee (IOC) to the National Olympic Committee of Turkmenistan. 
According to one sports bureaucrat, eight athletes currently receive 
four-year IOC grants to prepare for the 2008 Olympics. The grants 
are for $1,000 per month, but the athletes receive only $200 in 

cash. Athletes are told that the balance is spent to cover medical 
and other expenses. Apart from the IOC, Turkmenistan\'s athletic 
organizations receive assistance from the international 

organizations FIFA (soccer), IAAF (track and field), ITF 

(International Tennis Federation) and from foreign governments as a 
diplomatic outreach tool; for instance, Japan subsidizes judo and 
karatedo. However, absent mandatory reporting, their support leaves 
space for abuse; equipment and uniforms provided by international 
NGOs and governments are often sold privately. 


13. (SBU) Not everyone likes the gray economic incentives. Many 
skillful athletes and coaches leave Turkmenistan to work in other 
countries where they are paid better and do not encounter 
bureaucratic obstacles. A Turkmen soccer coach working in Russia, 
Gurban Berdiyev, has led his club team, \"Rubin,\" to success in 
Russia\'s premier league for three consecutive years. Depending on 
the circumstances, many of the sports migrants are regarded as 
betraying their motherland. The only female chess grandmaster in 
Turkmenistan, Mahri Geldiyeva, who won medals in prestigious 
international tournaments, was not welcomed back after she worked as 
a coach in Singapore for several years. According to several chess 
players, many thought she would not be allowed to represent 
Turkmenistan in international events, but she was \"forgiven\" and 
earned fourth place on December 4 in a women\'s individual event 
during the Asian Games. 


Mainstream Sports Languish 


14. (SBU) Those legitimate athletes participating in mainstream 
sports where there is next to no chance of winning on the 
international scene, e.g., tennis, receive no financial support. A 
former number one junior player in Turkmenistan said she had to pay 
her own way to all international tournaments and also pay for all 

her court time and equipment. Given the lack of Internet and normal 
supply routes, access to competition-quality equipment is difficult. 
This player told Charge that members of the tennis federation 

travel to Dubai as shuttle traders and then resell the equipment in 
Turkmenistan. This player now makes her living giving tennis 
lessons, but has to pay for court time and receives no support from 
the Turkmenistan Tennis Federation of Turkmenistan. (Comment: She 
said she had tried to apply for law school but couldn\'t afford the 
$14,000 admittance bribe. Though she was born and raised in 
Turkmenistan and was a nationally ranked athlete, she is ethnic 
Dagestani and not Turkmen, therefore the bribe to go to law school 
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was the \"foreigners rate,\" twice the domestic rate. End Comment.) 
She says the Federation even has to pay rent to the Ministry of 
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Sports and Tourism of approximately $800/month for the six courts 
located on the periphery of the \"Olympic Stadium," thereby depriving 
the Federation of any revenue it might acquire from payment of court 
fees by tennis enthusiasts. 


15. (SBU) There is no budget for junior tennis players wishing to 
compete internationally. The recent local winner of a 13 year-old 
and under tournament in Malaysia had her plane ticket funded by the 
Turkish Ambassador. Charge has been approached repeatedly by 
trainers and parents asking for travel support for their children to 
compete internationally. Nevertheless, the courts are almost always 
full with talented children and parents hoping they\'ll get the \"big 
break.\" 


Comment: Where Are Turkmenistan\'s Sports Headed? 


16. (SBU) Inflated government-led propaganda in sports and 

financial schemes that lack clarity and integrity have negatively 
influenced Turkmenistan\'s athletic achievements. Too much financial 
uncertainty and too many unnecessary bureaucratic headaches distract 
athletes and prevent them from advancing professionally. There are 
basically no initiatives coming from the government aimed at 
encouraging athletes\' professional development. Any successful 
result is immediately attributed to \"the great leader\'s attention 

and care for sports,\" and -- like society in general -- athletes are 
captive to the government\'s strict control mechanisms. Athletes are 
not able to independently finance their professional work, and every 
year, sports are succumbing to the political pressure of corrupt 
leadership. More attention on true athletic achievement, coupled 

with promoting successful athletes as role models for younger 
generations, could nurture a future desire for a true sporting 
environment...and by extension, a healthier lifestyle. End Comment. 
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TAGS: PREL, MNUC, ETTC, IR, CH 

SUBJECT: PRC/IRAN: THINK-TANKER DISCUSSES IRANIAN VIEWS ON 
IMPACT OF NORTH KOREAN NUCLEAR TEST 


Classified By: Political External Unit Chief Edgard Kagan. Reasons 1.4 
(b/d). 


Summary 


1.(C) Iranian diplomats told Chinese officials in October 

that the North Korean test will \"derail\" UNSC actions against 
Iran, according to Li Guofu, of the MFA-affiliated China 
Institute of International Studies. Li said that Beijing is 
redefining its national security interests and is changing 

its approach to several issues. Li posits that in the near 

term China will not reach a point at which it must consider 
sacrificing its economic interests in Iran. Li argues that 

while China\'s foreign policy has not changed under President 
Hu Jintao, the attitude of foreign policy makers has. PRC 
foreign policy makers view China as being able to act more 
independently, with more freedom of choice in how to pursue 
Beijing\'s national security interests. End Summary. 


North Korean Nuclear Test Good For Iran 


2. (C) During an October 16 meeting with visiting INR Analyst 
Greg Knight and poloff, MFA-affiliated China Institute for 
International Studies (CIIS) Division Director for South 

Asia, Middle East and African Studies Li Guofu said that he 
held consultations with Iranian diplomats in Beijing 
immediately after the October 9 North Korean nuclear test. 
Li stated that his Iranian diplomatic contacts were very 
\"happy\" abou the current situation, believing it will derail 
UNSC action on Iran,s own nuclear program. The Iranians 
told Li that Tehran believes the North Korean nuclear test 
has helped to strengthen its hand at the UNSC and has 
diverted the international community\'s focus away from Iran. 
Tehran will watch the UN\'s reaction to North Korea very 
closely as it does not think UN pressure will be successful 

in pushing Pyongyang to give up its nuclear program. 
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Iran Lower on China\'s National Security Priority List 


3. (C) Beijing is currently \"redefining\" its national 

security interests and is changing its approach to several 
issues, according to Li. The Iranian nuclear issue is 
considered a \"small issue\" because China does not feel 
threatened by Tehran,s provocations. Li said North Korean 
is much more immediate\" for Beijing because it has a direct 
impact on Chinal's security. In the case of Iran, Li argues 
that China is experimenting with its foreign policy approach. 
Beijing is not strong enough to project its interests and 
influence in the Middle East, where other international 
powers hold greater sway. However, the current situation is 
allowing China to attempt to expand its role. Li claimed 
that Beijing is benefiting from Middle Eastern frustrations 
with U.S. policies in the region, particularly the Iraq War 
and the Israeli \"invasion\" of Lebanon. 


4. (C) China recognizes it is being used by Iran to 

neutralize U.S. pressure, according to Li. China hews 
closely to Russia\'s position, allowing Moscow to &take the 
lead,\" according to Li. While following Russia\'s lead, China 
has also paid \"great attention\" to cultivating good will with 
EU countries regarding China\'s \"constructive and cooperative 
role\" in helping to negotiate a diplomatic settlement. Li 
stated that using this approach also helps Beijing to protect 
its economic and energy interests in Iran. He added that in 
the near term it is very unlikely that China would need to 
sacrifice its economic interests in Iran in order to preserve 
international nuclear nonproliferation regimes. At the same 
time, Li pointed out that Beijing would honor P5 plus one 
decisions on sanctioning Iran. 


Hu Jintao: Jiang\'s Policies With New Operating Style? 


5. (C) China\'s foreign policy has not changed under President 
Hu Jintao, stated Li, noting that Hu\'s wording, phrasing and 
policy choices are consistent with his predecessor Jiang 
Zemin. However, Li claimed there has been a change in the 
operating attitude of Beijing\'s foreign policy makers. PRC 
foreign policy makers now view China as more independent than 
before in handling different foreign policy issues. Li said 

that they are more focused on China\'s national interests than 
on worrying about \"upsetting the United States.\" In foreign 
policy circles there is a sense that China has lost many 
opportunities because it considered first the U.S. reaction 

to Beijing\'s foreign policy choices. Now China feels it has 
more freedom to take the initiative in pursuing its policy 
interests, according to Li. 
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CIIS Plays INR-like Role? 


6. (C) In response to Knight\'s brief description of INR,s 

role within the Department, Li stated that CIIS is closely 

tied to the MFA and functions in much the same way. Li said 
that he and his colleagues consult regularly with China\'s key 
foreign policy makers. 


7. (U) INR Analyst Knight cleared this cable. 
Randt 
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SENSITIVE BUT UNCLASSIFIED 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, UNGA, IS, NL 
SUBJECT: NETHERLANDS/ISRAEL: ESS ON REGISTER OF DAMAGES 


REF: STATE 193698 


(SBU) Poloff delivered reftel demarche December 4 to MFA 
Deputy Head of Human Rights Division Birgitta Tazelaar and 
Head of Political and Legal Affairs, MFA UN and IFls 
Department, Peter van der Vliet. Following up on December 
8, van der Vliet told poloff that the Dutch remain 
uncomfortable with the Palestinian draft but are hoping to 
see a resolution technical in nature, per the Secretary 
General\'s report. Van der Vliet would not speculate on the 
eventual Dutch position, until after the December 11 EU 
coordinating meeting in New York. 

Arnall 
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1. (SBU) SUMMARY. The diverse opinions heard during November 
3 meetings between Farah Pandith, Director for Middle East 
Regional Initiatives, National Security Council, and Dutch 
government and think tank representatives capture the debate 

on what integration means for all of Dutch society. 

Agreement on the causes of social isolation and 

marginalization remains elusive. Recent political 

developments further complicate the search for a collective 
understanding of what \"successful\" integration would look 

like in the Netherlands. END SUMMARY 


2. (SBU) Expressing frustration with criticisms of the 
Netherlands as intolerant, Emine Kaya, 2007 Eisenhower 
Fellow and former Management Coordinator for The European 
Monitoring Center on Racism and Xenophobia, questioned 
religious discrimination as a legitimate barrier to 

integration. Ms. Kaya believes there are few impediments to 
religious freedom in the Netherlands; Islamic marriage, 

Halal food, and Islamic education are all readily available. 

She emphatically stated: \"we have to be very clear what the 
problem is: is it religion or something else?\" 


3. (SBU) Jan Schoonenboom, research fellow at Scientific 
Council for the Government (WRR), argued an opposing 
viewpoint expressing concern over growing right-wing 
populism (the anti-immigration Freedom Party gained 8 seats 
in the November 22 elections). He fears that populist 
rhetoric could leave immigrants and Muslims much more 
socially isolated and disaffected, encourage a \"major 
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backlash\" against Muslims in the Netherlands, and increase 
the propensity for radicalization among Muslim youth. [Note: 
Schoonenboom authored a controversial study earlier this 
year that sharply criticized the GONL for its intolerance of 
Islam.] 


4. (SBU) Amsterdam Deputy Mayor Ahmed Aboutaleb echoed 
Schoonenboom\'s concerns about radicalization and populism 
while arguing that both the Muslim community and the Dutch 
government need to work together for successful integration. 
Mr. Aboutaleb, a popular Muslim politician, argues that the 
Muslim community must use claims of discrimination more 
carefully as not all outcomes are the result of 

discrimination. At the same time, he believes that there is 

still a lack of political will on the part of government 

ministries to address legitimate symptoms of marginalization 
such as high drop out rates. Mr. Aboutaleb suggested that 
progress may simply be a function of time: up until recently 
many Dutch denied that the Netherlands was an \"immigration 
state\" and it is still looking for \"a new equilibrium\" among 

all members of Dutch society. 


5 (SBU) In subsequent meetings GONL representatives have 
suggested that barriers to full integration of Muslims may 

be endemic to Dutch society itself. During a meeting with 

an Interior Ministry delegation, Secretary General Jan 

Willem Holtslag observed that \"immigrant\" children, of whom 
many are born and raised in the Netherlands, are not viewed 
by society as truly Dutch. The Dutch term \"allochtonen\" is 
still widely used to denote first, second and third 

generation immigrants. Literally translated it means \"non- 
Dutch.\" (Note: Legally, \"allochtonen\" refers to anyone 

with at least one non-Dutch parent. Some commentators have 
noted that, by this definition, Queen Beatrix and much of 

the Royal Family should technically be classified as 
\"allochtonen.\") Government officials are increasingly aware 
of such impermeable boundaries: during a separate meeting, 
Saskia Tempelman from the Ministry of Justice insightfully 
pointed out that \"categories [e.g. \"allochtonen\"] create 
consequences.\" 


6 (U) Fatma Waheb-Wassie, also from the Ministry of Justice, 
explained that \"in the Netherlands the expectation is to 

just be normal and things will be fine.\" It was later 

explained that being 'normal\' in Dutch is to blend in with 

the crowd and not distinguish oneself through dress, 
achievement or other difference. One Dutch contact shared 
the Dutch saying, \"the cornstalk that sticks out above the 
rest gets cut down.\" 


COMMENT: Integration and Identity 
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6 (SBU) Dutch society, once famous for its social tolerance, 
continues to struggle with its identity in the midst of a 
growing perception of increasing intolerance toward 
immigrants. Recent political developments - such as the 
proposed ban on burgas and the popularity of hard-line 
Immigration Minister Rita Verdonk(VVD)- highlight the 
uncertainty of what it means to \"successfully\" integrate. 
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Lack of a collective understanding of what constitutes 
\"Dutchness\" further complicates integration: what 
characteristics and behaviors indicate membership of Dutch 
society. 


7 (SBU) Dutch integration presents a paradox: Social 
categories such as \"allochtonen\" underscore the division 
between immigrants and broader Dutch society. Many 
immigrant groups still identify more closely with the 
nationality of their country of origin, even after 

successive generations. This is reflected in the dress, 
behavior and language that set them apart from \"native\" 
Dutch. In the face of continued pressure to conform, it is 
likely that immigrants will continue to fight for symbols of 
their identity. 


ARNALL 
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Column 3 
Classified By: Ambassador Catherine Todd Bailey for Reason 1.4(d) 


(C) October 13, PolEconOff delivered reftel non-paper 

providing results from the 2006 Copenhagen Missile Technology 
Control Regime (MTCR) Plenary to Inga Marcinkevica, Head of 
Export Control of Strategic Goods Division at the MFA. 
Marcinkevica expressed strong appreciation for the 

information. She also stressed that Latvia hopes to join the 
MTCR as soon as possible. 

BAILEY 


88750 

OO RUEHAG RUEHDF RUEHIK RUEHLZ RUEHROV 

DE RUEHLJ #0793 3421311 

ZNR UUUUU ZZH 

O 081311Z DEC 06 

FM AMEMBASSY LJUBLJANA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5386 

INFO RUCNMEM/EU MEMBER STATES","UNCLAS LJUBLJANA 000793 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: EAIR, ECON, EUN, KTIA, SI 

SUBJECT: SLOVENIA WILL FOLLOW EU POSITION ON U.S./EU AIR 
TRANSPORT AGREEMENT 


REF: STATE 195012 


1. On December 5 Econoff presented reftel points to Franc 
Zupanic of the Aviation Directorate at the Minstry of 
Transport. Zupanic thanked Econoff for presenting USG views 
but made it clear that the Government of Slovenia (GOS) 
intends to follow EU guidance on this issue. 

ROBERTSON 
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SUBJECT: NEA DAS GORDON GRAY\'S DECEMBER 5 MEETING WITH MFA 
COUNTERPART FRANCK GELLET 


Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 


1. (C) Summary: In a December 5 meeting with NEA DAS Gordon 
Gray, Franck Gellet, the MFA DAS-equivalent for the Persian 
Gulf, observed that the Gulf states were privately alarmed by 
Iran\'s nuclear ambitions, although their public discourse was 
not particularly helpful. He asked whether the U.S. had any 
binding bilateral agreements with the Gulf states that, in 

the event of an Iranian attack, would produce an American 
military riposte. He also noted a paradoxical attitude from 

the Gulf states vis-a-vis the Sunni insurgency in Iraq: On 

the one hand, the Gulf states feared the day when the 
jihadists would come home to roost; on the other hand, their 
antipathy toward the Shi\ites prevented them from taking a 
more vigorous stance against the insurgency. Gellet summed 
up the French approach to democratization in the Gulf as \"let 
them go at their own pace.\" End summary. 


Much Concern About Iran 


2. (C) In a December 5 meeting with NEA DAS Gordon Gray, 
Franck Gellet, the MFA DAS-equivalent for the Persian Gulf, 
said that there was a dichotomous discourse from the Gulf 
states with respect to the threat posed by the Iranian 
nuclear program. In private, the Gulf states were generally 
quite candid with the French about the threat they perceived 
from a nuclear-armed Iran, whereas their public statements 
tended -- unhelpfully -- to downplay the threat. \"They\'re 
completely terrified of Iran,\" said Gellet, who added that 

the Gulf states feared not only Iranian adventurism, but the 
prospect of Iranian retaliation in the aftermath of a strike 

on Iran\'s nuclear program. Gellet said the one exception to 
the above pattern was Kuwait. The Kuwaitis told the French 
that they were more concerned about the risks to the 
environment of a civilian nuclear accident in Iran than they 
were by the prospect of nuclear-armed Iran flexing its 
military muscle (in large part because the Kuwaitis assessed 
that they were already hopelessly disadvantaged in terms of 
conventional military strength in comparison to Iran). 

Gellet said he thought the Kuwaiti analysis was wrong, and 
that while the ecological risks of a civilian accident were 

real, the dangers posed by a nuclear-armed Iran were just as 
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real. 


3. (C) Gellet evinced notable curiosity about U.S. defense 
commitments in the region, asking whether the U.S. had any 
binding bilateral commitments that would obligate Washington 
to respond militarily in the event of an Iranian attack on a 
Gulf state. Gray pointed out that the U.S. has for decades 
considered the Gulf to be a vital strategic interest, and 

said that in light of our extensive security cooperation in 

the region, our Gulf allies felt little need to press for 

legalistic assurances. Gellet noted France\'s defense 
cooperation agreements with Kuwait, Qatar and the UAE, 
adding: \"If something happened, we\'d be involved too." 


Iraq 


4. (C) Gellet assessed that at the moment, the Gulf states 
were even more concerned about Iraq than about Iran and were 
waiting for Iraq to split along ethnic lines, with 

deleterious consequences for the entire region. In 

particular, he noted that the Saudis and others were 
concerned by the prospect of jihadists coming home to roost. 
Gellet found it paradoxical that, notwithstanding these 
concerns, the Gulf countries were not doing much to help the 
situation. \"They could be doing more on controlling 
financing and deterring their own nationals from joining the 
fighting,\" he said. 


5. (C) The real problem, in Gellet\'s opinion, is that the 

Gulf states have little affinity for an Iraqi government 

which they see, first and foremost, as a Shia government. He 
ascribed the lack of Gulf involvement in the International 
Compact for Iraq, as well as the failure to act more 

decisively against those supporting the Sunni insurgency, to 
Sunni-Shia antipathy. Gellet believed that the Saudis, in 
particular, had no interest in talking to lraq\'s Shia 

leadership (although he hastened to add that Iraqi ShiVites 
had done precious little to cultivate the Saudis, and had -- 

in his opinion -- no intention of sharing power with Iraq\'s 
Sunni minority). However, Gellet thought it would be very 
helpful if the Saudis agreed to host the Iraq Compact signing 
ceremony. Looking beyond the signing ceremony, he concluded: 
\"If we want to involve them (the Gulf states) in supporting 

the lraqi government, then we need a new power structure.\" 
Gray questioned Gellet\'s analysis, pointing out that the 
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demographic realities of Iraq suggested that the Gulf states 
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would need to reconcile themselves to the new political 
reality. 


Democracy in the Gulf: Don\'t Push 


6. (C) Gellet described the recent elections in Bahrain as \"a 
step in the right direction,\" and said that the presidential 
election in Yemen had been \"ok\" from a French perspective 
(although President Saleh\'s re-election had never been in 
doubt). He stressed, however, that France\'s approach was to 
let the Gulf states \"go at their own pace\" with respect to 
democratization. \"In order to avoid the appearance of 
interfering in their internal affairs, we probably shouldn\'t 

push the Gulf States on this,\" said Gellet. DAS Gray pushed 
back against the \"don\'t push\" argument, noting our support 
for democratization had led to encouraging progress from a 
number of Gulf States over the past year. With remarkable 
candor, Gellet admitted that due to the relatively high 
standard of living in most Gulf States, there was 
comparatively little pressure from the French public for the 
Quai d\'Orsay to take a harder line on promoting democracy. 
\"We\'re not driven by French public opinion on this question,\" 
said Gellet, who acknowledged that the U.S. took a different 
approach. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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REF: STATE 195157 


1. Embassy warmly welcomes and grants country clearance to 
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Ted Poe, Member, Subcommittee on Europe and Emerging Threats; 
and Alan Knapp, Legislative Director, to travel to the 

Netherlands from December 20-22, 2006, to meet with 

senior-level government officials to discuss anti-terrorism 

efforts pertaining to port security and growing Muslim 

extremism; as well as viewing Dutch engineering concepts that 
protect land from flooding through their use of dikes and 

levees. 


2. Hotel reservations have been made for the night of 
December 20 at the Sofitel Hotel, Koningin Julianaplein 35, 
2595 AA Den Haag, the Netherlands - Tel: (31) (70) 
381-4901; Fax: (31) (70) 382-5927. (Note that when calling 
from inside the Netherlands a zero is placed in front of the 
city code and The Hague city code would be 070). Hotel 
reservations for the night of December 21 have been made in 
the Amsterdam Marriott Hotel, Stadhouderskade 12, 1054 ES 
Amsterdam - Phone: (31) (20) 607-5555; Fax: (31) (20) 
607-5511. (Note that when calling from inside the 
Netherlands a zero is placed in front of the city code and 
Amsterdam,s city code would be 020). 


3. Embassy Control Officer for the visit is Gregg Myrup, 
Science Officer - Work Phone: (31) (70) 310-2342; Cell Phone: 
(31) (62) 030-1510; Fax: (31) (70) 310-2348; Email: 
MyrupGD@state.gov. 


4. Administrative Officer for the visit is Assistant 

General Services Officer Alfred Braswell Jr. - Office Phone: 
(31) (70) 310-2210; Cell Phone: (31) (62) 061-3304; Fax: 

(31) (70) 356-1262; Email: BraswellA@state.gov. (Note: When 
calling from inside the Netherlands the city code is 070 and 
when calling from outside the country it is 70). 


POST ACCESS: 


5. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


6. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 
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7. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


8. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


9. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


10. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 
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11. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
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computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


12. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 


13. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


14. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


15. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
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International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


16. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


17. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 
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18. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
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http://www. state.gov/r/pa/ei/bgn/3204.htm. 
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E.O. 12958: DECL: 12/08/2016 

TAGS: PREF, PHUM, GA, SG 

SUBJECT: REFUGEE REFERRAL FOR GAMBIAN REFUGEE KHALIFA 
BAJINKA 


REF: DAKAR 02091 (NOTAL) 
Classified By: DCM Robert P. Jackson for reason 1.4 (b). 


SUMMARY AND ACTION REQUEST 

1. (C) Embassy Dakar requests authorization for a refugee 
referral to the U.S. resettlement program on behalf of 

Gambian refugee Major Khalifa Bajinka, his wife and three 
children. Bajinka took refuge in Dakar in late July 2006 and 

has been living in hiding here since his departure from The 
Gambia. Bajinka,s wife and children remain in Banjul and 

are reportedly required to report weekly to Gambian 

authorities. Bajinka has presented evidence of persecution, 
which has been supported by Gambian newspaper articles and 
other Gambian refugees (Reftel), based on his position as 

former Commander of the Presidential Guard in The Gambia from 
March 2004 - June 2005 and his former posting as a staff 

officer in the Office of the President from August 2003 ) 

March 2004. Despite the fact that Bajinka was in Nigeria 

from July 2005 ) July 2006, Gambian President Jammeh accused 
Bajinka of being complicit in the failed March 2006 coup 
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attempt and tried to have him extradited from Nigeria. The 
Nigerian government refused, and Bajinka completed his 
one-year training program. In July 2006, Bajinka returned to 
The Gambia after receiving marginal assurances that Jammeh,s 
concerns had passed. However, shortly after Bajinka,s 

arrival, Jammeh sent armed men to arrest Bajinka at his 
residence. Bajinka resisted the arrest attempt and, after 
informing Gambian authorities by telephone that he would turn 
himself in, fled by foot to the Senegalese border. After 
traveling to Dakar via bus, Bajinka has been staying with a 
Senegalese friend in Dakar and maintains a low profile to 
ensure that his location is not discovered by Senegalese 
authorities. Bajinka has unconfirmed information that the 
Gambian government has officially asked for his extradition. 
Due to his former position, Bajinka has knowledge of 
Jammeh,s nefarious activities, which he believes is the 

reason that Jammeh wants him imprisoned. Bajinka denies any 
complicity in the coup attempt and believes that he would be 
tortured, and possibly executed, if returned to The Gambia. 
Since arriving in Dakar, Bajinka has learned from various 
contacts and friends in The Gambia that Jammeh is still 
interested in locating him and bringing him back to The 
Gambia. As he is extremely concerned for his well-being and 
the safety of his family, post considers his life to be in 
immediate danger. END SUMMARY and ACTION REQUEST. 


POST,S REFERRAL 

2. (C) Post refers Khalifa Bajinka (DPOB: 04 DEC 1969, 
Brikina Town, The Gambia) for refugee status. Bajinka is 
currently in refuge in Dakar, and his family is currently in 
Banjul. His family members, names and DPOBs are: 


-- Spouse: Fatou Dibba Bajinka (DPOB: 06 June 1970, The 
Gambia) 

-- Daughter: Aminata Tuti Bajinka (DPOB: 15 November 1996, 
Banjul, The Gambia) 

-- Daughter: Awa Bajinka (DPOB: 07 September 2000, Banjul, 
The Gambia) 

-- Son: Muhammed Lamin Bajinka (DPOB: 15 September 2003, 
Atlanta, GA) Bajinka,s son Muhammed is an American citizen 
who was born in Atlanta while Bajinka,s wife was working in 
the United States. Bajinka,s wife is an employee of Gambian 
Airlines. 


3. (C) Bajinka, a Major in the Gambian Army, has a high 
school education (GCE ordinary level), but due to a high 
aptitude score on a military examination, was placed in the 
officer corps upon entering the army in 1993. Since this 
time, Bajinka has studied and earned military degrees or 
college credit at several universities around the world. 
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Specifically, Bajinka attended the Fuh Sing Kang College in 
Taipei, Taiwan in 1997 and earned a Diploma in 
Administration. Additionally, Bajinka attended the Senior 
Staff Military Course at Ahmed Bello University in Nigeria in 
2005-2006, earning a diploma in management. Finally, Bajinka 
completed the Basic Officer Course in Turkey in 1992-1993. 
Despite his limited education, Bajinka is well-spoken, 
appears intelligent, and has a desire to earn his college 
degree. Bajinka speaks English, Turkish, Wolof, level 1 
French, and reads Arabic. 


4. (C) Bajinka first worked in close association with Jammeh 
from July 1994 ) June 1999, when he served as the Aide de 
Camp (ADC) to the Head of the State of The Gambia. Bajinka 


returned to the Presidential Palace as a Staff Officer in the 
Office of the President from August 2003 ) March 2004. 

During both of these tenures, Bajinka remained on good terms 
with Jammeh, as he was promoted to Commander of the 
Presidential Guard in March 2004. It was in this role as 
Commander that Bajinka fell out of favor with Jammeh. In 
early 2005, Bajinka learned that Jammeh was independently 
utilizing members of his Presidential Guard for arrests, 

torture, destruction of property, and intimidation of 

political rivals. Specifically, Jammeh created a small 

four-man team, composed of members of the Presidential Guard 
who were frequently ordered to carry-out nefarious tasks. 
When Bajinka learned of the unit,s activities, he ordered 

his men to stand-down on several Jammeh ordered operations, 
which led to his abrupt reassignment to Army Staff 
Headquarters in March 2005. When rumors persisted in July 
2005 that Jammeh remained unhappy with Bajinka, Bajinka,s 
military commanders sent him to the Senior Staff Course in 
Nigeria from 2005-2006. 


5. (C) During Bajinka,s deployment to Nigeria, in March 
2006, there was a failed coup attempt in The Gambia led by 
Colonel Nuru Cham. After several officers were arrested, 
Bajinka received word from the Nigerian Government that 
Jammeh had asked for his extradition from Nigeria. Despite 
this request, the Nigerian Government refused, and Bajinka 
finished his studies in Nigeria. After the situation in The 
Gambia calmed slightly, Bajinka received vague assurances 
from military officers that Jammeh had seemingly lost 
interest. Despite this, the Nigerian Government and 
Bajinka,s close friends all warned him against returning. 
However, wishing to see his family and wanting to prove his 
innocence, Bajinka returned to The Gambia. Unlike his usual 
return from deployments, Bajinka was not officially met at 
the airport, and during his first night, two Gambian National 
Intelligence Agency officials came to Bajinka,s house 
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requesting his cooperation in the investigation. When the 
officers tried to arrest him, Bajinka resisted and threatened 
that he would not go without a fight. When the two men 
departed to obtain reinforcements, Bajinka fled by foot to 

the Senegalese-Gambian border. After crossing the border, 
Bajinka took a bus to Dakar, where he found refuge with a 
friend. Bajinka later learned from family members and a 
former associate that armed men from Jammeh,s Presidential 
Guard returned to Bajinka,s house to arrest and likely 
imprison him. After Bajinka,s departure, Bajinka,s wife 

and brothers were arrested and placed in prison for several 
weeks. Although all were released in mid-August 2006, as of 
late November 2006, they are still required to report on a 
regular basis to NIA Headquarters in Banjul. 


6. (C) Bajinka believes that Jammeh,s attempts to arrest 

him are based on his knowledge of Jammeh,s nefarious 
activities during his time on the President,s staff and as 
Commander of the Presidential Guard. Bajinka knew that 
Jammeh ordered the arrest, detention, and torture of numerous 
political rivals. Bajinka does not know how or why he was 
implicated in the failed coup attempt, but believes that 

Jammeh was already contemplating arresting him before his 
deployment to Nigeria in July 2005. 


7. (C) Since taking refuge in Dakar, Bajinka has maintained 

a low profile and has not made his presence known to the 
Senegalese government, primarily because he believes that 
Jammeh has asked for his extradition. Bajinka is sure that 

he would be imprisoned and likely executed if he returns to 
The Gambia, particularly because he has been accused of 
treason and has received positive press from various foreign 
newspapers. (For example, his story was widely distributed 
among oppositionist newspapers, which used Bajinka,s plight 
as an example of Jammeh,s suppression of individual 
freedoms). Bajinka has also heard rumors that Gambian 
officials are secretly attempting to locate his whereabouts 

in Dakar, and because of this, does not frequently venture 
away from his temporary residence in Dakar. Although Bajinka 
has received some money from family, he has no steady income 
and is being supported primarily by his friend,s family in 

Dakar. Bajinka has resisted registering with refugee 

agencies in Dakar out of fear for alerting the Senegalese 
authorities and ultimately the Gambian Government to his 
presence. 


8. (C) Bajinka,s family remains in Banjul but is forced to 
report weekly to Gambian officials. Bajinka has not moved 
his family to Dakar, primarily because he cannot support them 
and because he is not sure he could ensure their safety over 
a period of several months. Additionally, Bajinka,s wife 
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has been able to keep her job at Gambian Airways, which 
provides a source of income, and his children, who do not 

speak French, would be hampered in school due to the language 
barrier. If granted refugee status, Bajinka is prepared to 

move his family to Dakar, and believes he could do so on two 
days notice. He talks regularly, but infrequently with his 

family, and they are aware of his request for refugee status. 
Bajinka would prefer to wait until receiving assurance that 

the process is moving forward before deciding to bring his 

family to Dakar. 


9. (C) Post has corroborated Bajinka,s story with Embassy 
Banjul, which noted that Bajinka has been well and favorably 
known to the current and previous U.S. embassy staff for many 
years. In addition, other Gambian officials resident in 

Dakar, who have not been accused of treason, have also 
reported threats against them. 


ACTION REQUEST 

10. (C) PRM,s urgent consideration of this request is 
greatly appreciated since Bajinka and his family,s lives are 
in immediate danger. END ACTION REQUEST. 
JACOBS 
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1. (C) Summary: Lebanon was the main focus on Turkish PM 
Erdogan\'s visit to Damascus, PM/FM foreign affairs advisor 
Ahmet Davutoglu told Ambassador December 8. Erdogan urged 
President Asad to make Syria a force for stability in a 
polarizing region, and to do so by using its influence to 
dissuade Hezbollah from destabilizing actions in Lebanon. 
Asad made good general noises, but appears to have been 
unresponsive on specifics. Davutoglu believed that Asad is 
more inclined to be helpful on Iraq, and he said Asad 
reiterated in predictable terms Syria\'s interest in dialogue 
with the US. Erdogan also conveyed to Asad Israeli views on 
Israeli-Syrian dialogue. End Summary. 


2. (C) Davutoglu characterized Erdogan\'s December 6 meeting 
with Asad as frank. Erdogan expressed Turkey\'s concerns 
regarding Iraq and Lebanon. He said that Turkey does not 
want to see polarization in the region because it could lead 
to wider conflict. Turkey regards the attitude of Syria as 
very important in this regard; it would like to see Syria 
acting to prevent the polarizations already reflected in lraq 
and Lebanon from spreading further throughout the region. 
Turkey is particularly concerned about sectarian division - 
i.e., widening Shia/Sunni violence. Asad allegedly said 
Syria sees the same problems and is against sectarian 
divisions. It is particularly concerned about Iraq. Asad 
emphasized the importance Syria attaches to Iraqi unity and 
territorial integrity and to intensifying national 

reconciliation and integration among communities there. 


3. (C) Erdogan reportedly bemoaned the current crisis in 
Lebanon and said that Turkey wants it to be dealt with in a 
political manner, as opposed to through street demonstrations 
and violence. Of course, people have a right to demonstrate, 
but the opposition to Siniora should not provoke the 
government or inflame the situation. Syria, he told Asad, 
should use its \"convincing power\" with the Shia community and 
especially Hezbollah to calm the situation and work via 
political channels within the Lebanese system, rather than 
through violence and street demonstrations. Erdogan relayed 
to Asad elements of detailed briefings he and Davutoglu had 
received earlier in the week from PM Siniora and his 

political advisor Mohammed Chattah on what Davutoglu called 
alternative formulas for power sharing in Lebanon as well as 
on issues related to the international tribunal. Davutoglu 

told Ambassador that the intent was not to mediate between 
Beirut and Damascus. He implied that these ideas were 
conveyed per Siniora\'s request. 


4. (C) Asad claimed to be unaware of the latest proposals 
from Siniora about Lebanon\'s alternatives. He would assess 
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what Erdogan said. He said Syria shares concerns about 
Lebanon not being dominated by sectarian divisions. He 
agreed the opposition should be careful and claimed Syria is 
trying to encourage restraint. As evidence of this effort\'s 
effectiveness, he pointed to the mild reaction among Lebanese 
Shia to the death of a Shia demonstrator earlier in the week. 
But the Lebanese Christians are problems, too. Asad 
complained that Michel Aoun has the support of large numbers, 
but is kept out of government. Lebanon\'s internal 
arrangements should be fair to all factions and elements of 
society and ensure them adequate safeguards. Regarding the 
international tribunal, Asad said no one opposes it, but its 
principles need to be specified to avoid unnecessary activity 

in areas not relevant to its functions. He said Syria would 

like to work with Turkey. Erdogan was apparently 
non-committal. 


5. (C) Davutoglu advised that Israeli PM Olmert had sent a 
message to PM Erdogan recently asking that Erdogan convey 
Israeli views on bilateral relations to Asad. Erdogan did 

so, and Asad gave an \"encouraging\" response. There could be, 
according to Davutoglu, positive developments arising from 
this, but he declined to elaborate. In a separate 

conversation, the Israeli ambassador to Turkey advised 
Ambassador that a recent visitor from Jerusalem met with 
Davutoglu and asked if the Turks would convey Israel\'s view 
that if the Syrians mean what they say about wanting to talk, 
they should look first at their support for Meashal, Hamas 

and Hezbollah and try to be helpful on Cpl. Shalit. The 

Israeli ambassador said he will see Davutoglu in coming days 
to get more detail on this exchange and will advise. 


6. (C) On Iraq, Erdogan reportedly highlighted Turkey\'s 
concerns about recent trends. He said Turkey\'s principal 
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concern is ensuring the unity and territorial integrity of 

the country. Increasing polarization, especially worsening 
violence between the Shia and Sunni communities, must be 
reversed. Erdogan commended the re-establishment of 
Syria-lraqi relations and encouraged more Syrian work to 

reach out to and support the Maliki government. Asad said 

this would continue. A Syrian embassy will open soon. Syria 
supports the Neighbors of Iraq process that has been 

launched. It is ready to support further work in this forum 

and any others that will be helpful. Davutoglu opined to 
Ambassador that what Asad said on Iraq was different and more 
supportive in tone than what Erdogan heard in Tehran December 
3. This suggested to him that it is incorrect to regard 
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Syria as completely under Iranian domination. He 
acknowledged that there is more Syrian-Iranian symmetry on 
Lebanon and that it is not always helpful. 


7. (C) Regarding the United States, Asad suggested that Syria 

is prepared to be flexible. He told Erdogan that when FM Gul 
visited Damascus in September, he had urged Asad to make some 
gestures, talk about peace, etc. Asad claimed he\'d done this 

and cited some interviews. Asad told Erdogan that there 

could be other positive gestures by Syria to the US, and he 

hoped there would be gestures in the other direction. He is 

\"ready for any openings and to discuss anything with the US.\" 


8. (C) Comment: This Erdogan diplomacy appears motivated 
partly by concern that Turkey keep up with Syrian and Iranian 
initiatives at a time when (including post-Iraq Study Group 
report) Ankara sees things shifting in uncertain ways. 
Another motivator is to be, or at least look, helpful on 

Middle East/regional concerns at a time when Turkey is 
approaching the end game of its latest crisis over EU 
accession. Erdogan reportedly will visit Beirut in coming 
days. End Comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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1. In private conversation with EmbOff on Dec. 7, Major 
David Anderson of the Ministry of National Security indicated 
the following: 


(A) The Government of Jamaica (GoJ)\'s Immigration Department 
and the Special Branch of the Jamaican Constabulary Force 
(JCF) both maintain informal watch lists, which include 

terrorists, criminals, narco-traffickers, and other 

undesirables, in an effort to prevent their entry to Jamaica. 


(B) With respect to terrorism-related input, the GoJ\'s watch 

lists are based largely on information provided by the U.S. 
(either from the U.S. Embassy or from the Jamaican Embassy in 
Washington via the Ministry of Foreign Affairs and Foreign 
Trade (MFAFT). 


(C) The Gou\'s lists are not available on-line. The Embassy 
should refer any inquiries regarding the Gou\'s lists to Major 
David Anderson, Ministry of National Security, or to his 
Deputy Mr. Paul Davis. (Note: both are favorably-known 
Embassy contacts; Post will be glad to assist with any 
requests.) 
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This cable is sensitive, but unclassified. Please protect 
accordingly. 


1. (SBU) Since Armenia\'s severe energy crisis in the early 1990s, 
energy security and independence have been critical priorities for 

the government of Armenia (GOAM). This cable, drawn primarily from 
conversations with representatives from the Armenian Ministry of 
Energy and USAID energy project implementer PA Consulting, provides 
a general overview of Armenia\'s energy situation, available gas 
reserves, and Russia\'s increasingly prominent role in the sector. 


2. (SBU) In 1989, following a devastating earthquake, the 

then-Soviet government decided to shut down both units of Armenia\'s 
nuclear power plant (ANPP) due to seismic and safety concerns. 
After the fall of the Soviet Union, a growing conflict between 

Armenia and Azerbaijan over Nagorno Karabakh led to a disruption of 
Russian gas exports to Armenia, which at that time transited 
Azerbaijan. These factors and severe problems with the Armenia 
electrical distribution network caused an energy crisis that left 

many Armenians with extremely limited access to heat and electricity 
from 1992-1995. During that period, Armenia\'s forests were 
devastated as families harvested all available sources of fuel to 

heat their homes. Many Armenians were forced to burn furniture and 
books in an effort to stay warm. Most Armenians in their 
late-twenties and thirties recall studying by candlelight with 

entire families living in a single room for warmth. Many recount 
stories of neighbors or family members who died in their homes from 
the extreme cold. 


3. (SBU) In 1995, operations resumed at the ANPP. Around the same 
time, significant repairs to the electrical distribution network 

were completed and power was restored to the vast majority of 
Armenian consumers. The crisis was as much a result of poor 
distribution as limited electrical generation, (at the height of the 

crisis, generation at the Sevan Hydro Power Plant was increased 
virtually to the point of replacing ANPP production) but most 
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Armenians associate the crisis with the ANPP\'s closure. 


4. (SBU) Armenia has a relatively small power system with 800,000 
customers (720,000 residential, 30,000 commercial and industrial and 
50,000 other users, including government). In 2005, approximately 
42 percent of local demand was met by nuclear power, 30 percent by 
hydro and 28 percent by thermal (natural gas) generation. Annual 
net generation in 2005 was 5,911 GWh. The majority of hydro 
production occurs in the spring and helps generate electricity for 
export to Iran as part of a long-standing power swap arrangement. 
(Armenian and Iranian energy consumption complement each other. 
Armenia\'s production is high and demand low during the temperate 
summer, when Iranian power consumption for air conditioning peaks, 
while Armenia\'s high wintertime energy needs for heating, coincides 
with Iran\'s mild winter temperatures.) Armenia\'s thermal power 
plants currently rely entirely on natural gas imported from Russia. 


5. (SBU) In 2005, Armenia exported 656.2 million kWh to Georgia and 
69.1 million kWh to Iran, (although the seasonal electricity exports 

to Iran are matched by imports, leaving an annual net balance of 
zero). Georgia has not purchased electricity from Armenia since 

April 2006 when new, higher prices were introduced for Russian 
natural gas. As a result of the gas price increase, the cost of 
electricity generated in Armenia grew from 3 cents per KW/h to 4.95 
cents per KW/h. (NOTE: Thanks to an agreement with the Russians, 
the GOAM subsidizes domestically consumed electricity which costs 
approximately 3.3 cents per KW/h. END NOTE.) The price hike made 
Armenian-generated electricity more expensive for Georgia than 
Russian electricity. Reported increases in hydro production in 
Georgia due to heavy rainfall also may have diminished Georgian 
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demand for Armenian electricity in 2006. 


6. (SBU) Armenia has two major hydro power plant cascades and a 
number of smaller facilities. The Sevan-Hrazdan Cascade and Vorotan 
Cascade are the two largest facilities with installed capacities of 
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